nporpaMMUpoBanme

AHTUOTNAAKA: CTapbie Npuembl
Ha HOBbIN nap

Kpne Kacnepcku

HoBoe, KaKk roBopuTcs, - 3T0 XOpPOLLO 3a6bIToe cTapoe. AHTUOTNAA04HbIE npueMbl BpemeH MS-DOS
u debug.com Bo3BpawjatoTcs, 4To6b1 cHoBa paboTtath B Windows 2000/XP/2003. CtaTbs He TONbKO
BbI30BET Y BAaC PUTYasibHO-HOCTaNbrMYeCKuit UHTEPEC, HO U NOCAYXMT NPAKTUYECKMM NOCoGUEM

no 6opbbe ¢ xakepamu u 0TNagYUKaMu.

TNag4YvKM (@ oTnagymK, Kak us-
O BECTHO, — OCHOBHOMN MHCTPYMEHT
xakepa) NpoLLv JONrvii 3BONHO-
LIMOHHbIA NyTb — OoT debug.com go soft-

ice. 3a 310 Bpems ObIfI0 HANAEHO MHO-
XECTBO CMoco60B 60PbObLI C HUMU, OfHA-

KO He BCE OHUM OKa3anuch yaauHsl. B noc-
nefiHee BpeMs Hab0[aeTCs OCTPbIN Ae-
uLMT XOpOLUMX aHTUOTNAA0HHBIX NPU-
eMoB. Tak He nopa i BEpHYTbCS K UCTO-
Kam — ApeBHUM Npremam, MpoBepeHHbIM
rogamun? TexH14eckui nporpecc passu-

BaeTCs N0 cnvpanu, ¥ MeToAbl 3aLLuThI,
paspa6oTaHHble ana MS-DOS n ytpaTus-
LUMe aKTyaslbHOCTb K KOHLy ee cyLlecT-
BOBaHWS, OKa3bIBAOT YyOUCTBEHHOE BO3-
Jencteume Ha Windows-oTnagumku, KoTo-
pble MPOCTO He NpeaycMaTpMBany Takoro




NMoOBOPOTA COObLITUI 1 KANUTYNNPYIOT Cpa-
3y, fiaXe He MNbITafcb 60pPOTLCS.

PasymeeTcs, HenocpeaCcTBEHHbIN
NepeHoc aHTMOTNafO04YHbIX METOAMK
13 MS-DOS B Windows HEBO3MOXEH XO-
T 6bl yxe notomy, 4to B Windows Het
«MpepbIBaHUA» B TOM CMbICIE, KOTOPbIA
B HMX BKnagbiBaeT MS-DOS. B Heit HeT
nopToB BBOJA/BbIBOAA, (PU3MHECKON Na-
MATU N MHOXECTBA APYrUX MPUBbIYHBIX
ons MS-DOS-nporpammmcToB KOHLenN-
uui 1 Bewen. To ecTb OHKM, pasymeeT-
¢, ecTb (Kyga xe 6e3 npepbiaHunin?!),
HO TeXHWKa paboTbl C HUMK paanKanb-
HO oT/inyaeTcs. Tak 4To onpefeneHHas
ajanTaums Bce-Takum Heob6xoguma.

OcHOBHOW yrop Mbl caenaem Ha npu-
KNafHoW ypoBeHb W NPOrpamMmmmucToB
cpefHen keanuukaumm, KOTopble, BO3-
MOXHO, UMEIOT NpeAcTaBieHve o apan-
Bepax, Ho paspabaTbiBaTb WX camo-
CTOATENIbHO He cobupatoTcs. HekoTo-
pble W3 OMUCaHHbIX METOAMNK MPakTu-
YeCKM MOJIHOCTBI0 CUCTEMHO He3aBuCH-
Mbl U paboTatoT nofg nobon 32-paspsag-
HOM OnepaunMoHHON CUCTEMOW CeMeNc-
TBa Windows, 4acTM4HO nogaepxu-
Bas Windows 3.x u Windows XP 64-bit
edition. HekoTtopble TpebytoT Tosibko NT
W NPOU3BOJHYIO OT HEE CUCTEMY, MPU-
YeM HUKaKUX rapaHTuin coxpaHeHus pa-
60TOCMOCOGHOCTM B NOCeyLLMX Bep-
cusx Windows y Hac HeT. [laxe ecnu uc-
nosib30BaTh TONbKO AOKYMEHTUPOBAH-
Hble PyHKLMK, Microsoft B nto60in MOMeHT
MOXET UX U3MEHUTb, KaK 3TO OHa yXe fie-
nana HeodHOKpaTHO, NpuyeMm, B nocrnes-
Hee BpeMs BCe Yalle v yaLle. Jlyylue Bo-
06LLE HE NCMONBb30BaTh HUKAKNX CUCTEM-
HO 3aBMCUMbIX (DYHKLMIA U nucaTtb BCe
Ha ANS| Cn/C++ nnn DELPHI (cpakTu-
yeckun DELPHI npencTasnsiet cobon ca-
MOCTOATENBHYIO «OMnepaLyoHHYH CUcTe-
My», HaTaHy Tyt nosepx Windows v abe-
TparvipyrLLy nporpaMmmmcTa ot Npuxo-
Tewt Microsoft — Bbl NpoCTO NepekoMnunu-
pyeTe kog v Bce! PasymeeTcs, peyb naet
TOMbKO O NPUKNaAHbIX 3a4aqax v Ha aH-
TUOTNAA04HbIE NPUEMbI YKa3aHHOE npe-
nmyectso DELHPI He pacnpocTpaHs-
etcs). Tem He MeHee, 60STbCA aHTUOT-
nafoyHbIX NPUEMOB He HyXHo. /X unc-
nofib30BaHWe BMOJIHE JONYCTUMO, ECNK
He cKasaTb — XenaTenbHO.

XopoLumnii COOPHMK aHTUOTNAL04HBIX
npuemMoB rny60oKon APeBHOCTU MOXHO
HawvTu B cTaTtbe «Anti Debugging Tricks»
(http://textfiles.group.lt/programming/
antidbg.txt), HanncaHHOM N3BECTHLIM BU-

pyconucatenem Inbar Raz (4t0? Huka-
Kunx accoumaunin? 3x... Moniogexs!) na-
Tupyemon 1993 rogom, HoO caMu onucaH-
Hble B HEW NPUEMbl UMEKT HAMHOIo 60-
nee NOYETHbI BO3PACT, U MHOTME U3 HUX
npuwnu B MS-DOS c¢ ewe 6onee gpes-
HUX MaLunH. [onbiITaemca nepeHecTu
nx Ha Windows?

Mporpamma, KoTopas
Tpaccupyer ceba cama
OfvH 13 fpeBHENLLNX NPUEMOB OCHO-
BaH Ha «MOrNoLLEHNN>» TPACCUPOBOYHO-
ro npepbiBaHusa oTnag4nkom. Paccmor-
puM ero nonogpo6bHee. Kak M3BeCTHO,
x86-npoueccopbl UMEKT crelmnanbHbli
trap-conar (cokpalleHHo TF). Korpa oH
B3Be[leH, MOCNe BbINOMHEHNS KaXAon
WHCTPYKLMK reHepupyeTcs cneuuanb-
HOe 0Tnajo4Hoe npepbiBaHue, obpaba-
TbIBAEMOE OTNa4HMNKOM (ECMNK, KOHEYHO,
OH YCTaHOBNEH W AENCTBUTENBHO OTNa-
XUBAET nporpammy). B npotnBHoOM cny-
Yyae ynpasJieHue nony4aeT 06paboTymK
no ymonyanuto. B MS-DOS oH npepcTas-
NAET COO0N «XONOCTYH» 3arnyLKy, co-
cToswyo 13 ogHoro nuwe IRET, 1 BbI-
MONHeHNe NporpaMMbl He NpepbiBaeT-
cq, a Bot Windows B036yXOaeT UCKJIII0-
YeHue, NPUBOAALLEE K MOSABIEHMIO XOPO-
LLIO BCEM M3BECTHOr0 41anoroBoro okHa
«MporpaMma coBepLunna HefonycTuMmyo
onepaumio 1 6ygert 3akpbiTar.
®dopmarsbHO nar TpacCMpoBKY SiB-
nAeTCs 4acTblo perucTpa naros u no-
TOMY MOXET OblTb COXPaHEH B CTEKE KO-
maHgow pushf/pushfd, ogHako pacnos-
HaTb (pakT TPacCUpOBKM TakUM CMOCO-
60M CKopee BCero He yaacTcs, NOCKOsb-
Ky MHOrve OTNafyvKv MackmpytoT CBOe
npucyTcTeme. MNpyn noLLaroBoMm BbIMosHe-
HUW NPOrpamMbl OHW OCYLLIECTBNSAIOT JO-
MOMHUTENbHYIO MPOBEPKY — a He ABMAeT-
CS NV TOMNbKO YTO BbINONIHEHHAA KOMaHAa
WHCTPYKUMIA pushf, n ecnu 310 Tak — ne-
3yT B CTEK V1 KOPPEKTUPYIOT COXPaHEHHOE
3Hau4eHue perncTpa dnaros, copacsiBas
TF B Hosb. [paBga, TyT MOXHO CXUTPUT.
Hanpvmep, po6aBuTb HECKONBKO NNLL-
HUX NpedrKcoB nepen koMaHaow pushf —
€CTb LLIAHC, 4TO OTNaA4MK He CMOXET UX
pacnosHartb. ELLe MOXHO ncnonb3oBaTb
CcaMoMOZMGMLMPYHOLLMIACS Kog, pacno-
NoXxuB koMaHgy pushf B cTeke ¢ Takum
pacyeTom, 4T06bl COXPaHEHHOE 3Haue-
HWe perucTtpa naros 3atuparno ee Ha-
npoYb, NpaBga TyT eCTb O4HA ManeHbKas
npo6nema. lNponssogutenu annapaTHo-
nporpaMmHOro obecneyeHns HaKOHeL-To
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PucyHok 1. JlpeBHeiummit oTIAmUMK
debug.com

MNpe A0TBPAULEHHE BLINONHEHAR SaHHbLIR b, x|

MPEACTEPALLEHHE BEINGAHEHHA AaHHE: (DEP) nomoraeT
SAILUHTHTE KOMMBFOTER OT NOSPE H H NpH
033x QE30NacHOCTH, o

" BrnroumTe DEP TONBKO ANA OCHOEHBIX MPOrpant W cityE
Windows

% BrarounTe DEF ANA BCEx NpOrpant 0 oy, Kpome
BIOpaHHEIX HHME:

[ Assembly IDE
Ora&n

MpOUECcop 3TOMO KOMNEITERS HE AOMYCKAET anNapaTHyH
noAAepy DEP. CUHAKO MOXHD HCNONE30EATE NPOrPaMMHYH
noaaepsky DEP ANA NpeA0TEPALIEHHS HEKOTOPbIX ATaK.

O QK

PucyHok 2. [IMaNoOTOBOE OKHO, MOSIBINS-
KIleeCss NPy NOMNHTKE BHIONHEHNS KOAA
B CTeke

npu3Hanu ToT (YakT, YTO Hay4uTb Npo-
rpaMMMCTOB NPOrPaMMMPOBaHNIO UM TaK
1 He yaanoch, a Tenepb yXxe 1 He yaac-
Tca. OnepaunoHHble CUCTEMBI U NMPWO-
XEHWS ByKBanbHO HALLNUrOBaHbI OLLING-
KaMmu nepenonHeHns bygepa, Yepes Ko-
TOPbIX PacnpoCTpaHAOTCa YepBu, TPO-
SHCKMe mporpaMmbl U gpyras 3apasa.
Y1066l NPUKPLITL Naseiiky, NPULLIOCH
MOWTM Ha JOBOSLHO XECTKYIO, CMIOPHYIO
1 paguKanbHy Mepy — HEUCTONHAEMbIV
cTek. U xoTs pacnpocTpaHeHus Yepeen
OH BCE paBHO He OCTAHOBWT, Befb CYy-
LLECTBYIOT U Opyrue TUMbl NEPENOSHSLO-
Lmxcsa 6ycepoB (MHOXECTBO CTaTel Ha
3Ty Temy nexwut Ha ftp://nezumi.org.ru),
A1 Hac (nonb3oBaTenei u nporpammMuc-
TOB) B MPaKTUHECKOM NyiaHe 3T0 03Hava-
€T, YTO OFPOMHOE KONNYECTBO NPorpamm
nepectaHeT paboTaTb, MOCKOSbKY OHU
3alMLLEHbl YNAKOBLUMKaMK U MPOTEK-
TOopamu, UCMOMb3YIOLWMMIU CamoMOoau-
huumpyoLLMIica KO, UCNOSHAOLLMIACS
B cTeke. [MoaTtomy Microsoft npegycmort-
pena BO3MOXHOCTb OTKJIOYEHUS 3aLLm-
Tbl. [1pM NepBOM NOMbLITKE UCMOSTHEHWSA KO-
naHa cteke Windows XP BbI6poCUT rpos-



nporpaMMUpoBaHme

HOE AnanoroBoe OKHO (CM. PUC. 2) 1 NpY YTBEPAUTENBHOM OT-
BETE MOMNb30BaTENS BbINOHEHUE 3ALLMLLEHHON NPOrpaMMbl By-
[T NPOJOIIKEHO, TAK BCE HE TaK YK 1 MI0XO0.

Bnpoyem, otnaguunkm tuna Microsoft Visual C++ gyputs He-
00643aTesIbHO ¥ criedyoLmnMin 6€CXUTPOCTHBIN KO JIerko obHa-
pyXuBaeT nx npucyTcteme. NonpobyinTe ero BbIMOAHWUTb B MO-
LLaroBOM PeXMMe 1 MOCMOTPUTE, H4TO NPON30ALeT!

JucTuHr 1. [pocTenmmiz aHTMOTIA[OUHHIA NPUEM, PaCMNOBHAMIMINL
TPAacCHMPOBKY IOJ HEKOTOPHIMM OTJafuMKaMu

pushf coxpaHsieM ¢narm B creke,
; Bkawuass u TF
pop eax ; BHTAJKMBAeM COXPaHeHHHe oQnaru

and eax, 100h
jnz under _ debugger

BHAensieM Qnar TPacCHMpPOBKM
ecnn TF BSBeneH, Hac TPacCUPYRT

; B eax

[MaBHbI MUHYC 3TOr0 NpUMemMa B TOM, YTO €ro O4eHb ner-
KO 060WTU. [JOCTaTOYHO, HanpuUMep, NPOCTO NOJOrHaTh Kyp-
cop K komaHge pushf, ckasatb otnaguuky «<HERE» (.. BbInon-
HAW Nporpammy 4o 3Toro mecrta 6e3 TpacCMpoBKM), 3aTEM MNO-
[JorHaTtb Kypcop K jnz n ckasatb «<HERE» elue pas. Takum 06-
pas3oM, 3aLUWLLEHHbIR parMeHT 6YAEeT UCMOSTHATLCA B 00bIY-
HOM pexvMe U NPUCYTCTBME 0TIa4MKa OKaXeTCs He3aMeyeH-
HbIM, MO3TOMY MHOrME NPOrpamMMUCTbI MPELNOYMTAIOT CoXpa-
HATb PerncTp naroB B OAHOM MeCTe NMporpammbl, a npose-
pATb €ro B ApyroM. HaumHaroLmx xakepos 370 COMBAET C TOJ-
Ky, HO OMbITHbIX TaK He nposefeLb. Ha KoHcTpykumio pushf/
pop reg/xxx reg,100h y HMX yXe faBHO BbipaboTancs 6e3ycnos-
HbI pedonekc, K TOMY Xe B3MIOMLLMKY HUYErO HE CTOUT 3amMe-
HWTb or eax,100h Ha and eax,0h, 1 Torga nporpamMma Haecerga
yTpaTuT CNOCOBHOCTb pacno3HaBaTb 0Tnag4MK. MoXHO (M Hyx-
HO), KOHEYHO, [06aBUTb MPOBEPKY COOCTBEHHOM LIENIOCTHOCTH,
HO TOMbKO HaBPSAA N OHA HAAOMTO OCTAHOBUT Xakepa.

A BOT crnerka MoguuuMpoBaHHbIN BapuaHT TON xe ca-
MOVi 3aLLUMTbl, KOTOPbIA Pacrno3HaeT NpUCyTCTBME OTNagymKa
He3aBWCKMO OT TOro, MCMOSHAETCA Nv NporpamMmMa B noLuaro-
BOM pPeXuMe Unmn HeT. ANroput™ paboTbl B O6LLMX YepTax Bbl-
rASANT Tak: Mbl CAMOCTOSATENBHO B3BOAWM (hnar TpaccupoB-
KV ¥ BbIMOSHAEM CeAYIoLLY0 KomaHrgy. MpoLeccop nocnyLIHo
reHepupyeT UCKITIOYEHWE, KOTOPOe Mbl NepexsaTbiBaeM Npea-
BapUTESIbHO ycTaHoBNEeHHbIM SEH-06paboTymnkoM, nepegato-
MM ynpaBneHve Hatlemy kogy. Ho npu Hanuyum otnagymka,
UCKJII0HeHWe «nornoLaetcs», n SEH-06paboTymK yxe He no-
nyyaet ynpasnexus!

JIuCTHHT 2. YHMBEPCANbHH aHTUOTIAROUHHI NpUeM,
PaCHoBHaKIMI TPACCUPOBKY MOR BONBUMHCTEOM OTIAaAYMKOB

; yCTaHaBNIMBaeM HOBHI OBPaBOTYMK CTPYKTYPHHIX

; VCKJIIOUEHUI

; OBHyJNsleM perucTp eax

xor eax,eax

; KlaZieM B CTeK yKasaTenb Ha HOBHN 0oBpaBoTumk
push offset SEH _handler

; KlaZeM B CTeK yKasaTesnb Ha CTaphi obpaboTumk
push dword ptr fs:[eax]

; permcTpupyeM HoBii SEH-o6paboTumk

mov fs:[eax],esp

; BBBOOUM Qnar TPacCUPOBKMU

pushf BaTankyMBaeM B CTeK PerucTp (naros
pop eax BHTAJIKMBAaEM €ro COAEPKMMOe B PEIMCTp eax
or ah, 1 B3BOOMM ¢nar TF

popf BHTAJIKMBAaEM €r'0 COMEPKMMOE B DPETVCTP
tbnaroe

;
;
;
push eax ; xmageM eax B Crek
;
i
; Tenepb ¢yar TPacCHPOBKM BSBefeH!

; IOCNe BHIOJHEHMS BTOM KOMaHAH I'eHepMpyeTcs
; MCKIIOUEHMe, ¥ eCNM OTJajuMK He YCTaHOBNEH,
; ero nepexeariBaeT SEH-oBpaBoTumk, KOTOPSIA
; koppekTupyeT EIP, # 3Ta KOMaH#a He BHIOJHSIETCS
; IOf OTJIafuMKOM MPOMCXOAMT NEPEeXof Ha BETKY
; under _debugger
jmp under _ debugger
//
/1
; SEH-oGpaBoTumk MOXeT GHTB pacrojiokeH B J6oM MecTe
; (;my4mwe pacmonoxXMTB €ro nojanblle OT BalMTHOTO KOAA,
; 4TOBH OH He Tak 6pocaics B riasa)
SEH handler:
T, ykasaTenr Ha KOHTEKCT PEIVMCTPOB
mov esi, [esp+0ch]
assume esi: PTR CONTEXT
mov [esi].regEip, offset continue

; OTKyZa NPOJAONXaTEk BHIMOJIHEHNE
; B OTCYTCTBMUM OTJAfUMKA

; OCHOBHOM KOJ HPOT'PaMME

XOor eax, eax
ret ; BhXo# M3 SEH-o6pa6orumkxa

continue:
; /| orcopa BymeT NMPOJONKEHO yHpaBJIEHUE,
; €CHIM OTJNaAuYMK HEe YCTAaHOBJIEH

[aHHbI npuem No3BONSET 06HAPYXMBATb Soft-ice M MHOrve
Lpyrve otnagymku, Npuy4em Ha nacCcuBHYIO OTNafKy OH He pe-
armpyer (1 310 xopoLuo!). MNonb3oBaTenb HaLlen Nporpammsl
MOXET 3anyckaTb soft-ice n oTnaxwvsarb ocTanbHble Nporpam-
Mbl, HO... K&K TONIbKO OH NOMbITAeTCs 3arpy3nTb B OTNAL4MK Ha-
LY, OHa TYT Xe nogdacT curHars. To xe camoe nNpou3ongerT, ec-
NV XaKkep NPUCOEAMHUT OTNAAYMK K YXe 3anyLUeHHOMY npo-
LlecCy Unu BOPBETCA B CEPeUHY NporpamMbl NyTem yCTaHOB-
Ku To4ek octaHoBa Ha API-cpyHkumu. EcTecTBeHHO, aHTMoTNa-
LO4HbIA KO [OMKEH BbINMOMHATLCA He [0, & NOCne 3arpy3ku oT-
napymka. To ecTb pa3meLlatb ero B CaMOM Hayarne 3aLumila-
€MOW NporpamMmbl He CTOUT. JlyyLue — MHOrokpaTHoO gy6nmpo-
BaTb B Pa3/N4HbIX MECTaX.

lMpenecTb AaHHOIO Nprema B TOM, 4TO ero AOCTaTO4HO TPpyAQ-
HO pacnosHaTb Mpu B3nome. 7IBHble NPOBEPKW OTCYTCTBYIOT
1 KomaHaa jmp under_debugger BbIrMaanT HEBUHHON OBEYKOMN.
Npu ee BbINONHEHUM 6€3 OTNAA4MKa BO3OYXOAETCA UCKITHOYe-
HUWe, nepexeaTbiBaeMoe 06paboTYMKOM W BbINOSIHEHUE NpPo-
rpaMmbl UAET YXe COBCEM MO ApyroMy Nyt (06paboTymK noa-
MeHseT yKasaTesnb KOMaHf, X0Ts, BNPO4eM, OH MOF 6bl 3TOM0 1
He fenaTtb — B 0T/InYMe OT NpepbIBaHNiA, 13 KOTopbIx B MS-DOS
HY>HO 6bI/10 BLIXOAWTb K&K MOXHO CKOpee, HTOObI He pa3BanuThb
cucTemy, 06paboTHmK CTPYKTYPHOIO UCKMIOYEHNSA B NPUHLMNE
MOXET BMeLLaTb B ce65 BeCb KO NporpaMmbl LIENVKOM, U XU~
MWYUTb C KOHTEKCTOM COBEpLLEHHO HEOBS3ATENBHO — 3a4eM
NULUHUIA pa3 NpuBNeKaTb BHUMaHue xakepa?). Mo otnagym-
KOM Xe komaHfa jmp under_debugger BbINONHAETCH «Kak eCTb»
1 XaKep MOXeT 04eHb [0JIT0 KOBLIPATLCSA B MOASIOXHON BETKE
under_debugger, He noHMMas, 4TO 34eCb BOOOLLE NPOMCXOANT
1 0TKyda 9T0 B3910Ck?! YTO6LI OTTAHYTL B3/1OM, JyYLLIE HE O0-
BOPWTb Cpaay, YTO OTNaA4MK O6HAPYXKEH, & MOACYHYTb KaKoWi-
HUOYAb 3aLUMPOBAHHbIA KOF UMK YTO-TO eLLe.

MMmaBHoe, 4T06bI KOMaHabl popf v jmp under_debugger
He 6bln pasfeneHbl HUKakuMu ApyruMn MHCTpyKumamu! NHa-
ye 3awmTa He cpabortaet! TpacCMpOBOYHOE UCKITIOYEHME re-
HepupyeTcs cpasy Xe rnocre BbINONHEeHVs NepBON KOMaHfbI,
pacnonoXxeHHOM nocne popf, M ecrnu eto okaxeTcs, Hanpumep,
nop, TO jmp HUKaKUX UCKIOHEHUI YXKe He foCTaHeTCs. Tak 4To
3amackupoBaTh 3alLUTHbIA KOA, paccpefoToumnB ero no sce-



My OnepaT1BHOMY NepUMETPY, YXe He yaacTtca. K Tomy xe xa-
Kep MOXET NEerko HEMTPanu3oBath 3aluTy, NPOCTO 3aMeHMB
jmp under_debugger Ha jmp continue. YT06bI 3TOMYy NPOTUBO-
CTOATb, He06X0AMMO B3BOAMTL B SEH-06paboTyMKe cneumanb-
HbI conar v NPOBEPSATH €ro MO XOAY BbIMOMHEHWS NporpaMmbl —
6b1J1 1M OH BbI3BaH W HET. A B camom SEH-06paboTumke eLue
KOHTPONMPOBATb U TUM UCKITIOHYEHNS, MHa4Ye Xakep NpocTo fo-
6aBWT Xxor eax,eax/mov [eax],eax (o6paLleHne no Hynesomy
yKasaTtento, reHepupytoLlee ucknodenme) n torpa SEH-06-
pa6oTymnK BGygeT nofyy4atb ynpaBneHue Kak nog oTnagymkoM,
Tak v 6e3 Hero. KctaTu rosops, 3awura JaHHoro tuna obiia
ncnonb3oBaHa B nporpamme ulink KOpus XapoHa, B310M KOTO-
pon Nogpo6bHO onucaH B MOMX «DyHOaMeHTasnbHbIX OCHOBaX
XaKepcTBa — 3annckax MbilbX'a», KOTOPYK MOXHO 6ecrnnat-
HO cKkayaTb ¢ Moero ftp-cepsepa nezumi.org.ru.

3ajagumMcs TakuM BOMPOCOM: MOXET N OTNagymK Tpac-
CMpoBaTb NporpaMmy, KOTopas yXxe HaxoguTcs nog Tpaccu-
POBKOW (Hampumep, OTNaX1BaeTCa APYrM OTNAAYMKOM MK
TpaccupyeT cama cebsi). HenocpeacTBeHHO — HET, MOCKOSbKY
thnar TpaccmpoBkmn B X86 npoLeccopax OAMH 1 ero BIIOXEH-
HOCTb He noamepxusaeTcs. C Apyroi CTOPOHbI, eCni BblLLEeC-
TOALLMI OTNAAHMK OTCNEXMBAET 0bpaLLieHune K donary Tpaccu-
POBKM 1 aMynupyeT BO36YXAeHMe TpacCMpOBOYHOIO NpepbI-
BaHWs, nepefasan yrnpaBfieHWe He Ha CeayoLLYi0 KOMaHay,
a Ha SEH-06paboTumk, Takas cxema MOXeT paboTtaTb, npas-
[a, Kof oTnaguunka CyLLeCTBeHHO YCMOXHUTCS, @ NOCKOMbKY,
KOMMEpPYECKMe 0TNafqnku OPUEHTUPOBAHBI UCKIHOUNTENBHO
Ha neranbHbIX NPOrpPamMMUCTOB, KOTOPbIE B3NOMOM 3aLLUT He
3aHMMAaTCA (UNK, BO BCAKOM Cllyvae, NPeAnoYnTaioT 310 He
aduwmpoBaTth), TO CO3AaBaTh MaeasnbHbIA 0Tnag4mK Npon3Bo-
OUTENo MPOCTO He Pe30H. YTO Xe A0 HEKOMMEPYECKMX 0TNaj-
YUMKOB... [1p1 BCEM MOEM YBaXXEHUM K HAM (5 4ACTO MCMOSb3YHO
OllyDbg 1 nto6nto €ro), OHW eLLe He BCTanM C ropLuka u ans
LOOCTMXEHWS COBEPLLEHCTBA UM eLLe pacTu U pacTu. Bnpouewm,
3MynMpYoLLMe OTNAAYMKMN C TaKOW 3aLLMTON CNPaBASOTCS Ha
pas, HO rae Bbl BUAENM AMyNUpYoLLIMiA oTnapyuk nog Windows?
MoXHO, KOHEYHO, B3ATb NOSIHOLEHHbIN amynaTop PC ¢ uHTer-
pupoBaHHbIM oTnagymkoM Tuna BOCHS (nopg koTopebli, KeTa-
TV rOBOPSA, CYLLECTBYIOT M JOMOMHUTESNIbHbIE OTNAAUYMKM, BXO-
LSLLME B UCXOOHbIE TEKCThI, HO OTCYTCTBYIOLLME B FOTOBOW 61~
HapHoI c6OpKe), 0AHaKo oTnaxueatb Ha Hem Windows-npuso-
XEHWS NPaKTUYECKM HepeasibHO, NOCKOSbKY HET HUKAKOW BO3-
MOXHOCTU OTAINYMTbL KOZ OQHOro npouecca oT Apyroro.

Mporpamma, koTopas Tpaccupyet cebs, nog oTnag4vka-
MW BbINOMHAETCA HENPABWIIbHO — OHA TPACCUPYETCS OTNaaum-
KOM, HO He cama Co60i. XopoLuas naes — NOBeCcuTb Ha Tpac-
cep pacnakoBLUMK, paclumMdpoBbIBAOLLMIA NporpaMmy no Me-
pe ee BbINOMHEHUS. 3TO CYLLIECTBEHHO 3aTPYyAHSAET B3/IOM, 3a-
4acTylo fenas ero NpakTU4eckn HEBO3MOXHbLIM. BmecTo sB-
HOW MMM KOCBEHHOW MPOBEPKM Ha OTNagyMkK, nporpamMmmMa 3a-
JevcTByeT obLme ¢ 0TIafgyvMkoM pecypcbl 1 Nog OTNaA4MKOM
CTaHOBUTCA NPOCTO HEPYHKLIMOHANbHA.

MNpocTenmnin npuMep Takom 3alynTbl NPUBELEH HUXE.
OH «03aMMCTBOBaH» U3 MOEW KHUM «TexHuKa v omnocodms
XaKepCKux atak» (MOSIHY0 ANEKTPOHHYHO BEPCUIO KOTOPOI MOX-
HO 6ecnnaTHo ckavaTh c ftp://nezumi.org.ru) u paboTaeT TONbKO
nog MS-DOS, Tem He meHee nerko nepexHocutcs B Windows,
npocTo 06paboTyMK NpepbiBaHNs 3aMeHseTcs Ha 06paboT-
YUK CTPYKTYPHOrO MCKOYEHNS (KaK UMEHHO 3TO AenaeTcs,

nporpamMMUpoBaHme

MOKa3aHo B IMCTUHIE 2) 1 nepef pacluMpOoBKON BbI3bIBAET-
cs API-doyHkums VirtualProtect pns yctaHoBku aTpubyTa 3anu-
cu (no ymonyaHuio cekumu .text/.code u .rodata nmetot atpu-
6yT read-only, 1 HenocpeAcTBEHHAA pacluMpPOBKa KOLa B HUX
HeBoamoxHa). Windows-BapuaHT He CRoXeH B peanu3aumu,
HO CNULLIKOM FPOMO3[0K 1 MOTOMY HEeHarnsaeH.

JiucTuur 3. [lpuMep mpocTelimel CaMOTPaCCUPYyRUeNncs
nporpaMmil nog ms-dos

; // ycraHaBnmBaeM HOBHI OBpaBoTUMK TPACCHPOBOYHOTO
; npepnBaHus int 0lh

; dymkumst 25h (ycTaHOBMTE mpepsBaHMe),

; npepnBanne — 0lh

mov ax,2501h

; ykasarenb Ha oBpaGoTuMK NpepHBaHMS

lea dx,newint0Olh

; cepBucHas QyHxuus ms-dos

int 21h

; // B3BOEMM QNar TPacCUPOBKU

pushf ; COXpaHsieM perncTp (naros B creke
pop ax ; BHTaJKMBaeM €ro B PErMCTp ax
or ah,l ; B3BOAUM 6ur TF

; COXpaHsieM MSMEHEHHH) PErMCTP ax B CTeKe
push ax

; BHTaJKMBaeM MOAMOMUUMPOBAHHOE BHaUEHMe

; B peructp dnaros

popf

// Tenepb nocie BHIONHEHMS KaxHO# KOMAHMS!
// npoueccop 6ymer renepupomars int 01,
/| nepenamas ympaBieHMe ero oBpaboTuMKy

// moproraBnMBaeM nmapaMeTpH AN pacuUMPPOBKM
lea si, crypted _begin
mov cx, (offset crypted _end - crypted _begin) / 2

repeat: ; /| ocHOBHOM LMKI pacuMUOPOBKM
; uMTaeM ouepefiHOe CJIOBO HO si B ax, yeemmumBas si Ha 2
lodsw
; BanuchBaeM B siueiiky [esi-2] comepxmmoe bx
mov [si-2],bx
; KPYTMM UMKJ, NOKa CX He paBeH HYID
loop repeat

KaXeTCsl, YTO STO AYPHOM UMKI, paboTswmiz kak memset
T.€. BaNOJHANWMA OBNACTL NaMATM COREPXMUMEIM bx
KOTOpoe faxe He GHJIO MHMUMANMBMPOBaHO!

OfiHAKO BCe HE TaK, M Ha KaxJoM XOfy I'e€HEepMpyeTCcs
TPacCHPOBOYHOE NpEepHBaHMe, Nepefanliee ynpaBleHNe
obpaborunky int 0lh, xoTopmt HesBHO Moguduumpyer bx

; /| cBpacsBaeM (nar TpacCUPOBKM

pushf ; COXpaHsieM perucTp ¢naros B cTeke
pop dx ; BHTajJKuBaeM ero B perumcrtp dx

; (ax mcnonbsyercss oBpaborumkoM int 01h)
and dh,0FEh ; cbpacmBaeM 6ur TF

; COXpaHsieM MBMEHEHHH perucTp dx B CTeke
push dx

; BHTaNKMBaeM MOAMQMUMPOBAHHOE SHaueHMe

; B perucTp dnaros

popf

; // eme opHa noBymxa mis xakepa
jmp _to _ dbg:
jmps under _ debugger

/!

//
new _int _0lh:

; BaumppoOBEHBaEM COFEpXMMOe PeruMcTpa ax

xor ax, 9fadh

mov bx, ax ; HoMemaeM ero B perucTp bx
mov word ptr cs:[jmp _to _ dbg],9090h

; «moNesHast Harpyska» (OCHOBHOM KOJ MPOTPaMME)

; «ybuBaeM» YCHOBHHI IEPeXof, BeRYWM) K MORJIOXHON! BeTke
; (mom ornmapgumkoM oBpaborumk int Olh He nomyumT
; yNpaBleHuss ¥ Nepexofn He BymeT your)

iret ; BHXOUMM M3 06paGoTuMKa NpPepHBaHMS

crypted _begin:
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/!
1
crypted _end:

; BauuppoBaHHH KOJ/HaHHHE

MoXHO fin 310 B3nomaTb? Ecnun 4ecTHO, TO AaHHbIN Npu-
Mep floMaeTca 6e3 0Co60ro HanpPsHXXEHNs U C MUHUMYMOM Te-
nogswxeHui. MNpocTo yctaHaBaMBaem annapaTHyo TO4KY OcC-
TaHoBa Ha crypted_begin v gpoxungaemcs 3asepLueHuns pacna-
KOBKMW, NMOCMNE Yero CHUMaeM famr, npeBpaLliaeM ero B exe-
tharn, KOTopbIN yXXe MOXHO OTNIaXunBaTb 06bI4HbIM MyTEM. YTO-
6bl He gaTb ceba 06MaHyTb, 3aliMTa LOSHKHA MCNOoSb30BaTh
MHOXECTBO BMOXEHHbIX PACLUMPOBLLMKOB UM 6OPOTHLCA C OT-
nag4ynKoM UHbIM NyTeM (Hanpumep, yomBaTb ero 4epes focTyn
K h1314eCKon NaMsaTh, 0 YeM Mbl MOFOBOPUM HyTb HUXE).

[MaBHOE [OCTOMHCTBO OMMCAHHOMO NPYEMA B TOM, YTO OH XO-
poLUO YyBCTBYeT cebsi nof Bcen nuHenkon Windows (kak 9x,
Tak 1 NT) 1 ManoBeposTHO, 4TOOLI B MOCNEAYIOLLMX BEPCUAX
4TO-HUOYAb N3MEHUNOCh.

ﬂOGTVH K d)l/l3l/|‘lecKOI7l namaTu

B MS-DOS kopf oTnagyvka u CUCTeMHbIE JaHHble (Hanpumep,
Tabnmua BEKTOPOB NPepbIBaAHWI) HAXOAUAWCH B OOHOM aapec-
HOM MPOCTPAHCTBE C OT/IaXXMBAEMOWN NPOrPamMMON, YTO OTKPbI-
Bano 60MbLLOM NPOCTOP AN METORO0B 60pbObl. MOXHO 6bI110
npocKaHaMpoBaTh NamsaTb U y6UTb OTNAAYMK MM NPOCTO 3a-
LencTBoBaTh oTnagoyHble Bektopa (int 01h nint 03h) nog Hyx-
Obl 3aLLUMTHOrO MexaHuW3ma, MosoXuB TyAa YTO-TO MONe3Hoe
(cKadkeMm, K04 pacLLUMGPOBKK), @ Yepe3 HEKOTOPOE BPEMS CHM-
TaTb ero o6patHo. Ecnv HMKakoro otnag4vka HeT UK OH He-
aKTUBEH, UICKaXEHVE 0TNaf04HbIX BEKTOPOB HE HapyLUlaeT pa-
60TOCNOCOBHOCTUN ONEepaLMOHHON CUCTEMBI, U Mbl YATAEM TO,
4TO MONOXMAKN. A BOT NOA 0TNaa4YnKkoM Bce 6yaet nHade. Cko-
pee BCcero npon3ongeT ToTanbHbIA Kpax, MOCKOSIbKY Mpu reHe-
pauum TPacCMpOBOYHOMO NPepbiBaHWA UK JOCTUXEHUN TOY-
Ku 0CTaHoBa ynpasneHue 6yaeT nepefaHo B «KOCMOC» (BEK-
TOp BeAdb nckaxer!). Ecnu xe oTnagyuk NpuHyAUTENbHO BOC-
CTaHOBMT BEKTOpPA, TOrAa BMECTO COXPaHEHHbIX JaHHbIX 3a-
LMLLEHHas NporpaMma nNpoYnTaeT yxKe He KoY pacLumndgpos-
KW, @ HEYTO COBEpLUEHHO UHOe! TeopeTnyeckun Ha 386+ npo-
Lieccopax oTnafyvK MOXeT KOHTponmpoBaTth AOCTYN K oTna-
[04HBIM BEKTOPAM 1 3MyNNPOBaThb OnepaLymn YTeHMs/3anmucy,
He Npoun3BOAsA UX Ha caMoM fAene. Ho 31o noTpebyeT AByX an-
napaTtHbIX TOYEK OCTaHOBa, KOTOPbIX B X86 npoLeccopax Bce-
ro 4eTbipe, Aa 1 TeX NMOCTOSHHO He XBaTaeT, Tak 4To pa3bpa-
CbIBaTbCSA UMW HE PE3OH.

OnepauwoHHas cuctema Windows ncnonb3yeT pasaesibHble
afipecHble NPOCTPaHCTBA M BUPTYallbHYIO0 NaMATb, & 3TO 3Ha-
YUT, YTO OTNIAXKMBAEMOE MPUIOKEHNE HE MOXET «HOTAHYTb-
CS» HU A0 OTNagYunKka, HU 4o BEKTOPOB MpepbiBaHuii. MoxHO,
KOHEYHO, HanucaTb Apaneep (kak n3BeCTHO, ApanBep MOXeT
BCE WKW NPaKTU4YeCKM BCE), HO O CONYTCTBYIOLLMX Npobnemax
Mbl yXXe ropopunu. HanncaHve gpansepos TpebyeT BbICOKOW
KBanuukaumm, K TOMy Xe B CUMy UX KPOLLEYHOro pasMepa
[pariBepa 04eHb MPOCTO N10MaTh, a HanucaTb CNOXHbIA Apan-
BEP NPaKTUYECKW HepeanbHO — ero «MyckoHanagka» 3anmet
BCIO OCTaBLLIYIOCH XU3Hb.

B onepaumnoHHbIx cuctemax cemeiictsa NT nmeetca cne-
LuarnbHoe ncespoycTponcTeo «PhysicalMemory», npegocrtas-

nawoLee AOCTyn K Pranyeckon namMaT Ha YTeHue/3anuch.
370 fencTBUTENBHO (hM3nyeckas namsaTb, NpUYEM eLLe A0 BUp-
TyanbHOW TPaHCALMK, U B HEN eCTb BCE TO, YTO HAXOAMUTCS B Na-
MSATV KOMMblOTEPA B faHHbIN MOMEHT. CTpaHuL, BbIrpy>XEeHHbIX
Ha AMCK B haiin NogKa4ku, TaM HET, HO HaM OHU U He TPebyIoT-
5. Ham Hy>eH KO 1 [JaHHble onepaLyioHHON CUCTEMBI.

Mpu Hanuuum Npas aAMUHUCTPATOPA Mbl MOXEM HE TOIb-
Ko yntatb «PhysicalMemory», Ho n nucaTb. Ja-ga! Bel He oc-
nbIWanuek 1 310 He onevatka! C npuknagHoro ypoBHS MOXHO
MPOHWKHYTb B CBATas CBATbIX ONEepaLMOHHON CUCTEMBI, CBOOOA-
HO MOANMULMPYS KOA, UCMOMHALWMIACS HA NPUBUIErNPOBaH-
HOM ypoBHe Hynesoro konbua (RINGO), a 370 3Ha4u1T, 4YTO Mbl
thakTnyeckn nmeem RINGO Ha npuknagHom konbLe (RING3)!
JTroboi oTnagymk MoXeT 6bITb YHUYTOXEH 6e3 npobnem, aa-
Xe eciin 3To oTnaguuk-amynsaTop. VcknioueHme coctasnsiot
NUWb BUPTYanbHble MawwuHbl Tuna BOCHS, Ho, Kak Mbl yxe
roBopunu, neitatecs otnagnTe Windows-npunoxexue Ha HUX
Hecepbe3Ho. Xakep YTOHET B MOCTOPOHHUX MOTOKaX U CUCTEM-
HbIX BbI30Bax!

3amevanue: Imynatopsl TMna VMWare nnm Virtual PC youts
yepe3 PhysicalMemory Tak e Hefb3s, HO 4To TONKy? OHu He
COAepXaT MHTErpupoBaHHOro OTNaf4nKa 1 He MOryT copep-
XaTb ero B NPUHLMNE, NOCKOSbKY MCMOMb3YIOT AUHAMUYec-
KYt0 SMynsLuMio, MPW KOTOPOW 60rbLuas YacTb Kofa BUpTyarb-
HbIX MaLLWH UCMOMHAETCS HA XMBOM NpoLeccope, a 3To 3Ha-
4uT, 4TO NPoaMynmpoBats TF-conar 6e3 cepbe3Hon fopaboT-
Kvt amynsaTopa (1 noTepu KOnoccansHOW NPpon3BOAUTENBHOC-
TW) HUKOMY He yaacTcs.

HekoTopble cuutatoT PhysicalMemory yxacHoin fblipoi
B 6e30MacHoCTu. [leckatb, Kak 3T0O TaK — C NPUKIagHOro ypoB-
HS 1 cpady B Aamku! Ha camom fene 3fecb HeT HUYero He-
HopmanbHoro. Ecnn y xakepa ecTb npasa agMuHucTparopa,
OH MOXeT 6ecrnpensTCTBEHHO 3arpyxarsb apaneepa, U3 KoTo-
pbIX MOXHO AenaTb BCe, 4TO yrofHo, npuyem B NT 3arpyska
Apansepa He TpebyeT nepesarpysku, a 3T0 3Ha4MT, YTO Hanu-
une ncespoycTporncTaa «PhysicalMemory» HUKak, 1 NOBTOPSIHO,
HUKaK He oTpaxaeTcs Ha 6e30MacHOCTM, a BCEro NULUb Aenaet
[OCTYM K hU3NHeCKo namaTv 6ornee KOMPOPTHLIM M YAOOHBIM.
B UNIX (mogenb 6e3onacHOCTV KOTOpON BblpabaTtbiBanach
rogamu) n3gasHa CyLLecTBYIOT NCEBOOYCTPOVCTBA /dev/mem
/dev/kmem, npegocTasnsioLLme JOCTYN K (hM3NHECKON namsi-
TV [O U MOCAe TPaHCNALMW, HO HUKTO He cobupaeTcs UX Kpu-
TKOBATb. ITa PYHKLMSA HY>XXHA JOCTATOYHO MHOTUM CUCTEM-
HbIM MporpaMmam 1 camow onepaLmoHHo CUCTEME, ecrn ee
U3bATb, NPOrPaMMUCTLI HAYHYT NUCaTb CBOM ApanBeepa, npeno-
CTaBnAOLLME [OCTYN K (PU3NYECKON NaMsTH, 1 TOrAa HaYHeT-
CS NOSHbIN pa3bpof 1 pacnapf, NoCKOMbKY B HUX HE WUCKIIO-
YeHbl BCAKOro poga owmnbku. PaspaboTymk gparisepa MOXeT
3a6bITb O MPOBEPKE YPOBHA NPUBMNErWiA 1 faBaTb JOCTYN He
TONbKO afMUHUCTPATOPaM, a BCEM MONb30BATENAM CUCTEMBI,
4TO 6yAeT Hexopolo. Tem He MeHee Microsoft Bce-Taku noLw-
na Ha JOBOJIbHO-TakmM cnopHbIn war, v B Windows 2003 Server
¢ yctaHoBneHHbIM Service Pack 1 goctyna k PhysicalMemory
yXe He UMeeT HU agMUHUCTpaTop, HKU Aaxe System. (cw.
ctatblo «Changes to Functionality in Microsoft Windows
Server 2003 Service Pack 1 Device\PhysicalMemory Object»
Ha cante Microsoft: www.microsoft.com/technet/prodtechnol/
windowsserver2003/library/BookofSP1/e0f862a3-cf16-4a48-
bea5-f2004d12ce35.mspx).



TeM He MeHee Ha BCcex 0CTalbHbIX CUCTeMax AaHHbl Npu-
€M paboTaeT BMofHe HOPMasbHO, MO3TOMY He CTOUT CMUChIBATb
ero co c4yeToB, a ¢ Windows 2003 Sever SP1 mbl eLle pasbe-
pemcs! (He ceiyac, B CMbICNe €LLle He B 3TOW CTaTbe, HO Kak-
HMOYOb NOTOM.)

[asavite Bo3bMeM yTuamnTy objdir na naketa NT DDK u 3a-
nycTuMm ee ¢ napametpom «\Device» (MPOCMOTpP YCTPOMCTB
1 NCEBAOYCTPOWCTB, YCTAHOBMIEHHbIX B cucTeme). BoT 4To
OHa CKaxeT:

JiucTuHr 4. [IpOCMOTP CHOMCKa YCTAHOBJEHHHX (MICEBHO)yCTPOMCTE
yrunuroi objdir

$objdir \Devic

Device
Device
Device
Device

ParTechlIncO
ParTechincl
ParTechInc2
PfModNT

PhysicalMemory Section
PointerClass0 Device

Device
Device
Device

Processor
RasAcd
RawCdRom

Kak BngHo, PhysicalMemory — 3T0 He COBCEM YCTPOWCTBO,
TOYHee, coBceM He ycTpoiicTBo (Device), a cekums (Section),
noaToMy s paboThbl C HEN CrefyeT UCNONb30BaTh PYHKLMIO
NtOpenSection. MpumMep npocTeiiLLel peanmaatm Takoro Bbl-
30Ba NPVBEAEH HUXeE:

Jiucturr 5. OrkpmTHe ncespoycTpoiicTBa PhysicalMemory

// pasume nepeMeHHsie
NTSTATUS ntS; HANDLE Section; .
OBJECT__ATTRIBUTES ObAttributes;
INIT _ UNICODE (ObString,L"\\Device\\PhysicalMemory");

/| vEuumanmsauus aTpubyToB

InitializeObjectAttributes (&ObAttributes, &ObString, .
OBJ CASE INSENSITIVE | OBJ KERNEL HANDLE, J
NULL, NULL); - -

/| orxpmBaem cekuuio PhysicalMemory

ntS = NtOpenSection(&Section, J
SECTION _MAP _READ|SECTION _MAP _WRITE, .
&ObAttributes);

B03MOXHO, Mbl 3aX0TUM NpefocTaBUTb AOCTYN K NCeB-
poyctponctey PhysicalMemory He TOIbKO agMUHUCTPATOPY,
HO 1 BCEM ApYyruM nonb3oBatensam. [ns aToro Heo6xogumMo
M3MeHUTb Npaea. ECTecTBEHHO, AenaTb 3TO MOXET TOSIbKO af-
MWUHUCTPATOP, 3aTO NOTOM (OM3NHECKYI0 NaMsATb ByayT Tporathb
BCE KOMY He NieHb. MHorue Bupychbl v root-kit MeHHO Tak 1 noc-
TynatoT. OHU NponuckIBatoT ceds B aBTO3arpy3ke (Mnu nobsiv
LPYyrvM NyTeM 3aKpensstoTea B CUCTEME) U XKAYT, NOKa Nob30-
BaTesb X0Ts Obl Pa304eK He 3aNfeT B CUCTEMY NOA aAMUHUCT-
patopom. [ocne aToro oHW MeHsaoT Npasa Ha PhysicalMemory
1 fanblue paboTatoT yxe 1M3-nog nonb3osatens. JleranbHble
nporpamMmbl, B YaCTHOCTW 3aLLUMTHbIE MEXaHU3MbI, 324aCTYHO
noCcTynaroT Tak Xe. Tpebys agMUHUCTPaTOpa IULLb HA CTaaum
YCTaHOBKM, OHU TEM HE MEHEe YCMEBAIOT 3a 3TO BpeMms CyLlec-
TBEHHO 0CNabutb 6€30MacHOCTb CUCTEMBI. Hy 4TO TYT MOXHO
ckasaTtb? Hukorga He ycTaHaBnuBawTe Ha KOMMbIOTEP Mpo-
rpaMm, KOTOpbIM He BMOfHe JoBepsieTe. To ecTb He yCcTaHaB-
NunBanTe HUKakux nporpamm BoobLue. LLyTka. JlagHo, He 6Gygem
OTBIIEKATHCS, a JTy4LLe pacCCMOTPUM, KaKue Lwarv He06X0anMo
npeanpuHATb L1159 U3MEeHeHWs aTpubyTos [ocTyna.
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B oTkpbiBaem \Device\PhysicalMemory, ncnonb3ys
NtOpenSection, nony4aem geckpunrtop;

B y3Bnekaem M3 Hero geckpuntop 6e3o0macHoOCTK (security
descriptor) 4yepes GetSecurityInfo;

B pob6aensem npaBa Ha YTeHne/3annck B Tekywmin ACL ¢ no-
MOLLbIO OyHKLMK SetEntriesInAcl;

B o6HOBNAEM ecKpunTop 6€30MacHOCTN NOCPELCTBOM Bbl-
3oBa SetSecuritylnfo;

B 3akpbiBaeM geckpunTop, Bo3epatleHHbii NtOpenSection.

Tenepb U3NYECKYID NaMATb MOXHO 4MTaTb U NMcaTb.
[nsa atoro cekuumto PhysicalMemory HyXHO crnpoeunpoBatb
Ha BMpPTyasibHOe afjpecHoe NpoCTpaHCTBO, BbidBas NativeAPI-
dyHkumio NtMapViewOfSection. Huxe nokasaHo, Kak aTo cae-
natb:

JiucruHr 6. lpoeuupoBaHMe (QMBMYECKON NaMSATH HA BUPTYaNbHOE
afpecHoe MPOCTPaHCTBO

// nepeMeHH:e-apryMeHTH
HANDLE Section = xxx; /| < BxXOpHON napaMeTp KEeCKPUNTOP
// cexumn

/| < BXOmHOW napaMeTp BUPTYaJBHHL
// ampec, kyna npoeuupoBaTb

// < xonuuecTBO BanT mNs

// npoeuMpoOBaHMsI OT Hauajna CeKUUM

PVOID vAddress = xxx;

DWORD Size = XXX;

// npoume nepeMeHHHe, MHMLMANUSUPOBAHHHE IPOIPAMMOIL
PHYSICAL _ ADDRESS pAddress; NTSTATUS ntS; .
DWORD MappedSize; PVOID MappedAddress=NULL;

// Buumanme! SyHkuuM _ _ GetPhysicalAddress me cymecryer
// B npupoge! OHa gmama ycnoBHO. Hukxe mo mekcry 6ymer
/] obmsicHeHO mouemy

pAddress = _ _ GetPhysicalAddress((PVOID) vAddress);

// npoeumpyeM cekumno PhysicalMemory Ha BUpTyanbHOE

// ampecHoe mpocTpaHCTBO

ntS = NtMapViewOfSection(Section, (HANDLE) -1, J
&MappedAddress, OL, Size, &pAddress, &MappedSize, .
1, 0, PAGE _READONLY);

EpuHcTBEHHAs npobnema — 370 TpaHCNALMA agpecos (ne-
peBof hU3nN4ecKnx agpecoB B BUPTYyasibHble U HA06OPOT).
NT npepocTaBnset [OCTYN TOMbKO K (DU3NYECKOM NamaTu
[0 TPaHCnALUMm, a NOCKOMNbKY hnanyeckKas naMmsaTb UCMONb3yeT-
CSl Kak KaLl, TO OfHM U Te Xe Ppu3nyeckne CTpaHuLbl B pa3Hoe
BPEMS MOTYT 0TOOpaXaTbCs Ha pa3nnyHble BUPTYarbHble agpe-
€a MHOTMX afpecHbIX NPOCTPaHCTB. «OdunuymnansHo» TpaHens-
umnei 3aHnmaeTcs oyHKuma MmGetPhysicalAddress, focTynHas
TONbKO Ha YPOBHE A4pa, YTO HAC, MPUKAaAHUKOB, eCTECTBEH-
HO, He ycTpanBaeT. TeM He MeHee CUTyaLus BOBCE He Tak 6e3-
HafexHa, Kak 3TO KaXeTCs Ha NepBbIi B3rnag.

[na 6onblIMHCTBA 3afay UCKaTb COOTBETCTBUE MEXAY
hr3nyeckummn 1 BUPTyanbHbIMW agpecamMn BOO6GLLE He HyX-
Ho! Befb cyLiecTBytoT Xe curHatypbl! [JocTatoyHO co3aatb
6aHK cUrHaTyp BCEX MONynApHbIX OTNAA4YMKOB, NOCHE Yero
NX 0BHapYXeHWe He CTaHeT NPo6s1IemMon, a 60JIbLUMHCTBO Chy-
XeOHbIX CTPYKTYp Tna Tabnuubl LECKPUNTOPOB NPepbIBaHUA
(IDT) BoOGLLE paboTaKOT C PU3NHECKUMM agpecamu. HanTu nx
nyTeMm ckaHuposaHus PhysicalMemory — He npo6nema. lNoc-
ne Yero OCTaHEeTCA TONbKO NOM3AEeBaTbCA HAA NpepblBaHMA-
mu int 01h n int 03h (nnn Hag ux o6paboTymnkamm). MNMpuem, Ko-
He4Ho, rpyobI 1 yorBaroLWuiA No6ble 0TNAL4YUKN HE3aBUCUMO
OT TOr0, OTNIAXMBAKOT N OHW HaLLly NporpaMmy unu Her. Mpa-
BUMbHbIE MPOrPaMMUCThI TaK He nocTynarT! 3aluTHble Me-
XaHWU3Mbl He [OSKHbI, MPOCTO HE MMEeKT MopanbHOro (1 oT-



nporpaMMUpoBanme

4acTW Aaxe PUAMYECKOrO) Npaea MellaTb oTnagke nocro-
POHHMX MPOrpaMM, Ho... 3a4acTyl0 OHW BCE-TAKW MEeLatoT.
Tak 4TO cKa3aHHOe Ha0 BOCMPUHMMATL He KaK PyKOBOACTBO
K IENCTBUIO, a Kak Mocobue No peMoHTY Yyxux 3awmT. O B3no-
Me B JaHHOM Cfny4ae HWUKTO 1 He roBopwT. Movemy §1, neranb-
HbIVi NOSIb30BATENb 3aALUMLLEHHON NPOrpaMMbl, 3aniaTuBLLNiA
3a Hee [ieHbrn, He MOTy fepxartb Ha KoMmbloTepe soft-ice?!
Moyemy 5 LOMKEH KaxAblii pa3 nepesarpyxarbca ans pabo-
Tbl C MIPOrpammon?!

Bnpoyewm, Bce 310 niMpuka. B HekoTopbIX cnyvasx (Hanpwu-
Mep, Ansa 60pb6bl ¢ 0OTNAAYMKAMM NMPUKIAAHOrO YPOBHS) Bbl-
MONHATb TPAHCNALMIO BCE-TAKM HEOOXOANUMO. DTO He Tak-To
npocTo caenatb! Ctatba «Playing with Windows /dev/(k)mem»
n3 PHRACK (http://www.phrack.org/phrack/59/p59-0x10.txt)
[AeT HEKOTOpbIe 3aLenku, YacTUYHO peLuaroLme npobnemsl,
HO [10 MNOSIHOM Nobebl eLle ganeko.

Mpolie BCero TpaHcnupyTca agpeca n3 guanaso-
Ha 80000000h:A0000000h. lMepeBofg BUpTYyanbHOro ag-
peca B (PU3NYECKUIN OCYLLECTBAAETCA NYyTEM HalOXEHUS
macku 1FFFFO00h, ogHako HaumHasa ¢ agpeca 877EF000h
3TO NpaBuno cpabatbiBaeT He Bcerga. Agpeca < 80000000h
1 > A0000000h yxe He MOryT 6bITb TPAHCNNPOBaHbI TAKWUM My-
TEM, XOTS C HEKOTOPOW BeposiTHOCTLI0 Macka FFFFO00h Bce-
Taku cpabaTbiBaeT, M NPOCTENLLNIA BapUaHT peanmaauunm qyH-
Kumu __GetPhysicalAddress BbIrnsguT Tak:

JucTuer 7. lpocTeiumit (HO HEHAJEXHH) anTOPUTM TPAHCISALUK

ampecos

I;HYSICAL _ MEMORY MyGetPhysicalAddress(void *BaseAddress)

if (BaseAddress < 0x80000000 || BaseAddress >= .J
0xA0000000)
{

}

return(BaseAddress & 0x1FFFF000);

return(BaseAddress & OxFFFF000);

Ero MOXHO BCTPEeTUTbL B HEKOTOPLIX BUPYyCax 1 root-kit (kor-
[la Bbl CTONKHETECH C HUM MpY fu3acceMbMpoBaHun, Bbl 6y-
[eTe 3HaTb, 4TO 3TO TAKOE), OAHAKO B flerasnbHbIX NporpamMmMax
(ocobeHHO KoMMEpPHECKMX!) ero MCNoNbL30BaHWE KaTeropuyec-
KW HeLlonycTUMO, 1 NOTOMY HEO6XOAMMO TGO BCe-Taku NucaTb
cBoOW apavisep, BbidbiBaoWwmin MmGetPhysicalAddress 13 pe-
Xuma agpa, 1Mo, BOCMosb30BaBLUNCL TEM (PaKTOM, YTO afi-
peca u3 grnanasoHa 80000000h:877EF000h TpaHcnupyroTcs
0[JHO3Ha4HO, BHEAPUTL B OMepaLMoHHY0 CUCTEMY cneLuarnb-
HbI «XXY40K». TO eCTb (pakTU4eCKMN CO3[aThb B HEN CBOW COBC-
TBEHHbIN call-gate, no3BonawLWMIA BbI3bIBaTb A4EPHbIE (DYH-
Kunu ¢ npuknagHoro yposHa. OfnH 13 BapuaHToB ero pea-
nu3auuu NpuBefeH B BbILLEYNOMSHYTOW CTaTbe, OfHAaKO OH
He cBO6OMEH OT OLIMBOK, N HA MHOrONPOLIECCOPHbLIX MaLlu-
Hax (KOTOpbIMUW, B HACTHOCTM, SABASIOTCA BCE MaLLUWHbI C Ma-
TEPUHCKOW NnaTtou u npoueccopom Pentium-4 ¢ TexHonornen
Hyper-Threading, He roBops yxe 0 MHorosgepHbix AMD) B03-
MOXHbI «CUHWE 3KPaHbl CMEPTU», KOTOPbIE ONATb-TAKN HeJo-
nyCcTUMbI...

OsHavaeT nn 3TO, YTO AaHHbIA aHTMOTAALOYHBIA NPUEM
nonHocTbio 6ecnoneseH? Boece HeT! TpyaHOCTW co3paHus
YCTONYMBOM N HA[EXHO paboTaroLlen nporpaMmbl Ha ero oc-
HOBE HOCAT TEXHWYECKMIA XapakTep U BMOSIHE MPEOAOSIUMBI.

Kak pa6otaet Win2K/XP SDT Restore
XopoLwunmM NprMepoM UCMOMb30BaHMS JOCTyNa K (pU3n4eckomn nams-
TW «4eCTHbIMM» NporpaMmamu sensetcs ytunuta SDT Restore, Ko-
MU0 KOTOPON MOXHO 6ecnnatHo ckadvaTtb ¢ http://www.security.org.sg/
code/sdtrestore.html. Kak n cnegyet n3 ee HasBaHus, oHa 3aHMMaEeTCS
Tem, 4To BoccTaHasnueaeT SDT — Service Description Table, cogep-
XalLllyto yKasaTenu Ha CUCTEMHbIE BbI30BbI, KOTOPbIE MOTYT 6bITb Ne-
pexBayeHbl 3/10YMbILLEHHUKOM A COKPbITUS CBOEro NPUCYTCTBMUA
B CUCTEME, TO ecTb cTencupoaHusa. MHorue root-kit Tak 1 genaror.
OHVW NOAMEHSIOT OpUrMHaNbHbIE BbI30BbI HA CBOW, 1 CUCTEMA TepseT
CnocobHOCTb 06HapyXM1BaTh CO3AaBaeMble UMW dhalinbl, NPOLECCHI,
CETEBbIE COEANHEHNA U T. A.

B MS-DOS pans 6opb6bbl co Stealth-Bupycamu 06b14HO Npubera-
NV K CUCTEMHOW ANCKETE, HO Te BPEMEHa YXXe AaBHO MPOLLAM 1, XO-
T Windows B npyHLMNEe MOXHO 3arpy3uTb 1 C TA3EPHOro Aucka (Ha-
npumep, Windows PE) unu ¢ SONOMHUTENBHOIO BUHYeCTEPa, TaKomn
MOAXOA HE CIULLKOM-TO YA06EH, XOTA Bbl yXKe NOTOMY, YTO TpebyeT
nepesarpy3ku, a cepsepa ny4Lue He nepesarpyxartb. MpoLie (xoTs
¥ He CToNb HagexHo) BoccTaBuTb SDT Yepes PhysicalMemory. U xo-
T root-kit MOXeT nerko oTcnegmTb 06paLleHne K Hen (AN aToro emy
poctato4Ho nepexsatutb NtOpenSection), Bce N3BECTHbIE MHE 3J10-
BPEAHbIE MPOrpamMMbl 3TUM €LLe He 3aHUMAIOTCS, U MOTOMY OHW MO-
ryT 6bITb IErKO 06e3BpexeHbl. Bo Bcsikom cnyyae noka.

[oppobHee 0 MeTogax MackMpoBKN M 60Pb6LI MOXXHO MPOYMTaTh
B ctatbe «Hide’n’Seek — Anatomy of Stealth Malware» (http://www.
blackhat.com/presentations/bh-europe-04/bh-eu-04-erdelyi/bh-eu-
04-erdelyi-paper.pdf).

Ecnun He TporaTb TpaHCnALMIO, TO HAKAKUX NpobriemM BOO6LLE
He BO3HuKaeT!

3aknioyenue

MbI «BOCKpPECUnW» TONbKO Ba TUMa aHTUOTNALO4HbIX MPUEMOB,
a Bcero ux... [Mogpo6bHoe onuncaHne 3aiMeT Lenyto KHUTY, ecinuv
He 6onbLe. Ho geno gaxe He B 3ToM. OCHOBHas cvna 3awmT-
HbIX MEXaHV3MOB B 3aCEKPEYEHHOCTY (MY MaNIOU3BECTHOCTH)
anropuTMoB ux paboTbl. B oTnnumne ot KpunTorpaduu, rae cton-
KOCTb LUMppa B OCHOBHOM OMNpefenifeTcsi CTOMKOCTLIO KITHo4a,
3aLUWTUTb NPOrPaMMHbIN KOF TaKUM METOAO0M HEBO3MOXHO. XKe-
ne30 He no3sonseT! TyT OeCTBYeT Takoe NpaBuiio: KOslb CKOPO
nporpamMMy MOXHO 3amyCTuUTb, MOXHO €€ W B3fIoMaTb.

AHTUOTNA[04HBIE MPUEMbI, ONMUCAHHbIE B JOCTYMHON NnTe-
patype, C KOTOPON MOXET 03HAKOMUTLCS BCAKUIA Xakep, Ny4-
Le He NPUMeHATb. [1a, OHK NO-NpeXHEMyY 3aTPYAHSAIOT B3SIOM,
M 3HaHWe hakTa, YTO NporpaMma 3aHMMaeTcs camoTpaccy-
POBKOW, eLLe He MO3BOMSAET 3Ty TPACCMPOBKY 0601TU. CKopee
BCEro B3JIOMLUMKY MOTpebyeTcs Hanucatb COOCTBEHHbIN OT-
nagyvk, a Ha aTo TpebyeTcs Bpems. TeM He MeHee, ecnu faxe
cambli CTOMKUIA aHTUOTNIaf04HbIA NPUMEM NOSTyHaeT LWNPOKOe
pacnpocTpaHeHne 1 BCTPeYaeTCs BO MHOXECTBE Nporpamm,
paspaboTka B3nambIBalOLLEr0 MHCTPYMEHTapUsa CTaHOBUTCA
MCUXONOrM4ECKM N SKOHOMUYECKM ONpaBAaHHON. Xakepbl ca-
LATCH 32 KNaBMaTypbl ¥ HAYMHAKOT €ro nucartb.

CornaceH, nHdopmMaumsa gofmxkHa 6biTb OTKpbITa. B 3acek-
peynBaHM aHTUOTNAA04HbIX MPUEMOB HET HUKAKOW Heobxo-
LVIMOCTHU, TEM HE MEeHEe 3aHUMaTbCS MX NMOVMCKOM KaX bl AON-
XXEH CaMOCTOATENBHO, TEM 60ree, HTO B COBPEMEHHBIX MPOLeC-
copax 1 onepaumoHHbIX CMCTeMax eCTb YTO UCKaTb! @



