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[eHHad UH)XXeHepusa Ha cnyxoe

pacnakoBku PE-thaiinoB _

Kpuc Kacnepckun

MepBoe, 4TO AeNaeT UCCNe0BaTENb, B3SIB B PYKW NPOrpaMmy: CMOTPUT, yNakoBaHa OHa
NN HET, U TYT Xe OEXHUT UCKaTb NOAXOAALMIA pacnaKkoBLLMK, Beib 60NbLIMHCTBO NPOrpamMm
BCE-TaKu YNakoBaHbl, a rOTOBbIE PacnakoBLUWKKH ECTb HE ANnd Bcex. peanaraem Bam anroputm
YHUBEPCANbHOr0 PacnaKkoBLiMKa, «CHUMAHOLLEro» JaXe COXHbIE NONUMOPDHbIE NPOTEKTOPbI.

ak xutpo g sac oébmanyn! Hu o
KreHax, HU O XpOMOCOMax peuyb

30ecb He naet. VIcKycCTBeHHbIN
WHTENNEKT OTAbIXaeT Ha 3adBOpKax uc-
Topumn. Genetic — B nepeBofe ¢ rpevec-
Koro «o6wunn». leHeTnyeckmn pacna-
KOBLUMK — YHMBepCalbHbIN pacnakos-
LMK, O6LUMIA AN BCEX YNaKOBLUMKOB/
npotekTopoB. Kctatu rosops, «General
Motors» — 3T0 He «aBuraTenu gns reHe-

panos», a Asurarenu soo6Lue. Movysc-
TByWTE pasHuuy!

Tak 0 4eMm Xe Mbl 6yfem rosoputb?
Bce 6onbLle 1 6onblue nporpaMMm pac-
npocTpaHseTcs B ynakoBaHHOM BuUAe,
N COBCEM HE MOTOMY, YTO TaK OHU 3aHW-
MaloT MeHblLe MecTa Wnn 3arpyxarot-
cq 6bICTpee, Kak 3To obeLyatoT paspa-
60TYMKM YNAKOBLLMKOB (Ha camoMm fAene
ynakoska NpuBOAUT K 3HA4YUTESIbHOMY

nepepacxogy namsTvi 1 TOPMO3UT BCHO
cuctemy. Mogpo6bHOCTM — B cTaTbe «na-
KOBaTb UM He NakoBaTb», 3NEKTPOHHYO
KOMUI0 KOTOPOM MOXHO 6ecnnaTHo cka-
yaTb ¢ ftp://nezumi.org.ru).

YCNoxXHWTL B3/10M, 3aTPYAHUTL aHa-
N3 — BOT A1 4Yero Ha camom Jerne uc-
NoNb3YTCA YNaKOBLUNKN, B KOHEY-
HOM CYeTe npesBpaTuBLUMECSH B NPO-
TEKTOpbI.




OfHO 1 TO Xe OpyXWue NCMONb3YEeTCS KaK MPOTUB XaKePOB,
Tak 1 NpoTVB NleranbHbIX UccnegoBartenen. Bupychl, 4epseu, Tpo-
SHCKME KOHW NpaKTu4ecku Bcerga o6pabdarbiBatoTcs caMbiMu
nocnegHMMM BepcusMm NOAMMOPMHbLIX NPOTEKTOPOB, AN KO-
TOPbIX PACNAKOBLLMKM ELLE HE HAMUCaHbI, U NPEXAEe YeM aHTu-
BMPYC Hay4MTCA pacno3HasaTh 3apasy, nporpaMmmmcTam npu-
XOAMTCA NpoAenath KonoccasnbHbln 06bem paboTsl. CyLecTsy-
10T W Opyrue MOTVBbI, NOBYXAatoLmMe pacnakoBaTtb nporpam-
My: MHOTME NPOTEKTOPbI OTKA3bIBAKOTCA paboTaTh B MPUCYTC-
TBUM NACCHBHbIX OTNAAYNKOB, HE [PYXaT C BUPTyasbHbIMU Ma-
LUMHAMKM U AMYNIATOPaMM. ..

Ho He 6ynem mnocodcTBOBaTL HA MOpasibHbIE TEMbI, NyY-
LLIe MOroBOpMM 0 Aene. A roBOpUTb Mbl 6yAeM MPENMYLLECTBEH-
HO 0 PE-thaiinax NT-nogo6HbIx cuctemax (Bkntovas 64-6uTHble
penakuum oHbix), B UNIX-M1pe ynakoBLUMKOB HAMHOIO MeHb-
LLIE, HO BCE-TaKM OHM eCTb (B3ATb X0TA 661 Shiva ELF-protector).
Ecnu He yrny6naTbCs B «NONUTUYECKME» TOHKOCTU pasHorma-
cun mexgy UNIX n Windows, anroputm pacrnakoBku — TOT Xe
camblii, MO3TOMY He ByeM Ha HEM OCTaHaBNMBaTbCS, a Noc-
Kopee puHeMcs B 60!

Hpensapmenbnbm aHanu3

lMpexzae 4em NpUCTynathb K pacnakoBKe, He NOMeLLaeT yoeanTb-
CA: a ynakoBaHa nu nporpamma soobue? lpadunyeckas sep-
cusi IDA Pro nopgaepxvBaeT cneunasbHyo NaHenb «Overview
navigator», NO3BONANLLYI0 BU3yanu3npoBaTtb CTPYKTYpy Au-
3acceMb6/1epHOro koga. B HopmarsbHbIX nporpammax mMalluvH-
HbIi KOL 3aHUMAET 3HAYUTENbHYIO YacTb OT 06LLlero o6bema,
ocTasibHas YacTb NPUXOLMUTCA Ha JaHHble (CM. puc. 1).

B ynakoBaHHbIX NporpaMmax Koaa npakTU4ecku HeT, U BCe
MPOCTPAHCTBO 3aHATO AaHHLIMK (CM. PUC. 2), 06bELNHEHHbI-
MW B OAVH (MIIM HECKOJbKO) OFPOMHBIX MaccuBOB, kKoTopble IDA
Pro He cmorna gusaccembnvpoBatb.

Bnpouem, Bu3yanusauusa — [OBOMBHO pacnbiBHaThIi Kpy-
Tepuit. CyliecTByeT COTHM NpUYKH, No KotopbiM IDA Pro oT-
BEpraeT HeYNakoBaHHbI KO Uik, HanpoTvB, pbsHO 6pocaeT-
csl Am3accembMpoBaTh YNakoBaHHYK CEKLMIO, nonyyas Ky-
4y 6ECCMbICIIEHHBIX MHCTPYKLMIA, NPUMEpP KOTOPbIX NPUBESEH
B NUCTUHre 1:

JncTvmr 1. MpuMep BeCCMBICTEHHOTO (3amrbpoBaHHOTO/YNaKOBaHHOTO)

xoga

01010072h imul esi, [edx+74h], 416C6175h
01010079 ins byte ptr es:[edi], dx
0101007Ah ins byte ptr es:[edi], dx
0101007Bh outsd

0101007Ch arpl [eax], ax

0101007Eh push esi

0101007Fh imul esi, [edx+74h], 466C6175h
01010086h jb short loc 10100ED
01010088h add gs: [ebx+5319Dh], cl
0101008Fh add [ebx], cl

OcMbICNEHHOCTb — BOT rMaBHbIN kKpuTepwuin! Ecnv gusaccem-
BGNMPOBaHHbI KO BbIMMAAWT «OUKO» U HEACHO, ECNM B HEM NpK-
CYTCTBYET 60JIbLLIOE KONMYECTBO NPUBUIErMPOBAHHBIX MHCTPYK-
LIM — CKOpee BCero OH ynakoBaH/3alungposaH. nu... 310 Kof,
npefHa3Ha4YeHHbI COBCEM ANs LpYyroro npoleccopa (Hanpu-
mep, 6anT-KOF BUPTYaNbHOM MaLLWHbI), @ MOXET. .. 9TO XMUTPbIVA
obgpyckaTop Takow. B obLiem, BapnaHTOB MHOIO.

Monpo6yem B3rnsHyTb Ha TabnuLy cekuui (B hiew aTto ge-
naetca Tak: <F8> — header, <F6> — ObjTbl). B HopmanbHbIX
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| Libtary funclion_| Data.
aguiar furcion [l Unerplored
1 Extemal symbol

* | Instructon

i cisply: RHERRRRIRRINN |
PucyHok 1. CTpyKTypa HOpPMajlbHOM, HEYNaKOBaHHOM MPOT'PaMME!

Overview navigator Scale: 1 pixel = 128 bytes; Range: 01001000-01014168
| Library function | Data
W Fegular function [ Unesplored
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PucyHox 2. CTPyKTypa yHNaKOBaHHOJ IPOTPaMMsl

1 . text 0BBA6SCA 0PBO100G BBRLAAE BOBBALA (0BBO20

PucyHok 3. Packiagka CeKuuiZ HeynakOBaHHOTO (aina

1 . text 00007000 00001000 DOOO3ISO0 VDOVIE0O CODOODLO

PucyHok 4. Packnagka CeKuuy yHNakOBaHHOTO Odanna

[ J=————— information
0K

Pucynok 5. llomcuer sHTpommu C noMomnlo pepmakrTopa HTE

nporpammax NpucyTCTBYIOT cekummn ¢ umernamm .text, .CODE,
.data, rdata, .rsrc n, 4T0 camoe rnaBHoOe, BUPTYanbHbI pa3mep
(VirtualSize) KofoBoW CeKLuM NpakTU4eCKU BCerga cosnaga-
eT ¢ usmnyeckum (PhysSize). K npumepy, B «bnokHoTe», BXo-
AAwem B wratHyto noctasky NT, pasHuua coctasnseT Bce-
ro 6600h — 65CAh == 36h 6aiT, 06bSACHAEMBIX TEM, YTO BUP-
TyarnbHas CekLms, B OTNIMHME OT (PU3NYECKON, HE TPeBYeT Bbl-
paBHWBaHWS (CM. puc. 3). A Tenepb ynakyem Hall dawn ¢ no-
moLbto ASPack (Mnu aHanorMyHoro ynakoBLUmMKa) U NOCMOT-
PUM, 4TO OT 3TOrO U3MEHUTCH (CM. puc. 4):
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File: [D:lunpack-tmplNOTEPAD-asp EXE EI

Ertrypoint: [00010001
File Offset: [nDDOS001
Linker Info: (5,12

EP Section: [ aspack
First Bytes: [60,£6,03,00
Subsystem: [Win3z GUI

|AsPack 2,12 -» Alexey Soladovnikov

apot | [ Eat |
PucyHOK 6. BHemHmit Bup yTuimTH PEiD,
aBTOMAaTUYECKM ONPefeNsIouMi THUl
yHaxoBuuKa/npoeKkTopa

| Mubisean | [ Zasktiewer | | options | |

¥ stay ontop

Oro! Cpa3y nosiBmnmcb cekumm .aspack
1 .adata c »MeHamu, FoBOPALLIMMM CaMUMK
3a cebs. Bnpoyem, nMeHa cekumn Mox-
HO W U3MEHWTb — 3TO He rnaeHoe. Bup-
TyanbHbI pasmep cekuum .text (7000h)
B [1Ba pa3a OT/In4aeTcs oT CBOEro mau-
yeckoro paamepa (3800h). A BOT 310 yxe
roBopuT 0 MHorom! Ha camom fene, co-
3patento ASPack 6bI10 fieHb MCMonb30-
BaTb «MpaBuIIbHY0» CTPATENIIO NPOrpam-
MUPOBaHWS, BOT OH ¥ BbILENNI BUPTYallb-
HbI pa3mep 3abnarospemerHo. CyLuecT-
BYIOT YNakoBLLWKM, «TpambytoLume» yna-
KOBaHHble CEKLMM TaK, YTO BUPTYaslbHbIiA
pa3mep coBnagaet ¢ pr3nHecknMm, a He-
obxogmmMast NaMsiTb AMHAMUYECKM Bbiae-
nsieTcs B NpoLecce pacnakoBKW BbI30-
Bom VirtualAlloc.

ELlie MoXHO nonpo6oBaTb M3MepsATh
3HTponuio (Mepy 6ecnopsgka unm cTy-
MeHb M36bITOYHOCTW) NOAOMBITHOMO thai-
na. MonynspHeiin hex-pepaktop HTE 310
yMeeT (cM. puc. 5). Hem 6onbLue 3Have-
HWEe 3HTPOMWK, TEM BbiLLie BEPOSTHOCTb,
4TO han ynakoBaH W COOTBETCTBEHHO
Hao6opoT. OgHako 3TOT nNpuem cpabda-
ThIBaET faneko He Bcerga...

Takxe xoTenocb 6bl 06paTTb BHUMA-
HWe Ha 6ecnnatHyto yTuauty PEID (http:/
peid.has.it), aBTOMaTU4ECKM ONpegensio-
LLyto GONBLUMHCTBO MOMYNSPHbIX YNaKoB-
LLIMKOB/NPOTEKTOPOB MO UX CUrHaTypam
(cM. puc. 6), 1 faxe nbITatoLLyHCcs UX pac-
nakoeaTb. Bnpoyem, ¢ pacnakoBkoii ge-
na ob6CTOAT HEeBaXHO, W NyyLLe BOCMOSb-
30BaThCS CMeLManM3vpoBaHHbIMK pac-
nakKoBLLUMKaMy UnW HanucaTb CBOW Co6C-
TBEHHbIN (4yTb NO3XeE Mbl MOKAXEM Kak).

PacnakoBka u ee
aJibTepHaTNBbI

Mo3BonbTe 3apath Aypaukuii BOnpoc.
B cTpemneHnm kak MoXHO 6bicTpee pac-
nakoBaTtb Nporpammy, Mbl 3a4acTyto fa-
Xe He ycrneBaeM 3agymarbesi: a 3a4em?!
Cpasy xe CriblLLy BO3paxeHus: Mo, yna-
KOBaHHYH Mporpammy HeBO3MOXHO Ay-
3accembnmpoBaTtb. [la, HEBO3SMOXHO, HY
1 4TO? 3aTO ee MOXHO OTnaXxueaTb, UC-

nonb3ys KacCM4eCKUii Habop TEXHWUK,
NoAPO6GHO OMUCaHHbLIN B «(PYHAAMEH-
TanbHbIX OCHOBax XakepctBa» (3nek-
TPOHHAA Konusa nexuT Ha ftp://nezumi.
org.ru). BoT TyT KTO-TO roBOpWT, YTO He-
KOTOpblE YNaKOBLUMKMN aKTUBHO COMpPO-
TMBNaTCA otnagke! Yto x, nonpobyn-
Te 3anycTuTb soft-ice yxe nocne Toro,
Kak ynakoBLLMK yXe 0TpaboTaeT CBOE U1
Ha 3KpaHe NOSIBUTCA rNaBHOE OKHO Npo-
rpaMmbl (NT, B OTIMYMK OT 9X, NO3BONSET
nyckaTtb soft-ice B nto60e Bpems) nnm yc-
TaHOBWTE HeouumanbHbii naty lceExt
(http://stenri.pisem.net), CKpbIBaOLLIWIA OT-
NapymK OT 6OMbLUMHCTBA 3aLUuT.

Pap ytunut tnna LordPE (http://
mitglied.lycos.de/yoda2k/news.htm) nos-
BONSAET CHUMATb C NpOrpaMmbl amn noc-
ne 3aBepLUEHMA pacnakoBKu, U XOTS No-
NyYeHHbIi 06pa3 exe-hanna 3a4acTyto
OKa3bIBAETCS BOMUIOLLE HEKOPPEKTHBIM
1 paboTarLlmm HecTabubHo, AN Aun-
3accemMbnMpoBaHNs OH BMOJIHE MPUro-
[ieH, 0COBEHHO €CNn ero MCcnonb30BaTh
B CBAI3KE C OTAf4MKOM, MOMOramLLmm
«M0ACMOTPETb» 3HAYEHUS HEKOTOPbIX
MEePEMEHHbIX Ha Pa3HbIX CTAAUAX UHU-
umanusaumu.

Ax fa! YnakoBaHHy0 nporpaMmmy He-
nb31 MOAMMULMPOBATL, TO €CTb HaKnNa-
IblBaTb Ha Hee patch. To ecTb, Jaxe noc-
e TOro Kak Mbl Hargem 3aBeTHbIN JX,
OTKJTIOYAIOLLMWIA 3aLLUTY, Mbl HE CMOXEM
MOAMMULMPOBATL YNakoBaHHbIA hawn,
MOCKOJIbKY HMKaKoro Jx Tam, ectecT-
BeHHO, HeT! Cton! K10 roBopwuT 0 B3J0-
me?! OTOT Npuem UCnonb3yT He TOSb-
KO xakepbl! HekoTopble BUPYChI Tak rny-
6OKO BrpbI3aloTCs B NporpamMmy (1 Kax-
[l pa3 HEMHOTrO NO-Pa3HOMY), YTO «Bbl-
nomatb» UX OTTYAA, HE HapyLUMB (DYHK-
LIMOHaNbHOCTM, HepeanbHo, BepHee, pe-
anbHO, HO OYeHb-04eHb TpyaHo. fopas-
[0 nerye HawmTtu Jx, BegyLLiMin K npoue-
ypaM «pa3MHOXEHWS», U «Bblpe3aTb»
nx. To e caMoe OTHOCUTCA U K (PYHKLK-
fIM 0ECTPYKLMMN...

BoT Ha aTOT cnyyan v 6blan npuay-
MaHbl OH-NaliHOBble naTyepbl (on-line
patchers), npaesLume nporpaMmy «Ha fe-
Ty» HENOCPEACTBEHHO B OMEPaTUBHON
namsTh, MUHYS OUCK.

Bo3HukaeT HeogHO3HAYHasa cuTya-
Lms: C OOHOM CTOPOHBI, M36exaTh pacna-
KOBKM B 60JTbLUMHCTBE CIy4aeB BCE-TaKM
BO3MOXHO, HO C pyron — paboTaTb C pac-
nakoBaHHbIM (hansioMm HaMHOr 0 yLobHee
N KOMJPOPTHee (XOTA Bbl MO YNCTO NCUXO-
NOTMYECKUM COOBPaKEHUAM).

[oaToMy yHMBepCanbHbIN pacnakos-
LMK HMKOrga He nometuaer!

AJ'II'OpI/ITM pacnakoBKHU

Kak nuwyTcs pacnakoBwuku? 3pechb
€CTb pasHble MyTu. Xakep MOXeT AONro
M MyYUTENbHO M3y4aTb anroput™m pa6o-
Tbl pacnakoBLUMKa B OTnag4uke/gusac-
cemoénepe, a NOTOM CTOMb Xe JOMro U My-
4ynTeNIbHO paspabarbiBaTb aBTOHOMHbIN
pacnakoBLUWK, KOPPEKTHO 06pabaThbl-
BatOLLMIN UCMONHAEMBIN (han C y4eTom
cneundgmrKn KOHKPETHOM CUTYaLuK.

A BOT Opyrovi nyTb: 3anyckaem npo-
rpammy Ha «XuBOM» mpoueccope (Mu
non amynatopom tuna BOCHS), onpe-
LenseM MOMEHT 3aBepLUEHNS pacnakoB-
KV 1 TYT Xe coxpaHseM obpas namsaTi Ha
Zunck, hopmmpys ns Hero PE-ghaiin. B pe-
3ynbTaTe Nony4ynTCs YHMBEPCAnbHbIN
pacnakoBLLWK, KOTOPbIN Mbl M COBUpaem-
CS HanucaTb, HO MPeXAe — HEMHOrO TEO-
pumn, oNns Tex, KTO eLle He yMeeT pacna-
KOBbIBaTb NPOrpaMMbl «pyKamm».

B nouckax OEP

Co3paHne pacnakoBLiMKa Ha4YMHaeTcs
¢ noucka OEP (Original Entry Point — nc-
XOAHaa Toyka Bxopa). Halw penpoTtek-
TOP LOMKEH Kak-TO onpeaenuTb MOMEHT
3aBepLUEHNs pacnakoBKu/pacumppos-
KW «MOAOMbITHOW» Mporpammbl — Korga
pacnakoBLLVWK BbIMOJSIHWIT BCE, YTO XOTeJ,
W yXe NpuroToBucs nepegasarth ynpas-
neHne pacnakoBaHHOW MporpamMmMe-Ho-
cuTento. ATO camas CNoXHas 4acTb re-
HETUYECKNX PACNaKOBLLMKOB, MOCKOMbKY
onpefenvTb NCXOLHYIO TOHKY BXofa B 06-
LLem cnyvyae HeBO3MOXHO, BOT M NPUXO-
OMTCA NpuberaTb K pasinyHbIM yXuLLpe-
HUAM. Yalle Bcero gns 3Toro Mcnonb3ay-
€TCA noLuaroBas TpPaccMpoBKa, KOTOPOW
OY4€Hb NIErko NPOTUBOCTOATb (4eM 6OMb-
LUMHCTBO YNaKOBLLMKOB/NPOTEKTOPOB
1 3aHMMaeTcs). HemHorum nydiwe ¢ 3a-
La4eii cnpaBnslTCs TPACcCePbl HyNeBoro
Konbua. CnpaBuTbCa € rpaMoTHO Cnpo-
€KTWPOBaHHbIM TPACCEPOM CPeaCcTBamMM
MPWKNagHOro ypoBHs (& 6ONbLUMHCTBO
yNakoBLLUMKOB/MPOTEKTOPOB pabdoTatoT
MMEHHO Tam) MPakTU4ECKN HEBO3MOX-
HO, OiHaKo pa3paboTKa AAepHbIX Tpacce-
POB — CAINLLIKOM CIOXHas 3afaqa onsa Ha-
YMHAIOLLMX, MO3TOMY fyYLle MUCMOoNb30-
BaTb FOTOBbIN, pa3paboTaHHbIN IPynmnon
nerengapHoro Bonogm ¢ He MeHee nerek-
napHsim WASM. MNpaega, koMmepyeckas
COCTaBNAOLLAA [O CMX NOP HEsACHA W f0-
CTYyN K Tpaccepy ecTb HE Y BCEX.
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PucyHok 7. CHaTMe maMna c paborawmero «BiIOKHOTa»

Ha camom gene npuberatb K TpacCUPOBKE HUKAKON HEOOXO-
OUMOCTU HET — OQHUX NIULLb annapaTtHbIX TOYEK OCTaHOBa As
Hallev 3agayv 6ygeT BNoSHe 4OCTaToO4HO. MiHoraa npmxoamTes
CnbllWaTb MHEHWE, YTO paboTa ¢ annapatHbIMU TOYKamu ocTa-
HOBa BO3MOXHa TOSIbKO U3 pexuma aapa, To ecTb U3 apariee-
pa. 970 HEBEPHO. B «3annckax MbllbX'a» (3NEKTPOHHYIO KO-
MUK KOTOPON MOXHO CBOBOAHO cKayaTb ¢ ftp://nezumi.org.ru)
noKasaHo, KaK 3T0 cAenatb ¥ C NPUKNagHOro YPOBHS, Aaxe
6e3 npae agMuHucTpaTopa!

Ha nepBom aTane B Ka4eCTBE OCHOBHOMO 3KCNEpUMEHTasb-
HOro cpefcTBa Mbl 6yAeM UCnonb3oBaTh «BAOKHOT» U3 KOM-
nnekTa noctaBkn NT, cxaTbli pa3nuyHbIMK yNakoBLLMKaMM
(koTOpbIE Mbl TONBKO CMOXEM HAWTW) U 3HAMEHUTLIN OTNAA4UK
soft-ice. Kognpoeanue nocnegyet notoM. YTo6bl nucatb Kpa-
CMBO ¥ MO CTO pa3 He NMepennchiBaTh YXXe HanucaHHoe 1 oTna-
XXEHHOE, HE06X0AMMO UMETH COOTBETCTBYOLLMIA 6OEBOM ONbIT,
AJ19 KOTOPOro HaM 1 NoHagobuTbes soft-ice.

[lamn )XMBOH Nporpammbl
CambI npocTOoM (M cambl NOMYNAPHBIA) CNocob 60pL6bI C yna-
KOBLLIMKaMW — CHATWE Jlamna 3a[0Nro nocre 3aBepLUeHns pac-
naxkoBKW. [JoXAaBLLMCh NOSIBIIEHUS FMABHOMO OKHA NPOrpaMMmbl,
Xakep cépacbiBaeT ee famn, npespatyas ero B PE-cpann. VHor-
La OH paboTaeT, HO YaLle Bcero HeT. MNonpobyem pasobpaTb-
cs novemy. BosbmeM knaccuyeckmin «<bnokHoT» (KoTopoe B 3a-
LLMLLEHHOCTU He OB6BMHWLLB!) 1, He yNakoBbIBas €ro HUKaKuMu
ynakoBLUMKaMu, Monpobyem CHsTb Aamn C MOMOLLbIO OAHOTO
13 cambix Ny4Lumnx gamnepos: Lord PE Deluxe (cm. puc. 7).
lMpouecc famnupoBaHWs NPOXOAWUT YCMeLLHo, U 06pas3o-
BaBLUMICA hann faxe 3anyckaeTcs (CM. puc. 8), Ho... oKasbl-
BAETCs He COBCEM paboTocnocobeH! Vcuesnun 3arofoBOK Ok-
Ha ¥ BCe TEKCTOBble HaanMcK B guanorax! Ecnv Mbl He cymenu
CHATb AaMn Aaxe C Takoro NpoCcToro NpUIIOXeHus, kak «bnok-
HOT», TO C HACTOALLMMM 3alUTaMu HaM U NOAABHO He crpa-
BuTbCs! B yem xe neno?!

PaccnepoBaHune nokasbiBaeT, YTO UCHE3HYBLUWE TEKCTO-
Bble CTPOKM XPaHSATCS B CEKLMW PECYPCOB U, CTaNO ObITb, 06-
pab6atbiBaroTcs hyHKLMen LoadString. 3arpyxxaem opuruHars-
HbI notepad.exe B IDA Pro (unu nto60on gpyrov gusaccemoénep
MO BKYCY) U HAXOAUM LMK, CYUTBLIBAIOLLMIA CTPOKM NOCPefc-
TBOM (pyHKLMM LoadStringW (cyddmke «W» 03HavaeT, YTo Mbl
nMeeM eno co cTpokamm B oopmate Unicode). Ara, BOT 3TOT
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umkn! PaccmoTpmm ero noBHMMaresnbHee (6yasTe yBepeHbl, TYyT
€CTb YEMY MOY4YUTLCS):

JMCTUHT 2. XMTPO ONTUMMUSMPOBAHHENI UMUKI UTEHUS CTPOKOBBIX
pecypcos

; ebp - ykasarenr Ha LoadStringW

01004825h mov ebp, ds:LoadStringW

; ykasaTens Ha Tabmmuy pecypcos

01004830h

0100482Bh mov edi, offst off 10080CO

01004830h loc_1004830: ; CODE XREF: sub 10047EE+65!j
; TPpysuM OuepemHOi ykasarens Ha ulD B eax

01004830h mov eax, [edi]

; nBufferMax (MakcmmanbHas mnmHa 6ydepa)
01004832h push ebx

; lpBuffer (yxasarTens Ha Gydep)
01004833h push esi

; nepefaeM usBneYeHHN UID QyHKUMM
01004834h push dword ptr [eax]
01004836h push [esp+0Ch+hInstance]
; CUMTHBaeM OuYepefHyW CTPOKYy M3 pecypca

; hInstance

0100483Ah call ebp ; LoadStringW
; TpysuM TOT %e camenz ulD B ecx

0100483Ch mov ecx, [edi]

; yBenMuMBaEeM ANMHY CUMTaHHOM CTPOkM Ha 1
0100483Eh inc eax

; cTpoka Biesaer B 6ybdep?

0100483Fh eax, ebx

; COXpaHsieM ykasaTenb Ha 6Gydep moeepx craporo ulD
; (oH Gomblle He HOHafmOGMTCS)

01004841h mov [ecx], esi

01004841h

01004841h

; HOBMUMS IS CIeRyKmer CTpoku B Gydepe

01004843h lea esi, [esiteax*2]

; ecnu B6ybep KOHuUMICSI, TO 3TO O6IOM

01004846h jg short loc 100488B

; HepexofiuM K ciepmymmeMy ulD

01004848h add edi, 4

; YMeHBIIaeM CBOGOJHOe MecTo B Bydepe

0100484Bh sub ebx, eax

; KOHel Tabnuusl pecypcoB?

0100484Dh cmp edi, offst off 1008150

; MOTaeM LWMKJ NOKa He KOHel, pecypcoB
01004853h jl short loc 1004830

B nepeBofe Ha pycckuii 3TO 3BYYUT Tak: «BroKHOT» 6e-
peT o4epenHon MoeHTUUKaTop CTPOKN M3 Tabnuubl pecyp-
COB, 3arpyxaeT CTPOKY, pa3mellas ee B flokanbHOM 6ydepe
1 COXPaHss NoJTy4eHHbIN ykasaTenb NOBEPX... CAMOro MOEHTU-
hmkaTopa, KOTOpbIV yXe He HyXeH! OTO KnaccuyecKuni TPk
C MOBTOPHbIM UCMONb30BAHNEM OCBOOGOAMBLLUXCS MEPEMEH-
HbIX, N3BECTHbIV eLle co BpemeH nepsbix PDP, ecin He paHb-
we. A Bbl BCce Microsoft pyraete! «bnokHoT» nucan He rnynbin
XaKep, 6epexHO OTHOCALLMIACA B CUCTEMHbBIM pecypcam v K na-
MSATH, B HaCTHOCTY.

[nsi Hac Xe 3T0 03HAYAET, YTO CHATLIN C «XKMBOW» NMPOrpam-
Mbl Jamn 6yaeT HenonHoLUEeHHbIM! BMeCTo peasnibHbIX MAEHTK-
(h1kaTopoB CTPOK B CEKLMM PECYPCOB OKaXYTCA ykasaTenu
Ha NamsTb, HaMpPaBfiEHHbIE B «KOCMOC», HO Beflb 3arpy34uK
pecypcoB, NPUBELEHHbIV B IMCTUHIE 2, OXMOAET peasibHbIX
MAEHTMMKATOP U K BCTPEYe C yKasaTensiMm MopanbHo He ro-
ToB! 310 1 ecTb Ta NpuymHa, No kotopon PE-chain, narotos-
NEHHbIN U3 famna, BELET cebs HenpaBuibHO.

Bnpouewm, 6biBaeT 1 xyxe. Bo MHOrMX nporpammax BCTpe-
4aeTcs KOHCTPYKTOp BuAa:

ImcTusr 3. «3ampTa» OT JAMIOMHIa KMBHX NPOTPaMM

// rnoBanbHas MHMIMANMBUPOBAHHAsl [EePEeMeHHas

// (Ha caMoM gmenme mpucBauBaTL HyJdb HeoBSBaTENBLHO
// mockoneky Bce rioBanbHHE NEPEMEHHEHE «CaMi»

// oBHynswTCS npy Bamycke NPOTPaMME)

void *p = 0;
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// BHEenMT: NaMATH, €CHM OHA elie He BHAeNeHa

if ('p) p = malloc(BUF_SIZE);

OyeBUAHO, €CNM CHATL AaMn C MPOrpaMmbl MOcre Bblgerne-
HUSA NaMATK, To Npu 3anycke PE-aiina, nony4eHHoro 13 tako-
ro fjamna, namsTb HaBCErna nepecTaHeT BbIAENATLCS, a B [N0-
6anbHON NEPEMEHHON P OKaXETCa yKasaTesb, JOCTaBLUMIACA
el B «HacneAcTBO» OT NpefblayLLero 3anycka, OfHaKko cooT-
BETCTBYIOLLMIA PErMoH NamMsATy BbILENEH HE BYAET, U nporpam-
Ma nMbo pyxHET, MO 3ane3eT B HyXne JaHHbIE, yCTPOMB TaM
HacTosLwmii nepenonox!

Chopmynupyem rnasHoe npasumo: CHUMaTb Aamn ¢ npo-
rpaMmbl MOXHO TOfbKo B To4ke Bxofa! OctaeTcs pazobpaTb-
Cfl, KaK 3Ty TO4YKY BXOfa OT/IOBUTb.

Mouck cTapToBOro KOAA N0 CMrHaTypam B namaTy
HaynHawowme nporpaMMmUCTbl CHATAIOT, YTO BbIMOSIHEHME
nporpaMMbl Ha4nHaeTcs ¢ yHKLMM main (Ha Cu/Cu++) unu
C KntoyeBoro cnoea begin (Ha Mackane). MNepBbiM BCeraa Bbl-
3bIBAETCA CTAPTOBLIN KO (start-up code), yctaHaBnuBaroLLmi
nepBUYHbIA 06paboTUMK CTPYKTYPHBIX UCKIIOYEHWUIA, UHULN-
anuaupytowmin RTL, BbisbiBatowuii GetModuleHandleA gns
nony4YeHns Aeckpuntopa TekyLero Mogyns u 7. a. Toxe ca-
moe oTHocuTcs K DLL, rnaBHo dyHKLMEN KOTOpoW SBNSeT-
cs DlIMain.

CyLecTByeT OrpoOMHOE MHOXECTBO pa3HOBMAHOCTEN start-
Up KOAO0B, BbIGUPAEMbIX KOMMUAATOPOM B 3aBUCUMOCTH OT T~
na nporpaMmbl, Kno4ei KOMIUAALUMN U T. 4. VIcXopHbIe Tekc-
Tbl CTAPTOBbIX KOAOB, Kak MpaBuiio, OTKPbITbl. B yacTHocTw,
Microsoft Visual C++ xpaHsT ux B katanore \Microsoft Visual
Studio\VC98\CRT\SRC nog nmenamu crt*.*. Bcero nx okono
pecaTtka.

Hwxe (cM. nMCTUHT 4) B Ka4eCTBE NpuMepa NpyBeaeH OauH
13 cTapToBbIX KOJOB KoMNunaTopa DELPHI:

&£ BesbmaARHbIA - BNOKHOT =100] I
©afin Mpaska Toprat Chpaeks
21 raton =
& TekcT & tharing BesbimAHHGIA Bbin HIMEHEH,
COXPEHATE HEMEHEHNA?
Aa I Het OTHEHa
=
|51 2
& sl 3 | |
Maiin [Mpaska @opmat  Cnpaska
nezumi =]
A
i i |
L] AW

PucyHok 8. HopManbHO paGoTaiommit «BIOKHOT» (CBepxy)
¥ TOT Xe caMiii «BJIOKHOT» MOCNe BCHATMS fJaMma — BCe TEKCTOBHE
CTPOKM MCUeBIn

Jinctuer 4. llpuMep crapToBOoro Koja Ha DELPHI

CODE:00401EE8 start proc near

CODE: 00401EE8 push ebp

CODE: 00401EE9 mov ebp, esp

CODE: 00401EEB add esp, OFFFFFFFOh

CODE:00401EEE
; Sysinit::InitExe()
CODE:00401EF3
CODE:00401EF8

mov eax, offset dword 401EB8

call @Sysinit@@InitExe$qqrpv
push 0

. CODE XREF: start+Blp

CODE:00401D9C @Sysinit@QRInitExe$qqrpv proc near

CODE:00401D9C push ebx

CODE:00401D9D mov ebx, eax

CODE: 00401D9F xor eax, eax
CODE:00401DA1 mov ds:TlsIndex, eax

CODE: 00401DA6 push 0 ; lpModuleName
CODE:00401DA8 call GetModuleHandleA

CODE: 00401DAD mov ds:dword 4036D8, eax
CODE:00401DB2 mov eax, ds:dword 4036D8
CODE: 00401DB7 mov ds:dword 40207C, eax
CODE:00401DBC xor eax, eax
CODE:00401DBE mov ds:dword 402080, eax
CODE: 00401DC3 xor eax, eax

CODE:00401DC5 mov ds:dword 402084, eax

; SysInit:: 16395

CODE:00401DCA call @SysInit@ 16395

CODE: 00401DCF mov edx, offset unk 402078
CODE:00401DD4 mov eax, ebx

CODE:00401DD6 call sub 4018A4

CobpaB BHYLUMTENbHYIO KONMEKLMI0 CTapTOBbIX KOLOB
(unu BbigepHyB ee 13 IDA Pro), mbl nerko Hangem OEP npoc-
TbIM CKAHMPOBaHNEM [iamna, CHATOrO C «X1BOW» NPOrpaMmbI.
3arpyxaem nonyyeHHbIn gamn B hiew u, nepebupas curHaty-
pbl BCEX CTAPTOBbIX KOLOB, HAXOANM, KOTOPbIVA U3 HUX «HaLL».
MepBbin 6aiT CTapTOBOro Koaa u 6yAeT TOYKOM BXOAA B MPO-
rpammy — OEP.

3anomuHaem ee afpec (B Moew Bepcun «bnokHoTa» OHa
pacnonoxeHa no cmelleHnto 01006420h), 3arpyxaem ynako-
BaHHy0 MporpaMmy B OTIaA4MK 1 yCTaHaBNIMBaEM annaparHyto
TOYKY Ha MCMOJTHEHME NO AaHHoMy agpecy — «BPM 1006420 X»
(BHmaHue! Mo ymonyaHuio 0TnagymK CTaBUT TOHKY OCTaHo-
Ba Ha YTeHue/3anmch, 4To coBceM He oaHO u Toxe!). O6orHyB
pacnakoBLUMK, OTAaA4VK (MW HaL famnep, KOTOPbIA Mbl Yy Tb
Mo3Xe OTBaXWMCS HanucaTb) BCM/bIBAET HEMOCPEACTBEHHO
B OEP! Camoe Bpems cHumartb gamn!

(MomHuTCA, B panekme BpemeHa DOS cyliectBoBan yHu-
BepcasbHbIi pacnakoBLLMK, KOTOPbINA 3anyckan Cxartblii/3a-
LUMLLIEHHBIN exe-hann B peXume TpaccUpoBKK 1 onpedensn
nepexon K UCMOMHEHWIO NPOrpamMmbl No KoY B OKPEeCTHOC-
TV TOYKM BXOfa — 6onee-MeHee cneunduyHoOMy Ons Kaxgo-
ro M3 KOMNUAATOPOB. 3aTeM COXpaHan Aamn NamsaTvi U NoHTU
Bcerga nonydan paéoun cain. lNpasga, ecnu 3anakoBaH-
Has nporpamMma nucanack Ha Accembnepe (4To B Te Bpeme-
Ha ObINO He PERKOCTbIO) U, Kak CneficTBME, UMENa yHUKarb-
HYI0 «CUrHaTypy», pe3ynbratbl 6bIIM MEHEE BNeYaTnsaoLLym-
mu. — Mpum. pea.)

Mapa nonynapHbIX, HO HEYAa4HbIX CNOCO60B:
GetVoduleHandleA u 1s:0

BnbnnoTteka curHatyp — 370, KOHEYHO, XOPOLLO, HO CAMLU-
KOM X10MoTHO. HoBbIE BEPCUU KOMMUIATOPOB BbIXOASAT YyTh
N He Kaxaylo fekagy, K TOMy Xe paspaboTyvku 3a4acTyto
cnerka moguduumpytoT start-up kod, ocnennas curHatyp-
HbI nonck. Y7o Torga? [octaTtoyHo 4acTo B 3TUX Cryyasx pe-
KOMeHJyeTcsa yCTaHOBKa To4ek ocTtaHoBa Ha API-dyHKLM0
GetModuleHandleA («BPM GetModuleHandleA X») v Ha counbtp



CTPYKTYPHbIX UCKNtoHeHuii («<BPM FS:0»). Ho 3T0 He 04eHb X0-
poLLmne cnocobbl 1 HUXE ByaeT MOKa3aHo NoYvemy.

Haunem ¢ cyHkumm GetModuleHandleA, koTopas npucyTc-
TBYET NPaKTUYECKM B K&XA0M CTAPTOBOM KOZE (MCKIT0Has HEKO-
TOpble accembepHble nporpammbl). Haxumaem <Ctrl+D> ans
BbI3oBa soft-ice, naem komangy «BPM GetModuleHandleA X»
(MmoxHO Takxe gatb «BPX GetModuleHandleA», Ho B 3TOM cny-
yae soft-ice BHegpuT B Havano GetModuleHandleA nporpam-
MHyt0 To4Ky octaHoBa CCh, nerko o6HapyXvnBaemyt MHOIM-
MU 3aLLMUTHBIMM MEXAH3MaMW) 1 3anycKaeMm HaLll NOLOMbITHbIA
«BnoKHOT», NpeaBapUTENbHO 3aXKEBAB €ro NI06bIM HE CIULLIKOM
HaBOPOYeHHbIM yNakoBLUMKOM, Hanpumep, ASPack unn UPX.
MoCKonbKy yCTaHOBKA TOYKM OCTaHOBA HOCUT rno6arsbHbIv Xa-
pakTep, Bce nporpammbl, o6pataroiimecs k GetModuleHandleA,
6ynyT BbI3blBaTb BCM/bITUE OTNAAYMKA. BHMMaTeNnsHO CMOTpPK-
Te Ha MMA NPorpaMmbl, 0TO6paxaeMoe 0Tnag4MKom B MPaBoM
HUXHEM yrny (CM. puc. 9), — ecnn 3TO He Halla nporpamma,
XmeM «x» unu <Ctrl+D> onsa BbiIxoga U3 otnagymka.

Mocne cepun NOXHbIX cpabaTbiBaHWI B Yriy HaKOHEL-TO
nosiensetca Haw 3aBeTHbI NOTEPAD. Camoe BpeMsi cka3atb
otnaguunky «P RET», 4To6bl BbIOPATLCA U3 (PYHKLMM B HENOC-
PELCTBEHHO BbI3bIBAIOLLMIA €€ KOf, OQHAKO... 3TVM Bbi3bIBat0-
LM KOLIOM OKa3bIBAKTCSA OTHIOAb HE OKPECTHOCTM UCXOOHOW
TOYKM BXOAa, a kog camoro pacnakosiymka! M go OEP Ham ewye
TpaccupoBaTtb M Tpaccuposatb. OnpegennTb Hally AMCIOKa-
LMo NOMOXeT KapTa namatu. Jaem komangy «MAP32» 1 cmMoT-
PVIM, YTO CKaXeT 0TnaguuK (cm. puc. 9).

@aiin notepad.exe COCTOMT M3 HECKOSIbKMUX CeKUM: .text
(cxaTbl KOR, MCXOLHOW MporpaMMbl), .data (cxaTble AaHHble
MCXOQHOM NPOrpamMMbl), .Isrc (Cxarble pecypchl UCXOAHON Npo-
rpammsl), .aspack (kog pacnakoBLyMka) 1 .adata (gaHHble pac-
nakoBLUuMKa). Cekumsa Koga MCXOQHOM NPOrpaMMbl 3aKaH4YMBa-
etcs Ha agpece 100800h v BCe, HTO NEXUT HXKE, M YXKE HE Npu-
Hagnexut. B Hawem cnyyae dyHkuma GetModuleHandleA,
BbI3bIBAETCA KOLOM, pacnonoxeHHoliM no agpecy 1010295h,
KOTOPbIW, KaK HETPYAHO YCTaHOBWTb, NMPUHAANEXUT CEKLMK
.aspacack — 1o ecTb HeMOCPeACTBEHHO CaMOMY PacnakoBLUUKY
n K OEP HMKakoro oTHOLIEHNS He MMeET (MOMMMO pacnakoB-
wuka, dyHkumto GetModuleHandleA moryT Bbi3biBaTh M AMHa-
MUYeckme 6MBNNOTEKN, NOAKI0YaeMble CTaTUYeCKOW KOMMO-
HOBKOW, TO €CTb Yepes CeKLMI0 UMNOopTa).

Bbixognm 13 otnapyuka, Haxumas <Ctrl+D> go Tex nop,
noka BbI3oB GetModuleHandleA He okaxeTcs BHYTpU CEKLUM
.text (ecnv neHb HaXxnmaTb OfHY M Ty Xe KNaBuLly MOMHOTY pas,
MOXHO YCTaHOBWTb YCNOBHYHO TOYKY OCTaHoBa B cTuie «BPM
GetModuleHandleA X IF EIP < 0x1008000>.

Ara! BoT, HakoHeLl, NOsIBUNIOChH YTO-TO MOXOXEE Ha UCTU-
Hy (cm. puc. 10).

[aHHbIA BbI30B OENCTBUTENBHO NMOAJSIMHHBIN U, MPOKPY4-
Bas akpaH okHa CODE BBepx, Ham 0CcTaeTcs BCEro NuLb Han-
TV cTaHaapTHbI nponor PUSH EBP/MOV EBP,ESP unu RET,
KOTOPbIM 3aKaH41BaeTcs npefLuecTsytoas npoueaypa. C Bbl-
COKOW CTeneHbto BeposATHOCTH 310 U 6yaeT OEP, Ha KoTopyto
MOXHO NOCTaBMTb annapaTHyr TOYKY OCTaHOBA, 3aTeM nepe-
3anycTuTb NporpaMmy eLle pas (He 3abbiB Npy 3TOM yaanuThb
TOuKy ocTaHoBa Ha GetModuleHandleA) n B MOMEHT BCMbI-
TS OTNajyvka coenartb nporpamme gamn. Mpu aTom crnepy-
eT NOMHUTb, 4TO Aaneko He Bcerna GetModuleHandleA Bbi3blI-
BAETCHA HEMOCPELCTBEHHO M3 camoro cTapToBoro koga! B yac-
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X=TEAEOOO0
EDI-0100F400
C5:0018B

EBX=01006RA8A  ECX=0006FFEO ESI=01006650
EBP=01010013 : F 0298 odIsZaPc
D$S=0023  $S:0023 =

001B:01010290 ADD EAX, EDX -
001B:01010292 MOU EBX.EAX T
001B:91010294 PUSH EAX

001B:01010295 [CALL [EBP+00600F4D]

o01B:01018298 TEST ____EAX.EAX
001B:01016290 JNZ 010102A6

001B:0101029F PUSH EBX

001B:010102A0 CALL [EBP+00000F51 ]

001B:910162A6 MOU [EBP+00000545] , EAX

001B:010162AC MOU DWORD PTR [EBP+80000549],00000000

PAGE
PAGEDATA 0005
PAGECONS 0006
INIT 0oat
.rsrc 0008
.reloc 0009
text 0001

d 0002

0003

06664 0008:BE1224A0 00013835
0023:BE135CED_ 00001824
0023 :BE137520)] o00e0130
0008:BE137660 000009F6
0023:BE138060 000003C0
0023:BE138420 00000B38
0023:01001000 00067600
;01008000 00002000
00006600

kmixer
kmixer
kmixer

CODE RO
IDATA RU
IDATA RW
CODE RW
IDATA RO
IDATA RO
IDATA RW
IDATA R
IDATA RW

NOTEPAD-as. adata
comdlg32 . text
comdlg32 .data
comdlg32 .rsrc
comdlg32 .reloc
shell32 ctext
shell32 .data
shell32 .rsrc

0005
0001
0002
0003
0004
0001
0002
0003

0023:01015800
001B: TEAE1000
0023 : T6BOBOOG
0023 : T6BOFOO0
0023 : 7T6B1BOOG
001B: 77561000
0023 : 776 7CO00
0023: 77680000

00801080
00029D3A
00003668
0000C000
008022B0
0011A686
O0BO3AES
00113000

IDATA RW
CODE RO
IDATA R
IDATA RO
IDATA RO
CODE RO
IDATA R
IDATA RO

PucyHok 9. ®ymxkumst 1010295h:CALL [EBP+FADh] 3TO Ha caMoM gene
GetModuleHandleA, Bm3HBaeMasi TakuM BaKOBHPMCTHM oBpaszoM

EAX=01000000
EDI:FFFFFFFF
CS=001B

EBX=7FFDFO80 ECX=0006FFBO@ EDX=77TFCD170
EBP-0006FFCO ESP-0006FF30 EIP=01006570
DS:=9023  $$:0023 ES:=0023 FS$=0038 G$:0000

ESI=00073038
odIsZaPc

0023:0006FF28 01006576
0023:0006FF38 0000000A
0023:0006FF48 TTF90C68
0023:0006FF58 777DOOOO

00060000
FFFFFFFF
00073038
00672A40

06000000
0011F458
00672428
00000001

00073038
TFFDFO00
06000000
00000044

001B:0100656A CALL [KERNEL 32!GetHoduleHandlen]
601B: 01006570 PUSH EAX

001B:01006571 CALL 0100293E

001B:01006576 MOV [EBP-68] ,EAX

001B:01006579 PUSH ERX

001B:0100657A4 CALL [e1001168]

001B:01006580 JMP 010065R4

001B:01006582 MOV EAX,[EBP-14]

001B:01006585 MOU ECX, [ERX] 1
001B:01006587 MOU ECX, [ECX]

NOTEPAD-as. text
NOTEPAD-as.data
NOTEPAD-as.rsrc
NOTEPAD-as . aspack
NOTEPAD-as.adata

0023:01001000
0023:01008000
0023:0100A000
06623:01010000
0623:010156000
001B: T6AE1000
0023: 7T6BOBOOO
0023: T6BOFO00
0623: 76B1BOOO
001B: 77561000
0023: 7T767CO00
0023: 77680000
0023: 77793000

00007000
0600602000
00006000
60605000
60001000
080029D3A
60003668
0000Ce00
60002280
0011A686
B00003AES
00113000
B06BEAYO

comdlg32
comdlg32
comdlg32
comdlg32
shell32
shell32
shell32
shell32

-text
.data
.rsre
.reloc
Ltext
.data
.rsrc
.reloc

Pucynox 10. INognuuuemt BH30B GetModuleHandleA
u3 okpecTHocrey OEP

THocTW, DELPHI nomewaet GetModuleHandleA B cyHKuuMIO
@Sysinit@ @InitExe$qqrpv, a BOT OHA-TO YyXXe U Bbl3bIBAETCS
CTapTOBbIM KOAOM (CM. INCTUHT 4)!

370 3HA4KMT, 4To ANna goctmxeHnss OEP, c momeHTa «noBnun»
GetModuleHandleA Ham npuaeTca packpyTuTb CTEK (KomaHaa
«STACK» B soft-ice), NOgHABLINCL HA OAWH WY OBa YPOBHS
BBepX. Ho Ha CKONbKO KOHKPETHO NoAHUMaTLCA? HYTo6bI OTBE-
TUTb Ha 3TOT BONPOC, HAaM HEOBXOAUMO UCCNenoBaTh COCTONA-
HVe cTeKa Ha MOMEHT BbI30oBa haina.

OcTaHoBuMB 0TNag4mk B Touke Bxoga EP (He nytatb ¢ OEP,
KOTOPYIO eLle TONIbKO NPeACcTOMT HanTW), AaeM KoMaHay
«D ESP» 1 cMoTpuM (4T06bI JaHHble oTo6paxanuch He 6an-
Tamu, a ABOMHbIMW CNOBaMK, HEOO6X0AMMO cKasaTb OTnagyu-
Ky «dd»):

JmcTurr 5. CocTosiHMe CTeKa Ha MOMEHT BHBZ0Ba Qanna

:d esp
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0023:0006FFC4 77E87903 FFFFFFFF 0011F458 7FFDF000

1u *esp
:u TTEB834F

0023:77EBB34F 50 PUSH EAX

0023:77EB8350 E87A83FDFF CALL KERNEL32 'ExitThread
:d £s:0

0038:00000000 0006FFEO 00070000 0006E000 00000000

Appec 77E87903h (pns HarnsgHOCTY BbIAENEHHbIA Kpac-
HbIM), yKaabiBaeT Kyga-to BHyTpb KERNEL32.DLL v kKomaH-
pa («U *ESP») no3sonsieT y3HaTb kyga. Ara, 3gecb pac-
nonoxeH 6e3ycnoBHbin nepexon Ha «PUSH EAX/CALL
KERNEL32!ExitThread». To ecTb Ha npoueaypy 3aBepLUeHns
nporpammbl. Co BpemeH MS-DOS He Tak yX 1 MHOroe U3meHu-
nocb. TaM TOXe Ha BEPLUMHE CTEKA nexan agpec Bo3spara Ha
exit, NoaToMy 3aBepLUaTh paboTy NPOrpaMMbl MOXHO HE TOSTbKO
yepes API, Ho 1 npocTon nHcTpykumen RETN. Ecnum cTek c6a-
NTAHCUPOBAH, OHa cpaboTaeT npaBuibHO. KcTaTtu, napa agpe-
COB Ha BeplunHe cTteka 77E87903h/FFFFFFFFh po 6onu Ha-
NMOMWHAET TEPMUPYIOLLMIA 06pabOTYNK CTPYKTYPHBIX UCKHO-
YEHWI (TEPMUPYIOLLMIA — TO ECTb NMOCNEAHWUIA B LIeNOYKe), KOTO-
pbIM OHa MO CyTW N ABNSIETCS, MO0 COAEPXKMMOE ABONHOMO CIo-
Ba FS:[00000000h] yka3biBaeT Kak pa3 Ha Hee.

Ccbopmynupyem eLLe ogHo npasuno: npusHakom OEP aBnsi-
eTcs eutyaums FS:{00000000h] == ESP && *ESP ==77E87903h
(eCTECTBEHHO, 9TOT afpec BapbypyeTcs OT CUCTEMbI K CUCTEME,
1 Ha KaX[ON U3 HUX BOJIKEH BbIMUCNATLCA MHOMBMOYANbHO!).

KcTtatu, pas yx Mbl 3aTPOHYNIN CTPYKTYPHbIE UCKITHOHEHUS,
HE MeLlaeT NO3HaKOMUTLCS C HUMU nobavxe. MNpakTniecku
KaXabl CTApPTOBbIN KOL HAYMHAET CBOK LEATENbHOCTb C YyC-
TaHOBKM CBOEro COOCTBEHHOr0 MNbTPa CTPYKTYPHBIX UCKTO-
4eHuin, 3anucbiBas B A4eiiky FS:0 HOBOe 3Ha4eHue.

JIMCTUHT 6. YCTaHOBKA HOBOTO QMIBLTPA CTPYKTYPHHX MCKINYEHMI
B CTapTOBHM KORe

; ¢ VMCXOJHasl TOYkKa BXOojma

.text:01006420 55 push ebp
.text:01006421 8B EC mov ebp, esp
.text:01006423 6A FF push OFFFFFFFFh
.text:01006425 68 88 18 00 01 push dword 1001888
; ¢« «Haw» oBpaBoTuMK

.text:01006422 68 DO 65 00 01 push loc_10065D0

; ¢« GepeM crapst QunBTP
.text:0100642F 64 Al 00 00 00 00 mov

eax, fs:0
.text:01006435 50 push eax
; ¢ CTaBMM HOBHNM QUIBTP
.text:01006436 64 89 25 00 00 00+ mov fs:0, esp

Monpo6yem 0TnoBMTb 3TO CobbITNE?! A Novemy 6bl 1 HeT!
Tonbko Hafo y4ecTb, 4TO, B oTnmyme ot API-cbyHKUMIA, o-
MyCKaloLWMX YyCTAHOBKY r06anbHbIX TOYEK OCTAHOBA, TOY-
Ka ocTaHoBa Ha FS:0 gomkHa ycTaHaBnMBaTbCA M3 KOHTEKC-
Ta NOOMbITHOrO MPUNOXEHNs. A Kak B Hero nonactb? Heob-
XOAMMO N60 OCTaHOBWTLCA B TOYKE BXOHA B PacrnakoBLUMK
(cm. BpesKky «HT0 fenaTb, eCnv 0Tag4MK NPOCKaKMBaeT ToY-
Ky BX0oZa B pacnakoBLLMK»), MO0 yCTAaHOBUTbL TOYKY OCTaHOBa
Ha GetModuleHandleA, noxaaTbcs NepBoro JIOKHOro BCNbITUS
0Tnag4mKa, COBEpPLIEHHOrO B KOHTEKCTE HALLEro NPUNOXEHNS
(B npaBoM HWXHEM yriy ropuT notepad), 3aTem yganuTb ToY-
Ky octaHoBa Ha GetModuleHandleA 1 ycTaHOBMTbL TOYKY OCTa-

EAX-0006FFE®  EBX=TFFDFOGO ECX-00010101 EDX=FFFFFFFF  ESI-=0011F458
EDI=FFFFFFFF  EBP=DOOGFFCO  ESP:=000GFFBY4 EIP:=01006435 o d I s 2 aP ¢
C$=001B  D$-=0023 $5=0023 ES-0023 FS5-0038 GS-0000

0623: 0006FF28 CO502000
0023: 0006FF38 81102740
0623: 0006FF48 8042D686
0023: 0006FF38 TTF41001

8115B026
81102800
80064BCH
C0502000

81102740
BESESCEH
811028A0
00000083

006000000
8042D6D5
81162740
81539F38

001B: 0100641E  JMP 01006415
001B: 01006420 PUSH EBP
001B: 01006421 MOU EBP,ESP
001B: 01006423 PUSH FF
001B: 01006425 PUSH 01001888
001B:0100642A PUSH 01606500
0O1B: 0100642F MOU EAX FS:[00000000]
0160686435 PUSH EAX
;01006436 MOV FS:[0000OB0O],ESP
001B: 01006430 RDD ESP,-68

%
Break due to BPMB #003B:00000000 RW DR3 (ET=614.48 milliseconds)
MSR LastBranchFromIp=00000000
MSR LastBranchTelp=00000000
:bl
00) x BPX KERNEL32!'GetModuleHandleA
1) BPMB H#O0O3B:00000000 RW DR3
:be 81

:bpm fs:0 if (EIP < 0x2000000) ——
1X

éreak due to BPHMB HOO3B:00000000 RW DR3 IF (EIP<0x2000000) (ET=?13;i44:ijiiiii)

MSR LastBranchFromIp=00008000
MSR LastBranchTolp=00000000 1

Pucynox 11. JloBnst OEP Ha 06paBoTuMK CTPYKTYPHEIX MCKIIOYEHMI

HOBa Ha (MNbLTP CTPYKTYPHbIX UCKNoYeHuiA: «BPM FS:0». He-
06x04MMO cpasy noAroToBUTb cebs K OrPOMHOMY Konuyec-
TBY JIOXHbIX cpabaTbiBaHUN (CTPYKTYPHbIE UCKNIOYEHUS akK-
TUBHO WCMNOJIb3YeT He TOJIbKO PacnakoBLLMK, HO 1 cama one-
paLuoHHas cuctema), 1 YToObl 3aKOHYUTL OTNAAKY OO KOHLA
ce3oHa, Heobxo4MMO BOCMNONb30BaTLCA YC/IOBHbIMU TOYKa-
MW OCTaHOBA, OrpaHnYvB ManasoH cpabartbiBaHWin OTnagum-
Ka cekumen .text. B Hawem cny4ae 310 6yOeT BbIMANETh TakK:
«BPM FS:0 IF EIP < 0X100800» (npeablayLuyto TO4KY OCTaHO-
Ba nepep aTvM crnegyeT yaanuTb), NOCAE Yero MOXHO CMeso
OTMNPaBUTLCA Ha KYXHIO U BapWTb MaKeTHbIA PUC, NMOCKONbKY
3a KOMMbIOTEPOM HaM [efath YXXe HeYero.

Haxe HesawmuweHHbIn NOTEPAD.EXE BbiBanun okHo OT-
napyvka cnycts... 713.34 cekyHabl (CM. puc. 11), 4TO HEMHOMUM
6onbLue 12 MUHYT. OTO Xe Lenas Be4HOCTb Ana npoueccopal
(Onsa cnpasku: akcnepuMeHTbl Nnposoamnuce Ha VMWare, 3a-
nyLeHHbIM nog apesHnmM Pentium-1ll 733 MIy, coBpemeHHble
npoLEeccopbl CrpaenAlTCA C 3TOW CUTyaLmen HaMHOro 6bICT-
pee — Ha TO OHU U COBPEMEHHbIE).

Ho Kak 6bl TaM HK 6bIN0, UCXOAHasA ToYKa Bxoda HanaeHa!
Bot oHa, pacnonoxeHHas no agpecy 10006420h! Kak roso-
puTbCs, 6epu 1 BnacTayw!

Mo6oyHbie 3ththeKThbl yNaKoBLIUKOB,
unu NMoyemy He pa6otaet VirtualProtect
OueBunaHO, 4TO6LI pacnakoBbIBaTb KOJOBYH CEKLIMIO MPOrpam-
Mbl, YNAKOBLUMK OOKEH UMETb paspeLleHne Ha 3anuch (0T-
CYTCTBYIOLLIEE MO YMOYaHMI0), a MO 3aBEPLUEHNIO pacnakoB-
K1 BOCCTaHaBMBaTb UCXOLHbIE aTpubyTbl, YTOOLI NpOrpamMmma
BbIrnsgena tak, kak 6yaTo ee He ynakosasu. [ToMyMo KoLoBOK
CeKumn, HeobXoaMMO BOCCTAHOBUTL aTtpmbyThl cekumn .rdata,
JOCTYNHOW, KaK 1 criedyeT U3 ee Ha3BaHus, TOJIbKO Ha YTEeHWe.
Ona manunynaumn ¢ atpubytamu ctpanuy Windows npepo-
craenset pyHkumio VirtualProtect. U 310 npakTnyecku eguHc-
TBEHHbIN NyTb, KOTOPbIM MOXHO YTO-TO caenath (He cyuTas
VirtualAlloc ¢ dpnarom MEM_COMMIT, ¢ koTOpbIM CBA3aHa Ky-
4ya npobnem).

JlornyHo npefnonoxuTtb, 4to dyHkuma VirtualProtect gonx-
Ha BbI3bIBAETLCA NOCNE 3aBEPLLEHNS pacNakOBKM B HENMOCPEAC-



TBEHHOM 6IM30CTVM OT Nepefaym ynpassne-
Hua Ha OEP. O3HavaeT nm 370, 4TO, yCTa-
HOBWB TOYKY ocTaHoBa Ha VirtualProtect,
Mbl...

A BOT 1 HeT! /I3 Tpex Hayrap B3ATbIX
ynakoBlunkoB: ASPack, PE-Compact
n UPX tonbko PE-compact Bbi3biBan
VirtualProtect gns manunynauui ¢ atpu-
6y Tbl CEKLWI (Ba 1 TO COBCEM NS APYrnX
Lienei), a BCe OCTanbHble OCTaBNANM UX
OTKPbITbIMM Ha 3anucb Aaxe nocne 3a-
BepLLeHmns pacnakosku! Bonutollee Ha-
pyLUeHWe cneungmKaLii n HeyBaxeHne
K HOpMaMm xopoLLero nosegexus!

CmoTpuTe camm.

B HeynakoBaHHOM «BfIOKHOTE» (CM.
puc. 13) cekuus .text nmeet npasa
Ha 4TeHue u ucnonHeHue (executable/
readable/code), cekuus .data — 4teHue 1
3anuce (writeable/readable/vHuymanvan-
POBaHHbIE AiaHHbIE), CEKLWA .ISIC — TOSb-
KO Ha 4TeHwue (readable/mHnuynannanpo-
BaHHble AaHHble). Kopouye, BCe Kak B npu-
NAYHBIX AOMAX.

Tenepb ynakyem @ain ¢ nomMoLbio
ASPack. 3anyctum ero u, foxpas-
LUNCb OKOHYaHWs pacnakoBku (Ha akpa-
HEe MOSIBNAETCA rMaBHOE OKHO Mporpam-
Mbl), CHUMEM C Hero gamn (cM. puc. 14).
Bot 910 Homep! Bce cekumn nmetoT ar-

6esonacHocTb

pnbyT CO000040h, TO eCTb Tako! Xe, Kak
Yy CEKLMW AaHHbIX — C MPaBOM Ha 3anucChb,
HO 6€3 NpaB UCMOJSTHEHWS.

A BOT 970 yxe Hexopowo! Mano To-
ro, 4TO B KOLOBYIO CEKLMIO TENEpPb MOXET
nucatb KTO YrOfHO, Tak eLLe Ha npouec-
copax ¢ NX/XD-6utamu cpaiin, o6pa6o-
TaHHbI ASPack, ncnonHsaTscs He 6yger!
CvicTema BbIGPOCUT rPO3HOE NPeaynpex-
LeHNe C HAMEKOM Ha BUPYC, 1 60STbLUMHC-
TBO MONb30BaTeNe NoNpPoCTy COTPYT Ta-
KoM hais oT rpexa nogarsbLue, a 370 3Ha-
4uT, 4TO co3paTenb YyNakoBaHHOW Mpo-
rpaMmbl NOTEPSET KNIMEHTa (M NpaBusib-
HO — He3a4eM 6bINo nakoBaTb!).

Yr1o nenatb, ecnu OTNARYMK NPOCKAKUBACT TOUKY
BX0Aa B pacnaKoBLUK

Bepem vcnonHsembIn chann, 3arpyxaem ero 8 NuMega SoftICE Symbol
Loader, npegsapuTesnbHO y6eAMBLLUCH, YTO NMUKTOrpaMmma, n3obpa-
LjaroLas «3neKTpu4eCcKyto namno4Ky», FopuT B NOJSIHLIN HaKall, a orl-
umnsa «Start at WinMain, Main, DlIMain» akTuempoBaHa (cm. puc. 12),
YTO M0 nee [O/MKHO OTIaf4MK 3aCTaBUTb OCTAHAB/IMBATLCS B TOYKE
BX0fa, HO... Mpwn NonbITKe 3arpy3kn Nporpammsbl soft-ice KoBapHO ur-
HOPWPYET HaLLW pacnopsKeHNs], HaxanbHO NPOCKaKNBAET TOUKY BXO-
[a, COBCeM He cobupasch B HEN OCTaHaBIMBATbLCA.

3T0 M3BECTHBbIV 0K Soft-ice, € KOTOPbIM 6OPIOTCA MO BCEM Ha-
npasfieHnam. Camblii NONYNAPHbIA (HO He caMblii Ny4Lunii) cno-
€06 3akntoyaetcsa Bo BHeagpeHun INT 03h (CCh) B Touky Bxoga npo-
rpammbil.

bepem PE-thaiin, oTkpbiBaem ero B hiew, Haxumaem <Enter>
Ansa nepexoga B hex-pexum, Tenepb <F8> (header) n <F5> (nepexon
K TO4Ke BXxofa B hann nnu cokparleHHo EP, He nytatb ¢ OEP, koTo-
pyto Ham eLLle NPeAcTouT HanTu). 3anoMMHaeM COAepXunMoe banTa
MOA KYPCOpoM (3anucbiBaeM Ha ByMaxke), Nepexoanm B peXnM pe-
pakTuposaHue no <F3> u nuwem «CC». CoxpaHsiem U3MeHeHUs no
<F9> v BbIXOAMM. B camom soft-ice omkeH 6bITb NpeABapuTENbHO YC-
TaHoBMeH pexum Bennbitusa no INT 03 (komaHaa «ISHERE ON>»).

3anyckaem nporpammy (NpocTo 3amnyckaem 6e3 BCAKUX Tam
loader) n... nonagaem B soft-ice, KOTOPbIA HENPEMEHHO AOMKEH
BCM/bITb, NHAYe 3[eCb YTO-TO CUIILHO He TaK. Tenepb HEO6X0AMMO
BEPHYTb MCMPaBNeHHbI 6aiT Ha MecTo. ITO fenaeTcs Tak: 4aem Ko-
mangy «WD» gns oTo6paxeHus OkHa famna (eciv TONbKO OHO YXe
He oTo6paxaeTtcs Ha 3KpaHe), 3ateM «DB», 4T06bl 0TOOpaxeHne
LU0 No 6anTam (Ha4nHatoLWwmm — TaK yaobHee) n rosopum «D EIP-1».
MuHyc ofnH nosBMNCA OTTYAA, 4TO Soft-ice ocTaHaBnMBaeTcs nocne
CCh, yBenuuneas EIP Ha eguHuuy. Jaem komangy «E» n pegaktu-
pyem famn B UHTEPaKTMBHOM pexume MeHss «CC» Ha «60» (4ucno,
3anucanHoe Ha 6ymaxke). OcTaeTca TONbKO CKOPPEKTUPOBaThb pe-
ructp EIP, 4yto ocyllectsnsetca komangon: «R EIP = EIP — 1». Beel
KomaHpga «.» (To4ka) 06HOBAISET OKHO An3accembnepa, nepemelyas
Hac B TEKYLLYO NO31LMI0. Tenepb MOXHO OTNnaxmsars!

MepneHHo? Heypo6Ho? Kyva nuwwHux onepauuin? Onepaumun —
3TO epyHAa, UX MOXHO «MOBECUTb» HA MaKpPOChI (651aro, YTO OHW Of-
HOTUMHbIE), XYXeE, 4TO HEKOTOPbIE YNaKOBLLUMKW/MPOEKTOPbI KOHTPO-
JINPYIOT LENOCTHOCTb haiina, 0TkasblBasCh 3arnyckaTbCs, eC/iv OH 13-
MeHeH. Kak 6bITb Toraa?

A BOT BTOpPOW cnoco6. fopa3no 60nee aneraHTHbIN. 3arpyxaem
nporpamMmy B hiew, nepexogum B hex-pexum, xmem <F8> n Bblyuc-

nsem agpec TO4KM Bxoaa nyTem cnoxenus Entrypoint RVA (B Hawwem
cnyvae — 10001h) ¢ Image Base (B Hawem cny4ae 1000000h). Mony-
yaetca 1010001h. Ecnu cymTaTh NeHb, MOXHO MPOCTO HaxaTb <F5>,
4106l hiew nepeHec Hac B TOUKY BXofa, COO6LUMB ee agpec (0gHaKo
3T0 He cpabaTtbiBaeT HA HEKOTOPbIX 3ALUMLLIEHHBIX (haniax C UCKaXeH-
HOW CTPYKTYpOM 3arofioBka). XopoLuo, agpec EP nony4eH. Boidbia-
em soft-ice nytem Haxatus Ha <Ctrl-D> 1 yctaHaBnMBaem TO4KY OC-
TaHoBa Ha N6yt API-dyHKLMIO, KOTOPYIO BbI3bIBAET HaLLa Nporpam-
Ma (OTKyAa — He CyTb BaXH0). 9To MOXeT 6bITb 1 GetModuleHandleA
(«BPX GetModuleHandleA») n CreateFileA — pa Bce 4T0 yrogHo! Bbl-
Xogum u3 soft-ice n 3anyckam Hawwy nporpammy. OTnagyuk BCnsbl-
BaeT Mo To4Ke octaHosa Ha APl. Y6eamuBLUMCh, YTO NPaBbIN HUXHUIA
yron oTpaxaeT UM Hallero npouecca (ecnu HeT, BbIXOAUM U3 soft-
ice v XAem crnepyoLlero BCMIbITUS), yCTaHaBAMBAEM annapartHyto
TOYKy ocTaHoBa Ha EP, otgaBas komangy «BPX 0x1010001 X», roe —
0x1010001 apgpec To4kum Bxoga B PE-chann. Beixogum us soft-ice n ne-
pesanyckaem nporpammy. hint: soft-ice 3anomuHaeT ycTaHOBNEHHbIE
TOYKM BMECTE C KOHTEKCTOM OTIaXXMBAEMOW NMporpammel 1 He yaans-
€T UX Aaxe nocne ee 3asepLueHus. [Npu NOBTOPHOM (4 BCex nocne-
LytoLLnX) nepesanyckax, soft-ice 6ygeT nocnyLuHo ocTaHaBNNBaTbLCA
Ha EP B To4ke ocTaHoBa. Hy pa3Be 910 He 340poBo?!

BHumanue! JuHammnyeckme 6ubnnoTekmn, CTaTm4eck CKOMMNOHO-
BaHHbIE C NPOrpaMmoMn, nonyyatot ynpasneHue go EP!!! 3to nosso-
NSEeT 3aLmuTamM npeanpuHATL HEKOTOPbIE ENCTBUSA eLLe [0 Havana oT-
nagku! [MoaTomy, eCnu YTO-TO ULET He Tak, NepBbIM AEIIOM NPOBEPLTE
Kog, copepxatyuiics B DlIMain Bcex AMHamMn4eckux 6ubmoTex.

* NuMega SoftICE Symbol Loader - [crackme]
Fle Edi Modue Tools Wew Help
EEEE R R EREE]
| Loated Symbols |
| svv=_[ Type [ Refcount | |-———
b €. \TEHF~crackne .exe opened successfully
Translating file: C:<TEMF\crackne.exs
32 kit Error: No debug info
bt | 'C\TEMP\crackne.exs' synbols not loaded —----
B Trenslating file: C.“TENP-crackne.exs
32 bit

Loading symbols for 'C:“TEMP“crackme.sxe' --———— -

Mama

G2 KERNEL 32
St sEr 32
" Gl

S reoskonl

S HAL

Error: No debug info

ol

SoftICE Is active 4

PucyHok 12. CMBONBHEN B3arpySuMK — Xopomas WTYKa,
HO He Bcerga pa6oranmas

4 (I

For Help, press F1 I
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[ PE Editor ] - d:\unpack-tmpinotepad.exe [READ ONLY]
— P asin PE Hasdar lnfrem sk
[ Section Table ]

MEtet  OOOOT000 [i[J o [l BOOOCO00
00003000 00006CO0 C00o0040
RES 00004000 00006000 00007200 00005400 40000040

Mmooy om m e

Compare

M IW MumOfRvasndSizes: | 00000010 |LI|_I
L

Pucynok 13. Mcxopmumii «BIOKHOT»

[ PE Editor ] - c:'docume~149335~1%locals~1\temp'temp.dmp

~ Basic PE Header Information 0 i

: [ Section Table ]

WOIfset YSize Fidffset RSize Flags
Irf pest 00001000 00007000 00001000 00007000 Coo0004a
5| data 00003000 00002000 00008000 00002000 COo000040

ISIC 00004000 00005000 00004000 00005000 Cooo0040

B aspack 00010000 00005000 00010000 00005000 Coo00040
B| .adata 00015000 00001000 00015000 00001000 Coo004a
5
F
agic: 0108 HumifRvatndSizes: | TOOOOOTOT + 7 -

|

PucyHok 14. «BJIOKHOT», ymakoBaHHm ASPack

[ PE Editor ] - d:\unpack-tmp'notepad-pe.exe [READ ONLY]

r~ Bazic PE Header Information |
. [ Section Table ]
Wifset WSize ROffset FiSize Flags

Il pet 00001 0o 0000Foo0 00000400 00004400 E0O00060
g .rsrc 0001 000 0o002000 00004800 00001 Coo E0O00020

Magic: | 0108 HumDfRvabndSizes: | TOUUOUTOT = 17 1 | .

PucyHok 15. «BmOKHOT», ymakoBaHHM PE-compact

[ PE Editor ] - d:\unpack-tmp‘notepad-upx.exe [READ ONLY]

i~ Bazic PE Header Information i
: [ Section Table ]

Wifzet WSize ROffset FiSize Flags
Il Upsn 00001000 0000C000 00000400 00000000 ED000080
5| UPx1 00000000 00005000 00000400 00004400 ED000D40

Tsre 0001 2000 00001000 (00004E00 00001 0ac Co000040

Magic: | 0108 MumDfRvabndSizes: | TOUUOUTOT 71 | .

PucyHok 16. «BJIOKHOT», ymnakoBaHHmW UPX

K ToMy xe B mamsaTu no-npexHemy 60nTalTcs Cekuum
.aspack u .adata, KoTopble YNakoBLUMK HE YOOCYXWUNCA «MOf-
YUCTUTb». ITO XOTb U HECMEPTENIbHO, HO BCE-TaKW HEAKKY-
paTHo.

A BoT PE-compact npenofHoCWT Ham HacToALLMIA Clopnpu3
(cm. puc. 15)! Cekuum .text n .data o6beanHeHbl B 04HY 60Mb-
Ly cekumio ¢ atpubytamu (executable/readable/writeable/
code/MHNLManM3NpoBaHHble [aHHbIE), a CeKLMs .ISrc, KOTo-
pas He fomkHa (no cneuundukauumn!) MMeTb Npaea Ha 3anuce,
€ro Bce-Taku nmeeT. Kak roBoputbes, ¢ 6apckoro nneya Hu-
4ero He xXarko. 3aTo cBOU co6CTBEHHbIE cekLmun PE-compact
noaYMLLAEeT BeCbMa akKypaTHO.

Yro xe kacaetca UPX (cm. puc. 16), To B LeIOM OH ABK-
xeTca no nytn PE-compact: KOgoBYyt CEKLUMIO C CEKUUA AaH-
HbIX OH He 06befVHSET, HO aTpPUGYThl UM Ha3Ha4YaeT Te Xe ca-

Mble (4TeHne/3anncb/McnonHeHne), BL06aBOK KO BCEMY «3abbl-
Basi» BEPHYTb UM WUCXOLHbIE UMEHA (KOTOPbIE, BNPOYEM, HUK-
TO He NpoBepseT).

VckntoueHne coBceM CEKLWS .ISIC — HEKOTOPbIE Nporpam-
Mbl TEPSAOT CMOCOBHOCTb HAXOAWTL PECYPChI, €CNM 3Ta CeKLMS
Ha3BaHa Kak-To MHave.

BepomkT — BCe ynakoBLUMKIM HECOMHEHHOE 3710)! Hu oguH
U3 HWUX HE COOTBETCTBYET creyundukaumam Ha PE-cain, 3ato
No60YHbIX 3 HEKTOB OT YNAKOBKM XOTb 0THaBNSAN! (YamBuUTeNb-
HO, KaK ynakoBaHHble haisibl eLe yxutpsattes pabortats.) OT-
ctofa — yctaHaBnmeaTb TO4KY ocTaHoBa Ha VirtualProtect Hu-
Kakoro CMbIcna Her.

YHuBepcanbHblit npuem noucka OEP,
OCHOBaHHbLIA Ha Ganance cTeKa
BoT MbI M nofo6panmck K camoMy MHTEPECHOMY U YHUBEPCallb-
HoMy cnoco6y onpeaeneHns OEP, KOTOPbIN K TOMY Xe Nerko aB-
TOMaTU3MpoBaTh. YNaKOBLUMK (4aXxe eCrnv 3TO He COBCEM KOp-
PEKTHbIN YNaKoBLLMK) NPOCTO 0653aH NOCne pacnakoBKu BOC-
CTaHOBWTbL CTEK, B CMbICNe BEPHYTb perncTp ESP Ha ero 3a-
KOHHOE MecCTO, yKa3blBatoLLlee Ha NepBUYHbIA (PUALTP CTPYK-
TYPHbIX UCKITIOYEHMI, YyCTAHABIMBAEMbIN CUCTEMON MO YMON-
YaHWIO (CM. IMCTUHT 5).

HekoTopbie ynakoBLUMKM eLLle BOCCTAHABNMBAIOT U peruc-
TPbl, HO 3TO YXe HeobA3aTenbHO.

Bo3sbmem, K npumepy, ToT xe ASPack 1 nocMoTpuMm B ero
Havano (CM. IMCTUHT 7):

Jmcrurr 7. Touka Bxofa B pacnakosumk ASPack

tu eip

; COXPaHMTL BCe PETMCTPH B CTeKe

001B:01010001 60 PUSHAD

; onpemenuTs Texyupys EIP

001B:01010002 E803000000 CALL 01010002

; cnpsiranHsie JMPS/POP EBP/INC EBP

001B:01010007 E9EB045D45 JMP 465E04F7

; cnepyomyue 2 CTPOYKM «SMynsuus» koMarpmsl jmp 01010008h
001B:0101000C 55 PUSH EBP
001B:0101000D C3 RET

3ameuvatenbHo! lNepBasi e KOMaHfa CoXpaHseT BCe pe-
rMcTpbl B cTeke. O4eBMOHO, 4TO HEMOCPEACTBEHHO Nepes ne-
pegadyev ynpasneHus Ha OEP oHu 6yayT BOCCTAHOBMEHBI KO-
maHpovi POPAD, BbINOMHEHWE KOTOPOW O4EHb JIETKO OTCNEAMNTD,
YCTaHOBMB TOYKY OCTaHOBA Ha iBOMHOE CIOBO, NlEXallee Bbl-
LUe BepxyLlku cTeka: «BPM ESP — 4».

PesynbtaT NpeBOCXOANT BCE OXMOAHUSA (CM. IMCTUHT 8):

Jmcrurr 8. llepemava ynpaBieHust Ha OEP

; ¢ Ha 3TO} KOMaHZe OTJIafuMK BCIIHBAET

001B:010103AF 61 POPAD

001B:010103B0 7508 JNZ 010103BA J
(Jumpl)

001B:010103B2 B801000000 MoV EAX,00000001

001B:010103B7 (C20C00 RET 000c

; < apmpec OEP

001B:010103BA 6820640001 PUSH 1006420

; ¢ mnepepmava ynpaBneHuss Ha OEP

001B:010103BF C3 RET

PacnakosaB nporpammy, ASPack 3a60TIMBO BbITaNKu-
BaeT COXPaHeHHbIE PEerucTpbl U3 CTeKa, Bbi3biBas BCMIbI-
TMe oTnajyvka, U Mbl BUAUM TPUBMANbHBIA KO, nepeparo-
wui ynpaenenune Ha OEP «knaccuyecknm» cnocobom yepes
«PUSH offset OEP/RET».



Monck ncxogHoOM TOYKM BXOAA He 3aTpaTun u fecsatka ce-
KyHg! Hy passe He kpacoTa?!

A Tenepb Bo3bMeM UPX v nposepum, ygacTtcs nu Ham
MPOBEPHYTb 3TOT TPIOK M HAA HAM? Befb Mbl Xe NpeTeHyem
Ha yHMBepcasbHbI npumem!

JmcTurr 9. Tak HaumHaercs UPX

; COXPaHUTE BCE PEerMCTPH B CTeke

001B:01011710 60 PUSHAD
001B:01011711 BE00D00001 MOV ESI,0100D000
001B:01011716 8DBE0040FFFF LEA J

EDI, [ESI+FFFF4000]
001B:0101171C 57 PUSH EDI

Bot oH, yxe 3HakoMbli Ham PUSHAD (cm. nucTuHr 9), co-
XPaHALLMIA BCE PErUCTPbI B CTEKE M BOCCTAHABIMBAOLLMIA NX
HENocpenCcTBEHHO Nepef nepeaaden ynpasnexus Ha OEP. [a-
em komaHgy «BPM ESP-4» 1 BbIxoguM U3 OTNagyvKa, noka oH
He BCNJIbIBET (CM. NUCTMHT 10):

Jucrurr 10. Tax UPX nepegjaer ynpaBieHume Ha OEP

001B:0101185E 61
001B:0101185F EOBCABFFFF
(gump T)

POPAD

JMP 01006420 J

A BoT n otnnuma! Mepegada ynpasneHns oCyLLecTBNSETCS
komaHgon «JMP 1006420h», roe 1006420h — ncxogHast To4-
Ka Bxoga. [Toxoxe, 4TO BCE YNaKOBLUMKM paboTaroT No O4HO-
MY M TOMY X€ anroputMmy W floMatTCsi C PeakTUBHOW CKOPO-
cTbt0. Ho He 6yaem cnewunts! Bosbmem PE-compact v npose-
PUM CBOIO [OrafKy Ha HEM.

JucTuur 11. Touka BXofja B (aitn, ynakoBarHmW PE-compact

001B:01001000 B874190101 MoV EAX,01011974

001B:01001005 50 PUSH EAX

001B:01001006 64FF3500000000 PUSH DWORD PTR .
FS:[00000000]

001B:0100100D 64892500000000 MoV J

FS:[00000000] ,ESP

Mnoxo peno (cm. nuctuHr 11)! PE-compact Hukakux pe-
rmMcTpoB BoobLe He coxpaHsieT, a «PUSH EAX» ncnonb3yet-
CA TOMNbKO 3aTeM, 4TOObl YCTAHOBUTL CBOW 06pabOoTUMK CTPYK-
TYPHbBIX UCKMIOYEHUIA. TEM HE MEHEE HA MOMEHT 3aBepLUeHUs
pacnakoBKM yKasaTesflb CTEKA AOJIKEH ObiTb BOCCTAHOBEH,
cnepfoBaTenbHO, To4Ka ocTaHoBa Ha «BPM ESP-4» Bce-Taku
MOXeT cpaboTaTb....

JmcTurr 12. llepBoe cpabaThBaHME TOYKM OCTaHOBa Ha esp-4

001B:77F8AF78 FF7304 PUSH DWORD PTR .
[EBX+04]

001B:77F8AF7B 8D45F0 LEA EAX, [EBP-10]

001B:77F8AFTE 50 PUSH EAX

Tak, 370 cpabaTbiBaHue (CM. IMCTUHT 12) ABHO NOXHOE (Cy-
as no EIP, pasHomy 77F8AF78h, Mbl HaxoguMmcs roe-To BHYT-
py KERNEL32.DLL, ncnonb3yowmm cTek 4aa HyXxn npous-
BOACTBEHHOW HeobxoamMmocTm), Haxumaem <Ctrl+D>, He xe-
nas 34ecb 60nbLUe 3aAepXMBaTLCS.

Jnctunr 13. Kysemuu?! T'me 370 1?

; ¢ 9Ta KOMaHOA BHISHBAET BCILIHTHE

001B:010119A6 55 PUSH EBP
001B:010119A7 53 PUSH EBX
001B:01011928 51 PUSH ECX
001B:01011929 57 PUSH EDI

6esonacHocTb

Tabmuua 1. PacumdpoBka aTpubyroB cexumit PE-daiina

Kog 3HayeHue

00000004h 16-6UTHblE CMeLLEHNs Kopa
00000020h code

00000040h VHULMANN3NPOBaHHble AaHHbIE
00000080h HEeMHNLManU3npoBaHHbIe AaHHble
00000200h KOMMEHTapWv Unu Apyras BcroMoraTenbHas uHopmauns
00000400h oBepnen

00000800h He NoANEeXWT 3arpy3ke B NamaTb
00001000h Comdat

00500000h BbIpaBHMBAHeE N0 YMONYaHuIo
02000000h MOXET 6bITb BbIGPOLLEHO U3 NAMATH
04000000h not cachable

08000000h not pageable

10000000h shareable

20000000 executable

40000000h readable

80000000h writeable

Crepyiollee BCNNbITUE OTNAgYMKa (CM. IMCTUHT 13), Hu-
4yTb HE 6Onee OCMbICIEHHOE, YeM npedblayLuee. FCHO ToMb-
KO OZHO: B CTeK 3aTankusaetcs pernctp EBP BmecTe ¢ kyuen
apyrux permctpos. Cyas no BceMy, 3T0 pacnakoBLUMK coxpa-
HSET MX C OQHOW NULWb eMy Beaomon Lenbto. XXmem <Ctrl+D>
W XOeM fasblue — YTO Ham eLLle NokKaxyT?

Jiuctunr 14. lepexon Ha OEP

‘u eip-1
001B:01011A35 5D POP EBP
001B:01011A36 FFEQ JMP EAX (01006420h)

A BOT Ha 3T0T pa3 (cM. nucTuHr 14) Ham noseano! Pernctp
EBP BbiTankueaeTcsa U3 cTeka 1 BCReq 3a 3TUM OCYLLECTBASA-
etca nepexop Ha OEP nocpencteom komaHgbl «JMP EAX».
Mel Bce-Taku gocturnm ee! BoT Tonbko NoXHbIe cpabatbiBaHWs
HanpsratT. 3TO Mbl, ONbITHbIE XaKepbl, MOXEM «BU3yaslbHO»
OTANYUTL, e nponcxoauT nepepada Ha OEP, a rge Het. C aB-
ToMaTu3auuel B 3TOM MlaHe 3HA4YUTESIbHO CIIOXHEE — Y KOM-
nbloTepa MHTYWUUWSA OTCYTCTBYET Hanpoyb. A BeAb Mbl BCErO
NUWb pasBrieKaeMcsi C faBHO NMOBGEXAEHHbIMU YNaKOBLUMKA-
Mu... [po 6opbOy € NPOTEKTOPaMU peyb ELLEe He UAET.

Bo3bmem 6onee cepbesHbint ynakoswmk FSG 2.0 by
bart/xt (http://xtreeme.prv.pl, http://www.wasm.ru/baixado.
php?mode=tool&id=345) v Ha4Hem ero nbiTaThb.

JucTurr 15. MHOroo6emanias TOUKa BXOZa B ynakoBuuk FSG

001B:01000154 8725B4850101 XCHG ESP, [010185B4]
001B:0100015A 61 POPAD

001B:0100015B 94 XCHG EAX,ESP
001B:0100015C 55 PUSH EBP
001B:0100015D A4 MOVSB

PasoyapoBaHve Ha4MHaEeTCs C NepBbIX Xe KOMaHg (CM. nnc-
TuHr 15). FSG nepenasHadaet peructp ESP 1 xoTts 4epes He-
KOTOpOe BpeMmsi BOCCTaHaBIMBAET ero BHOBb — 0COH0M pafoc-
TW HaM 3TO He JOCTaBNSAET. YNaKOBLLMK O4EHb UHTEHCUBHO MC-
Nonb3yeT CTEK, NO3TOMY TOYKa ocTaHoBa Ha «BPM ESP-4» Bbi-
[aeT MUINNOH NOXHbIX cpabaTbiBaHWM, NpUyYeM 60MbLLUMHCTBO
N3 HUX OTHOCMUTCS K LMKSam (CM. MIUCTUHT 16):



6esonacHocTb

JiucTHT 16. $parMeHT Kofa, T'eHEpUPYIWMIZ JIOKHHE
cpabaThHBaHMA TOYKM OCTaHOBAa

001B:010001C1 5E POP ESI
001B:010001C2 AD LODSD
001B:010001C3 97 XCHG EAX,EDI
001B:010001C4 AD LODSD
001B:010001C5 50 PUSH EAX
001B:010001C6 FF5310 CALL [EBX+10]

Heobxo4MMO BHECTU KaKoe-TO JOMONHUTESIbHOE YCIoBue
(k cHacTblo, soft-ice nogaepXunBaeT YCNOBHbIE TOYKN OCTAHO-
Bal), aBTOMaTU4ECKN OTCEMBAIOLLEE JIOXKHbIE cpabaTbiBaHWs
nnu xoTs 6bl MX YacTb. [laBante nogymaem! Ecnu ctapToBbIN
KOZ, YNakoBaHHON NMPOrpaMmbl HA4MHAETCA CO CTaHLAPTHOro
nponora tuna «PUSH EBP/MOV EBP,ESP», To To4ka ocTaHo-
Ba «BPM ESP 4 IF *(ESP)= = EBP» oTceeT Ky4y mMycopa, Ho...
6yneT cpabatbiBaTh Ha JIVOOM CTaHAAPTHOM NPOIOre HyNIeBoro
YPOBHS BIOXKEHHOCTH, & €CNY ynakoBaHHas nporpamMmmMa nmeeT
ONTUMMU3NPOBAHHLIN NPOJION, B KOTOpoM pernctp EBP He wnc-
NOJSIb3YETCH, HALL «XUTPbIA» Npuem BoobLLe He cpaboTaer!

A BOT opyras nges: gonyctum, ynpaeneHue Ha OEP nepepa-
etcs vyepe3 «PUSH offset OEP/RETN», Torga Ha BEpLUMHE CTe-
Ka OKaxeTcs afpec Bo3BpaTa, YTo ONATb-TakW NErko 3anpor-
pammupoBaTh B YCIOBHOM TO4Ke ocTaHoBa. ELle ynpasnexHne
MoXeT nepefasatbes Hepes «MOV EAX,offset OEP JMP EAX»,
YTO TaKXXe NEerko NPOKOHTPONMPOBATL M OTCNIEAMWTb, HO BOT NPO-
TUB «NpsiMbIx» koMaHg «JMP offset OEP» unu «JMP [OEP]» yc-
NOBHbIE TOYKM OCTaHOBA 6eCCusibHbI. K TOMY Xe CANLLIKOM MHO-
ro BapuaHToB nony4aetcs. [oka nx nepebdepeLlb... JIOXHbIe
cpabatbiBaHnsa HendbexHbl! MonpobyiiTe nosotoiite ¢ FSG...
B Kakon-To MOMEHT KaXeTcs, YTO PELLEHNs HeT 1 Halle [eno
Tpy62, HO 3TO He Tak!

Bce n3BeCTHbIE aBTOPY YNAKOBLLMKM (M 3HAYMTENbHAA YacCTb
MPOTEKTOPOB), HE Xenas nepemeLuMBaTh ce6s ¢ KOLOM yrnako-
BbIBAEMOW MPOrpaMMbl, pa3MeLLatTca B OTAESIbHON CeKLmm
(M1 BHe cekumK), pacrnonoXeHHON 6o Nepeq ynakosbiBae-
MOI nporpamMmmMoi, nn6o nocne Hee! Kog ynakosLuka cocpe-
LOTOYEH B OHOM OMPEfeNeHHOM MecTe (HECKONbKUX MecTax)
¥ HUKOra He NepecekaeTcs C KOOOM pacnakoBbiBAEMON Npo-
rpammbl! Bpoge 661 04eBUAHbIA hakT. CKOMbKO pas Mbl Npo-
XOAWIIM MUMO HEro, faxe He 3aAyMbIBasiCb, YTO OH NO3BONAET
aBTOMaTtun3MpoBaTb npouecc novcka OEP!

BarnsHem Ha kapTy namsaTy eLle pas (CM. MIMCTUHT 17);

JiucTuar 17. JlBe CeKuuMM ynaKOBaHHOM NPOTPaMME

MAP32
NOTEPAD-fsg 0001 001B:01001000 00010000 CODE RW
NOTEPAD-fsg 0002 001B:01011000 00008000 CODE RW

MbI BUOMM BE CEKLMM, MPUHaLNexXaLLue ynakoBaHHO Npo-
rpamme. Cam 4epT He MOMMET, Kakas U3 HUX CeKLms kopa, a Ka-
Kas AaHHbIX, TeM 6onee YTO [OMKHA ObITh ELLE OfHA CEeKLMs —
CEeKLMA pecypCoB, HO KOBaPHbIN YNakoBLUMK KAKUM-TO 06pa3om
CKOMOVHMPOBAN UX APYr C APYroM, 1 Mbl HE 3HAEM KakuMm, BNpo-
4eM, KOf, CaMOro pacnakoBLUMKa, Kak Mbl y>Ke BULENN, COCpeno-
ToYeH B paioHe agpeca 10001xxh, TO eCTb BHE 3TUX [BYX CEK-
LW (OTAENbHOM ceKkuum Ans cebs pacnakoBLUVK CO3AaBaTh He
cTan). Ytobbl OTCEATb NULLIHME BCMIbITAS OTNAAYMKA, Mbl COCPE-
LOTOYMMCA Ha AManasoHe afpecos, NpUHALNexXaLumx ynako-
BaHHOW Nporpamme, TO eCTb OT Ha4asia NepPBOV CEKLMN JO KOH-
Lia nocnepHew, aBTOMaTUHeCKN KOHTPONMPYS 3HAYeHne perunc-
Tpa EIP Ha kaxaom cpabaTbiBaHMM TOHKM OCTAHOBA.

B paHHOM cnyyae ycnoBHasi To4ka ocTaHoBa 6yAeT BbIrs-
LEeTb TaK (CM. NMCTUHT 18) :

JincTurr 18. «Marmuueckasi» NOCINEROBAaTENLHOCTE,
npuBognsmasicss Hac k OEP

BPM ESP-4 IF EIP > 0X1001000 && EIP < 0X1011000

HeBeposiTHO, HO MOCsIe NPOOSIKMUTENIBHOrO MOMYaHUs (2 OH
1 6yneT MonyaTb, Beflb CTEK pacnakoBLUMKOM UCMOMb3yeTcs
0Y4€Hb UHTEHCMBHO) OTNaA4YMK HEOXMAAHHO BCMbIBAET HEMOC-
pencTteeHHo B OEP (cm. nuctuur 19)!

Jmcruur 19. Orciona HauMHAETCsT PACNaKOBAaHHHM KOX
MCXONHOM MPOTPaMMEl

001B:01006420 55 PUSH EBP
001B:01006421 8BEC MOV EBP,ESP
001B:01006423 6AFF PUSH FF
001B:01006425 6888180001 PUSH 01001888
001B:0100642A 68D0650001 PUSH 010065D0
001B:0100642F 64A100000000 MoV J
EAX,FS:[00000000]

001B:01006435 50 PUSH EAX
001B:01006436 64892500000000 MoV J

FS:[00000000] ,ESP

daHTtactuka! A Begb FSG paneko He cambiil cnabbii yna-
KOBLUWMK, PaKkTUHECKM rpaHmyaLLmin ¢ npotektopamu. OgHako
faHHas metoguka noucka OEP npyMeHnma 1 K npoTekTopam.
Boigensem cekumu, nprHagnexatiue ynakoBaHHOM nporpam-
Me, 1 yCTaHaBnMBaeM TO4KY OCTaHoBa Ha ESP — 4 B nx rpaHu-
uax. [laxe ecnu cTapToBblii KOF UCNOb3YET ONTUMU3NPOBAH-
HbIA MPOJIOT, MEPBLIN Xe PerncTp (nokanbHas nepeMeHHas 3a-
TankuBaemas B CTeK), BbI30OBET cpabaTbiBaHune otnagyvka. Ec-
nu Mbl nonagem He B camy OEP, To 6yneT rae-10 04eHb-04eHb
6/IM3KO OT Hee... A HaNTK Ha4ano ONTUMU3NPOBAHHOMO MPOJIO-
ra MOXHo v asTomaTom!

Takvm 06pa3oM, Mbl NOSyHaem B CBOW PYKN MOLLIHOE OpyXue
MHOrOLIENEBOr0 AEVCTBUS, KOTOPOE NEerko peann3osaTb B BUAE
nogknoyaemoro mogyns K LordPE, IDA Pro nnu camoctonTenb-
HOW yTUUTLI. (Pa3paboTymkam ynakoBLUMKOB Ha 3aMETKY: YTO-
6bl 0OCNIENUTL 3TOT aNITOPUTM, HUKOT A He OTHOENANTE KOA pacna-
KOBLUMKA OT Koga nporpammbl! Nepemelunsante Ux B XaoTuu-
HOM NopsfKe Ha MaHep «MACHOrO pyneTar, Torga onpegensrb
OEP no gaHHO METOAWKE YXKE HE MONYYUTCH, HO METOAMKM, ONK-
CaHHble BbILLe, NMO-MPEXHeMy 6yayT paboTaTb, eCu, KOHEYHO
HEe NPeanpyHATL NPOTUB HUX OMPEAENEHHBIX YCUITNRA).

3aknrouenue
Bot mbl 1 Hayuunuce HaxoguTb OEP! OcTaeTca camas Ma-
NoCTb — COPOCUTL AaMn Nporpammel Ha guck. Ho 3geck He Bce
Tak NPOCTO, KaK MOXeT MoKasaTbCs BHavasne, U MHorue yna-
KOBLLIMKM/MPOEKTOPbI 3TOMY BCAYECKM CONPOTUBNAIOTCS. B cne-
LytoLLIel cTaTbe Mbl MOKaXeM, Kak peann3oBaTb YHUBEpCab-
HbI Jamnep, 06xo4saLuiA, B TOM YACNE U MPOABUHYTLIN Me-
XaHU3M OVHaMUYEeCKON LUMQPOBKU, N3BECTHbIV NOL UMEHEM
CopyMemll, — aT0 korga Bcs nporpamma 3alungpoBaHa u oT-
LenbHble CTPaHWLbl NaMsATW paclUMPOBLIBAKOTCS HEMOCPEAC-
TBEHHO nepeg nx ynoTpebrieHneM, a noTom 3aindpoBbIBatoT-
C51 BHOBb. Take Mbl KOCHEMCS BONPOCOB BOCCTAHOBNEHMSA Tab-
NI UIMNOPTa U NOrOBOPUM NPO pacnakosky DLL.

B KOHEYHOM CHETE NMOYHUTCA MOLLHbIN FEHETUYECKMIA pac-
NakoBLUMK, 06X0OALLMNA BCEX CBOMX KOHKYPEHTOB. @



