aMMHUCTPHPOBaHKE

VYNnaKkoBLIMKN uc‘-‘HneMblx
thaiinos B Linux‘/BSD

Kpuc Kacnepckun

bonbwuHcTBo UNIX-NporpamMm pacnpocTpaHAOTCA B UCXOAHbIX TEKCTAX, HO KOJIMYECTBO
KOMMEp4ecKuX NPOAYKTOB C 3aKPbITbIM KOJOM HEYKJIOHHO pacTeT. 3a4acTyH0 OHW pacnpocTpPaHAoTCA
B YNaKOBaHHOM BU[E, YTO HE TONbKO NPenaTCTBYET aHann3y, HO CHUXAET NPOM3BOAUTENLHOCTD

u yxyawaet copmectumocTb ¢ UNIX-knoHamu. lMokaxem Ha npumepe ELFCrypt, UPX, Burneye u Shiva,
KaK MOXHO 0CB0OOOAUTLCS OT YNAKOBLYWUKOB.

Windows ynakoBLUMKWN UCMONHS-
BeMux tharinos nony4mnm oyeHb
6onblwoe pacnpocTpaHeHue
“ chopmupoBany O6LNPHYIO PbIHOY-
HYIO HULLY, NMepeBapuBatoLLy0 OrpoM-
Hble AeHbry, nuTatLLme Lernble GupMbl
¥ NpuBNEKaLLime BbICOKOKBANUMULN-
POBaHHbIX CMeLnanMcToB, CO3Aa0LLMX
HeXWrble 3alUTHbIe MeXaHu3Mbl, 60pPb-
6a c KOTopbIMU TpebyeT KoHCOoNUAaLMK
BCEro Xakepckoro coobLLecTsa.
Mog UNIX cutyaums o6CTomT Npuénu-
3UTeNbHO TakK: NOTPE6GHOCTb B YNaKOBLLM-

Kax y>e ecTb (M MHOTME KOMMEpPYECKUe
thrpMbI XOTENM 6bl BbINYCTUTbL 3aKPbIThIE
nopTbl cBomx npogykTos nogd UNIX, oc-
HOBATENbHO UX 3aLLUTMB), HO PbIHOK NPO-
TEKTOPOB €LLE He ycnen chopMUpoBaTh-
csl, 2 NOTOMYy pa3paboTKON yNaKoBLUMKOB
3aHMMAaeTCs OT CUMbl ECATOK JHTy3mac-
TOB, MOBTOPSIOLMX TPIOKMN BPEMEH paH-
Hern monogocTn MS-DOS, v Tonbko Shiva
MoNbITaNCs NPefnpPUHATL KAYECTBEHHbIN
PbIBOK BMepepd, BNAOTHYI Npuonunaune-
wuck K npotekTopy Software Passport
(6biBMI Armadillo), ogHako, 310 ero

n noryéuno. Ha scex Linux/BSD-cuc-
Temax, [0 KOTOpbIX i TONbKO CMOT [0-
TAHYTbCSA, Shiva nagaeT ¢ coobLLeHeM
«Segmentation fault». Kakoe xe 3to cuac-
Tbe Windows-nporpammucTam uMeTh of-
Hy, Hy nycTb ABe (c y4etom 9x) OC, npak-
TWYECKM NOSTHOCTbIO COBMECTUMbIE MEX-
Ly cob0Vi faxe Ha ypOBHE HEAOKYMEHTH-
POBaHHbIX BO3MOXHOCTEN!

Co3paHune HagexXHOM 3aLLmnThl, 3anyc-
KatoLLiencs 6onee 4em Ha 0OfHOW Bepcun
Linux, — npakTuyeckn 6e3HagexHoe ae-
no, a ecnv BCNOMHWTL npo BSD wu akc-




VYnakoBwuku

N Npou3BOANTEJIbHOCTD

Mpw 3anycke daiina c gucketsl nnm CD-ROM
yNaKoBKa [JeNCTBUTENLHO YCKOPSET 3arpy3Ky,
MOCKONbKY (PU3N4ECKM NepenaeTcs CyLLecT-
BEHHO MEeHbLUMI 06bEM AaHHbIX, & CKOPOCTb
3TUX YCTPOMCTB HecornocTasMa CO CKOPO-
CTblO NpoLieccopa, No3ToMy BPEMEHEM pac-
NaKOBKM MOXHO MOSHOCTLIO MPeHe6pedyb 1 Mno-
JIY4EHHbIN BbIMIPbILL YACSIEHHO PaBeH cTerne-
HU yNaKoBKM.

[Npw 3anycke ¢ XeCcTKOoro fucka Bce npo-
NCXOAMUT C TOYHOCTLIO 0 HA060POT. Heynako-
BaHHbIN elf npoeLupyeTca HenocpeACTBEHHO
B OMepaTuBHYIO NamsTb U B SWap BbITECHS-
I0TCA TOJIbKO MOAUMULMPOBAHHbIE CTPaHW-
Libl CeKunu JaHHbIx. MNpu 3anycke HeCKosb-
KuX 3K3emMnnapoB HeynakoBaHHoro elf-chaii-
J1a BblAeNeHNs HOBbIX CTPaHWL, Pr3nyeckom
naMsaTh NPakTU4eCKM He MPOMCXOAMT, BMECTO
3TOro onepalmoHHas cuctema NpocTo 0To6-
pakaeT Ha afipecHoe NPOCTPaHCTBO NpoLiec-
ca paHee 3arpy>eHHble CTpaHuLbl.

Ecnv xe davin ynakosartb, To npu 3anyc-
Ke OH MOAUMULMPYET BCIO CBOIO NPOEKLMIO
LieSIMKOM, @ 3TO 3HA4UT, 4TO NPU HexsaTke
(hn3nyecKon namaTu onepaLuoHHas cucTe-

Ma YXXe HEe MOXET «BbIK/HYTb» NpUHaAsiexa-
LLMe eMy CTpaHULIbl, Befjb BO3SMOXHOCTM MOB-
TOPHO 3arpy3unTb WX C [UCKA YXe HET W Mpu-
XOQMUTCS 3aHUMATbCS BbITECHEHUEM B swap.
[pn ogHoKpaTHOM 3anycke Nporpammbl 3TO
elle He Tak 3aMeTHO, HO MHOTOKpaTHbIN 3a-
MyCK ynakoBaHHOro ¢pavna npuBoguT K Cy-
LLEeCTBEHHOMY 3aMeafIEHMI0 3arpy3ku (Bedb,
BMECTO TOr0, YTOObI 06PATUTLCH K YXKe 3arpy-
XKEHHbIM CTpaHuLaMm, onepaLoHHo cucTeme
NMPUXOAUTCH 3aHNMATLCS PACMaKoBKON Kax-
AbIn pas). 1o ToM Xe Npu4nHe pacTyT noTpe6-
HOCTW B OMepaTvBHON NaMATU — HECKOSbKO
9K3EMMNJIAPOB YNakoBaHHOW MpOrpamMmbl He
MOrYyT COBMECTHO VCMOJb30BaTh 06LLME CTpa-
HULbI pn3nyeckoin namaTu. B poeepLueHne
KO BCEMY 6OJIbLUMHCTBO YNaKOBLLMKOB Tpe-
6YyI0T [ONONHUTENBHOW NaMATW A8 cKNnagbl-
BaHMSA NPOMEXYTO4HbIX pe3ynbTaTtoB pacna-
KoBKW. Ha yTunuTax, 3anyckaemMbix orpoMHoe
KonM4yecTBO pas (Hanpumep, make), pasHuua
MeX [y ynakoBaHHbIM 1 HeynakoBaHHbIM han-
JIOM MPOCTO KosoccanbHa!

OTctoga BbIBOA: C NOSABAEHNEM XECT-
KUX OUCKOB U MHOro3afavHblX ornepaumoH-
HbIX CUCTEM CO CTPaHWYHOW OpraHu3auu-
eVl maMsAT ynakoBKa UCMOMHAEMbIX hannos

aAMUHUCTPHPOBaHKE

MOSIHOCTBIO yTpaTuia CMbICA U cTana Tofb-
KO BPeauTb (OHa XOpoLLO pa6oTana B 3noxy
rocnogctea MS-DOS, Ho Te BpemeHa paB-
HO nmpowunu). Tenepb ynakoBbiBaTb (a TOY-
Hee, 3alLUMGpPOBLIBATH) hansl CTOUT TOSbKO
pagu Toro, 4Tobbl 3aTPYOHWUTL Ero aHanus,
[a 1 T0... CTOUT Nn? Xakepbl BCe paBHO B3J10-
MatoT (HY OOMH U3 CYLLECTBYIOLLMX NPOTEKTO-
POB He n36exan aTo1 y4acT), a BOT Y neranb-
HbIX MONb30BATENIEN CHUXAETCS NPON3BOAU-
TeNIbHOCTb 1 NOSBNAOTCA NPO61eMbl COBMEC-
TUMOCTK, TeM b6onee, 4To OyayLliee BCe paBs-
HO 3a OTKPbITbIM NPOrpammMHbIM obecneve-
Huem. Kak nokasbiBaeT npaktvka, no Mepe
B3pOCNeHUs N1to6as 0Tpacib HEM36EXHO Npu-
XOAWT K OTKPbITBIM CTaHAapTam — B3STb XOTS
6bl aBTOMOOUNECTPOEHWE WU SNEKTPOHU-
Ky. JleT Tpuguatb Ha3ag AnoHuUbl (B TO Bpe-
MS NAepbl B 3TON 06/1aCTW) 3aknagbiBanm
B CBOM PaAnonpUeMHUKIN/MarHuTohoHb!l am-
nysbl C KUCIOTOW, YTOObI NPY BCKPLITUM KOP-
nyca Bce pasbegasno. Yyt no3xe ans aTon
Xe Lenu cTanu npuMeHsTb SMOKCUAHY0 CMO-
ny, a cenyac... NPUHUMNUanbHbIE CXEMbI pas-
[aK0TCA BCEM CEPBUCHbBIM LIEHTpaM 1w oTaa-
I0TCA NO4 YNCTO (hopMasbHOE cornalleHue
0 HEpa3rfaLleHun.

nepumeHTanbHble sapa Tuna Hurd, To K nporpaMmmMpoBaHuto
MOXHO [laxe He npucTtynaTb. B T0 Xe Bpems, cnabocTb 3aLLuT-
HbIX MEXaHU3MOB KOMMEHCUPYETCS OTCYTCTBUEM LOCTOMHOrO
XaKepCKoro MHCTPYMeHTapus, NO3TOMY Aaxe NpocTenLlas 3a-
LuTa npeactaBnseT cobom 6onbLUyo npobnemy, npespaLlas
pacnakoBKy nporpamMm B AOBOJSIbLHO HETPMBMASbHYIO 3aaady!
Ho mbl ee pelunm! HaumHas ¢ caMbix NPOCTbIX YNAKOBLLMKOB
¥ npuobpeTas B CPaXeHNN TaKTUYECKNE HABbIKU U HEOOXOAN-
MbIA MIHCTPYMEHTapWI, B KOHEYHOM CYETE, Mbl CMOXEM Cpa-
3UTHCA C KEM YrofHo!

ELF-Crypt

MpocTenwmin lWndgposLmK (He ynakosLuk!) elf-channos, co-
3[aHHbIA MHOWACKMM CTYAEeHTOM no npo3suuly JunkCode
(junkcode @yahoo.com) 1 pacnPOCTPAHAOLLIMIACS B UCXOOHBIX TEK-
crax: http://www.infogreg.com/
source-code/public-domain/
elfcrypt-v1.0.html.

(xkak OH BHIIAMT B hiew)

T K B :entrypoint
On wudppyet koposyio |- oerlE 2 3mps
cekumio (KoTopon, Kak npa- .080495DE: 06 push
080495DF: C6 229
9 ceKust .tex :
BINO, ABNAGTCA CEKLA .text) | =peniocen’ g pushad
1 BCTpauBaer B elf-chaiin kpo- .080495E1: 9C pushfd
y -080495E2: BEC0820408  mov
XOTHLIW pacMMPoBLIMK, IGeqsore hars mov
BO3Bpalwlawowmm ee B UC- .080495E9: B978000000 mov
" 080495EE: BBBD03CCO9  mov
. Xut -
X0AHbIA BuA. He coaep -080495F3: AD lodsd
HUKaKWX aHTUOTNAJOYHbIX | .080495F4: 33C3 ——
080495F6: AB stosd
MeyaTesbH :
MPNEMOB 1 3aMEHATENbHO )00 057 mora Loop
pacnakoBbIBAETCS MOGbIM "080495F9: 9D poptd
.080495FA: 61 popad
B TOM 4M
OTNAAYMKOM, B TOM HUCAE o0/ oskm: BDC0820408  mov
n gdb/ald (cM. nUCTUHT 1). .08049600: FFE5 jmp

JocTaTo4HO NPOCTO YCTaHOBWUTbL TOYKY Cpa3dy Xe 3a KOH-
LIOM pacLuMpoBLLyKa (B JAHHOM Cily4ae oHa pacrnonoxeHa no
agpecy 80495F9h), nocne Yero B HaLLeM pacnopsKeHUn oka-
XETCA pacLuMpoBaHHbI elf, ¢ KOTOPOro MOXHO CHATb AaM.
B cnyyae ¢ gdb nocnegoBatenbHOCTb KOMaHA 6yAeT Bbirns-
LEeTb NPUGAN3UTENBHO TaK (CM. IMCTUHT 2).

KctaTu rosops, nocnepHue sepcuu IDA Pro, nopTuposaH-
Hble nog Linux, cogepxart MHTEpPaKTUBHbIA OTNaAYMK B CTUIE
Turbo-Debugger, paboTatoLmii yepes prtace() n No3BoNsoLLMI
[enarb Takue BeLyu npsaMo B Ausacceménepe! Ho cneuuansHo
Ha aToT cnyyan JunkCode nopnoxun xakepam 60nbLUYIO CBU-
Hblo, covBatoLLyto IDA Pro ¢ Tonky.

M3meHuB To4Ky BxoAa B elf-chaiin (entrypoint) nytem nepe-
HanpaeneHys ee Ha TeNo CBOEro PacLLMPOBLLMKA, OH «3abbln»
CKOPPEKTMpPOBaTL CUMBOSILHYIO METKY _start, npofosixaloLuyto

JucTuHr 1. JIuBacceMOnepHsI JUCTUHT pacumpoBupka, BHegpsiemoro ELFCrypt B dainn

.0080495E0
es

; nepexommMM Ha pacumdpoBIMK

; \ Mycop, OCTaBNEHHSII. ..

; / ...TpaHChsTOPOM accembiepa

; COXpaHsIeM BCe PerucTpH B CTEKe

; COXpaHsieM Qmarm B CTeke

; Havano pacundpoBrHBaeMOro (pparMenTa

; EDI := EDI (pacumppoBka Ha MecTe)

; KONMYECTBO NBOMHHX CJIOB AJIS pacumMppoBKyM
KJI0Y pacumppoBxm

esi, 0080482C0
edi, esi

ecx, 000000078
ebx, 009CC03BD

; UMTaeM OYepejHOM HBOMHOE CIOBO <----- +

eax, ebx ; pacumppoBsBaeM uepes XOr |
BanucrBaeM pesyJLTaT Ha MeCTO |

.0080495F3 ; MOTaeM LUK +

; BOCCTaHaBiIMBaeM ¢narm us creka

; BOCCTAHaBIMBaeM BCE PETrUCTPH

; afpec OpMIVHANBLHONM TOukM Bxoma (OEP)

; TMepefiaeM ymnpaBlieHMe pacumMppoBaH. KOAY

ebp, 0080482C0
ebp



aMMHUCTPHPOBaHKE

JucTuHr 2. BrcTpas pacumppoBka elf-daitma B omnagumke gdb

; OmpefiensieM TOYKY BXOfa B (aitn
root@5[elf crypt]#objdump -f elfcrypt-demo

elfcrypt-demo: dopmar darna elf32-i386
apxurekTypa: 1386, dmarm 0x00000112:
EXEC P, HAS SYMS, D_PAGED

HaYaNBHENE afpec

root@5[elf crypt]# gdb elfcrypt-demo
; CTaBMM TOYKY OCTAHOBa Ha TOUKY BXOfa
(gdb) b *0x80495DC

Breakpoint 1 at 0x80495dc

; IIyCKaeM rnporpaMmy
(gdb) r

Starting program: /home/elf crypt/elfcrypt-demo

; cpa6o-1-a.na TOYKa OCTaHOBa

Breakpoint 1, 0x080495dc in ?? ()

; ToBOpuMM OTOBpaxaTh KoMaHms AcceMBiepa
(gdb) display/i $pc

1: x/i $pc 0x80495dc: jmp 0x80495e0

; HauyHaeM TPaCCHUPOBAThL NPOTPaMMy
(gdb) si

0x080495e0 in ?? ()

; NpoJjoNXaeM TpacCUpPOBAThB

1: x/i $pc 0x80495e0: pusha

0x080495£7 in ?? ()

; BUAUM LMKJ

1: x/i $pc 0x80495f7: loop 0x80495£f3

; CTaBMM TOYKYy OCTAHOBa 3a ero KOHLOM
(gdb) b *0x80495F9

Breakpoint 2 at 0x80495£9

; BamnyckaeM NnporpaMMy <«BXMBYIO»
(gdb) ¢

; TOYKa OCTaHOBA HOCTUT'HYTa

Breakpoint 2, 0x080495£f9 in ?? ()

; mporpamMa pacumpposaHa'

1: x/i $pc 0x80495£9: popf
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32

yKasblBaTb Ha OPUTMHABHYIO TOYKY BXOAa (B HACTOALLMIA MO-
MeHT 3aLmdpoBaHHyto!), B pesynstate Yero IDA Pro nokasbi-
BAET HEYTO COBEPLLEHHO 6ECCMbICTIEHHOE!

Jiuctmrr 3. HeT, ®TO He XMTPHII aHTMOTIAFOYHENL KOJ,
STO NPOCTO OPUTMHANBHAS TOYKa BXOfa B NMPOTPaMMy,
elle He pacuMppoBaHHAs pacUMOPOBIYKOM

.text:080482C0 _start  proc near
.text:080482C0 8C EE mov esi, gs
.text:080482C2 92 xchg eax, edx

.text:080482C3 80 5C 80 28 F9 sbb byte ptr J
[eax+eax*4+28h], OF%h

.text:080482C8 ED in eax, dx

.text:080482C9 57 push edi

.text:080482CA 9E sahf

.text:080482CB 61 popa

.text:080482CC AD lodsd

.text:080482CD 87 C8 xchg ecx, eax

.text:080482CF 01 D5 add ebp, edx

.text:080482D1 B3 4F mov bl, 4Fh

.text:080482D3 0D B5 52 9A 61 or
.text:080482D8 2D 80 C8 01 55 sub
; Trap to Debugger

eax, 619A52B5h
eax, 5501C880h

.text:080482DD CC int 3
.text:080482DE 33 F6 xor esi, esi
.text:080482E0 42 inc edx

.text:080482E1 F7 5C 99 ES8
[ecx+ebx*4-18h]
.text:080482E1 _start

neg dword ptr J

endp

KcTaTu roBops, eC/im yCTaHOBUTb TOUKY OCTaHOBa Ha _start
M patb 0TNag4nKy HemMHoro nopaboraTb, Mbl Nonagem B ca-
MO€e Hayano pacmdpoBaHHOM Nporpammbl, NOCne Yero ee
6yneT MOXHO aHanu3npoBaTh B 0ObI4HbIM PEXUME UMW CHATb
pamn. Tonbko 3T0 [JOMKHa 6bITb MMEHHO annapartHas (KomaH-
na «hbreak _start» B gdb), a He nporpammHas («b _start») To4-
Ka 0CTaHOBa, MHa4e BCE PYXHeT (MporpaMMHas Touyka BHeg-
psieT B paclundpoBbiBaemyto nporpammy kog CCh, koTopbin
nocre pacwmgpoBKy NpeBpaLlaeTcs COBCEM He B TO, YTO Obl-
N0 [0 Hee).

970 04eBUAHLI NPOCHET co3aaTens wudpatopa. Bot ecnm
6bl OH NepeHanpaswn _start B kakoe-HWOYAb MHTEPECHOE MEC-
TO, BOT TOrfa 6bl Xakepam NpULLAIOCH NOMbIXTETh, & Tak... «3a-
LMTa» CHUMAETCH B CHYMTaHHble CEKYHAbI 630 BCAKOro Tpy-
[a, O0HaKO NpefAcTaBnsAeT MHTEPEC NOCMOTPETb, KaK BbIrs-
OuT Kog pacwmdposiymka B IDA Pro, Touka BXofa B KOTOPbIW,
Kak Mbl NOMHMM, paBHa 80495DCh:

JucTuur 4. IusacceMONEpHsNt JTUMCTUHI pacumppoBupxa,
BHeppsieMoro ELFCrypt B ¢ain (kak oH BurusauT B IDA Pro)

extern:80495DC 7F 01 00 00 extrn puts@GGLIBC 2 0:near
extern:80495E0 FA 00 00 00 extrn

__libc start main@EGLIBC_ 2 0:near
; CODE XREF': .plt:_putsTj
extern:80495E4 7F 01 00 00 extrn puts:near
; DATA XREF: .got:off 80495CCTo
extern:80495E4
extern:80495E8 FA 00 00 00
_ libc_start main:near
; CODE XREF: ___libc_start_mainTj
extern:80495E8
; DATA XREF: .got:off 804950070
extern:80495E8
; weak
extern:80495EC 00
; weak
extern:80495F0 00
; DATA XREF: .got:080495D4To
extern:80495F0

extrn J

extrn _Jv RegisterClasses

extrn _ gmon start

Yrto 3a vepToBWMHA?! Kaknum 06pa3om paclungpoBLLMK
MOXET CyLLIeCTBOBATH B extern, koraa 34ech NpsiMbIiM TEKCTOM
nponucaHbl hakTU4eCcKme agpeca AMHaMUHEeCKM 3arpyxaembix

CUCTEMELIaAMUHUCTPATOD



dyHKumin! Ho ToT chakT, 4To hann Bce-Takm paboTaert, yoex-
faet Hac, 4to ga — moxeT! MpocTo IDA Pro B nonbiTke «3amy-
nayum» 3arpysku elf-gpanna nomelyaet B extern 1o, 4ero Tam
Ha cTagum 3arpy3ku hamna eLue Her.

30ecb Mbl NOAXOAMM K OOHON M3 CaMbiX NHOOOMBITHbIX
ocobeHHocTen cTpoeHus elf-cpainos. B otnnumne ot Windows,
roe 3amnofiHeHne extern MPOMCXOAWUT Ha CTafguu 3arpysku
hanna B namatb, B UNIX 310 genaet ctapToBblit ko4, nNpu-
YyeM [enaeT OH 3TO OYEHb XUTPbIM CMOCO60M. Huxe noka-
3aH MPOTOKON TPACCMPOBKM MPOrpamMmbl Nof OTNagymkoMm
C MOUMMN KOMMEHTapUAMU, OTMEYEHHBIMU 3HAKOM «;» U CO-
LepXUMbIM gu3accembnepHoro nuctuHra IDA Pro, oTme-
YEHHbIM 3HAKOM «i#». Kak roBOpuTcs — CpaBHUTE W MOYYBC-
TBYWTE pasHuLy!

[ns o6nervyeHns noHMMaH1s BO3bMeM He3aLlLNGPOBaHHYO
nporpammy, HeobpaboTaHHyto ELFCrypt:

JiucTuHT 5. [POTOKON OTNAAKM, WIINCTPUPYRUMA XOR
[VHaMMYECKOM BarpysKu

; yCTaHaBIMBaeM TOYKY OCTAHOBA Ha Hauajo CTapTOBOTO KOjAa
(gdb) b _start

Breakpoint 1 at 0x80482c0: file

../sysdeps/i386/elf/start.S, line 47.

; 3anyckaeM NporpaMMy Ha BHIIOJIHEHNE
(gdb) r

Breakpoint 1, _start () at ../sysdeps/i386/elf/start.S:47

; OK, MH B TOUKe Bxoja. CMOTpuM Ha extern
(gdb) x 0x80495DC

; IDA Pro Hac yBepsieT, uro extern cogmepxur agpec 0000017Fh,
; HO B JeMCTBUTENBLHOCTM O6JAcCTh extern Ha MOMEHT Bamnycka
; baitna meBCTBEHHO uMCTa M 3abura HyIsaMu

#.text:080482C0
#.text:080482C0 31 ED

proc near
ebp, ebp

1: x/i $pc 0x80482c0 < start>: %ebp, $ebp

; HeBHauauye MalMHHBE MHCTPYKUUM NPONYIEHH!

#.text:080482D7 68 90 83 04 08
1: x/i $pc 0x80482d7 < start+23>:
#.text:080482DC E8 CF FF FF FF
1: x/i $pc 0x80482dc < start+28>:

offset main
$0x8048390

__libc start main
0x80482b0 <_init+56>

; HO BOT CTapTOBENf KOJ BHSHBaeT GUOMMOTEUHYH (YHKUMO

; _ libc start main, nockonbKy KOMOMJISITOp elie HE BHaeT

; ee paKTMUECKOTO afpeca, OH BCTABNSET NEPEXOJHMK K CEKLMM
; .plt, comepxamelt mepexomHMKM K cexuum .got,

; BanoJNHAEMO! AVHAMUUYECKMM BarpySuMKOM

.plt:080482B0 __ libc start main proc near
.p1t:080482B0 FF 25 DO 95 04 08 jmp
: x/i $pc  0x80482b0 < init+56>: jmp

ds:off 80495D0
*0x80495d0

; IDA Pro KOppeKTHO oro6pasmna plt-mepexopHuk, BhSHBAKWMIA
; dymxmmo, yxasaTenb Ha KOTOPY PaclONOXEH B NBOVHOM CJIOBE
; no agmpecy 80495D0h

: x/i $pc  0x80482b6 <_init+62>: push
: x/i $pc  0x80482bb < init+67>: jmp

$0x8
0x8048290 < init+24>

; a BOT TyT yXe HavaluCh PaCXOXAEHNS. ..

; IDA Pro yBepsieT, YTO 3JeCh PaCHOJIOXEHO CMelleHMe (yHKumm
; _ libc start main, B TO BpeMs kak OTNafuMK NOKasBHBAaeT,

; WTO BAeCh HaXOmWTCs creumanbHsit xof push 08h/jmp 8048290h.
; Hocmorpmm, uro nokxaxerT IDA Pro no agmpecy 8048290h

1: x/i $pc 0x8048290 < init+24>: 0x80495c4

*0x80495c8

pushl

1: x/i $pc 0x8048296 < init+30>: jmp

; mapap pasmumit npogjomxaercst! IDA Pro BooGlle He MOKaBHBaeT

aAMUHUCTPHPOBaHKE

; Hnuero! OTnagumMK xe IOKasHBAeT KOX, BacHjaluyy B CTEK

; CMelleHMe NepBOTO (CuMTass OT HyNs) BJeMeHTa Tabmuusl .got
; ¥ Iepefanmero ynpaBjeHMe IO afpecy, BamMCaHHOMYy BO BTOPOM
; oneMeHTe Tabmuum .got. Kax cnepmyer u3 cneumpmxanmm

; elf-gopmMara, mepsre TPy BJIEMEHTAa CEKWyM .got BapesepBMpPOBAHE!
; ONs CNyXeOHHX LieNeif ¥ BTOpas M3 HMX XPaHMUT ajgpec GyHKumum
; _dl map object deps, xoTopas, monyuMB B KauecTBe apryMeHTa
; ampec Havana .got, umMTaeT ero comepxuMoe
; (a comepxaTcs TaM CCHUIKM Ha GubnmoTeuHsle (yHKIMM)
; ¥ sanojHsieT extern daxTuueckuMm agpecamu

0x4000bbd0 in () from /lib/ld-linux.so.2
1: x/i $pc  0x4000bbd0 < dl map object deps+4384>: push %eax

ara! BoT 5Ta QyHKUMS, PaCNONIOKEHHAass Ha MOEN MaumHe

no ampecy 4000BBDOh, npmuamnexamemy Gubmmorexe libc.so.6
(Ha OpPyIMX MamMHaX STOT afpec MOXET GHTB MHBIM)

OHa-TO M BHIOJNHAET BCH paboTy no mHMuMammsauum extern,

B KOTOPOM HaXOOMTCs Hall pacumMdpoBumK, yxe pacumbpoBaBumi
nmporpamMy, a saTeM BuSmBaeT _ libc start main,

TaK 4TO BarpysKa AVHAMUUECKON GUOMMOTEKM NPOMUCKOAUT
COBEPIEHHO MPOBPaYHO

Bot Takas, okasbiBaetcs, oHa IDA Pro! YTo6bl CKpbITh KOA,
OT rnas uccnepoBaTens, [OCTaTO4HO PA3MECTMTb ero B extern.
[ns BupycoB, 4epser 1 npoyero malware 370 O4eHb JaXxe aKTy-
anbHo (0cobeHHo B cBeTe Toro takta, 4to IDA Pro yxxe gaBHo
cTana gusaccembnepom fe-takto). Ha camom gene, IDA Pro
(a To4Hee, elf-3arpy3ymK) TyT COBCEM He NpUYeM, «NpocTo Mbl
He yMeeM ero rotoBuTb» . Y106kl BCe 3apaboTano npaBusibHo,
Heobxo4MMO Npu 3arpy3ke avina B3secTv naxok «Manual
Load» 1 B nosBuBLLEMCA AManoroBoM okHe «Loading options»
BbI6paThb «Force using of PHT instead of SHT» (cm. puc. 2).

Tenepb 1 To4Ka BXofa 0TOOpaxaeTcs HOPMasbHO U (hann
MOXHO pacLumgposath NpsiMo BCTpoeHHbIM B IDA Pro pacLumnd-
POBLLMKOM (CM. puc. 3), nocsie 4ero NPpoAoIHKMTL anu3accemMo-
NYPOBaHNE UNK CHATb rOTOBbIV Aamn.

Tot chakT, 4to chyHkums _dl_map_object_deps() Bbi3biBa-
€TCA 13 CTapTOBOr0 KOAA, [aeT B HALLWN PYKW YHUBEPCATbHbIN
cnocob pacnakoBku elf-ghainos, ynakoBaHHbIX NpakTU4eCKn
Nto6bIM YNaKOBLLUMKOM, 32 UCKITOHYEHNEM TEX CMy4aeB, KOraa
(haiin CAMHKOBAH CO BCEMU UCMOSIb3YEMbIMU BUOANOTEKAMM
cTaTMyeckumM o6pa3om (To ecTb AENCTBYET MO NPUHLMMY «BCe
CBOE BCErga Holly ¢ cobow»), HO Takue haiinbl BCTpeYaroT-
€S [OCTATO4HO pefKo. Ecnm TonbKo ynakoBLUMK He CONpOTMB-
nseTcs 0TnagyuKy, [OCTATOYHO BCErO NIULLb YCTAHOBUTbL TOY-
Ky octaHoBa Ha _dI_map_object_deps() n... poxaaTbcs, Kor-
[la oHa cpaboTaeT. TyT Xe B cTeke no agpecy [ESP+08h] 6y-
net agpec Boaspara n3 CALL __libc_start_main, a no agpecy

e - Momereli_crypt - Root Midnight Commander - Konsole

HATTING

3 ELF patching (for PIC) and viewing mode

[l Force using of PHT instead of SHT
R

Loading
Autoana)
Possibl]
Flushin

8 Foot Midnight Commander Howep 2

FET T Q= DAﬁAa T
PuCyHOK 2. BHGOp anbTepHATMBHOT'O MeTofa Barpysku elf-gaitmos
B IDA Pro
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e - MomelalT_crypt - Root Minight Commander ~ Konsoi

Oxbf£££b00: 0x08048390

—— 1IDA View-A S

proc near AX C35D5B58 CF 0
BX 09CCO3BD PF 0
CX 00000000 AF O
DX 4000C290 ZF 0
ST 080484A0 SF 1
DI 080484A0 TF 0
BP 00000000 IF 1
SP BFFFFBOC DF 0
IP 080495F9 OF 0
FL 00000282

Hard Disk
artfion |
Kopauka

KNOPPI

D
Debugger: Breakpoint reached: 0x080495F9

[]_m Midnight Commander | ashell | 8 Root Midnight Commander ||~ Root Midnight Commander owep 2

A»’é .G.j S {;:fy PN g&}n | 8 mc - momerelf_crypt - Root AQ“ ®

Pucynok 3. PacumbppoBka dasna menocpemcrseHHo B IDA Pro

[ESP+0Ch] ykazatenb HenocpefcTBEHHO Ha camy main. Ec-
NK, KOHEYHO, Ham noBe3eT... [Mpobnembl HaYMHAKOTCS C TOro,
4710 gdb € 60NbLLLON HEOXOTOW YCTaHABIMBAET TOYKM OCTaHO-
Ba Ha shared-hyHKUMM 1 NOTOMY TOYKA OCTaHOBA 06s3aTesb-
HO AOJIXHA 6bITb annapaTHoW, NpuyeM cpabaTbiBaTb OHA MO-
XeT HecKornbko pas. Jlesble, cpabaTtbiBasi, pacno3HalTcs ner-
Ko. Ecnu no [ESP+08h] n [ESP+0Ch] nexuT coBCceM He To, YT
0XMAAanoch (a 370 Nerko onpefenuTs No AuanasoHy afapecos),
nponyckaem TekyLee cpabaTbiBaHWE TOYKM OCTAHOBA U NPo-
[OJXaeM BbINOMHEHWE NPOrpaMMbl KOMaHAOM «C».

MpuMepHbIN ceaHc paboTbl C OTNAAYMKOM MOXET BbIrNf-
[eTb Tak:

JiucTuHr 6. PacnmakoBKa NMPOT'PaMMbl yTeM YCTAHOBKM TOYKM
ocranosa Ha _dl map object deps

; BarpyxaeM nporpaMMy B OTIafuuK
root@5[elf crypt]# gdb elfcrypt-demo

; craeum brkpnt ma _dl map object deps
(gdb) hbreak *0x4000BBD0

Hardware assisted breakpoint 1 at 0x4000bbd0

; BamyckaeM nporpammy
(gdb) r

Breakpoint 1, 0x4000bbd0 in _dl map object deps () from /lib/ld-linux.so.2

; NepBOe BCIUIHNTHME YCTaHOBJIEHHON! TOUKM OCTaHOBA
; ceifyac GyneM NPOBEPATH - «HAWle» JIM OHO MM HET

; CMOTpMM CTek
(gdb) x $esp+8

Oxbffffaée: 0x40100498

; agmpec ykassBaeT Ha libc.so.6
; 9TO «JIeBOe» BCIUIHNTME, MAEM Jajblle
(gdb) ¢

Continuing.

Breakpoint 1, 0x4000bbd0 in _dl map object deps () from /lib/ld-linux.so.2

; BTOpPOE BCIUIETHE YCTaQHOBJIEHHOM TOYKM OCTaHOBA
; NPOBEpsieM - «Halle» JM OHO MIM HEeT

; DOmkeH OuTe ret ms call main
(gdb) x $esp+8

Oxbffffafc: 0x080482el

; CyAss N0 afgpecy, 3TO BOSMOXHO Tak M eCThb

; DOMXeH OHTB ykasaTenb Ha main
(gdb) x $esp+0xC

34

; Cymsl MO ajpecy 3TO Tak M eCThb

; TNpOBepsieM Halle NpPefnoJOoXeHue
(gdb) disassemble 0x80482el

Dump of assembler code for function _start:
0x080482c0 < start+0>: xor %ebp, $ebp
0x080482c2 < start+2>: pop %esi

0x080482c3 < start+3>: mov %esp, $ecx
0x080482c5 < _start+5>: and SOXEEEEFFFO, Sesp
0x080482c8 < start+8>: push %eax

0x080482c9 < start+9>: push $esp

0x080482ca < start+10>: push sedx

0x080482cb < _start+ll>: push $0x8048410
0x080482d0 < start+l6>: push $0x80483b0
0x080482d5 < start+21>: push ecx

0x080482d6 < start+22>: push
0x080482d7 < start+23>: push
0x080482dc < start+28>: call
0x080482el < start+33>: hlt
End of assembler dump.

%esi
$0x8048390
0x80482b0 <_init+56>

; ImMBsacceMBiep MNOKAaSHBAaeT TUMMYHEI CTapTOBHI KOX,
; BHAuMT, OPUIOKEHME yXe PacHaKkoBaHO!

Kak BapuaHT, U3y4nB KO pacnakoBLUyKa, MOXHO Hanu-
catb ckpunt ansa IDA Pro, BbINOMHAOWMIA pacnakoBKy camo-
CTOATENbHO. ITO XOPOLLO paboTaET C HECMOXHBLIMU pacLung-
POBLLMKaMMW/pacnakoBLUMKamm1, U B 4AHHOM CIy4ae JIMCTUHT
yKnaablBaeTcs BCEro B HECKOMbKO CTPOK:

Jmcryur 7. CkpunT st IDA Pro, pacumbpoBHBaKumii NPOTPaMMy

auto a, x;
for (a=0x80482C0;a<0x8048338;)
{
x=Dword (a) ;
x = x * 0x9CCO3BD;
PatchDword (a,x) ;
a=a+ti4;

EcTecTBeHHO, 4TOObI Hanucatb CKPUNT, HEOBXOAMMO
3HaTb, OTKyZa 1 Aokyaa LWndposaTb, a Takxe KIoY LWMpPoB-
KW, NS Yero HeO6XoAMMO NpoaHann3nmposaTb asiropuT™ pac-
LUNGPOBLLMKA (CM. MACTUHT 1).

KctaTu rosops, IDA Pro He 06HOBNSET MOANDULMPYEMBIN
Kof B OKHE am3accembriepa (TouHee OGHOBNAET, HO AenaeT
3TO Kak-TO CTPaHHO), NOSTOMY HaM HEOBXOAMMO HaxaTb <U>,
paspyLias paHee Ou3acceM6MpoBaHHble UHCTPYKLMK B NO-
ToK 6aiT, a 3atem <C> gna npeBpaLleHns ux B an3accemo-
NEepPHbIN KOA.

[pyron cnocob NpoTUBOAENCTBUA YNAKOBLLMKAM 3aKIlt0-
yaeTcs B NOAKIOYeHUHn (attach) K yxxe 3anyLieHHOMY npoLec-
Cy (3aponro mocne TOro, Kak ynakoBLUMK BCE yXe pacnako-
Bas). B gdb 3a ato genaetcs Tak: «gdb --pid=<PID>», rge PID —
naeHTUduKaTop uccnegyemoro npowuecca, Kotopblin MOX-
HO y3HaTb C NMOMOLLbI0 KOMaHfbl «ps -a». OfHaKo 3TO He ca-
MbI/A NYYLWWIA MyTb, NOCKOSIbKY Mbl BTOPraemcsi B nporpaMmmy
yXe nocsie MHMumManm3aLumm Ky4Ym CTpYKTYp AaHHbIX U CHATBIN
Jamn MOXET oKasaTbCsi HepaboToCNOCO6HbIM. K TOMY Xe n3-
3a urp c extern n HecooTBeTCTBUA _start peanbHOM TOHYKE BXO-
na, cywectayowme UNIX-gamnepbl He MOryT PEKOHCTPYMpO-
Batb elf-chann, nonyyas Segmentation fault. Mpaega, MOXHO
BOCMONb30BaTbCa yTunutoin PD (60nee nogpobHo OHa pac-
cmaTpuBaeTcs B pasfene, NocBALEHHOM ynakoBLymky UPX),
yKasaB «BOMNLWEOHbIN» KIYUK -l, NpeannchiBaoLWnn He TPo-
ratb cekumio .got, Toraa Segmentation fault ctaHeT BbI3biBaThH
COAAMMNIEeHHbIV (haisl, HO 3aTO OH 6ydeT MONHOCTLI pacLumd-

CHCTEMHEIEaAMUHNCTPATOP



POBaH, YTO (TEOPETUYECKM) [OIKHO CYLLECTBEHHO YNPOCTUTb
Ln3acceMbnmMpoBaHne, HO MPaKTUYECKM N3-3a OTCYTCTBMUS CUM-
BOJIbHbIX UMEH BMONNOTEYHBIX (DYHKLMIA aHaNn3 pUCKYeT npe-
BPaTWUTbLCS B MbITKY.

Ecnu xe cHumatb gamn Heob6s3aTenbHO U OOCTATOYHO
MPOCTO «MOCMOTPETh», YTO [eNaeT ynakoBaHHas nporpamMma,
MOXHO MCMONb30BaTh yTUNUTY ltrace, ceaHc paboTbl C KOTO-
poii nokasaH Huxe. Kak BugHo, ELFCrypt coBcem He nbiTaet-
€A en NPOTUBOCTOATD.

JmcTurr 8. PesyneTar pabors ltrace

_ libc start main(0x80483c4, 1, Oxbffffb34, 0x8048410, 0x8048470 <unfinished ...>
printf (Oxbffffac0, 0x40017a50, Oxbffffads, , 0x6c6c6568) = 13
hello, world!

gets (Oxbffffac0, 0x40017a50, Oxbffffads,
+++ exited (status 192) +++

, 0x6c6c6568) = OxbffffacO

MomMmMMO cambix Bbi3biBaeMbIx OYHKLMNA, ltrace Takxe OT-
paxaet n agpeca Bo3sparta (B IMCTVHIE OHU BbILENEHbI MONY-
XXUPHbIM), 4TO MO3BONSAET HAM, yCTaHABNMBAs Ha HWX annapat-
Hble TOYKM OCTaHOBA, BPbIBATLCA B NI060E MECTO yXe pacna-
KOBaHHOW nporpammel! B 06LeM, He Xun3Hb, a kpacota! Op-
HaKo He 6ynem 3abbiBathb, 4To ELFCrypt 310 faxe He ynakos-
LMK, @ 9KCNepUMeHTanbHas CTyaeHqeckas nogenka. Ho cnpa-
BMBLLMCb C HUM, Mbl CMOXEM CMPaBUTLCS U C ropa3pfo 6onee
CNOXHbIMW NPOrpamMMamu. ..

UPX

370 0AvH U3 Hambonee LPEBHUX YNAKOBLUMKOB, CO3L4aHHbIN
Tpowikoii maros Markus F.X.J. Oberhumer, Laszlo Molnar n John
F. Reiser, nogaepXuBatoLLmin pekopgHOE KonNn4ecTeo hopma-
ToB channos (ot Amiga go UNIX) n pacLungpoBbiBatoLLuiA CBOKO
abbpesmnaTypy Kak the «Ultimate Packer for eXecutables». Cae-
XY BEPCUI0 BMECTE C UCXOOHbIMM TEKCTaMM MOXHO Hecnnat-
HO cKa4aTb C «pPOAHOro» cawTa npoekta: http://www.upx.org
Unn ¢ «Ky3Hu»: http://upx.sourceforge.net.

UPX He nMeeT HMKakKoro 3almnTHOro Koga, HUKaK He npo-
TUBOAENCTBYA HM OTNagKe, H1 au3accemMbnmpoBaHuio, 6onee
TOr0, OH JaXe COAEPXMT BCTPOEHHbIV pacnakoBLLMK, 38 KOTO-
pbli «OTBEYAET» K04 KOMAaHOHOW CTPOKM -d.

C KomMepyeckoi To4km 3peHnst UPX BbirofeH Tem, 4To yna-
KOBaHHbIE MM (haiinbl paboTatoT NPaKTUHECKN HA BCEM CMNEKTPe
UNIX-nogo6HbIX CUCTEM, OLHAKO Hanuyme BCTPOEHHOMO yna-
KOBLUMKa [ienaeT ero CoBEpLUEHHO 6eCnOonesHbIM Ans 3allu-
Tbl Iporpamm. Ho 3To ewe kak nocmotpeTtb! [JOCTYyNHOCTb UC-
XOAHbIX TEKCTOB NMO3BONSAET crerka MoanduLmMpoBatb CTpykK-
TYpy ynakoBbiBaemoro gpaina Tak, YTo pOLHOM pacnakoBLLMK
yXe He CMOXET C Hew paboTartb.

Camoe npocToe, 4TO MOXHO chenartb — 3T0 3aTepeTb Cur-
Hatypy «UPX!», pacnonoxeHHyto B koHUe thanna, torga UPX
He CMOXEeT pacno3HaTh ynakoBaHHbIN (haisl, N BCTPOEHHLIN
pacnakoBLUMK OTKaXeTcsa C HUM paboTaThb:

JmcTurr 9. CurHarypa «UPX!», pachnosnoxeHHast B KOHILe
YNaKOBaHHHX (annoB

000013B390:
000013B3A0:

92 24 FF 00 55 50 58 21 | OD OC 08 07 8F F1 E8 8C T$ »omenémM
05 97 B4 63 8C 6F 43 00 | 19 EC OD 00 00 41 52 00 &Y{cMoC |B) AR
49 14 00 37 80 00 00 00 | I7A

000013B3B0:

MpoBenem HeboNbLUIOM 3KcnepumeHT. OTKpOeM ynakoBaH-
HbIN (han B N060M hex-pefaktope 1 3anuwem nosepx «UPX!»
YTO-TO CBOE, Hanpumep: «6669».

aAMUHUCTPHPOBaHKE

Jinctmrr 10. Barepras curHaTypa
000013B390: 92 24 FF 00 55 50 58 21 | 0D OC 08 07 8F F1 E8 8C T$
05 97 B4 63 8C 6F 43 00 | 19 EC OD 00 00 41 52 00 #%{cMoC &
49 14 00 37 80 00 00 00 | I7a

@daiin 3anyckaeTcs Tak Xe, Kak 1 paHbLue, Ho Ternepb UPX
HaoTpe3 0TKAa3bIBAETCH €ro PacnakoBbIBaTh:

JucTuHr 11. BCTpoeHHsW pacnakoBupk UPX He CMOT' pacnakoBaTh
baitn c BaTepToit curHaTypOI

root@5[upx-2.01-i386_linux]# ./upx -d elinks

Ultimate Packer for eXecutables
Copyright (C) 1996,1997,1998,1999,2000,2001,2002,2003,2004,2005,2006
UPX 2.01 Markus Oberhumer, Laszlo Molnar & John Reiser Jun 06th 2006

File size

upx: elinks 2: NotPackedException: not packed by UPX
Unpacked 0 files.

Mockonbky UPX He ucnonbayeT libc n paboTaeT 4epes uH-
Tepenc CUCTEMHBIX BbI30OBOB, TO AMHamMmnyeckne 6ubnuore-
KV NOAKMI0HAIOTCS TONbKO NOCHE TOro, Kak pacnakoska 6yaet
3aBepLueHa. A 3T0 3Ha4WT, YTO, YCTAHOBMB TOYKY OCTAHOBA Ha
dyHkumio _dl_map_object_deps(), Mbl copsem 6aHK, BOpBaB-
LUMCb B yXX€e pacnakoBaHHyo Nporpammy.

Tak xe cpaboTaeT NOAKIYEHNE OTNag4MKa K akTMBHOMY
npoueccy. MNpuxenannum MoXHO NOMy4MTb He TONBKO ChIPoi gamn,
HO M FOTOBbIN K paboTe elf-ghaiin. K coxaneHnuto, npsamMbix aHaso-
roB 3HamenuToro proc-dump nog UNIX HeT (komaHpa «generate-
core-file» otnapgymka gdb cosgaet dhain, NpuroaHbIv ons ansac-
CeMO6MMPOBaHWA, HO, YBbI, HE 3aryCcKa), HO HEKOTOPbIE [eCTBUSA
B 9TOM HanpasfieHWn yxxe Habnogatotcs. Ytunura PD, ncxogHbIn
Ko KOTOPOW (C 06bACHEHNEM NPUHLMMOB €ro paboTbl) ony6nm-
KoBaH B 63 Homepe xypHana «PHRAK» (www.phrack.org/phrack/
63/p63-0x0c_Process_Dump_and_Binary_Reconstruction.txt),
NEerko AamnuT 60JIbLLMHCTBO NPOCTLIX (hainoB, HO CO CITIOXKHbLIM
MnoKa eLLie He cnpaBnseTcs (OAHAKO OCTaBNAET LUaHC JopaboTaTb
nx pykamm). Camoe neyansHoe, 41o PD He MOXET CHUMAaTb faM-
Mbl MPOrpaMm, UCMOMHAOLLMXCSA NOf, 0TNag4MKOM (a BeAb B MU-
pe Windows xakepbl NOCTYNaT UMEHHO Tak — HAXOAAT OpUrK-
HarbHYH TOYKY BX0Ofa 0TNag4MKoM, NOCe Yero 30ByT proc-dump
nnu ero 6onee cospemenHbin aHanor PE-TOOLS). OgHako cy-
LLieCTBYeT BO3MOXHOCTb OTCOEAMHUTLCSA OT npoLecca KOMaH-

URX

the Ultimate Packer for eXecutables

Version 2.01

06 Jun 2006

Copyright (C) 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003, 2004, 2005, 2006
Markus F 3T Oberhumer, Laszld Molnar & John F. Reiser

[Newes] [Abstract] [Download] [Beta versions] [Esamples
[Overview] [Formate] [ Disclaimer] [Copyright]

New ¥

o UPX 2.01 has been released. Please report all problems and bugs in our bug tracker.

Pucynox 4. ABTopckas CTpammMua ynaxoeupxa UPX
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PucyHok 5. Caitr rpynms TESO

pon «detach», n o BbIxoAa U3 OTnag4nKa oH 6yaeT HaxoauTh-
€S B «3aMOPOXEHHOM» COCTOSIHWUM, YTO MO3BONAET HecrnpenaTc-
TBEHHO CHATb C HEro Jamn.

Tam xe B cTaTbe NPUCYTCTBYET CCbifiKa Ha 6a30BbIN CanT
npoekTta (http://www.reversing.org), HO HUKaKMX HOBbIX BEPCUI
Tam HeT, Tak 4To 6yAeMm nosb3oBaTbCs TEM, 4TO AatoT. Huxe no-
KasaH ceaHc pabothl ¢ yTunuton PD:

JucTuHr 12. CHaTMe faMna C noclefyluei peKOHCTPYKLyen
elf-panna

; BanyckaeM yNaKOBaHHEHI NpPOLECC Ha BHIOJHEHME
root@5[src]# ./demo

; ompegmensieM ero pid

root@5[srcl# ps -a

PID TTY

TIME CMD

9779 pts/5 00:00:00 ps

; hamMmuM mpouecc B daitn
root@5[src]# ./pd -o dumped 9771

pd V1.0 POF <ilo@reversing.org>
download last version from: http://www.reversing.org
source distribution for testing purposes..

performing search..
only PAGESZ method implemented in this version
AT _PAGESZ located at: Oxbffffbc8

gather process information and rebuild:
-loadable program segments, elf header and minimal size..

analyzing dynamic segment..

Agressive fixing Global Object Table..
vaddr: 0x8049620 daddr: 0x8049000 foffset: 0x620
* plt unresolved!!!

section headers rebuild
this distribution does not rebuild section headers

saving file: dumped

Finished.

; ymunuTa PD OKOHUMIA MPOLECC HaMnyHIa
; BamyckaeM MOJYYEHHH! NPOLECC Ha BHIOJHEHMe
root@5[srcl# ./dumped

A BoT ltrace pa6otaTb He 6yaeT, MOCKOSIbKY OHa HyX[aeT-
cA B cekumax .dynsym unu .dynstr, KOTOpbIX B pannax, ynako-
BaHHbIX UPX, HeT! TeM He MeHee, KaK Oblf10 MOKa3aHO BbliLLE,
3TO BCe pPaBHO He crnacaeT ero oT B3/10Ma.

Burneye

Mepsbii UNIX-ynakoBLUMK C NPETEH3MEN HA MPOTEKTOP, CO-
30aHHbIA MONTOALIM 25-NeTHUM XakepoMm Mo knuyke Scut
(scut@segfault.net), oH xe «The Tower», Xu1BYLLMM B 3anagHom
lepmanumn n Bxogawmm B rpynny TESO, B HacTosLlee Bpems
pa6oTatoLlen Hag linice — aHanorom soft-ice nog UNIX.

Burneye — 310 aKcnepuMMeHTanbHbIN NPOTEKTOP, pacnpo-
CTpaHstoLMics Ha 6ecnnaTHoi ocHoBe. CHavana ero ncxop-
Hble TEKCTbl ObINIM HEJOCTYMHbI, HO 3aTeM (Mo Hanopom 06-
LLLECTBEHHOCTH) BbINOXeHO ~30% OT 06Lero o6bema Koga,
a 3aTeM M BeCb MPOEKT LenmkoM. Bce 910 o6po MOXHO cka-
yaTb c packetstorm.

Apxus packetstorm.linuxsecurity.com/groups/teso/
burneye-1.0-linux-static.tar.gz cogepXuT OTKOMIUAMPOBAHHYO
Bepcuto, paboTatowyto nog LINUX m yactuyHo nog BSD («yac-
TUYHO» NOTOMY, YTO MHOTAA Napgaer), B packetstorm.linuxsecurity.
com/groups/teso/burneye-stripped.tar.gz nexut 30% wncxog-
HbIX TEKCTOB M HECKOMbKO CTaTew C HOBbIMU, HO TakK U He pea-
NN30BaHHLIMM MOESMM MO YCUIEHWIO 3aLLmnTbl, a packetstorm.
linuxsecurity.com/groups/teso/burneye-1.0.1-src.tar.bz2 Bknto-
4aeT B ce65 BCE NCXOAHbBIE TEKCTBI.

MpoTekTop ymeeT wudposate dansbl No anropurmam
SHA1 1 RC4, Tpebys oT nonb3oBatens naposib Npu 3anycke.
TeopeTnyeckun B3fiomaTb NPorpamMmmy MOXHO 1 6€3 3HaHWs na-
ponsi (Kpuntorpadus He CTOMT Ha MeCTe, ¥ NOAXOAALLMA ne-
pebopLmnk MOXHO HanTu Ha http://byterage.hackaholic.org/
source/UNFburninhell1.0c.tar.gz), HO B npakTM4eckom nnaHe
ropasfo npoLue KynuTb OOHY-€AUHCTBEHHYIO JIMLEH3NOHHYIO
KOMMio, a MOTOM BbINIOXWUTb KJTHOY Ha BceobLlee 0603peHue.
YT106bI 3TOr0 HE NPOM3OLLSIO, B MPOTEKTOP 3a50XKEHA BO3MOX-
HOCTb «MPUBA3KU» K 060PYA0BaHUIO NONb30BaTeNs (Tak Hasbl-
Baembli fingerprint). 370 4OBONLHO UHTEPECHAS TEMA, HO NyY-
LLie OCTaBUM €€ Ha MOTOM, COCPefOTOHMBLUNCH UCKIHOHUTENb-
HO Ha pacnakoBke.

Burneye coCTOMT 13 MHOXECTBA BMOXEHHbIX APYr B Apy-
ra paclmgpoBLLMKOB, rEHEPUPYEMbIX NMPOM3BOJIbHBIM 06pa-
30M, YTO, BMPOYEM, HE CUIbHO MPENATCTBYET ero TpaccupoB-
Ke, MOCKOIbKY pacLUnpOBLLMKM peann3oBaHbl Kak npoueay-
pbl. (MMetowmecsa aHTUgn3accembepHole NpueMbl CBOAAT-
CS K NMPbDKKY B CEpeauHy KOMaHabl U Nerko 06xonaTcs Kak
B IDA Pro, Tak u B hiew).

Bo Bcem npoTekTOpe COQEPXUTCA BCEro OAUH aHTUOoTna-
[OYHbIN NpUEM, NPeNnATCTBYOLLMI Tpaccupoke nog gdb v oT-
nag4yvkoM, HTerpupoBaHHbiM B IDA Pro.

Jincrurr 13. IuBacceMONEpHs JUCTUHT eIUHCTBEHHOT'O
aHTMOTNIAfIOYHOT'O npueMa B Burneye

LOAD: 053714A7
; obpaBoTumk

mov ebx, 5 ; SIGTRAP

LOAD:053714AC mov ecx, offset anti handler
LOAD:053714B1 mov edx, 30h ; signal
LOAD:053714B6 mov eax, edx

; signal (SIGTRAP, anti_handler);

LOAD:053714B8 int 80h

LOAD:053714BA add esi, offset word 5375A00
LOAD:053714C0 mov [ebp-2DCh], esi
LOAD:053714C6 int 3 ; Trap to Debugger

; €CnM HONb, Ml NOJ OTJIafuMKOM

LOAD:053714C7 cmp anti_debug, 0
LOAD:053714CE jnz short debugger not present

; obpaBorumk curxana SIGTRAP (monyuaeT ynpaBjleHME TONLKO
; npu Banycke 6e3 oTnamumka)
LOAD:05371A0C anti_handler:

LOAD:05371A0C push ebp



LOAD:05371A0D mov ebp, esp

; YBENMYMBAEM CEKPETHYH NEPEMEHHYI
LOAD:05371A0F inc anti_debug
LOAD:05371A15 leave

LOAD:05371A16 retn ; BHXOmMM M3 ofpaborumka

MNporpamma yctaHaBnMBaeT CBOW COGCTBEHHBIN 06paboT-
YUK (B MPMBEOEHHOM BbILLE NIMCTUHIE OH 0603HaY€eH Kak anti_
handler), oxugatowmi npuxoga curHanos Tuna SIGTRAP, a 3a-
TeM BbI3bIBaeT npepbisanune INT 03h. MNpn HopManbHOM pa3su-
TUM COOBLITUI yNpaBneHve nonyyaeT anti_handler, ysennuunsaro-
LA 3HaYeHNe nepeMeHHoN anti_debug, koTopas TyT Xe npo-
BEPSETCS CO CBOMM NepBOHavasibHbIM 3Ha4YeHneM. [Npu pabo-
Te nof otnagymkom curdan SIGTRAP «nornollaeTtcs» otnag-
4ymkoM, 1 anti_handler ynpaBnexus He nony4vaer.

OcHoBHas npo6iema NpoTeKTopa B TOM, YTO NEPEMEHHAS
anti_debug nposepsieTcs B 0OQHOM-EANHCTBEHHOM MECTE, OAWH-
€MHCTBEHHbIV pa3! YTobbl 060WTH 3aLLMTY, MOXHO MO0 3a-
nucatb B nepeMeHHyto anti_debug nto6oe 3HaveHne, OTINYHOE
OT Hyns, NM60 TpaccnpoBaTb NPOrpamMmMy BnOTb [0 JOCTUXE-
Hus INT 03h, nocne 4ero «Bpy4Hyt» U3MEHWUTL 3HAYEHWE pe-
rucTpa $pc Ha anti_debug 1 cnokoitHO NPOAONIXUTL OTNAAKY.
Tak X€e MOXHO 3aMEeHWUTb MHCTPYKUuo «cmp anti_debug, 0»
Ha «cmp anti_debug, 1» (HO 3TO TONLKO B TOM Cly4ae, ecnu
B NporpaMme HeT MPOBEPKM LieIOCTHOCTU COBCTBEHHOIO KO-
na). Kopoye, BapnaHTOB MHOr0, HO BCE OHW TPEBYHOT yyHacTus
4enoBeka, YTo HanpsraerT.

Korga 6opb6a ¢ Byrneye Bcex XxakepoB OKOHYATENbHO JO-
cTana, HeKkTo no umexn ByteRage (byterage @yahoo.com) Ha-
nucan aBToMaTU4eCKM pacnakoBLLUMK — burneye unwrapper,
no 0ObIKHOBEHMIO 6ECNIATHO PacipOCTPaHAEMbIN B UCXOOHbIX
TekcTax. Bnpoyem, Ha3blBaTb «MCXOQHBIMY TEKCTaMMU» KPOLLIEY-
Hyto C-nporpammy, NpeacTaBstoLLy0 CO60 3arpyXaeMblii MO-
LyNb Si4Pa, MOXHO TOJIbKO C 60MbLLOW HATSXKOW.

Kavaem http://byterage.hackaholic.org/source/
burndump.c, kKomMnunMpyem cBOUM IOOUMBIM KOMMMASTOPOM
«gcc ¢ burndump.c» (Ha HEKOTOPBIX CUCTEMAX HEOBXOAMMO AIB-
HO yKa3aTb BKJIloHaeMble dhannbl «gec ¢ l/usr/sre/linux/include
burndump.c») 1 3arpyxaem BHyTpb agpa «insmod burndump»
(ecTecTBeHHO, AN1a 3TOro HEO6XOAMMO MMETb npasa root). Te-
nepb burndump 6ygeT cupeTb pe3naeHTHO B NamaTh U Nepexsa-
ThIBaTb CUCTEMHBI BbI30B brk(), KOTOPbIN HYXXEH YNaKOBLUUKY
NS pacwmpennsa cermeHToB elf-haina B namatu. K MomeH-
Ty BbI30Ba 3TOV PYHKLMW (hain yxe pacrnakoBaH — OCTaeTcs
TONbKO CHATb C HEro famn v 3anucaTb Ha AUCK. YToObI He nu-
caTb BCe Nofpsf, Heo6X0AMMO KaK-TO OTOXAECTBUTb YNakoB-
WKMK. B burndump 3a 910 oTBEYaET crnepytoLlas MasonoHAT-
Hasl KOHCTPYKLMS:

JucTuur 14. $parMeHT burndump, OTOXAECTBASKMA YyNaKOBIMK
[0 «CHUTHATYype»

codeptr = current->mm->start code + 1;
/* caller == burneye ??? */
if ((codeptr >> 16) == 0x0537)
printk ("<1> 7350 signature 0x0537 found!\n");

Ho BCe cpasy xe CTaHOBWTCA ACHbIM, eCnv B3rNsAHYTb
Ha (pann, o6paboTaHHbIn NPOTEKTOPOM Burnyey: Kak BUAHO,
MpOTeKTOp pacnonaraet ce6sa No LOBONbHO HexapakTepHbIM
agpecam, 1 gamnep npocTo cpaBHMBAaET 16 cTapLumx 6anT aa-
peca, Bbi3blBatoLLEero dyHkuumio brk().

aAMUHUCTPHPOBaHKE

JmcTuur 15. $parMeHT Qaiina, ymakoBaHHOT'O NMPOTEKTOpoM Burneye

.05371035: FF3508103705 push d, [05371008]
.0537103B: 9C pushfd

.0537103C: 60 pushad

.0537103D: 8B0D00103705 mov ecx, [05371000]
.05371043: E93A000000  jmp .005371082 ---4 (1)

Mocne 3anycka ynakoBaHHOro ¢hanna Ha AUcke aBToMa-
TUYecKn obpasyeTcsi pacnakoBaHHbIN ./burnout, KOTOPbIN yxe
HE NPUBA3bIBAETCA K MALLMHE U KOTOPbIA MOXHO CBOBOAHO OT-
naxueatb UK gu3acceMobnmpoBaTth B CBOE YAOBONbCTBYE.

Bbirpy3ka pe3angeHTHOro Mogyns U3 naMmsaTh ocyLLecTBNs-
eTcsa KomaHgon «rmmod burndump», HO He cnewuTe ¢ HUM
pacctaBatbesi! Cnerka opabotaB MCXOQHbIA TEKCT, Mbl CMO-
XXEM pacnakoBbIBaTb U ApYrue NpoTeKTOpPbI (KOraa OHu NosBAT-
Cs1), @ He TONbKO OAMH Nub Burneye. [lamnep ypoBHs sigpa —
370 BeLLb! JTO HacTosLLEE OPYXUE, C KOTOPbIM O4EHb TPYAHO
CnpaBuTbLCS Ha NpuknagHom yposHe! (Bnpouem, Burneye ¢ ner-
KocTblo cHumaeTces u PD). Kopoye, nobeny Hag Burneye mox-
HO CYUTaTb MOJTHOW 1 OKOHYaTENbHOMN.

Shiva

BecbMa aMb1LMO3HbIM NPOTEKTOP, CO3L4aHHbIN AByMA rypy Neel
Mehta n Shaun Clowes (Email: shiva@securereality.com.au)
W NPeLCTaBNeHHbIA UMK Ha KOHepeHummn Black Hat, npoxo-
avelei B Asun B 2003 rogy.
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Pucynok 6. OGXof aHTMOTNIAJOUHOI'O NpMeMa B OTJIamuMKe ,
uHTerpypoBanHoM B IDA Pro
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PucyHok 7. Caifr cosparTenst ymuamTs ByteRage



aMMHUCTPHPOBaHKE

Jl: ] shell -'.

' L@ @ -—'ﬁ @AEA-;_iJ||nux@'lnux:~ishlvl-Sh-ll.: \‘;E

PucyHok 8. HemsMmerHmit Segmentation fault mpwu monsTke
sanycTuTs nporexkTop shiva, BoBHMkawumpf Ha BCeX JOCTYIHEIX
MHe sEpax/MamMHax

PucyHox 9. BHemHmit BuR sifepHoOro oTaajumka linice,
cBoeoGpasHoro aHamora soft-ice gms Linux

McxopHble TEKCTbI He pasrnawatorcs (kak 6yaTo tam
eCTb YTO CKpbIiBaTh!), a camM GUHAPHUK MOXHO CKayaTb
Kak ¢ canTa paspaboTynkoB www.securereality.com.au/
archives/shiva-0.95.tar.gz, Tak u ¢ cepsepa Black Hat:
blackhat.com/presentations/bh-usa-03/bh-us-03-mehta/
bh-us-03-shiva-0.96.tar, npu4em Bepcusa ¢ Black Hat nocse-
xee 6yfdeT, 4TO HABOAWT Ha OMNpefdeSieHHble Pa3MbILLIEHNS.
Tam xe, Ha Black Hat, MOXHO HanTu TEKCTbl MybTUMELNIA-
HOW npe3eHTaumn oT 06omx paspaboTymkos v B pdf. MepBbii:
www.blackhat.com/presentations/bh-usa-03/bh-us-03-mehta/
bh-us-03-mehta.pdf n BTopoii: http://www.blackhat.com/
presentations/bh-asia-03/bh-asia-03-halvar.pdf.

Pa3paboTymku peann3oBasnn MOLLHYK aHTUOTNALKY, MHO-
FOYPOBHEBYIO AUHAMMWYECKYIO LWMPOBKY, IMYNALMIO HEKOTO-
PbIX NPOLIECCOPHBIX MHCTPYKLMIA... B 06LLEM NONy4nncs noy-
1 yto Armadillo, Tonbko nop Linux. Ho ecnn Armadillo xoTb
Kak-To paboTaeT, To Shiva Ha Bcex AOCTYMHbIX MHE cucTemax
BbinageT B Segmentation fault. KoHkpeTHO TecTupoBanuce:
KNOPPIX ¢ agpamu 2.6.7/4.2.7 n SUSE ¢ sagpom 2.6.8, nycka-
embIx kak nog VMWare, Tak v Ha «XUBOW» MaLLUHE C npoLec-
copom AMD Athlon-1700.

Moatomy BCA MHopmauus, NpUBEAEHHAN HXe, Nosyye-
Ha WCKIIOYMTENBHO NyTeM OM3acCceMONMpPOBaHUs 1 OTNagku
npoTekTopa.

HayHem ¢ oTnagku, Tak Kak nof Linux aTo cambli 601b-
Hon Bonpoc. OnepauunoHHas cuctema nNpepocTaBnseT Mexa-
HM3M ptrace, KOTopbIM nonb3yeTtcs gdb 1 nogasnstoLee 60sb-

LUMHCTBO OCTanbHbIX OTNAag4MKOB (OTNAAYMUK, MHTErPUPOBaH-
Hbin B IDA Pro, ALD — Assembly Language Debugger v 1. 4.).
Cobaka 3apbiTa B TOM, 4TO MexaHu3M ptrace HepeHTabeneH,
TO €CTb NpOrpamMmy, yXe HaxofsLylo nog OTNajkon, otna-
XuBatb Henb3a! Shiva Bocnonb3oBancs aTuMm hakToM, Mopo-
[MB [OMEPHMIA NpOLECC, OTNaXMBaOLWMn cam cebs (Hy BCe,
kak y Armadillo!), 4em HapexHo 3alunTuNCca Kak oT Tpaccw-
poBKM, Tak 1 oT BbidoBa PTRACE_ATTACH, nockonbKy OH To-
Xe paboTaert Yepes ptrace!

Haintu xe yno60BapumblIii 0TIagumK, paboTatoLLmin B 06X04,
ptrace, oka3anochb, Ha yauBIeHUe, CIOXHOW 3afaden (Tem 60-
nee 410 B fonosiHeHue K atomy Shiva pacnosHaet TRAP-cnar,
aHanuampys 6ut TpaccmpoBkm B pernctpe EFLAGS npouecco-
pa v BbIMOMHSAET KOHTPOMNb TakMUHroB). [onck o6HapyxuneaeTt
TONbKO Knagbuiia 3abpoLUeHHbIX NPOEKTOB.

3abpoLUeHHbI, 3aHOBO BOCKPELLEHHbIA M CHOBa 3a6po-
LUeHHbIW apgepHbii oTnagymk The-DUDE (http://the-dude.
sourceforge.net), opyroin apepHbii oTnagynk — privatelCE
(http://pice.sourceforge.net) — nongepxmBaeTt NuLb UKCHMPO-
BaHHbI HAbOp ALep, Cpean KOTOPbIX HET HX OLHOIO «MOEro».
N3 BCcex oTnagumnkoB yganoch 3anyctutb nuwb linice (http://
www.linice.com), ga n 10 B VGA-pexume.

Mopckon Bonk Chris Eagle (cseagle @nps.navy.mil) nowen
OpYrvM NyTEM U Ha TON Xe caMon KOH(epeHLMn NPoSEMOHC-
TpMpoBan aBToMaTU4eCcKnin fenpoTekTop. BmecTo nomcka ot-
nag4ukoB, paboTaroLLmx B 06xof ptrace, oH pa3paboTan otnag-
Yynk-aMynsaTop x86-npoueccopa, BbIMOMIHEHHBIA B BUAe Nog-
Kntoyaemoro mogyns ans IDA Pro n 6ecnnatHo pacnpocTpa-
HAEeMbIA B UCXOQHbIX TekcTax: http://sourceforge.net/projects/
ida-x86emu, 0gHaKo MMeNTe B BUZY, YTO AJ19 €ro KOMNUAALUM
Tpebyetcsi IDA SDK, KOTOPbIN €CTb He y BCEX.

TekCT MyNbTUMEUAHON NPe3eHTaLmn ¢ ONMCaHNeM MeTO-
OMKM B3noma nexuT Ha Black Hat: http://www.blackhat.com/
presentations/bh-federal-03/bh-federal-03-eagle/bh-fed-03-
eagle.pdf, a Habop yTMNMT AN B3noma (BKNOYalLWMIA B ce-
69 aBTOMaTUYECKMNA PacnakoBLUMK N HECKONbKO MOME3HbIX
ckpuntoB ansa IDA Pro, ynpoLiatoLmx pacumpoBKy), Haxo-
autes B cocepHeM channe: www.blackhat.com/presentations/
bh-federal-03/bh-federal-03-eagle/bh-federal-03-eagle.zip.

Tenepb 4TO KacaeTcs pacMpoBKN. YTOObI NPOTUBOCTOATH
Lamny paxe Ha ypoBHe sapa, Shiva ncnonb3yeT guHammnyec-
Kyto pacLumngpoBKy no Tpe6osaHuto (on demand). Hencnonb-
3yeMble B aHHbI MOMEHT CTPaHULbl 3anoNHATCA 6anTamm
CCh, npepcrasnstowmmmn cobor nHeTpykumio INT 03h, nepepa-
IOLLYYI0 YNIpaBIIEHNE MaTEPMHCKOMY MPOLIECCy-0TNag4mnKy npu
MOMbITKE UX BbINMOMHEHMSA, YTO CUTHANM3KPYET 0 HEOBXOAMMOC-
TU UX pacLUMpPOBKM, KOTOPAs OCYLLECTBAAETCA «MNOAKAYKOM»
HepocTaloLLyx 6anToB 13 «pe3epBHOro» xpaHunuia (Armadillo,
MOMHUTCA, MEHAN aTpubyTbl AOCTyna cTpaHuy). Pasymeer-
cs, 3TOT TPHOK pa-
60TaeT TONbKO C KO-
LOM, HO He C jaHHbI-
MU, ¥ UX IPUXOAMUTCS
paclwungpoBbiBaTh
cTatu4eckum pac-
LUNPPOBLLMKOM.

B pononHeHue
K aTomy Shiva 3ame-
HAEeT B pacundpo-

Shiva runtime variables
Crypt block key material

Key extraction function offsets/code

INT 3 patch and emulated instruction data

Type 0-4 crypt blocks

Pucynox 10. Crpyxrypa daitna,
samppoBanHOro Shiva



BaHHbIX 6nokax MHCTpykummn PUSH, JMP 1 CALL Ha INT 03h
1 3MYNIMPYeT KX BbinosnHeHue. Bce o4eHb npocTo. Shiva gepxut
B NamsAT¥ cneumanbHyo Tabnuly ¢ agpecamm 3aMeLLEHHbIX
MHCTpyKUmi, n ecnn TRAP no sbinonHeruto INT 03 npuxogut
Mo OOHOMY M3 9TUX aipecoB — 3aAeCTBYETCA MEXAHU3M 3My-
nauun. B npakTM4eckom mnaHe 3T0 03HAYaeT, YTO Aaxe pac-
LUMCPOBAB BCE 3aLUMPPOBAHHbIE 6ITOKM, Mbl BCE PABHO HE CMO-
xem n3basutbes ot Siva RTL (cpefbl cnonHeHus) n 6yaem
BbIHY>X[EHbI «TalUTb» NPOTEKTOP 3a COOON, eCNK, KOHEYHO,
He JeKoaupyeM 3Ty Tabnuuy afpecoB U He BOCCTAHOBUM «YK-
pafeHHbie» KOMaHabl.

[na npotmBopencTema gusaccembnepy Shiva reHepu-
pyeT 60sbLIOE KOMMYECTBO NOAMMOPAHOro Koda v NoCTOsH-
HO COBEpLUAET NPbDKKM B CEPEANHY MHCTPYKLUWIA, 4TO yXac-
HO Hanpsraer.

Kopode rosops, Shiva — 310 Kpueas kanbka ¢ Armadillo
M K TOMY Xe HepaboTatowas. B 1o Bpems kak nog Windows
npotekTop Armadillo yxe faBHO He ABNSETCA YYLOM WHXe-
HepHow mbicnn, cutyaumsa B mupe UNIX HanomuHaer CCCP
B 9MOXY «NepCOHanbHbIX KOMMbIOTEPOB KOMIEKTUBHOIO UC-
Monb30BaHNs».

3aKkno4yenue
Yepe3 HECKONMbKO NeT, Korga pblHOK 3aKpbITOro nporpam-
MHoro o6ecneveHus nog UNIX LOCTUTHET KpUTUHECKON TOY-
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OCHOBHHE XapaKTepUCTMKM Hambonee nomynspHsx UNIX-ynakoBIpKOB
(HeGnaronpusTHEE AN XaKepOB CBOMCTBA BaTEMHEHH)

XapakTepucTuka ELF-Crypt UPX Byrneye Shiva
anti-debug HeT HeT na na
anti-dissembler eCcTb HeT na na
anti-ltrace HeT na na na
allow to attach na na na HeT
anti «procdump» na HeT HeT na
nHTepdheiic libe syscall syscall syscall
COREPXMT PacnakoBLLMK | HET fa HeT Het
B3NOMaH fa fa na fa

KW, yNakoBLLMKKN UCMOJTHAEMbIX (DAN0B, BO3MOXHO, HA4HY T
nrpaThb CyLLEeCTBEHHYIO POflb, HO MOKa Xe OHW rofAAaTcs pas-
Be 4TO 1A 3a6aBbl U... NOATOTOBKK K CXBaTKe C MO-HACTO-
ALeMy Cepbe3HbIM NPOTUBHUKOM.

Xakepckue ytunutel nog UNIX yxe nuwyTcs, n K TOMy
MOMEHTY, Korfa 3aliuUTHble MeXaHU3Mmbl BbINOYT Ha apeHy,
pa3paboTynkn C yaMBIIEHNMEM o6HapyxaT, 4To cuTyauus
yXe COBCEeM He Ta, 4YTO mapy JieT Ha3af, v Ternepb UM npo-
TUBOCTOAT He NNOHepPBI, KoBbIpstoLwme BHyTpeHHocTn UNIX
B CBOOOAHOE BPeMs OT OCHOBHbIX Aiefn, & XOPOLLO MOAro-
TOBJIEHHbIE CMeunanucTbl, KOTOPbIX HUKAKUM MPOTEKTOPOM
He Hanyraelb. @




