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Cynb6a shell-kopaa Ha cuctemax .

C HeucnosiHAeMbIM CTEKOM

He owunbaercs 1o, 410 HE paboraer

(c) Windows

Kpne Kacnepcku

OT4asBLIKCH CNPABUTLCS CO CBOUMM XE COOCTBEHHbIMM OWwKMbKamu, komnanua Microsoft coBmecTHO
¢ Intel u AMD peanu3osana TexHonoruto DEP, npu3BaHHYH0 NOKOHYMTL C YAANEHHbIMU aTakamu pas
W HaBcerfa, Ho 3TOro He NPOU30LLNO, U 3aLLUTY YAaN0Ch 060MTH.

€CMOTPS Ha BCE YCUSIUSA, BbIpbl-

Thle PBbI U BO3ABUTHYTbIE 3aLLUT-

Hble COOPY>XEHWSI, UHTEHCUBHOCTb
yoaneHHbIX aTak He CHUXaeTcsi, U oTpa-
XaTb UX CTAaHOBMTCS BCE TPyaHee. Xake-
pbl Hay4YMIMCb MackupoBaTb BPEAOHOC-
Hble npoueccol nog LINUX/BSD u NT, pa-
306panvch ¢ 6paHgmayapamMm 1 0CBOM-
NNCb C pacnpefeneHHbIMU cucTeMaMm —
COTHM ThICAY 3apaKeHHbIX MaLUuH, yn-
paBnsembix 4yepe3 IRC, — 310 HacTos-
Last apMusl, 04eHb MOLLIHAs U paspyLuu-
TenbHasl. IHTepechbl OTAENbHbIX NOMb30-
BaTenie, NocTpafaBLIMX OT araku, oT-
XOOAT Ha 3afHUI NnaH, ycTynas Mecto
BonpocamM 6e3onacHoOCTV BCeW UHMpa-
CTPYKTYpbI B LieNIoM. A MHGPaCTPYKTY-
pa — 3T0 yXe CepbesHo.

AHanus nokasblBaeT, 4TO NOAaBMA-
toLlee 6OMbLIMHCTBO aTtak UCnonbay-
0T OLUMOKM NepenonHEHNS, PyHOAMEH-
TasbHY0 NPUPOLY KOTOPbIX Mbl yXe 06-
cyxgamu (cMm. «OwmnbKn nepenonHeHus
6ydepa N3BHe 1 U3HYTPU KaK 0606LLEH-

HbI OMbIT peasnbHbIX aTak»). JlbBUHAS [0-
na Taknx owmboK HaxoauTcs B Internet
Explorer, 4T0, B 4aCTHOCTW, W ABUNOCH
npuynHon nepexoga NASA Ha FireFox
(http://www.securitylab.ru/news/242844.
php?R1=RSS&R2=allnews), 4T0O MOXHO
Tonbko npuBeTcTBOBaTh. OpHako FireFox
(kak 1 BCe ocTanbHble 6pay3epbl) He CBO-
60[€eH OT OLUMOOK, 1 B HEM NPUCYTCTBYET
60/1bLLIOE KONNYECTBO KPUTUHECKUX YA3-
BMMOCTEW, NO3BOSSIOLLMX 3M0YMbILLIEH-
HUKY BbINOSIHUTL CBOW KOZ, (Aasnee no Tek-
cTy HasbiBaeMbln shell-kogom). BoT
TONbKO OfHa U3 Takux Abip: http://www.
securitylab.ru/vulnerability/240254.php.
Hvkakoe nporpammHoe obecneye-
HWe HebesonacHo! [laxe ecnu cBoespe-
MEHHO yCTaHaBnMBaTb CBEXMWe 3annart-
K, BCEraa CyLLecTByeT PUCK, YTO XaKep
HangeT HOBYIO AibIPY, O KOTOPOW eLLie HWK-
TO HE 3HAET, M C YCrexoM BOCMOb3yeTcs
eto. KctaTu rosopsl, paspaboTka atakyo-
LUMX NporpaMm 3a nocnegHe HecKonb-
KO neT NogHANAach C KONMEH YUCTOro 3H-

Ty3anasma ¥ BcTana Ha KOMMEpYeCcKui
NOTOK ¢ 60nbWwKMU BRoxeHuamu. CTo-
MMOCTb rapaHTUpOBaHHO paboTatoLLero
akcnnomTa 3a4actyto goxogut fo $2 000.
MOoXHO TONbKO forafblBarbCcsi, KOMy U 3a-
4EM 3TO HYXHO...

B o4epenHoi pa3 BO3HUKII0 MOHUMA-
HWE, 4TO «Aarnblue Tak XWUTb HeMb3s» (C)
M HYXHO Y4TO-TO pelatb. MonbITkM no-
KOHYMTb C yOaNeHHbIMU aTakamu Heop-
HOKpaTHO npefnpuHMmanmcs ete ¢ 80-x
rogos, ocobeHHo nocne Yepea Moppuca,
HO BCe 6e3ycneLuHo. Kak roBopsT B 3TUX
cryyasx aMmepukaHLbl: cepebpsaHon ny-
nn HeT! O60pOTHA He youTb! Tem He me-
Hee, Microsoft pelunnack Ha OTHasHHbIN
Lar u Bo3poguna crapble ugeu, oTpbl-
Tble Ha MOMOWVIKE UCTOPUK U peanunso-
BaHHble 6€3 y4yeTa MOHWMaHWs cuUTya-
LMW HaLLWX OHEW.

TexHonorus DEP (Data Execution
Protection — 3aLuuTa oT BbINONHEHNSA AaH-
HbIX), peanu3osarHas B Windows XP SP2
n Server 2003 SP1, fenaet cekumio faH-



HbIX, CTEK W Ky4y HEWUCMONHAEMbIMMY,
41O (TEeopeTn4eckn) npepoTepaliaet
3acblinky shell-koga u oTcekaeTt Uenbin
Knacc yaaneHHbIX aTak, OCHOBAHHbIX
Ha nepenosHeHun.

B yem Xe peBOMIOUMOHHOCTb Ta-
KOro pelweHnn? Befb elle co BpemMeH
Windows 95 (He roBops yxe npo CTaH-
papt POSIX, npunsaTeii B 1985 rogy) x-at-
pnbyT (0T eXecutable — ncnonHsemMbIn)
MMEETCH TOMNbKO Y KOJOBOW CEKLMN 1 OT-
CYTCTBYET Y BCEX OCTanbHbIX. [JocTaTouy-
HO B3aTb Nto6or ELF/PE-thaiin n nocmort-
peTb! Tak-TO OHO Tak, Ho... y Xx86-npouec-
COpOB Ha 3TOT CHET UMEETCs CBOE CObC-
TBEHHOE MHEHWE: Ha YPOBHe CTpaHuL
npoLeccop NoaaepXvBaeT BCEro NuLlb
[Ba aTpubyTa 3aLuThbl: -a- (0T accessed —
CTpaHuua [oCTymHa Ans Y4TeHua/uenon-
HeHus) 1 -w- (0T write — 3anucb B cTpa-
HMUY paspelleHa). Hukakoro x-atpuoy-
Ta B PTE HeT, 1 OH nNpucyTCTBYET TONb-
KO B Tabnuue CeneKkTopoB, a 3TO 3Ha-
YUT, YTO Mbl HE MOXEM BbIGOPOYHO pas-
peluaTb/3anpeLyaTb UCMOMHEHNE KoJa
L9 OTOENbHbIX CTPaHWL, a TONMbKO Ans
BCEro CEerMeHTa uenvkom. Bot notomy
Windows ¢ ee nnockon Mofesnbto namsaTn
BbIHY)X[eHa TPaKkToBaTb aTpubyT -I- Kak
-X-, @ -X- KaK -I-. To eCTb, NPaBO Ha YTeHue
CTpaHuLbl JAaET HEABHOE NPaBo Ha ee uc-
MOJSIHEHWE N HA0BOoPOT.

Ha camom pene, Hkakoro npoussona
€O CTOPOHbI NpoLieccopa 34eCh HET: NPo-
6nemy MOXHO PeLUnTb U B pamMKax nnoc-
ko mogenu. [lJocTaTo4HO «BCEro Nuilb»
neperpynnuMpoBaTtbh CErMEHTbI U yCTaHO-
BUTb NpaBWibHbIE NMMMUTLI (CM. pUC. 2).
EcTecTBeHHO, 3TO TpebyeT 60MNbLUNX Te-
TOABWXEHMIN CO CTOPOHbI pa3paboTHNKOB
sapa (HeobxoayMo Ncnonb3oBaTh pasae-
nbHble ITLB/DTLB M T. A.), 4TO MX COBCEM
He BOOXHOBISAET.

Moyemy xe B x86 He 6bina npegyc-
MOTpEHa BO3MOXHOCTb 3afjaHua x-aT-
punbyTa Ha ypoBHe cTpaHuy? Putopu-
yeckui Bonpoc... Ckopee BCero, BO Bpe-
MeHa npoekTupoBaHus 80386 310 6bIno
HUKOMY HE HYXXHO, BOT 1 peLUnnn He yc-
NIOXHATb NIOTUKY npoleccopa 6e3 Heob-
xogmmocTu. A BOT B ltanium aT0T atpu-
6YT MPUCYTCTBYET U3HAYANBHO, U Cneuu-
asbHbIA 61T, N3BECTHLIN Nog abbpesuna-
Typoit XD (ot eXecute Disable — Bbinon-
HeHWe 3anpeLleHo), onpegensert, pas-
PELLEHO N BbINOMHEHWE KOAA B f@HHOW
CTpaHuLe Un HeT.

AHanorn4HbIi GUT UMEETCH U B NPO-
Lieccopax AMD-64 (Opteron v Athlon 64),

TONbKO Tam OH HasbiBaeTcs NX (ot No-
eXecute — He BbINONHsEMbIN). KOMy-TO
B KOMMaHW NPULLIA B FrONIOBY «3ApaBas»
MbICJ1b OOBABUTL X-aTPUBYT «TEXHOSOMN-
en», n Bokpyr NX-6uta TyT Xe passep-
Hynacb peknaMHO-MapKeTUHroBas ak-
umsi «Enhanced Virus Protection» (pac-
LUMPeHHan BMpyCcHasa 3aliuTa), unu co-
KpaLleHHo EVP. Ha cavite komnaHum Bbl-
NOXEHO MHOXECTBO KPaCcO4HbIX POSINKOB,
OeMoHcTpupytowmx, kak AMD 6opetcsa
C BMpycamu Ha ypoBHe npoueccopa (!).
HeyoueuTenbHo, 4TO 64-6MTHas pepdak-
umsa NT OT pOXAEHNSA UMEET HEUCTONHS-
emyto Ky4y n ctek! Microsoft npocTto nog-
XBaTuna 6pOLLEHHbIN el aTpubyT 3aLum-
Tbl ¥ BCTPOWNA €ro B CUCTEMY, YTOObI
NWLUHUIA pa3 NPOAEMOHCTPUPOBATb, HTO
OHa He OTCTaeT oT nporpecca. B aTom-To
W 3aK4aeTcs CyLLHOCTb annaparHoro
(hardware-enforced) DEP.

Bocnonb3oBaBLUKCh LLYMUXOW, pas-
BepHyToM AMD, Komnanus Intel BHen-
puna nognepxky XD-6uta B 32-pas-
pagHble Pentium, coenae aTy «TeXHOMO-
rMio» QOCTYMHOW BCEM U KaXaoMy (xe-
natoowmx nepecectb Ha AMD-64 pagu
ofHoro nuwb DEP Habpanock He Tak yx
n mHoro). Ctporo roeops, Nx npucyTc-
TBYET HE TOJSIbKO B «HACTOALMNX» 64-61T-
HbIX npoueccopax oT AMD, Ho 1 B c06-
paHHbIX Ha 64-6UTHOM fape 32-6UTHbIX
(T.e. paboTaroLMX B COCTOSHUM Mepma-
HEHTHOW amynauumn i386) npouecco-
pax — Hanpumep, Sempron (okono 99%
3a WTYKY). [JOCTaTO4HO NULLb BOTKHYTb
nocnegHui Pentium-4 n 06HOBUTL A4-
po, 4To6bl Windows morna 3agencrso-
BaTb HOBblE annapartHble BO3MOXHOCTH,
W TOrga npu nonbITKe BbIMONHEHUS Npu-
KnagHoro Kofa B Ky4e, CeKLMW JaHHbIX
WNn B CTEKe BO36YXAAETCH UCKIHOYe-
Hue Tuna STATUS_ACCESS_VIOLATION
(C0000005h), 1 ecnn ToNbKO Nporpam-
MWUCT HE YCTaHOBWJ CBOW 06paboTymK
SEH, BbinonHeHne nporpaMmsl aBapuii-
HO 3aBepLUaEeTCs C Bblfayen CoobLLEeHNs
«to help protect your computer, Windows
has closed this program» (cm. puc. 5).

B pexume sgpa npu nonbiTke Bbl-
NOSIHEHMS KOOA B HEUCMONHAEMOon 06-
nactu namatu BO36YyXAaeTcs MCKIK-
yeHne ATTEMPTED_EXECUTE_OF_
NOEXECUTE_MEMORY ¢ BugCheck-
kogom FCh, o6pylumBaioLwmm cucre-
MY B «CUHWIA 3KpaH». 64-6UTHblE BEpP-
cvm NT 3awmLaroT oT UCMOMHEHUS CTEK
a4pa, paged- n session pool, a 32-6uT-
Hble — TONbKO CTEK.

6esonacHocTb

cTeKk nokanbHbli Gydep agpec Bo3Bpara

Pucynok 1. CxeMaTuyHoe msoGpaxeHue
crexa. CTpenka NokasiBaeT HampaBJleHME,
B KOTOPOM pacTeT CTek. JIoKalbHEN Bydep
«pacTeT» B NMPOTMBOMNOJNIOKHOM HaNpaBJIEHMM
M TpY ONpPefeNIeHHHX OBCTOSTeNnsCTBaX
MOXeT BaTMpaTh afpec BOBBpaTa

Koz, JAaHHble cTek

WCnonHAeMbliA HeucronHaembli

TNMWT CermeHTa

PucyHox 2. «3mynstumsi» NX/XD-6uros
Ha x86-mpoueccopax

logical (segmented) —> linear (virtual) — physical
0 29 2120

Page Dir
Pointer
Table

Page Dir
Table

Physical
Address

PucyHok 3. OpraHmsauus BUPTYalbHOM
naMsiTH

6 51 i2 210
M .9 Physical Page Base | A U|R
PTE' ‘ Address [51:12] M

P " P
© A U|R
- | IR
PucyHok 4. NX-6uT — HOBBIf aTpUGyT
sauprrsl B PDE/PTE

Ecnu npoueccop He nopaepxvsaeT
NX/XD-61ToB, CUCTEMA aKTUBUPYET NPO-
rpammHbin (software-enforced) DEP, ko-
TOPbIV fJaXe W He NbITaeTca aMynmpoBaTb
HENCNONHAEMbIN CTEK/KYYY (a BEAb MOT
6bl1!). TexHoNorms, KOTOpyIo NpoABUraeT
Microsoft, B gecTBuTENLHOCTM Npen-
cTaBnsieT cobor NPUMUTUBHYIO 3aLLUTY
06paboTUMKa CTPYKTYPHbIX UCKTIOYEHWN,
paHee U3BecTHyto nog umeHem SafeSEH.
OHa HUKaK He NpenaTcTBYeT BbINOSHE-
Huto shell-koaa, HO 3aTpyaHaeT UCNonb-
30BaHME UM CTPYKTYPHBIX UCKOHEHUIA,
€CIn TOT BAPYT PELLUT UX UCMOMNb30BAaTh.
Mofpo6Hee 06 3TOM MOXHO NMPOYUTATHL B
cTatbe «SEH Ha cnyx6e KOHTppeBonto-
LnK», 3NIEKTPOHHAsA KOMWA KOTOPOW fne-
XUT Ha cepsepe ftp://nezumi.org.ru.

Mbl 6yaem o6cyxaaTbh TONbKO an-
napatHbli DEP, NOCKOMbKY ero crnox-
Hee Bcero 060MTW. HekoTopble Aaxe
CYMTAIOT, YTO 3TO HEBO3MOXHO BOOO-
Le: «...Ha CerofHsAWHNNA [eHb He Cy-
LLeCTBYeT HU OAHOro XOTA Obl KOHLenN-
TyanbHOro 3KCNonTa, Ha nNpakTuke fo-



6e3onacHocTb

To help protect your computer, Data Execution Prevention (DEP)
has closed this program.
Mame: Data Execution Prevention Demo

Publisher: Microsoft Corporation

DEP helps prevent damage From virusss and security threats. Some programs
might not fun correctly when DEP is turned on, Ta see if an Updated version of
this program is awailable, contact the publisher. How doss DEP work?

PucyHok 5. Peakumst DEP Ha NOMBITKY
BHIIOJNHEHMS KOZNa Ha CTeKe

boot.ini Switches -:bl.:mk:-‘ lexecute |

| Kerne! [Ef2bIEd | Disabled
Disabled

Enabled|
[NX Protection Enabled|
is Enabled or

Disabled Enabled

\ Disabled
Enabled

Enabled

PUCYHOK 6. PerMOHB MaMsTM, BalpieHHsEe
OT BHIOJNHEHNUS KOJa

4] boot ini - B noxHoT

Paiin [lpasxa Popuar LCrpasks
[boot loader] =
timeout-30
default=multi(0)disk(0)rdisk(0)partition (1) \WINNT
[operating systems]
multi(0)disk(0)rdisk(0)partition(1)\WINNT-"Microsoft
Wwindows 2000 Professional RUS" sfastdetect sSOS
/NOEXECUTE -optout

Pucynox 7. Kompurypmpoeaume DEP

uyepes pefakTupoBaHMue daitna boot.ini

B Notepad
Ka3sblBalLLero BO3MOXHOCTb nopaxe-
Hua Windows XP ¢ ycTaHOBfIEHHbIM na-
KeTom obHoBneHus Service Pack 2»
(www.computerra.ru/softerra/36652). Ec-
nun 661 DEP npoekTupoBancs ronoeon,
BCe TaK 6bl M 6bino. OgHako Microsoft
NAeT CBOMM 0COOBLIM MyTEM, KOTOPbIN
YMOM He noHsATb, n DEP o6xoamntcs 6e3
TpyZa, a BOT Yy fieranbHbIX Nosib3oBaTe-
nen BO3HWKaeT MHOXECTBO Npobrem,
0 KOTOPbIX Mbl €LLE MOrOBOPUM.

HenpaBunbHo HasbiBaTh DEP 3awut-
HbIM MEXaHW3MOM. [10 «3aLUMTHOro Mexa-
HU3Ma» eMy Tak Xe faneko, Kak OgMHOKO
TopyaLlemy pynio go camocsana. DEP -
3TO BCEro N1LLUb NOAAEPXKKA aTpnbyTOB
3aLWnThl CTPaHUL U HUYero 6onee!

Koucpurypuposanue DEP
64-6uTHble pepakuuu NT npu pabo-
Te B native-pexume Bcerga 3apencTsy-
toT DEP 1 He no3BoNSIOT ero OTKo4aTh.
Ecnu pa3apaboTymKy Xo4eTCs BbIMONHUTb
Kof Ha CTeke NN B Kyde (a Xo4eTcs 310
[OCTaTO4YHO HYacTo), OH AOMKEH SBHO Ha-
3Ha4yMTb aTpubyThbl [OCTYNA K JaHHOMY
pervoHy namsTv nytem Bbi3osa API-chyH-
kuun VirtualAlloc unm VirtualProtect. Hu-
KaKux npas f15 3TOr0 He HYXXHO, TaK YTO
MbI MOfy4aem nNunLLb BUAUMOCTL 6e3onac-
HOCTW — 3aLLMUTY OT HeNpeaHaMepeHHOro
[OCTYyna, HO He 6onee TOro, U YyTb NO3-
Xe Mbl MOKaXeM, Kak ee 060MTH.

C 32-6UTHbIMW MPUNIOXKEHWUAMU BCE
HamHoro crnoxHee. CyLLecTByeT Orpom-

HOe KONMYeCTBO yXe HanmcaHHoro 10,
TPaKTYLLEro atpmoyT -r- Kak -Xx- U oT-
KasblBatoLerocs paborarb, €CiiM 310
He Tak. [oaTomy gns coxpaHeHus 06-
patHoi coBmectTumocTn Microsoft npe-
fycmoTtpena BO3MOXHOCTb OTKJIYe-
Hus DEP onqa 32-6utHbix pegakumn NT
N 32-6UTHBIX MPUSIOXEHWNI, UCTONHA-
Lmxcs B 64-6uTHbIX pegakumsax NT.

YT106blI 320€MCTBOBATb MEXAHU3M
DEP, Heo6xogmMMo nmeTb npoleccop,
nopaepxusatroLmin NX/XD-6uUTbl, npu-
yem 32-6UTHbIE MpoLeccopbl Nogne-
pxuBatoT NX-61T ToNbKo B pexxume PAE
(Physical Address Extension — pacLunpe-
HUe r3ndecKnx agpecos). 32-6UTHbIE
pegakumn NT aBTOMaTM4eckn pacnos-
HatloT TUN npoueccopa, Npu Heobxoam-
MocTun fo6asnss knod /PAE B chaiin boot.
ini. 64-6UTHbIE pefakunmn He UMEIT OT-
nensHoro PAE-agpa (oHu paboTatoT Ye-
pe3 TEXHONOrMNI0 paclUMpeHns OKHa af-
pecauun Address Windowing Extension —
AWE), noatomy po6aenate kno4 /PAE
LN HNAX He HYXHO.

Ecnu He ykasbiBaTb HMKaKMX Jonosn-
HUTESbHBIX KIHYeN, TO B 32-6UTHbIX pe-
Jakumax NT 6ygeTt 3anpeLleHo BbInoJi-
HeHWe Kofda Ha CTeke, B fApe U B HEKo-
TOPbIX CUCTEMHbIX CnyX6ax npuknag-
HOro ypOBHS. Bce ocTanbHble npunoxe-
HWS ByOYyT UCNOSHATLCA B 0ObIYHOM pe-
XuUMe. 64-6UTHbIE BEpPCUN MO ymosya-
HUIO pas3peLLatoT BbINOSIHEHME Kofa Ha
CTeke/Ky4e TONbKO Ans 32-6UTHbIX Npu-
NOXEHW, a ans 64-6UTHbIX OHU 3anpe-
LLiEHBI (CM. puc. 6).

Kntoy /execute NONHOCTbLIO OTKIHO-
yaeT DEP gns 32-6utHbix pegakumin NT
N 32-6UTHBIX MPUSTOXEHWI, UCTMONHA-
Lwmxca nog 64-6UTHbBIMU pefakLnsamMm
NT, HO Ha «pofHble» 64-6UTHbIE NPWUIO-
XEHUA ero BAUSHUE He pacnpocTpaHs-

Kro nopnepxusaer XD-6ut
Mo paHHbIM komnaHuu Intel, XD-6ut nopgne-
PXWBAIOT CNEeAyoLLME OnepaLnoHHbIe CUC-
TEMbI, MpefoTBpaLlas HenpegHaMepeHHoe
UCMOSHEHNE Kofa B HEUCTIONHAEMbIX o6Jiac-
TX NamsATV (OQHAKO NpeaHaMEPEHHbIX XaKe-
POB 3Ta Mepa He OCTAHOBUT, U BCE CUCTEMBbI
MOryT 6bITb atakoBaHsl, Windows — npoLie,
Red Hat — cnoxHee):
B Microsoft Windows Server 2003 with
Service Pack 1;
B Microsoft Windows XP with Service
Pack 2;
B SUSE Linux 9.2;
B Red Hat Enterprise Linux 3 Update 3.

€TCH, ¥ OHW MO-MPEXHeMy OCTatTCa 3a-

LUMLLIEHBI.

Kntoy /noexecute=ypoBeHb_nonunTu-
KW no3BonseT KoHpurypuposats DEP
Mo CBOEMY YCMOTpeHUto, Bbibupas Tpe-
6yeMmblIi ypOBEHb 3aLLuLLeHHOCTK. [Napa-
MEeTp «yPOBEHb_MOUTUKN>» MOXET Npu-
HUMaTb OFHO U3 CNEedyIOLLMX 3HAYEHWIA:
AlwaysOn, AlwaysOff, Optln n OptOut,
onucaHHbIX B Tabnuue 1.

Ecnu pegaktuposaHue boot.ini npu-
BOAMT BacC B yXac (4To B 06LLeM-TO BMOJ-
HE 3aKOHOMEPHO, NOCKOSIbKY MOCIIE 3TOro
cucTema MOXET nepecTtaTb 3arpyxarb-
1), BOCMONb3YNTECh MHTEPAKTUBHBIM
KOH(hUrypaTopom:

B B KkomaHOHOW CTpOKe BBepuUTe
«start sysdm.cpl» nnu HaxmuTe
<win>+<break>.

B Ha Bknagke «JJonoNHUTENbHO»
B rpynne «bbICTpogencTBrE» HAXMM-
Te KHOMKY «[TapameTpsbi».

B [NeperpnTe Ha BKNagky «[pegoTtepa-
LLieH1e BbINOMHEHNS AaHHbIX>.

B BuibepuTe nyHKT «Bkntounts DEP
TONbKO AN OCHOBHbIX NPOrpamm
n cnyx6 Windows», 4Tobbl [06aBUTb
B boot.ini, napametp Optln unu Boibe-
pute «Bknounte DEP ans Bcex npo-
rpamm 1 cnyxo, Kpome BblOpaHHbIX
HUXe», YToObl [J06aBUTL NapameTp
OptOut. Opyrue napameTtpsl 4epes
WHTEPaKTUBHbIN KOH(UrypaTop Lo-
6aBUTb HEBO3MOXHO.

B Ecnu 6611 Bbi6paH napametp OptOult,
HaXXMuUTe KHOMKY «[1o6aBuTb» 1 yKa-
XWTe nporpammsl, Ha KoTopble DEP
pacnpoCcTpaHATLCA He JOMKHA.

Cnucok nporpamm, Ans KOTOpbIX OT-
kntoyeH DEP, moxHO cchopmmpoBatb
1 Yepes peecTp (4MCTO XaKepCKuii NyTb,
3KOHOMSALWMIA Maccy BpemeHm). Mpoc-
10 oTKponTe kmoy HKLM\SOFTWARE\
Microsoft\Windows NT\CurrentVersion\
AppCompatFlags\Layers n cospaiite Ho-
BbIN K104 TUNA «CTpoKa». Ero umsa gonx-
HO cofepXaTb MNOJIHbIN NYThb K exe-ghan-
ny, 3aWnTy KOTOPOro Mbl XOTUM OTKITHO-
YMTb, MOMECTUB BHYTPb KJH0Ha 3Haue-
Hue «DisableNXShowUl». Tonbko He ne-
penyTanTte nx MECTaMu — MHAYe HUYEro
HE Nony4uTCs.

Mpo6nembl COBMECTUMOCTH

VicnonHsieMbln cTeK Heo6Xoaum O4eHb
MHOTUM MPUIIOXKEHWAM: 3aLLUMTHBIM Me-
XaHu3mam, amynaTopam, just-in-time-
KomnunaTopam u T. A. MonbITkn coenatb



CTEK HEWCMNOMNHAEMbIM HEOQHOKPATHO
npegnpuHnuMmanucb ewe B 70-80-x ro-
pax, korga Hukakoro Windows v B npo-
€KTE He CyLLEeCTBOBasno, HO... OHU Kak-
TO He npuXuamnce. A Bce 13-3a npobnem
coBmecTMMocTU. KoMy HyxHa onepawum-
OHHas CUCTEMA, ECINN HA HEW Henb3s 3a-
nyckaTb CBOW NIOGUMbIE NPUNOXEHNA?
Bbixoga HeT. inn 6e30macHOCTb, Unu
COBMECTMMOCTb. KOMNpomMmMcce HeBO3MO-
XeH. Pa3Be TOMbKO YTO... paccKasblBatoT
(BpYT, KOHEYHO), YTO AABHbLIM-[ABHO CTa-
NN Fpekun cTpouTb 6aHi0. M 03agaymnmce
OHV BOMPOCOM: CTOUT NN CTPOraTh JOCKM
nnn HeT? Befb ecnv He nocTporaTb, MOX-
HO NErko 3aHO3MTbCA, a €CNN NOCTPO-
ratb... NONPOBGYN TYT HE NOCKOJIb3HYThb-
€A MbINbHOW NATKOW. [opasMbICNnB, OHK
MOCTYNWUAM Tak: NOCTporany n Npuémmn
06CTPOraHHbIM Ha HWU3. AHATOrMYHbLIM Ny-
Tem nowna u Microsoft: paspa6oTana He-

KOTOPYIO NapoaMio Ha 3aLUuTy U TYT Xe

ee OTKJIK4KUIa, 4Tobbl Y NoNb3oBaTeNen

HE BO3HWKO NMLLHUX NPOBREM.

Tem He mMeHee npobnembl BCe-Ta-
K1 BO3HWKNW. Habepute «DEP» B «ba-
3e 3HaHuii», 4T06bl MOCMOTPETb, KakKue
KOHMIMKTbI 0OHaPYXMBAKTCH TOSbKO
¢ npogykTamu camon Microsoft, koTopas
Nno BCEM MOHATUAM [OSKHA Oblna o6ec-
MeYnTb HaANEeXaLlyto NPEEMCTBEHHOCTb
1 COBMECTUMOCTb. BoT, Hanpumep:

B Hardware (DEP)-enabled computer
may unexpectedly quit after you
resume from standby or from
hibernation in Windows XP Service
Pack 2 (npu akTMBHOM annapaTtHoOM
DEP komnbloTep MOXET HEOXMaaH-
HO 3aBucaTtb Npu BbIXOA4Ee W3 CNs-
wero unu hibernation-pexuma):
http://support.microsoft.com/default.
aspx?scid=kb;en-us;889673.

B You receive a «Data Execution
Prevention» error message when
you start Live Meeting 2005 (npu 3a-
nycke Live Meeting 2005 nosiBns-
etca coobuieHne 06 owmbke TH-
na «Data Execution Prevention»):
http://support.microsoft.com/default.
aspx?scid=kb;en-us;894643.

B You receive error messages when you
install Windows CE 4.x Emulator on
a computer that is running Windows
XP Service Pack 2 and the computer
has DEP hardware (npu yctaHoB-
ke amynatopa Windows CE 4.x, Bo3-
HMKaeT cooblieHne 06 ownbke):
http://support.microsoft.com/default.
aspx?scid=kb;en-us;891667.

Co CTOPOHHUMM MPOU3BOAMUTENS-
MK feno obCcTouT ele xyxe. Haeec-
Hble YNakKOBLUMKWN W NPOTEKTOPbI, UC-
nonb3yoLwmne camoMoanULUPYOLLNA-
CS KOO V1 ApYyrue aHTUXaKepcKne TPHoKK,
He MOryT paboTaTb C HEUCMONTHAEMbIM
CTEKOM, a 3TO 3HayuT, 4To 3awmTta DEP
IS HUAX JOMKHA 6bITh OTKNOYEHa. Koe-
KTO MOXeT BO3pasuTb, 4TO BCe npobre-
Mbl OT «HEeMpaBWIIbHOr0» CTUMSA NPOrpam-
MWPOBAHUSA 1 UCMOMNb30BaHUS «HEROKY-
MEHTUPOBAHHbIX» 0COBEHHOCTEN CUCTE-
Mbl (KOTOpbIE HA CAMOM [iene O4eHb fa-
X€ OOKYMEHTUPOBAHHbIE), OQHAKO MpPO-
6nembl BCTPEYAOTCA He TOMbKO Y KycTa-
pen, HO 1 BECbMa UMEHUTBIX (UPM, Ha-
npumep, Borland.

3axogum B «bady 3HaHwuin», Habupa-
em «DEP» 1 TyT xe nony4yaem MHOXeCT-
BO CCbIJIOK, TUNa:

B http://qc.borland.com/wc/gcmain.
aspx?d=21249

B http://qc.borland.com/wc/gcmain.
aspx?d=10827

B http://support.borland.com/entry.jspa
?externallD=1522&categorylD=108

Takum o6pas3om, DEP o4eHb KOH-
NUKTHasA Belllb, CO3AarLLasa MHOXECTBO
NPO6GMEM U HY OT Hero He 3alyumiiaroLlas.
Microsoft gonycTnna MHOXeCTBO cepbes-
HbIX NMPOCYETOB, NMO3BONALMX NPOHM-
kaTb ckBo3b DEP pgaxe Ha makcumarnb-
HOM YpPOBHE 3aLLMLLEHHOCTH.

Bce nanbHewime paccyxaeHus npu-
MEHUMbI Kak K 32-, Tak 1 K 64-6UTHbIM pe-
nakumsam NT 1 He 3aBUCAT OT HACTPONKHK
cucteMbl. byaem gna onpepeneHHoCTU
cyuTatb, 4TO KN4 /noexecute ycTaHOB-
neH B nonoxexune AlwaysOn.

Araka Ha DEP

Microsoft nogTBepanna BO3MOXHOCTb
obxoga DEP elue B AHBape 2005, korga
Ha maxpatrol nossmnace ctatbd Anek-
cangpa AHncumoBa «Defeating Microsoft
Windows XP SP2 Heap protection and
DEP bypass», ogHako He npugana 3Tto-
My 60SbLIEr0 3HA4YEHUs, 3asBUB, HTO
peann3oBaTtb yOaneHHYK ataky Bce
paBHO He ypactes: «An attacker cannot
use this method by itself to attempt to
run malicious code on a user’s system.
There is no attack that utilizes this,
and customers are not at risk from the
situation» (ATakymowwmin He MOXeT uc-
nonb30BaTb 3TOT METOA ANA 3anycka
3710BpPEeHOr0 KOAa Ha LieneBon cucTe-
me. 1o cux nop He 6bISI0 NPOLEMOHC-

6esonacHocTb

Tabmuua 1. BausiHMe YPOBHSI MOMMTUKM
Ha 6e30macHOCTb

NapameTp 3HayeHue
Optin DEP BkntoyeHa TonbKo Ans orpa-
(Mo ymonyauio) HUYEHHbIX CUCTEMHBbIX NPOLIECCOB
y Windows 1 sigpa
DEP Bknto4eHa ans Bcex npoLecco-
OptOut POB 1 54pa, 0AHAKO MOXHO CHOPMU-
poBaTh CMCOK NPUNOXEHWIA, Ha KO-
TOpble 3aLinTa He pacnpocTpaHaeTca
DEP BKknto4eHa anis Bcex npoLecco-
AlwaysOn poB v sippa. OTKAYNTL 3aLnTy ANs
BbIOOPOYHbIX NPUNOXEHWIA HENb 35
DEP otkntoyeHa ans Bcex npouec-
AlwaysOff A pou
CoB M agpa
3arpy3Ka v BOCCTAHOBAEHWE
[~ 3arpyska ONepauHoHHOM CHETEME!
OI'IQ:IGI.[HDHH&H FHETEM& N0 YMONHaHKH:
I"M\crnsnFt windows 2000 Professional RUS" ffastdetect J‘nﬂgu\hntj
v OT0BpAKETE CHMCOK ONEPSUHOHHED CHETER | 30 3: CeK,
[~ OTHa3 CHCTEMB]
¥ 3ankcath coBeiTHE B CHETEMHBIR XypHAN
¥ OTNpaEHTE AAMHHHCTRATHEHOS ONOBELLEHHE
¥ BeiNonHMTE SETOMATHUBCKYH Nepesarpysky
3aMMck 0TAAACHHOH HHOOPMALKM
IManblﬁ Aamn naMatk (64 KB} LI
Manka Manoro 4amna
I “%:SyskemRioot%Minidump
¥ | Sammpare cyuecTeyrowm diann

Pucynox 8. PepmakTmpoBaHme bastna
boot.ini uepes MHTepaKTMBHENL
xoHpurypaTop

Performance Options

Wisual Effects | advanced Data Execution Prevention I

2x]

Data Execution Prevention {DEP) helps protect
against damage fram viruses and other security
threats. How does it work?

*' Turn on DEP for essential Windows programs and services
only

" Turn on DEP for all programs and services except those T
select:

Add!, Hemaye |

Your computer's processor does not support hardware-based
DEP. Howewer, Windows can use DEP software to help prevent
some kypes of attacks,

o |

PucyHok 9. MHTepaKTMBHOe KOHIMUIYpm-
posauue DEP

Cancel | Apply |

TPUPOBAHO HX OBHOW aTaku, NCMonb3yto-
LLieVi 3TOT TPIOK, U NOTPeBUTENN HaxoasT-
csl BHe pucka — http://www.eweek.com/
article2/0,1759,1757786,00.asp).

370 Harnas noxs! Mexannam DEP
nerko npo6mBaeTcsa ¢ N6Oro paccros-
HUSI, XOTb M3 AHTapKTUKWN. Pe3ynstaTom
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Pucyrok 10. Kmaccumueckast ygmaneHHast
aTaka — Bacmnka shell-koma B crek

C HoclefyKmelr nepefavel Ha Hero
ynpaBneHus myTeM Momuburaumm ampeca
BOBBpaTa

aTaku CTaHOBMTCS NepedaHHbIA 1 ycneLu-
HO BbIMOJTHEHHBIV shell-kof, BbINOMHSA0-
LUMIA KOMaHbl, 3apaHee NOAroTOBJIEH-
Hbl€ 3M10YMbILLAEHHUKOM. YTO6bI MOHATD,
KakK 3T0 fienaetcs, cHa4yana Heo6xoamMmo
pasobpaTbCs C Knaccu4yeckmmu Metoga-
MW NepenosiHeEHNs, NOAPO6HO pa3obpaH-
HbIMW B cTaTbe «OLWNOKM NEPENONHEHNS
6ydepa n3BHe N N3HYTPU KakK 0606LLEeH-
HbIN ONbIT peasibHbIX aTak».

HanomHum ymTaTento ee OCHOBHblE
MONIOXEHUA: OTCYTCTBME KOHTPONA rpa-
HUL nokasnbHbIX 6yhepoB NO3BONSET
3atupaTb agpec Bo3Bpata u3 yHKLUK,
nomeLlas croga ykasarenb Ha shell-kog,
KOTOPbIN HAXOOMTCS 3[ECh XE, B CTEKE.
[pyroi TMn nepenosiHeHns CBa3aH C Ky-
yer. C ero noMOLLbI0 Xakep MOXeT MO-
onduumposaTb NO6YI0 writable suenky
B apeCHOM MPOCTPaHCTBE YS3BMMOrO
npouecca (Hanpumep, NOAMEHUTL yKa-
3aTesflb Ha BUPTYanbHY0 (OYHKLMIO MK
nogaenatb agpec Bo3spara). UmetoT-
CA 1 gpyrme BO3MOXHOCTU (B YaCTHOC-
T, aTaKyoLWmn MOXET U3MEHUTb 0ObIY-
HbI NOPAOOK BblAeneHns 6/10K0B NamaTi
13 Ky4u, pa3amMecTuB Cnegyowmin Bbige-
NSEMbIA 610K NOBEPX KIOYEBbIX CTPYK-
TYP AaHHbIX), HO AN NPOCTOTbI U3NOXE-
HWS Mbl OrpaHuynMcs Mogudukaumen
agpeca Bo3Bpara.

CyLuecTByeT MHOXECTBO 3aLLUTHbIX
MEXaHU3MOB, KOHTPOSIMPYHOLLMX LLENOCTb
Ky4u 1 agpeca Bo3BpaTta, Ho... CO CBOeW
3ajayen OHU He crnpaBnalTCs. ITO OT-
penbHas 60nblias TeMa, HUKaK He CBSi-
3aHHas H1 ¢ NX/XD-6uTtamu, H1 C TEXHO-
norven DEP. B cnegytoLmx ctatbax Mol
noapo6HO PaccMOTPUM ee, HO... 3TO Oy-
pet notom. Ceiyac xe orpaHM4nMcs Tem,
410 DEP HuKak He npensTCcTBYeT Moam-
hukaumu agpeca Bo3Bpara 1 CyLLecTBy-
€T MHOXeCTBO NporpaMm, AencTBuTENb-
HO no3sonaLmMx 310 aenatb (Internet
Explorer, FireFox n ap.).

Manunynupysa agpecomMm Bo3BpaTa,
XaKep MOXeT Bbl3blBaTb NPOU3BOSIbHbIE
(PyHKLMM ySA3BMMOW NporpaMMbl (B TOM
yucne v API-cbyHKLMM onepaunoHHOw
cucTeMbl), nepegaBas Heob6xoauMble
napameTpbl Yepe3 cTek. KoHe4yHo, npwu

3TOM OH OyfeT O4eHb OrpaHnyeH B CBO-
MX BO3MOXHOCTSIX, MOCKOMbKY Cpeam ro-
TOBbIX (PDYHKLMI NONE3HbIX ANS Xakepc-
TBOBaHUA He TaK YX 1 MHOr0, OiHAKO ec-
NV Kak crnegyeT nogyMath rofioBOWA, Mpo-
6nemy ynaeTcs pewiuTb NyTEM Bbl30Ba
API-cpyHkumm CreateProcess unu yHk-
umn System ns 6ubnmotekn CRT, 3anyc-
TUB LUTATHYIO nporpammy Tuna tftp.exe
M 3aKayaB Ha aTakyeMbll KOMMbIOTEP
OBOWYHBIA (hain, KOTOPbIA MOXHO UC-
noNHUTL ¢ nomolbto CreateProcess/
System (ataka TMna return-to-libc). Me-
xaHnam DEP aTomMy cueHapuio HUKakK He
NPenaTCTBYET, NOCKOSbKY B 3TOM Clyyae
shell-kog nepepaeTcs He 4epes CTek/Ky-
4y, @ Yepes nerasbHbll UCMOSHAEMbIN
(hann. Ha cTeke copepxarcs nuwb ap-
F'YMEHTbI BbI3bIBAEMbIX (PYHKLMIA W «M0g-
[enbHble» agpeca BO3BpaTa, yKasbiBa-
fOLLIME Ha HUX.

Taknum 06pa3oM, faxe Npu BKIOYEH-
Hom DEP y xakepa coxpaHseTcs BO3MOX-
HOCTb 3abpachiBaTb Ha aTakyemyl ma-
LLIVHY CBOW KO v MepefaBaThb Ha Hero yn-
paeneHve. Hannuue tftp.exe He siBnsieTcs
HeobxoaMMbIM yCIoBMEM AN aTaku. [a-
XE eCNnn ero yaanuTb, Xakep MOXeT Bbl-
3BaTb cmd.exe ... HeT, yaanaTtb Bce dhawi-
Nbl C AUCKa HEO06A3ATENBHO (XOTH 1 BO3-
MOXHO), JOCTaTO4HO NEPEeHanpaBuTb Bbl-
Bog B harin n ¢ nomowbio ECHO cospatb
KPOXOTHbIN COM, AeNaroLwmi YTo-TO «Mo-
nesHoe». [la n B camon ys3BMMOM Mpo-
rpaMMe HaBepHsiKa copepxarcs yHK-
LMK, Yepes KOTOPble MOXHO 3arpy3uTb
dann u3 NutepHeta... Cnosom, BO3-
MOXHOCTeN — Mope! ATaku 3toro Tuna
XOPOLUO M3yYeHbl Xakepamm 1 OnucaHbl
B nutepatype. Tonbko cneunanucTsl 13
Microsoft noxoxe 06 3TOM H14Ero He 3Ha-
10T, MHa4e Kak MOXHO 06bACHUTL TOT 3a-
rafo4HbIv hakT, YTO YCMELHOCTb aTakm
[aHHOrO TWMNa HUKaK He 3aBUCUT OT ak-
TuBHOCTY DEP 1 cTapble akcnnouTbl non-
HOCTbIO COXPaHSOT CBOKO paboToCnocob-
HOCTb. PacnpocTtpaHeHue vepBeit ocTa-
HaBNMBaeTCA TOMbKO MOTOMY, 4YTO BMEC-
Te ¢ DEP nakeT 06HOBNEHWI BKIOYaeT
B cebsi 3annaTku Ha BCe U3BECTHbIE Abl-
pbl. OOHaKO CTOUT Xakepam HanTh eLle
OfHY OLLMOKY NepenonHeHmns (a 3To Bce-
ro NuLb BOMPOC BpeMeHw), kak VHTep-
HET 3aXJIECTHET HOBAs AMUAEMUS, U HU-
kakon DEP ee He ocTaHoBMT. (BoobLue-
TO, HET, HE 3axNecTHeT, Bedb aBTomatu-
4eckoe OBGHOBJIEHWE Tenepb BKOHEHO
no YMOHaHM0.)

HekoTopbie MOryT ckasaTb, 4TO 3TO

«HEHacToALLas» ataka, NocKoJbKY B HEW
OTCYTCTBYET ABHaA nepepada shell-koga
yepes CTeK, a Befb MMEHHO Ha 310 DEP
n paccuntan! MbiCnb, KOHEYHO, YMHas,
HO 3abaBHas. U kakon 310 xakep 6po-
cuTCS Ha ambpasypy, ecnm MOXHO CXO-
ot B 06xon? Heyxenu B Microsoft Bce-
PbE3 CHMTALOT, YTO aTaKyoLLMIA UrpaeT no
«MpasunamM» 1 naeT no nyTi HanbonbLue-
ro CONpPOTUBNEHMS, KapabKasnch No U3BK-
NNCTOV FOPHOW TPOMUHKE, HanN4KaHHOW
naTpynsmu, Korga cTon6oBas fjopora Hu-
KeM He oxpaHseTca?!

B kayecTBe pasmMuHKM ns MO3roB
pPaccMOTPUM asibTepPHATMBHbIA CLEeHa-
puin ataku, nepepatwowwmn shell-kog ye-
pe3 cTek. 3acyHyTb shell-kog B nokans-
HbIl Bydpep — He Nnpobnema, NOAMEHUTb
afpec Bo3Bpara Toxe, HO... Npu NOMbIT-
Ke nepegayun ynpaenenus Ha shell-kog
npu aktreHom DEP 6yneT BO3HMKaTb UC-
KNoYeHne, Bedb x-aTpmbyTa y Hac HeT,
XOTA... 3TO CMOTPA, YTO Mbl NEPENONHS-
eM. Kak yxe roBopunoch BbllLe, HEKOTO-
pble MPUoXeHus (B TOM Yucne n 6pay-
3epbl) HYXJaTCA B UCMOMHAEMOM CTe-
Ke, B KOTOPbIA OHW CKNagblBaOT OTKOM-
NUNYPOBaHHbIN java-kod. Ho He Gygem
cmdAryate cebe ycnosus. [asawite cuu-
TaTb, YTO HUKAKMX MCMONHAEMbIX CTpa-
HWL, B HalLLlem CTeke HeT. YTobbl nx 3a-
noy4nUTb, HEOBXOANMO NTMOO COPOCUTb
NX/XD-61T (HO 3TO MOXHO fenaTtb TOMb-
KO cucTtema), nnbo... BbI3biBaTb (YHK-
umio VirtualProtect, HasHa4yasa aTpubyThl
3awmTel No cBoemy xenanuio! Ho Kak
Xe Mbl BbidoBeMm VirtualProtect 6e3 Bo3-
MOXHOCTW BbinonHeHus shell-koga?
[la 04eHb MPOCTO — CKOPpeKTMpyeM ap-
pec Bo3BpaTa TaK, YToObl OH yKasblBan
Ha VirtualProtect, Torga npv BbINOSIHEHWM
KOMaHgbl return oHa nepenacT Ha Hee yn-
pasneHue!

Ha camom pgene, 370 TONbKO npaes.
[lo npakTn4eckon peanusauun e ewle
Janeko. B Xu3Hu Bce HAMHOro CNoxHee
W... 3neraHTHee. [JonycTuMm, BbI3BaM Mbl
VirtualProtect. A panbwe 410? Kyga oHa
BO3BpaTUT ynpaBneHne? U kak y3HaTb
ajpec BblgeneHHoro 6noka? 3To Be-
NUKONenHas ronoBoSyIOMKa, Ha pelue-
HWe KOTOpPOW aBTOp 3TOW cTaTbW MOT-
patun Luenbin OeHb W Obl1 04eHb paso-
yapoBaH, Koraa y3Has, Y4To OH He OfuH
TakoW YMHbIN, U BCe 3arafku pasraga-
nn elle Ao Hero. BarnsHuTe Ha puce. 11.
CneumnanucTbl NOMMYT MAE C NePBOro
B3rnsiga, Hecneymanuctam Mbl cenvac
BCE OOBACHUM.



Before after Explandion

Shelleade

buffer[1024] “Success! ;) Sdl”

nothing meaningfulhere

ret acress of Calcfwerage() address of VirtualAlloc % address of Virtuslalloc

address of memepy T exec memepy after Virtuallloe

arbitrary address (19000 T virtuslalloc addess param

rest of the stack

—

shellcode +string size YirtualAlloc size param

MEM_COMMIT ™ virtualalloc alloctype param

PAGE_EXESUTE_READWRITE | 1™ Wirtuallloc protection param

arbitrary address (131000h) | Exec our shellcode after memcpy

arbitrary address (13100 T T _dest param of memepy

address of buffer[0] T _src param of memcpy

shellcode+string size | size param of memcpy

rest of the stack

PucyHok 11. IlogroToBka cTeka Ans
peammsaumM aTaky TMma commit-n-copy

WTak, Bce no nopsgky. HayHewm ¢ oT-
BETa Ha BOMpPOC: Kyha BO3BpaLLaeT yn-
pasnexue VirtualProtect? OtBeT o4eBm-
[eH: N0 yKasaTeso, KOTOPbI NEXUT 3a
MOAMMULMPOBAHHLIM afpecom BO3Bpa-
Tal B momeHT Bbixoga u3 VirtualProtect,
npoLeccop CTankueaeT TEKYLLMIA agpec
BO3BpaTa C BEPLUMHbI CTeka 1 yganset
nepefaHHble e aprymeHTbl. Tak npouc-
X0AnT notomy, 4to VirtualProtect (kak u
Bce API-cbyHKLMK) NpuaepxmBaeTcs co-
rnalieHus o nepefade napaMmeTpos Tuna
stdcall, npy KOTOpOM aprymeHThbl yaans-
I0TCS CaMOW BbI3bIBAEMOW (hYHKLIMEN.

TakvM 06pasom, Mbl MOXEM Bbl3bl-
BaTb CTOMbKO stdcall-dyHKLMIA, CKONbKO
3axotumM. lMpoueccop 6ygeT NocnyLHoO
CTArMBaTbh WX CO CTeKa, NoCcTynartesibHo
ABUrascb OT BEPLUMHbI BrNY6b. TexHWKa
BbI30Ba cdecl-(OyHKUWIA BBITNAANUT YyTb
cnoxHee. OHY He OYMLLAIOT apryMeHThl
npwv BbIXOAe, W aTakytoLemMy npuxoguT-
€S 3TO AenaTtb caMocTosTeNbHO. lNpoLue
BCEro nepeHanpasuTb agpec Bo3BpaTa
Ha kog Tuna «ADD ESP,n/RET», pacno-
NOXEHHbI rae-TO BHYTPU YA3BUMOW Npo-
rpaMmbl, rae N — Konn4yecTso 6anT, 3aHs-
ThIX aprymeHTaMu. Takylo KOMGUHaLMIO
MOXHO BCTPETUTL NPAKTUHECKM B NIO6OM
ONTUMU3MPOBAHHOM 3nunore. Hy a Hyx-
HOe N NofobpaTh COBCEM HECNOXHO!

Tenepb Mbl 3HaeM, Kak Bbl3blBaTb
byHKLMIO ANS M3MEHEeHUs aTpubyToB
[OCTyna u BepHyTbcs obpaTHo B shell-
KO, HO 3TO ewle He Bce. OyHKUUSA
VirtualProtect Tpe6yeT, 4T0bbI € nepe-
[anv agpec yxe BblAeEHHOro pernoxa,
a shell-kogy oH HensBecTeH. K Tomy Xxe,
no cnyxam, Microsoft cobupaetcs BCTpo-
utb B VirtualProtect nononHuTensHyto
NPOBEPKY, 3anpeLlatoLLyo HasHavaTb X-
aTpubyT, eCrin OH He Oblf NPUCBOEH elLle
npv BbigeneHun. Tynuk? He coscem, Beflb
Mbl MOXeM BbIAENNTb HOBbI PErMOH, Ha-

3Ha4YUTb HYXHble NpaBa, CKOMMpPOBaTb
Tyna cson shell-kog v nepegatb emy yn-
paenenune. C BbIAeNEHNEM HUKAKUX NPO-
6nem HeT — 6epewm VirtualAlloc 1 Bnepeg.
Kak npo4ynTaTb BO3BpaLLEHHbIV YKa3a-
Tenb — BOT B 4eM Bonpoc! OyHkuua ne-
penaet ero B peructpe EAX, n 3apaHee
npenckasaTb €ro 3HayeHue HeBO3MOX-
HO. A Be[ib Xakep AOKeH cchopMmpoBaThb
yKasaTenb W 3aTOMKaTb ero B CTEK eLle
Ha cTaguu npoekTuposaHus shell-koga,
TO ecTb 3agonro Ao Bbizosa VirtualAlloc.
Hy Tenepb yXX TO4HO TynuK... A BOT U HET!
BHumaTtensHoe yteHne SDK (nnu PuxTe-
pa) nokasbiBaer, 4to Windows no3sonseTt
COMMIT (o ecTb NepefaBaTb) yxe ne-
pefaHHyro namMaTb No 3afaHHOMY afpe-
CY U XOTA NOCNEACTBUA TAKOro Bblfe-
NeHus MoryT 6bITb O4EHb NeYanbHbIMM
(Bnsa Kyum) — koro ato BosiHyeT?! Mas-
Hoe, 4T06bI shell-kog nonyyun ynpaene-
HWe, 1 OH ero nony4ut! Beibupaem npo-
N3BONbHbIN adpec, KOTOPbIN C BbICOKON
CTENeHb0 BEPOATHOCTU HE 3aHAT HUYEM
nonesHsiM (Hanpumep, 191000h), n ne-
penaem ero gyHkumm VirtualAlloc BMmec-
Te ¢ onarom MEM_COMMIT un atpuby-
Tamn PAGE_EXECUTE_READWRITE.
Bce! [MepBas cTagus ataku 6narononyy-
HO 3aBepLUMNIaCh, 1 TENepPb MOXHO rNoT-
HYyTb NuBa.

Ha BTOpOM LUare Mbl BbI3biIBaEM Py H-
Kumio memcpy u konupyem shell-kog
B TONbKO YTO BbIfENEHHbIN PErMOH na-
MATK, LeneBow agpec KoToporo 3apa-
Hee n3BecTeH. lNocne aTow onepaumm
shell-ko oka3biBaeTcs B 0611acTv nams-
TV, FAe pa3peLLeHo BbIMOMHEHNE, K HaM
OCTaeTCs TOMbKO 3aCyHYTb B CTEK elLle
OOMH NOLNOXHbIA afpec BO3Bpara, Ko-
TopbIN ByfeT ykasbiBatb Ha shell-kog
(BHMMaHWe! hyHKLMA memcpy B OTIMHME
ot VirtualAlloc npugepxusaetcs cdecl co-
rnalieHns, NoaToMy Nnocrne Hee Mbl yxe
HE MOXEM BbINONHATbL HUKaKWe gpyrue
hyHKUMK, NpefBapUTENbHO He yaanvs
apryMeHTbI CO CTeKa).

MNocnenoBaTenbHOCTL BbI3OBOB, pe-
anu3yLmnx ataky, BbIrnagut Tak (Ha-
noMunHaem: 3710 He shell-kog, 310 MMeEH-
HO mocnefoBaTeNnbHOCTb BbI30BOB API-
hyHKUMIA, ocyLLecTBAgEMas NyTem nog-
MeHbl apecoB Bo3BpaTa):

JucTuer 1. [locnefoBaTENBHOCTE BHS0BA
OyHKUMI, peanMBsyloupx aTaky TMna
commi t-n-copy

VirtualAlloc (REMOTE BASE, .
SHELLCODE_LENGTH, MEM COMMIT, o
PAGE_EXECUTE_READWRITE) ;
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memcpy (REMOTE BASE, SHELLCODE BASE, .J
SHELLCODE_LENGTH) 8
GOTO shell code;

ManeHbKUin HIaHC — 64-6UTHbIE
pefakuun NT nepepatT aprymeHThbl
API-(byHKUMAM Yepes perucTpsbl, U no-
ToMy BbI3bIBaTh VirtualAlloc Ha HUX yxe
He ygacTcs (padymeeTcs, peyb UAET TOMb-
KO 0 64-6UTHbIX NPUNOXEHMUSX). To eCcTb
BbI3bIBATb-TO YAACTCH, a BOT nepeaatb
aprymMeHTbl — HET, MO3TOMY 3TOT CLEHa-
puin yXxe He cpaboTaeT, OfHako Bbl30B
byHKUMIA yA3BUMOWN NporpamMmbl Hepes
noaMeHy agpeca Bo3spaTa 6yneT aenc-
TBOBaTb MO-NPEXHeMy (TO ecTb 3anyc-
TUTb tftp.exe Mbl BCE-TaKM CMOXEM, Bbl-
3blBasi ee vepes yHKLMo System, KoTO-
past no-npexHemy NpUHUMaET aprymeH-
Thl Yepes CTek).

MNongBenem WUTOr: cTeveHne psga He-
6naronpusaTHbix 4ns DEP o6cToaTenscta
LEenaeT 3Ty TEXHOMOMN NpakTUYeCKm
noNnHocTbo 6ecnone3Hon. [la, oHa OT-
cekaeT LefNbli Knacc atak, OCHOBaH-
HbIX Ha MepenoiHeHnW, OQHaKo AaeT nu-
Ly AN HOBbIX, M B LieIOM CUTYyaLUus HU-
Kak He meHseTcs. 3a6aBHO, HO 60Mb-
LUMHCTBO Ntofen (B TOM yucne u agMu-
HUCTpaTopoB!) COBEPLUEHHO HE MOHW-
maloT, 4to Takoe DEP, 3a4em OH HyXeH,
Kakve uenu npecnegyet u B 4eMm 3a-
Kntoyaetcsa B3nom. [JOCTaTo4HO MoYu-
TaTb AWMCKYCCUIO, pa3BEpHYBLLYIOCSA Ha
http://www.mastropaolo.com/?p=13, 4yTo-
6bl y6eamTbCs, 4To 06a NPeasIoKEHHbIX
cueHapua obxona DEP He cuuTatotca
B3JIOMOM, NOCKOJTbKY X-aTpubyT nprcea-
MBaeTCA «feranbHbIM» CNocoboM Yepes
BbI30B VirtualAlloc. Ha camom fene cyTb
B3/10Ma BOBCE He B TOM, YTOObI BbIMOJ-
HWUTb KOZ B 061acTV NnamaTh 6e3 x-aTpu-
6yTa (3T0 AeNCTBUTENBHO HEBO3MOXHO),
a B TOM, YTOObI UCNONb30BaTb YA3BNMOE
MO B cBOMX Xakepckux Lensx. B ngeane
DEP ponxeH npefcraenatb CO60M Le-
NbIA KOMNJIEKC 3aLMUTHBIX MEp, npeno-
TBpaLLawLWyx 3T0, HO HUYero nofo6Ho-
IO OH He ienaeT, OrpaHMyMBasCh NPOCTOM
hopmanbHoi nogaepxkon NX/XD-aTpu-
6yToB. [Nepeyncnmm Te 06CTOATENLCTBA,
KOTOPbIE EMY MELLAIOT:

B napameTpbl API-chyHKUWMI NepegatoT-
Csl Yepes CTek;

B agpeca API-oyHKUMIA U nonoxeHune
BEPLUMHbI CTeKa Nerko npeackasye-
Mbl;

B BcsKuMIA Npouecc MOXET NOMETUTb
No60OM PErMoH NamsaTn Kak «MCrnos-
HeMbII»;



6e3onacHocTb

Mpototun chynkuun VirtualAlloc
OyHkuusa VirtualAlloc 3aHMMaeTCs BblgeneHnem
(allocate) n nepegayen (commit) BUpTyansHoM
namsaT, C OQHOBPEMEHHON YCTAHOBKOW Npas
[OCTyna Ha YTeHne/3anncb/BbINONHEHNE:

Jnctuur 2. dyuxkums VirtualAlloc
¥ ee mpoTOTHUN

LPVOID VirtualAlloc

(
LPVOID lpAddress,
SIZE_T dwSize,
WORD flAllocationType,
DWORD flProtect

I

B gpyHkuma VituallAlloc nossonseT Bbl-
penatb/nepenasatb yxe nepeaat-
Hyt0 NamsThb.

B narepe UNIX

OWwubKM nepenonHeHns He ABNAOTCA
«c06CcTBEHHOCTLIO» Windows. 370 06-
Wwasa npobnema gns BCex nporpamm
C/C++, poanHO KOTOpbIX 6bIN M OCTAET-
cst UNIX. Ya3BuMble NpunoxeHus B n30-
6unumn BcTpeyatoTea U Tam. C HUMK ak-
TUBHO GOPIOTCA MYTEM XUTPOYMHbIX W3-
BPALLEHUA U OPUTMHASIBHBIX TEXHUYEC-
KWX PELLEHWIA, O KOTOPbIX Mbl U cobupa-
emMcs cenyac pacckasatb.

Ha4yHem c TOro, 4To CyLlecTBylOT
npoueccopHble apxutekTypbl (SPARC,
SPARCG64, Alpha, HPPA), Ha koTopbix
UNIX nmeeT HencnonHsembli CTek eLle
0T poxaeHus. CyLLecTBYOT apXUTEKTY-
pbl, UCNOMb3YIOLLIME pa3fenbHble CTe-
KW ONna XpaHeHus agpecoB Bo3BpaTa
1 NOKasbHbIX NepeMEHHbIX. [ogMeHNTb
agpec Bo3BpaTa Ha HWUX HEBO3MOXHO,
HO JIerko 3aTepeTb yKasatenb Ha yHK-
Lo, NpY BbI30BE KOTOPOW ynpaBneHue
nonyuut shell-kog (npaega, nepegaya
aprymMeHToB npefcTaBnseT coboi 60nb-
Lyto Npobnemy, 0CO6EHHO ecrin OHY ne-
penawTcs Yepes perucTpbl, TEM He Me-
Hee aTakoBaTb TakKyl CUCTEMY BCe-Ta-
K1 BO3MOXHO, MYCTb U Ha KOHLENTyasb-
HOM YpPOBHe).

Ha IBM-coBMeCTUMbIX MaluuMHax
LINUX/BSD no ymon4aHuio BegyT ceo6s
TOYHO TakK Xe, kak XP 6e3 SP2. To ecTb
TPaKTYHOT r-aTpnbyT Kak -X-, MO3BONAS UC-
MONHATL KOA Tam, rae B3gymaetcs. ep-
BOW 1aCTOYKOW, PUHYBLLEWCS Ha BCTpe-
4y 6ype, ctan nary ot Solar Designer, ge-
NaoLLMIA CTEK HEUCTONHAEMbIM. XaKepoB
3TO HMYYTb HE CMYTUIIO (Bedb ocTanach
BO3MOXHOCTb BbI30Ba (PyHKLUIA 4epes
agpec Boaspara return-to-libc), Ho 3aTo
noMeLLano MHOrMM «4eCTHbIM» NPorpam-

HasHayeHue aprymeHToB B (hyHKLMH
cnegytoLlee:

Tabmuua 2. ApPryMeHTH QyHKUMM

VirtualAlloc
AprymeHt 3HayeHune
YKasatenb Ha nepefaBaeMblil pervox
IpAddr
BARLIEES namsTn
dwSize Pa3amep nepegasaemoro peruoHa

Tun 3anpoca, MEM_COMMIT (1000h) -
nepepaya namsTy

Atpu6yTbl 3awuTel, PAGE_EXECUTE_
READWRITE (40h) - rwx

flAllocationType

flProtect

Mam. B o6Lem, 605bLLIOV NOMYASPHOCTH
3TO peLLEHME HE MOSYYUNO.
HeuncnonHaembin CTEK — 3TO BCErO
NULWb OfHA U3 3aLUMTHBIX Mep, KoTopas
onpaBAblBaeT ce6a TONbKO B COBOKYM-
HOCTMU C LieSIbIM KOMMSIEKCOM OCTasbHbIX.
Tak, Hanpumep, 6€CCMbICNEHHO CTaBUTb
6POHMPOBAHHYIO ABEPb, ECNM MOXHO 3a-
ne3Tb 4epes 0kHO. PaccmMoTprM BO3MOX-

BufferShield unu PaX na NT
MakeT BufferShield — 310 JOCTONHbIA KOH-
KypeHT wratHomy DEP, He TpebytoLui yc-
TaHoBKM SP2, paboTatowuii 6e3 annapart-
HOV MOAAEPXKN CO CTOPOHBI MpoLieccopa,
MCNonb3yLnii paHAOMU3aLUmMio packnag-
Ky afipecHOro NpocTpaHCTBa 1 3afeicTByo-
it NX/XD-6uTbl, ecnu oHN ecTb. OH 3Ha4u-
TenbHo npesocxoaut DEP no 3awmieHHocTn
1 aTakoBaTb ero 04eHb CIIOXHO (TEM HE MeHee
HEKOTOpbIE NTa3elikn BCe-Taku ecTb, B 4acT-
HoCTu, u3-3a otcytcTeus GOT paHgomusa-
LS BbINOMHAETCA HE NOIHOCTbIO, OCTaBAASA
B NamsTV 3HAYUTENbHOE KONMYEeCTBO Mpej-
cKasyeMmbIX afpecos).

3awmiiatb MOXHO Kak OTAeSbHble Mpu-
NOXeHWA (Hanpumep, NpecnoByThii Internet
Explorer), Tak # onpeaeneHHbli AuanasoH
NamMsAT BHYTPU KOHKPETHOIO MPUIIOXEHNS.
Tak Xe nofaepXvBatTCa U MHOronpouec-
COPHblE CUCTeMbl (MpaBha, TONbKO AN «Of-
HOMONbIX» NPOLLECCOPOB, TO €CTb ECNN OANH
npoueccop umeet nopaepxky NX/XD-6utos,
a gpyron HeT, NX/XD-6uTbl ocTaloTcs Hesa-
[eiCTBOBaHHbIMM L1151 BCEX NPOLIECCOPOB).

Kopoue rosops, BufferShield peanugy-
€T Te Xe camMble BO3MOXHOCTM, YTO M na-
ket PaX, hakTuyecku sBfifsficb ero nopTom
Ha NT. OgHako B oTnu4me oT 6ecnnaTHo-
ro PaX BufferShield pacnpoctpansetcs Ha
KOMMEpYecKoi 0CHOBe, a AN 03HaKoMIe-
HUa npepnaraerca Tonbko 30-AHEBHas NPo-
6Has Bepcua: http://www.sys-manage.com/
sites/D_BuffShld.html.

OCHOBHbI€e CBOICTBA MPOAYyKTa:

HOCTK, KOTOpPbIe MpefocTaBnseT nony-
NSApHbIN nakeT PaX, pacnpocTpaHaemblii
Ha 6ecnnaTHOM OCHOBE BMECTE C UCX0f-
HbIMW TEKCTamu 1 NOAPOBHOM TEXHUYeC-
KON JOKYMEHTaUMEN, N3 KOTOPOWN MOXHO
MOYEpPnHYTb MACCy MHTEPECHOTO.
MNepsoe u rnaesHoe — PaX He Tpeby-
€T CneuvanbHOM NOAAEPXM CO CTOPOHBI
000pyLOBaHNA U HE HyXJaeTcs B butax
NX/XD. BMecTo 3TOro oH rpynnupyeT cer-
MEeHTbI, Kak MoKa3aHo Ha puc. 2, u yc-
TaHaBNMBaeT NMMUTbLI TaK, 4YTOObI OHU
He nepecekanucb. HeCOMHEHHbIN NIKOC
TaKoro peLUeHns B TOM, YTO A1 3aLLUUTbI
OT XaKepoB HaM He HYXXHO npuobdpeTaTb
HOBGLIV npoueccop — 3To pas. Shell-kog
HE CMOXET BblAENUTb UCMIONHAEMBIN pe-
VIOH B 0651aCTH Ky4M UNW CTEKa — 3TO [ABa.
Toxe camoe, BNpo4eMm, OTHOCUTCA U K just-
in-time komnuaaTopam, NO3TOMY C COB-
MECTUMOCTbI0 Oy T NPo6reMbl, KOTOpbIE
PaX 06x0auT AOBOJIbHO 3M1eraHTHbIM Ny-
TeM. [py annapatHov NogLepXKe co CTOo-

B pacrnosHaeT BbINONHEHNE KOAA Ha CTEKE,
Ky4e, BUPTYyasnbHON NamMaTi U CermMeHTe
[aHHbIX;

B 3anpaluvBaeT NOATBEpPXAEHME Ha 3aBep-
LLEeHWe, ecnu 06HapyXXeHo nepenosiHeHne
oycepa;

B BepeT oTYET 0GHAPYXEHHBLIX NEpenos-
HEHW B NpoTokone cobbiTiin (Windows
event log);

B nosBondeT BKNYaTh 3aLUTYy Aaxe
AN OTAENbHbIX YacTel BbI6paHHbIX Npy-
noxenui (!);

B noppepxuBaetr NX-6MT n 3agenctayer
€ro, ecnv BocTyneH (Ho MoxeT pa6oTaeT
1 6€3 Hero);

B noppepxuBaeT CUMMETPUYHbIE MHOTO-
npoueccopHble cuctemsl (SMP) ¢ ogHo-
nonbiMu LIT;

B paHpomu3yeT packniafky afapecHoro npo-
cTpaHcTBa (TexHonorus ASLR).

¥ Sys-Manage Buffershield Configuration x|

Settings IEroteclion Scope| Test |

r Global Setting

[V Terminate processes if detecting unwanted code execution

[V Show interactive warning message

¥ Check application stack

¥ Check .dats segment

[V Check dynamic application heap

[V Check wirtual memary

¥ ASLA [4ddress Space Layout Randomization)

MNote: By default all options are enabled..

Statu
’V Up and running... |

o]

Cancel | Lol I Help I

PucyHok 12. OKHO HACTPOVKM
BufferShiled



poHbl LM (61Tbl NX/XD) OH MOXET 3aLLm-
LLaTb He TONbKO BECb MPOLLECC LIENVKOM,
HO W €ro OTHENbHYK YacTb. [onycTum,
Mbl UMEEM MPUNTOXEHMNE, HYXAaKoLLieecs
B MCMOSHAEMOM CTeKe, HO He MpucBaviBa-
toLee x-atpmbyT fBHO. MNog Windows mbl
6yfeM BbIHYX[EHbl 3aHECTU €r0 B CINCOK
nporpamm, Ha Kotopble mexaHnam DEP
HE pacnpocTpaHseTcs, CO BCEMM BbITEKa-
oMM oTctoga nocneacteusamu. A PaX
MO3BONAET OTKIHOHUTD 3ALUMUTY NULLL A5
yacTu cteka! KOHeYHo, 3TO CHUXaeT UM-
MYHUTET CUCTEMBI, HO HE Tak pagvKarb-
HO, Kak nosHoe otkntovernne DEP. K To-
MY X€ paHfomu3aums agpecoB He nos-
BonsieT shell-kogy nobpartbcs 40 3TOM UC-
NOJSIHAEMOW 0611aCTV U UCMONb30BaTh €€
B CBOMX Liensx.

BTOpbIM KUTOM fIBMISIETCS TEXHOMO-
rMs paHgoMu3auum agpecHoro npo-
cTpaHcTBa — Address Space Layout
Randomization unu cokpaiieHHo ASLR.
Ecnu npy Kaxpom 3anycke nporpaMmbl
HenpeackasyembIM 06pa3oM MEHATb Mo-
NOXEHNE BCEX CETMEHTOB, Xakep He CMO-
XET onpefenuTb HU pacnonoxeHue shell-
Kopa, Hu agpeca API-hyHKUMIA (3TO YT-
BEPXAEHWe CrnpaBefnvBO faxe Ans Tex
knoHax UNIX, B koTopbIx BbI30B API-hyH-
KLMWA NpoMcXoamT Yepes npepbiBaHue,
Hanpumep B Linux/i386, nockonbKy npu-
KnagHble npouecchl 06LLalTes ¢ a4pOM
HE Hanpsmyl, a Yepe3 pasfensemMbie
6UONMOTEKN, NpULEPXnBaKoLLnecs co-
rnawexus stdcall, n sanawoLimecs ceoe-
o6pasHbiM aHanorom KERNEL32.DLL),
cnepfoBaTenbHO, NOAMEHa afpeca BO3-
Bparta He gaeT Huyero kpome DoS. MMa-
KeT PaX no3sosiseT paHZomMn3oBatb 0C-
HOBHble cermeHTbl ELF-chaiina (code,
data, bss), Ky4y, 6UOIMOTEYHbIE (PYH-
KUMK, CTeK MOTOKa, pasfensemMyro na-
MSATb U CTeK fApa, Kopoye ycTpavmBaeT
HaCTOALLMIA Xaoc, B KOTOPOM He oCTa-
€TCA HMYero NOCTOAHHOrO, 3a YTO MOX-
HO 6bIN0 6bl yLuenuTbes. Hy unv npaktu-
4ECKUN HUYEro.

= StackDefender Configuration

noccapnii

1. ASLR (Address Space Layout
Randomization — paHpomu3sauus pac-
KNnagKu agpecHoOro npocTpaHcTBa):
MOLLHasA TEXHONOrUS 3aluTbl NPOTUB
shell-koga, ocHoBaHHas Ha Hempepncka-
3yEMOM U3MEHEHWUWN afpecoB CUCTEM-
HbIX (OYHKLIMIA, pacnonoXeHns CTeka, uc-
nonb3yetcs B nakete PaX n Exec Shield,
Ho Tonbko He B DEP: http://en.wikipedia.
org/wiki/ASLR.

2. DEP (Data Execution Prevention — npe-
[OTBpPaLLeHMe BbINONHEHUS faHHbIX):
COBOKYMHOCTb NPOrpamMMmHbIX 1 anna-
paTHbIX TEXHONOrMIA, NPU3BaHHbLIX Mpe-
LOTBpaTUTb BbiNONHeHMe shell-koaa,
HO B AieICTBUTENBHOCTM C 9TUM HE CrpaB-
nsowmxesi. DEP MoxeT 6bITb kak anna-
paTHbIM (hardware-enforced), Tak 1 npo-
rpammHbIM (software-enforced). Annapat-
Hbii DEP dhakTuyeckm ceogutes k nogae-
pxke NX/XD-61Ta, nporpaMmHbIn npea-
cTaBnset cobon SafeSEH.

3. EVP (Enhanced Virus Protection - pac-
LIMpEeHHasa BUPYCHas 3aluTa): Mapke-
TUHroBbIN Tptok AMD, BbigatoLwmin XD-6mt
3a «TEXHONOrMI0 3aLUTbl NPOTUB BUPY-
COB».

Tpetuir knT — PaX «pgopabaTbiBaer»
dyHKUMIO mprotect Tak, 4TOObl Ha3Ha-
4yaTb X-aTpubyT MOrna TONbKO CUCTEMA.
Hvkakon npuknagHon npouecc He Mo-
XET U3MEHUTb aTpunbyThl permoHa nams-
TV C -X Ha +X. TaKXXe HUKaKoW pernoH na-
MSATV HE MOXET UMETb -X- U -W- aTpu6yThI
ofHoBpeMeHHo. NakeT PaX nopTtupoeaH
Ha MHOXeCTBO CUCTEM, B TOM YUCTIE ...
nog Windows. CyLlecTByeT N0 MeHbLLENR
Mepe ABa npunuyHeix nopta ans NT —
BufferShield (cM. ogHOMMEHHYI0 BpE3KY)
n StackDefender (http://www.ngsec.com/
ngproducts/stackdefender), koTopble B OT-
nu4me ot wratHoro DEP pelictBuTeNbHO
3aLMLLAoT KOMMbIOTEP OT BTOPXEHUS,
¥ NPeoaoneTb NX HY 04EHb TPYAHO.

StackDefender C:

[CIProtect only the Stack.

[CEnable Heuristics Shellcode Detection.
[JLog Oniy mode.

[¥]EventLog loaging.

[¥] 5end Logs via e-mail. [#]HTML mail.

E-Mait | infol@ngsec. com |

SMTP Server: | mail.ngsec.com |

Protection exclusion program fist:

Sawe Conlfig ]

| Carel ]

Pucynok 13. OxHO koHbmrypaumm nakera StackDefender
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4. PAE (Physical Address Extension — pe-
XUM paclumpeHusi U3n4eckKux agpe-
COB): CrneuuanbHbIi pexum 32-paspag-
HbIX X86-MpoLeccopoB, B KOTOPOM OHU
MOryT afipecoBaTh 60JIbLUE NAMSTH U UC-
nofb30BaThb AOMONHUTENbHbIE BO3MOX-
HOCTW (B YacTHoCTK, aTpubyT NX);

5. PTE (Page Table Entry — anemeHT kaTa-
nora cTpaHuL): CTPYKTypa AaHHbIX, On-
CblBaoLLIas CBOMNCTBA «CBOEW» CTPaHMLIbI
BUPTYanbHOW NamaTv v 3apjaroLlas npa-
Ba JocTyna.

6. NX (Not executable - He ucnontse-
Mbiii): AMD64: cneumanbHbii 6UT B PTE,
paspeLlaoLwmin/3anpeLlaowmin Beinos-
HEHME MaLLUMHHOTO KoAa B AaHHOI cTpa-
HULE.

7. XD (execution Disabled — ucnonHexune
3anpeueHo): Intel: cneunanbHbii 6UT
B PTE, paspeluatoLuin/aanpeLiaoLymm
BbIMNONHEHVE MALLVHHOIO KOAA B AaHHO
cTpaHuLe.

8. SafeSEH (6e3onacHbii SEH): Ha6op 3a-
LMTHBIX Mep, padpaboTaHHbIx Microsoft
AN NPefoTBpaLLeHNs MCMoJb30BaHMUS
06paboTyMKa CTPYKTYPHBIX UCKIHOHEHUI
(SEH) shell-kogom, nosgHee 6bin nepe-
nmeHoBaH B software-enforced DEP.

Opyro nonynapHeIn nakeT — Exec
Shield (http://people.redhat.com/mingo/
exec-shield), Bxogawui B coctas Red
Hat Enterprise Linux v.3, update 3, Takxe
UCNONb3YeT HEUCTOMHAEMYIO Ky4y/CTeK,
3ameyaresibHO paboTas Ha BCeM ceMelc-
TBe X86 npoueccopos 6e3 NX/XD-61T0B,
1 4aCTMYHO paHAOMMU3YeT afpecHoe Npo-
CTPaHCTBO, NPOU3BONbHLIM 06Pa30M W3-
MeHss 6a30BbIN afpec cTeka, pacnono-
XeHue pasgensembix 6UGNMOTEK U Ha-
yano obnactu Kyun. OctanbHas namaTb
0CTaeTcs HETPOHYTOW, OAHAKO AN oTpa-
XeHns B6ONbLUMHCTBA aTak 1 3TOro OKa-
3bIBAETCS BMOJHE JocTaTto4Ho. dakTu-
yecku, Exec Shield npegctasnset ype-
3aHHbIN BapuaHT PaX v He HeceT B cebe
HWYEro HOBOTO.

Ewe xyxe pgena o6ctoat B OpenBSD.
HaunHas ¢ Bepcum 3.3 Aapo nopaepxu-
BaeT MexaHnam WAX (Npon3HocuTCS Kak
«W xor X»), KOTOPbI MO CBOEMY Ha3Ba-
HUIO NpefoTBpaLLaeT 0O4HOBPEMEHHYIO
YCTaHOBKY aTpubyTOB -X- 1 -W- Ha NTI06Y10
0611acTb NaMATK, 4TO MO 3ambICiy paspa-
60TYMKOB [AOSIKHO CEPbE3HO 03a[a4uUThb
xakepos (http://marc.theaimsgroup.com/
?l=openbsd-announce&m=1051754750
06905&w=2).
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= StackDefender Logs

|Shellcode Execution Attempt from "SD_tester.ex |

[Mon Jun 07 11:08:49 2004 |

Tue Jun 071 12:13:07 2004

TueJun 01 12:13:16 2004 Program: |5D_tesler.exe

Sun Jun 06 14:41:11 2004

Sun Jun 06 14:41:16 2004 Description:

14

Drate:
Memory Dump:
[0=0012F000]
[0=001 2F008]
[0=0012F070]
[0=0012F078]
[0=001 2F020]
[0=001 2F028]
ks

0290 0=30 030 0430 0x30 090 0=30 030
0290 0=30 0230 0230 0x30 0230 0230 0=30 =
0290 0=30 0230 0230 0x30 030 0230 0=30
0290 0=30 0230 0230 0x30 0230 0230 0=30
0290 030 0230 0230 0x30 0230 0290 0=30
0x90 0x90 050 0290 0x90 090 0290 0x30

Pucynox 14. Oxno nporoxona nakera StackDefender

Ha camom pene aTa 3awura anemeH-
TapHO 06X0ANTCA MHOXECTBEHHbIM BbI30-
BOM (pyHKUMKM mprotect. CHavana shell-
Kof BbI3blBaeT mprotect, yctaHasnuneas
OfMH UL aTpubyT 3anmcu (ecnu OH He
6bIN YCTAHOBIIEH paHee), 3aTeM Konupy-
et shell-kog Yepe3 memcpy v Bbi3blBa-
eT mprotect eLle pas, cbpacbiBas atpu-
6yT 3anvcy 1 npuceaneas cebe npaea
ncnonHeHus. Kcratu rosops, B Bepcum
3.3 WAX He paboTan Ha x86, MoCKoMbKy
y TOro OTCYTCTBYET BO3MOXHOCTb 3afa-
HUA X-aTpnbyTa Ha YpoBHE CTpaHwL, of-
Hako, Ha4YMHas ¢ Bepcuu 3.4, 3TOT HeJo-
CTaToK ObIN UCMIPaBIIEH.

Kopoue rosops, B LUTATHOW KOHUTY-
pauuu, 6e3 yctaHoBKM naketa PaX, Bce
UNIX-nogo6Hble cnuctembl NoTeHumanb-
HO YS3BMMbI U [AOMYCKAIOT BbINOMHEHWE
shell-koga no cueHapuio, onucaHHoMy
B pasgene «ataku Ha DEP».

3aknouenue

DEP — 370 He 3awural 3T0 peknamHbIin
Tptok! Ecnv Tonbko Microsoft He co3gacT
CBOW CO6CTBEHHBIN KNTOH PaX, peann3o-
BaHHbI N0 BCEM NpaBunam (410 O4eHb
HaBpsAL 1), YEPBU U Xakepbl NPOJOS-
XaT CBOE CyLLEeCTBOBaHWe. Tak 4To chny-
X¥ 06 MX KOHYMHE B 04epefHON pa3 oKa-
3annCb NPexXaeBPEMEHHbIMU U CUJlb-
HO MpeyBennYyeHHbIMU. 0 3TOMY NOBO-
By BCMOMWHAeTCs OAWMH aHekpoT «He-
[OCTaToK y TaHKa POBHO OfMH: Yepes
TPUNNEKChbl HU XpeHa He BUOHO, Ky-
[a efelb. Ho korga Tbl eflelb Ha TaH-
Ke, 3TO He 04eHb 6OIbLUIOV HEROCTATOK>.
Tak BoT, Microsoft eget B TaHke, npu-
KpblBasiCb TONICTON GPOHEN MOHOMONN3-
Ma, U ee COBEpPLUEHHO HE BOJIHYET, Ky-
[a oHa efeT M 4To TBOPMUT. He nonaraii-
Tecb Ha Microsoft! [1na HagexHow 060po-
Hbl CBOEr0 KOMMNboTEPA (paboyer CTaH-
Lmu, cepeepa) ucrnonb3yinte BufferShield
unu StackDefender, «<npo6uTb» KOTOPLIN

CMOrYT TOJIbKO TypY, Aa U TO C Ky4en or-
paHWYeHwiA, aenatoLLyx Yepeei npakTu-
YECKM HEXMUIHECTOCOGHBIMU. @

Cebinku:

1.

9.

PaX (nyywmin 6ecnnatHbll NpoekTop
ansa LINUX/BSD): http://www.ngsec.com/
ngproducts/stackdefender.

. BufferShield 1.01k (kommepyeckuin nopt

PaX Ha NT): http://www.sys-manage.com/
index10.htm.

. Stackdefender (ewe oguH nopt

PaX na NT): http://www.ngsec.com/
ngproducts/stackdefender.

Exec Shield (yce4eHHbIn knoH PaX gnsa
In Red Hat Enterprise Linux v.3, update
3): http://people.redhat.com/mingo/exec-
shield.

. WAX (npocToit n 6ecnonesHblii 3aLmT-

HbI nakeT gna OpenBSD): http://marc.
theaimsgroup.com/?l=openbsd-announc
e&m=105175475006905&w=2.

. Adetailed description of the Data Execution

Prevention (DEP): oduumansHoe onuca-
Hue TexHonorum DEP ot Microsoft, kpaii-
He NMOBEPXHOCTHOE W HEKOHKpeTHoe,
HO MoyYuTaTb BCe-Taku CTouT (Ha pyc-
CKOM W aHrMNUCKOM f3bikax): http://
support.microsoft.com/kb/875352/ru;
http://support.microsoft.com/kb/875352;
AMDG64 Enhanced Virus Protection: ocu-
unanbHas npeseHtauma «EVP-TexHo-
noruu» ot komnaHun AMD. Kyva ponu-
KOB W HWKaKOW TeXHUYeCKoW MHdopma-
LMW (Ha aHrMUACKOM f3blke): http://www.
amd.com/us-en/Weblets/0,,7832_11104 _
11105,00.html.

. Execute Disable Bit Functionality Blocks

Malware Code Execution: netanbHas Tex-
Hu4eckas nHdopmauus ot Intel, kacato-
wasca XD-6uta, opmeHTUpoBaHHas Ha
CUCTEMHbIX MPOrPaMMUCTOB (Ha aHrAwii-
cKoM a3blke): http://cache-www.intel.com/
€d/00/00/14/93/149307_149307.pdf;

Processor Number Feature Table: nepe-

10.

11.

12.

13.

14.

15.

16.

17.

YeHb NpoLieccopos oT Intel, nogaepxmsato-
Lmx XD6UT (Ha aHrnuinckom siabike): http://
support.intel.com/products/processor_
number/proc_info_table072505.pdf.

nx: how well does it say NO to attacker’s
eXecution Attempts: npe3enTaums ¢ Black
Hat, packpbiBatowas npuHuunel pabo-
Tbl MmexaHuama DEP u nepeuucnsio-
LL|asi ero OCHOBHblE Y3BUMOCTY (Ha aH-
rnuinckom aseike): http://www.blackhat.
com/presentations/bh-usa-05/bh-us-05-
maynor.pdf.

Buffer overflow attacks bypassing DEP
(NX/XD bits) — part 2 : Code injection: 06-
xon DEP, ocHOBaHHbIN Ha BblgeneHun
pervoHa namsaT1 NOCPenCcTBOM Bbi30Ba
VirtualAlloc ¢ nocnegyowmum konuposa-
Huem shell-kofa (Ha aHrnMInCKoM A3bike):
http://www.mastropaolo.com/?p=13.
Defeating Microsoft Windows XP SP2
Heap protection and DEP bypass: o6xog
DEP, ocHOBaHHbIV Ha NEPENOHEHWN Ky-
4Yu C nocnepyoLlein NogMeEHON agpe-
ca Bo3BpaTa u3 (yHKUMM main Ha yH-
Kumto crtlsystem (Ha aHrMUACKOM $i3bl-
ke): http://www.maxpatrol.com/defeating-
xpsp2-heap-protection.htm.

Windows Heap Overflows: npeseHtaums ¢
Black Hat, onvceiBatowas o6Lme npuHum-
nbl nepenonHenns Kyuun nog NT (Ha aH-
rnuinckom aseike): http://www.blackhat.
com/presentations/win-usa-04/bh-win-04-
litchfield/bh-win-04-litchfield.ppt;

DEP evasion technique: 3ameyatenbHbin
6510r, LEMOHCTPUPYIOLLNIA TEXHUKY 06-
xoga DEP u cpaBHuBatoLwumin ero ¢ aHa-
NOTNYHBIMM 3ALUUTHBIMU MEXaHN3MaMK
13 UNIX (Ha aHrnuiickom s3bike): http://
woct-blog.blogspot.com/2005/01/review-
of-microsofts-dep.html; http://woct-blog.
blogspot.com/2005/01/dep-evasion-
technique.html.

Kacnepckn K. Own6kn nepenonHeHns
6ydhepa N3BHe 1 M3HYTPU Kak 0606LLEH-
HbI ONbIT peanbHbIX atak. — XypHan
«CuCTeMHbIN agMuHucTpaTop», Ne3, mapTt
2004 r. Yxe ycTapeBaBLUas cTtatbs, Nog-
pO6HO OnWCcbIBatOLLAA MPUYMHBI U CNEAC-
TBUS OLLNGOK NEPENONTHEHNS Pa3NINYHBIX
TUMOB.

SEH Ha cnyx6e KOHTppeBOSOLMK: eLle
ofHa MOS CTaTbs, AEMOHCTPMpYHOLLas
TeXHWKYy o6xoga nporpammHoro DEP:
ftp://nezumi.org.ru/pub/zq-buf-SEH.zip;
eWEEK.com Special Report: Windows
XP Service Pack 2: Microsoft nogTeepx-
[aeT BO3MOXHOCTb o6xona DEP (Ha aHr-
NIMCcKoM si3bIke): http://www.eweek.com/
article2/0,1759,1757786,00.asp.



