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Linux/BSD kak 6acTuon
Ha nyTW BUPYCOB |

KonnuecTso Abip, 06HapyXenHbix B Windows, yxe [aBHO NEpeLarHyno Yepes BCe MbICIMMblE
FPanmLibl U HEYKNOHHO NPOAA0IKAET pacT. Bbixoantb B HTEPHET cTano He6esonacHo.
Jlanblue TaKk XHUTb HeNb3s - Haf0 3awnLLaTbes. [ANg 3TOro OpraHu3yem 3alUTHbIA 6ACTHOH,
0CHOBaHHbIN Ha Linux/BSD, n npurofHbIi KaKk aAna oguca, Tak U AN AOMALLHEr0 MCNONb30BaHMUS.

Kpuc Kacnepcku




o4emy Windows NT He6e3onac-

Ha? Mo4yemy B Hel obHapyxXu-

BalOTCA BCE HOBbIE W HOBbIE fbl-
pbl? Bonpoc abCcTpakTHbIN, HO Mbl BCE-
Taku noctapaemcsa gaTb Ha Hero oT-
BeT. HayHeM ¢ TOro, 4TO YMHbIX NOLEN
B Microsoft ocTanach He Tak y> 1 MHOr O,
Hanmuo siBHas Tekyyka kagpos. OnbIT-
Hble CMeLnanmncTbl NOKUAAIT «MMMIEPUIO
3na» W yxogsaT B apyrue komnanuu. fdo-
CTaTOYHO BCMOMHUTL NaMATHbIN CKaHaan
€ MeHexepom, B kotoporo CTue banmvep
3aLUBbIPHYST KPECOM (OT TaKOro pyKOBO-
autens g 6bl 1 cam ywen) — http://www.
cnews.ru/news/line/index.shtml?2005/09/
06/186136 v http://russian.joelonsoftware.
com/Articles/HowMicrosoftLosttheWaron
A.html—nocnegHunn NCTOYHUK paccKasbl-
BaeT 0 NepeMeHax, MpOUCXoaALLMX BHYT-
pv Microsoft, n perpagaumm onepawumoH-
HOW CUCTEMBI.

MNapeHve KynbTypbl NporpaMmmnpoBa-
HUS NErko npocnieanTb C NOMOLLBIO Au-
3accembnepa. Ecnn MS-DOS 6.x eLwe co-
Jepxana orpoMHOe KONIM4eCcTBO accemob-
nepHoro koga, a Windows 95 npegcras-
nseT coboW HacToAWMA Ledesp ONTK-
mMu3auum (6e3 BCKON MpoHuu!), 3anpor-
pamMMMpOoBaHHbIN Ha cMecu accembnepa
¢ unctbim Cu, 70 B Windows 98 yxe go-
MUHMpyeT Cu++, «mactepa» U npoyme
aBTOMaTU4eckue KodoreHeparopsbl, 3a-
MeHuBLuKne xueon yMm. Windows NT 4.x
(koTopasi, Kak M3BecTHO, co3faBanach
NpUeNN3NTENIbHO B TO XE CaMOE BPEMS,
y1o 1 Windows 95, Tonbko OpyrumM Kos-
NEKTUBOM NPOrpamMmmMmcTOB) — 3TO 6nec-
TALLE ONTUMU3UPOBAHHAS, XOTS U CULL-
KOM HaBOpOYEHHas cuctema, 3anpor-
pamMMUpoBaHHas pykamu u rofioBom, HO
B Windows 2000 1 Tem 6onee XP yxe fjo-
MUHMPYET Cu++ 1 «Mmactepa». MNporpam-
MWCTbI CTApOro NOKONEHNS TaK He NOCTY-
natoT! BblBOZ — BCE 3TO NCany HOBUYKY,
CO BCEMM BbITEKAKLLMMK OTCOAa MoC-
nepcTeuamu. B gusaccembnepe Kopg Bbl-
rNAAUT NPOCTO YXacHo. MopaxaeTt gaxe
He TSXXENOBECHOCTb, a... «paccocpeno-
TOYEHHOCTb» KOAA, TOHKUM C/I0eM pas-
Ma3aHHOro no Kyye yHKuUMi. B vacT-
HOCTW, HUKaKOW eAunHON DYHKLMK nepe-
KnoyeHus koHTekcTa B Windows NT HeT!
SwitchContext — 370 TONbKO Manas 4acTb,
BECb OCTasIbHOM KO pa3masaH no Bce-
My A4pY, PErMCTPbI MHOrOKpaTHO Coxpa-
HAKTCSA/BOCCTaHABMBAIOTCA B Pa3HbIX
MecTax, fefnlaeTcs Kyya npoBepok Ha Ao-
MYCTUMOCTb MX 3Ha4YeHUN U T. 1. CeTeBble
KOMMOHEHTbI BbIFNAAT ELLE XYXe.

K tomy xe Windows o4eHb cTpemu-
TeSIbHO Pa3BMBaETCS 1 COOEPXUT Maccy
N36bITOYHOMO, HUKOMY HE HYXHOro KO-
[a, KOTOPbIN He TaK-TO MPOCTO YAANUTb
N3 CUCTEMbI UM XOTS Obl NIPOCTO OTKIHO-
4uThb. Mpuyem passutue MaeT Mo npwu-
HUMMNY «HEe TpOoraeM TOro, 4To Hanucanu,
a HabpacbiBaeM CBEPXY eLLe U eLle». Kak
CnefcTBMe, KONMYECTBO CBA3EN MEX-
Ly OTAESIbHbIMWU KOMMOHEeHTamu cucte-
Mbl NaBMHOOOPA3HO HapacTaeT, a Bpe-
MEHUW Ha TECTUPOBaHWE HET, U NPOAYKT
BbI6paCbIBAETCH Ha PbIHOK TakUM Kak
ecTb. Kpaxa ncxogHbix Tekcto Windows
2000 Tonbko nognusia macna B OroHb.
OHU eCTb NPaKTUYECKM Y KaX4O0ro Xake-
pa, HO OTCYTCTBYIOT Y NlerasibHbIX cneum-
aNMCTOB N0 6€30MACHOCTH, & 3TO, 3HAYMT,
YTO Urpa MAEeT B OAHW BOpoTa. Xakepbl
WULLLYT ObIpbl, @ CNELMAnMCTbI BbIHYXXAEHbI
NWLLb NPU3HABATb UX NOCTAKTYM.

BmecTo TOro 4to6b! BbINIM3bIBATH CUC-
TeMy 1 paboTatb Hafg ee yny4lleHUeM,
Microsoft HeceTca Bnepen, npegnaras
HOBbIE PEBOJIOLMOHHbIE PELUEHUS, KO-
TOpble JaXxKe OHa MpW CBOMX Munavapa-
HbIX OX0ZAaX NPOCTO PU3NYECKM HE B CO-
CTOSIHUW OTNAANTb. Tak YTO KONMUYECTBO
Oblp B nocnepytoLimnx sepcuax Windows
COKpalLLlaTbCsi He cobupaeTcs, 1 xakepc-
TBO Oy[eT TONbKO npougeTath. Kak B 3TnX
YCIOBUAX XPaHUTb 1 06pabaTbiBaTh KOH-
upeHumanbHble AaHHble, He FOBOPS YXe
MPO «3MIEeKTPOHHbIE KOLLEbKM», Kpaxa
KOTOpbIX B MOCNegHee BpeMS NpuHMma-
€T MaccoBbIVi xapaktep?

Cnyx6a nogaepxkun Microsoft ot-
BeYaeT — PerynspHo yctaHaBnusaiTe
Ha KOMMbIOTEP CBEXME 3annatku, KoTo-
pble W Tak yCTaHaBnMBaOTCA CNyXOow
Windows Update. lNpeanoxexne, KoHeY-
HO, 3aMaH41BOe, HO... 3anaaTKu Bbinyc-
KarTCa He MrTHOBEHHO M TONbKO OIS yXe
M3BECTHbIX Oblp. [ns gomallHero Kowm-
nbloTepa Takas CTeneHb 3aluLleHHoC-
TV BMOJSIHE MOAXOAMT, fa U TO... TONbKO
npeacTaBbTe, CKOSTbKO 9IEKTPOHHBIX Ae-
HEr CMOXET yTalluTb XaKep, eCiiv OH Ha-
MULLIET BUPYC Npexze Yem 6ymeT Bbiny-
LeH «naty»? A ons pupMbl 3axeart cep-
Bepa BOO6LLE MOXET CTaTb dpaTanbHbIM.
Mpunyem 3annatku BbinyckatoTcs He 6ec-
KOHEYHO, a TOSbKO B TeYEeHUe Tak Ha3bl-
BAeMOro «XW3HEHHOro LMKna npoayk-
Ta», onpegensemoro camon Microsoft.
B npakTuyeckom nnaHe 3TO O3HAYaeT,
4TO Jaxe ecnu ctapas onepaunoHHas
cucTemMa nosIHOCTLIO YOOBETBOPSET Ha-
UMM CKPOMHbIM NOTPEBHOCTSAM, ee BCe
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paBHO MPUAETCH MEHATb, MOMYTHO 06-
HOBJISIS «Xefie30», YTO BbINIMBAETCA B CO-
NUAHbIE pacxodbl U BbI3bIBAET MHOXEC-
TBO Npo6sieM OT HE06X0AMMOCTM 06YyHe-
HUA NepcoHana fo «cTapble Nporpammbl
He 3anycKarTcs».

lNpo T0, 4TO 3annaTku 3aHNMALoT Or-
POMHbIVi 06BbEM M 118 UX MEPEKAYKMN He-
06X0OAMMO MMETb MO MEHbLUEN Mepe
DSL-mogem, Mbl npomMonymm. K Tomy xe
peanbHO Bocnonb3oBatbea Windows
Update Bce paBHO He ypactcs. 3aay-
MamnTech, YTO NPOU3OMLET, ECNN onepa-
LUMOHHas cuctema ynaget? Beab noc-
ne yCTaHOBKW C ANCTPUOYTUBHOIO AUC-
Ka BbIXOoOWTb B MIHTEpHeT u kayatb 3a-
MnaTky HU B KOEM CIly4ae Henb3s, Bedb
B 9TW MUHYTbI Hall y3en COBEPLUEHHO
6e33alUMTEH Nepes xakepamu, a Bepo-
STHOCTb aTaku He TaK yX v Mana, 0co-
6EHHO eCnn BCMOMHUTb NP0 YEPBEW, KO-
TOpble CTy4aTcs BO BCE KOMMbIOTEPSI
nogpsg. TeOpeTUHecKn MOXHO CKavatb
3annartku B BUAE OTAEeSbHbIX ansios,
COXPaHMB KX Ha NO60M HOCUTENE, HO...
TOrga npupeTcs pasbuparbesa B HUX ca-
MOCTOSITENbHO, @ 3TO HE Tak-TO MPOCTO,
MOCKOIbKY 3annaTku Cofepxar 3aBucu-
MOCTW 1 abbl KaK He BCTaK0T UMM BCTAIOT,
HO He paboTaroT.

WcyesaeT camoe rnaBHOE Npenmy-
wectso Windows — npocTtoTa ynpasne-
Hus. BosaeurHyte NT-cepsep 1 ocTaBuTh
ero 6e3 npucMoTpa CerofHs yxe He no-
ny4mTcs. Ecnum TonbKo He HaHATb agMu-
HUcTpartopa, pasbupatoLierocs B 6e30-
MacHOCTH, C BbICOKOW CTEMEHbIO BEPOAT-
HOCTM cepBep 6yLeT B3nIoMaH. Toxe ca-
MO€ OTHOCUTCS M K JOMALUHWM MaLLMHaM.
Bupycbl Tak 1 npyT! OHM co30atoT U3NMLL-
HWUIA TpadvK, BOPYIOT Naponu v opyryto
CEKPETHYI0 MHGOPMAaLMIO UM NPOCTO
HapyLLalT HopMarbHy0 paboTy onepa-
LINOHHOW CUCTEMbI, Bbl3biBasi COOU 1 3a-
BUCAHWS, YObITKN OT KOTOPbIX 3a4acTyH0
BeCbMa 3Ha4MTeNbHbI. [laBante nocmoT-
pUM, 4TO B 3TOW CMUTYyaLMU MOXHO Npeg-
MPUHATB. ..

Mo Ty cTopoHy 6apbepa

AHanus cuTyauum no3BONseT BbIABUTb
TPW OCHOBHbIX 06bekTa aTaku. ep.hbiii
1 Hambosnee KoBapHbIN — 3TO ataka Ha ca-
My OnepaLyoHHY0 cnucTemy unu ee 6a-
30Bble CNYX6bl, KOTOPbIE B 60/bLUMHCTBE
CIy4aeB peanuaylTcs Yepes nepenon-
HeHwue 6ydepoB. OLNGKM Obinn 06Hapy-
XeHbl KaK B (hyHAaMeHTasbHbIX gpariBe-
pax (Hanpumep, TCPIP.SYS), Tak 1 B npu-
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KnagHbix cnyx6ax (Hanpumep, DCOM),
6€3 KOTOPbIX B MPUHLMIE MOXHO 1 0601-
TUCb, HO He Bcerpa Jlerko OTKMYUTb
yepes Mnonb30BaTeNbCKUA UHTEPENC.
Mpuyem, ecnu gbipbl B NPUKNaAHbIX
cnyx6ax 3neMeHTapHoO 3aKpbiBalTcs
6paHamayapoM (KOHeHYHO, Npy YCnoBuu,
YTO 6€3 3TON CNyXO6bl AENCTBUTENBHO
MOXHO 060WTUCB), TO aTakam Ha apanee-
pa 6paHamayapbl NPOTUBOCTOATL NpakK-
TUYECKUN HE B CUfIax (Hy pasee 4To 3TO
6yLeT cneuuasnbHbIM 06pa3oM Crpoek-
TUPOBaHHbIN BpaHamMayap, KOTOPbIX HET
1 HaBpsg 1 koraa 6yayT). AHTMBUPYChI
N NpoYve 3aLLuTHbIe CUCTEMbI NOJOGHOIO
TMNa 3[ecb Takxe 6eccunbHbl. [a, oHn
NOBAT BUPYCbI, HO TONbKO €CNKN 3HalT
0 HMX. HallymeBLUNX BUPYCOB HE TaK yX
1 MHOTO, 1 BCE YalLle 1 YaLLe NpuxoauT-
CA CTasIknBaTbCs C NOKasibHOM 3apas3on,
obuTalLLen B OrpaHNYeHHOM apeare
1 ncyesaroLlen, npexge 4em paspabot-
YUKW @HTUBUPYCOB Y3HAIOT O Heit. EgnHe-
TBEHHbIM CNOCOH6OM 060POHBI OCTaKTCA
3annarkun, HO OHW HeJOCTaTO4YHO S dhek-
TUBHbI B CUNY YXe YNOMSAHYThIX NMPUYUH.

[pyras nonynspHas MyLLeHb — 6pay-
3ep. Cnoso «/IHTepHeT» yXe faBHO cTa-
1O CUHOHUMOM «|E», 1 aTakyloT npenmy-
LLleCTBEHHO ero. HecmoTps Ha 1o 4TO |E
noadepXunsaeT Lesblii KOMMNEKC Mep
6e30MacHocT, OH niomaetcs 6e3 oco-
6bIX NpobneM. B nyywem cnyyae ataky-
IOLLIMIA 6epeT Nof KOHTPOSIb TOSbKO cam
IE, B XyfLLEeM Xe — 3axBaTbIBaET BCIO One-
paumnoHHyto cucTemy. [locTato4HO 3anTu
Ha CTpaHuLy, CofepXalLLlyto 3110BpeaHbIN
Kog u... Camoe HeENpUATHOE, YTO Takown
KO MOXET COLEepXaTbCs faxe Ha «npe-
CTWXHBIX» calTax, Hanpumep, B rocte-
BOWi KHWre, B KOTOPYIO MOTYT nncath BCe
XenarwLlme n KoTopble aneko He Bcer-
[la BbINOJTHAIOT KAYECTBEHHY hunbTpa-
umo HTML-copepxumoro. XKectkas Ha-
CTOMKa NOANTMK 6€30MaCHOCTM O HEKO-
TOPOW CTENEHN YMEHBLLIAET BEPOATHOCTh
YCMELUHON aTaku, HO He UCKMoYaeT ee
MOSIHOCTbI0. BONLLIMHCTBO AbIP (TaKMX,
Hanpumep, Kak nepenosiHeHve 6ydepa
npu 06paboTke bmp-gaiinos) ocTaTcs
OTKPbITEIMW W YCTPAHAIOTCA TONbKO 3a-
nnaTkamu, npo Npo6saeMbl KOTOPbIX Mbl
yXe roopunun. YCTaHOBUB anbTepHa-
TUBHbIA 6pay3ep (Hanpumep, FireFox),
Mbl 6yAeM NPaKTUYECKN MOMHOCTLIO 3a-
CTpaxoBaHbl OT NOAOO6HLIX aTak, ogHa-
KO BMeCTe ¢ 6pay3epoM eLle notpeody-
€TCs APYron MOYTOBLIA K/IMEHT (Hanpu-
mep, Thunderbird), nockonbky ctaHgap-

THbI Outlook Express HernacHo ucnosb-
3yet |E gna oto6paxenns HTML-nncem,
KOTOpble SBNAIOTCS UAaeanbHbIM Cpefac-
TBOM aTtaku, U1 MHOXECTBO YepBeN pac-
NPOCTPaHSATCH UMEHHO Tak.

TpeTbst M NOCNEAHAS MULLEHb — CaM
4EenoBEK, KMIOHYBLUWIA Ha NPEAIoXeHue,
«OT KOTOPOro Hefb35 0TKa3aTbCs», 1 3a-
NYyCTUBLUUIA UCMONHAEMbIV hann (3a-
4acTyl0 3aMackunpoBaHHbIA Mof rpadgu-
YECKYI0 KapTUHKY WAW YTO-TO PYroe).
Hy 4Tto TyT MOXHO ckasaTb? TeopeTu-
4eCKM JOCTaTOYHO CTPOro-HacTporo 3a-
NpeTuTb BCEM NONb30BaTENAM 3anyckaTb
4TO Obl TO HY 6bISI0, CKAYAHHOE U3 CETU
WK NOSTYYEHHOE MO 3NIEKTPOHHOM NoY-
Te, TONbKO BEAb BCE paBHO OHM ByayT Ka-
yaTb ¥ 3anycKaTtb. 3a BCEMM He ycreauLlb
1 He ocTaHoBULWb! OpraHn3aumoHHble
Mepbl yXe fokasanu cBot Headhdek-
TUBHOCTb, U NPOBAEMY MOXHO PeLUnTb
TOSbKO TEXHUYecKKM nyTeM. Camoe npo-
cToe — 3anyckarb FireFox n Thunderbird
13-nof cneuuanbHOro nosb3oBaTtens,
C MUHUManbHLIMU NpaBamMu, He UMEto-
LLLero JOCTyna HK K Kakum haiinam, Kpo-
Me ¢pannos camow nporpammsl. M xots
B Windows ypoBeHb npuBUAEruin nerko
MOXeT ObITb MOBbILLEH B 06X0f BCEX 3a-
LUMT, NoaasnstoLLee 60MbLUMHCTBO aTaKy-
IOLLIMX MPOrpamMm A0 3TOrO eLLie He JOopoC-
nn, M Takas Mepa [OCTaTo4HO 3(PEKTUB-
Ha. A BOT NpyMep HEBEPHOr0, HO BECbMA
NONYNAPHOro PeLUEHNs — CTaBUM BUPTY-
anbHyto MalwmHy ¢ Windows, yctaHasnu-
BaeM Ha Heli Jliuca ¢ [MTuuen 1 cBsi3biBaem
BUPTYasnbHOW CETbIO C OCHOBHOM MalUu-
HoW. Ha nepeebIi B3rnsg — BCe npekpac-
HO. ATakyioLLMA MOXET BO3LENCTBOBATb
Ha 6pay3ep, HO 13 3aCTEHKOB BUPTYasib-
HOW MaLLMHbI OH HUKYAa He BbibepeTca, a
Tam BCE PaBHO HET HNUYErO NHTEPECHOTO,
Kpome KaLla 6paysepa, U eLLe, 6bITb MO-
XET, N0YTOBOM 6a3bl, KOTOPYHO B NPUHLK-
e MOXHO PacnonoXuTb U Ha OTAENbHOW
BUpTYyasibHOM MalumHe, 6naro B VMWare
MeXZy HUMM Nerko nepekntoyarbes. MNpo-
6nema B TOM, YTO ECIIM OCHOBHAs MalLnHa
[OCTYMHa Mo BUPTyaribHOM CETU (a ecnu
OHa He 6yeT fOCTYNHa, TO Kak NpuKaxe-
Te BbIXoauTb B VIHTEpHET?), aTakytoLlas
nporpaMma CMOXET BO3[4eNCTBOBATb Ha
OCHOBHYIO OnepaLyoHHY0 CUCTEMY, Ye-
pe3 UMetoLLMecs B Hevi Ablpbl, TaK 4TO Ta-
Kasi cxeMa BCe paBHO He O4YeHb HafeXHa,
XOTSl 6OMBLUMHCTBO PacnpoCTPaHEHHbIX
BMPYCOB OHa OTCEKAET Cpaay, TONbKO He-
06X04MMO CNeaunTb, 4TOObI Ha BUPTYaslb-
HOM MaLLIMHe He 06pa30Basncs «300MapK»,

KIMWEeHTCKNe MallWHbI
Windows 2000/XP

g LINUX/BSD
proxy

IHTEPHET

PucyHok 1. JlokanbHasi ceTb HeBGONBLWON
OpraHMBalyy C ORHMM BHEJIEHHHM
KOMNBIOTEPOM-BaCTHOHOM

BEAb BMPYCbl MMET TEHAEHLMIO 3apa-
XaTb BCe, K YeMy npuKacarTcs. ..

XopoLwuo, Lenu ataku onpegeneHsb.
Bypnem cTponTb 060pPOHUTENBHbIE CO-
opyxeHus!

Cpeaun NUHrBMHOB

HekoTopble opranusauum npegnpuHuma-
t0T NOMbITKM NOTHOrO Nepexoga Ha Linux/
BSD, ogHako npv 3ToM BO3HUKAET 6011b-
LLOe KOSIMYECTBO TPYLHOMPEOLONUMbIX
npobnem. [aneko He gna Bcero o6opy-
[0BaHMA MOXHO HanTv apavisepa. faxe
€CNnv faHHas BugeokapTa unm apyroe yc-
TPOWCTBO BXOAWT B CMIMCOK NOA4EPXMBa-
€MOro Xesesa, faneko He hakT, 4To Co-
cTaBuTeNb AUCTPMOYTNBA OENCTBUTENb-
HO NPOTECTMPOBAs ee 1 OHa cornacuT-
cs paboTtaTb Kak Hago. Ha MHorue cka-
Hepbl 1 apyryto nepudepuio opansepos
BOOOLLE HeT.

B Linux/BSD Bce He Tak, Kak B
Windows, 1 nonb3oBaTenen npuxoanT-
Csl nepey4mBathb, HO KTO X ByaeT nepe-
yuuBaTb? U KTo ByfeT HecTn pacxofpl?
A ecnv nNpuxoauT HOBbIA COTPYAHUK?
K Tomy xe Star Office — 310 BCe Xe coB-
ceM He Microsoft Office, n xoTa oH MoXeT
OTKpbIBaTh HekoTopble Office-foKymeH-
Thbl, peanbHO C HUM paboTaTb HEBO3MOX-
HO (pa3Be YTo 13 ropsayen 116su K Linux
WNK OTCYTCTBUIO aNbTEPHATUBSI).

HakoHel npakTuyecku Ha nobom
NPEANpUATUM TakK UM MHAYe UCNOJb3Y-
t0TCSA Cneuvanu3npoBaHHble MporpaMmsl,
Kak npasBmno HanucaHHble Ha DELPHI
1 HE UMEoLLME NPAMBIX aHasoroB B Mu-
pe Linux. TeopeTnyecku nx MOXHO nepe-
HECTW 1 Ha apyrve NnaTtopMbl, HO oup-
Mbl-pa3paboT4MKM NOKa He BUAAT B 9TOM
HUKaKOro CMbICIa, MOCKOMbKY Linux-pbi-
HOK eLLle He CRoXwuncs.

XOTUM 1M MbI TOTO UK HET, HO OT-
Kasatbcsa oT ucnonb3osaHus Windows
Ha paboymx CTaHLUMAX NOKa HEeBO3MOX-
Ho. [Mpumem 3TO Kak (hakT u nogyma-



€M, KaK Bce-Taku ee 3awmutuntb. Cepae-
pa B 3TOM MnaHe YyBCTBYHOT €65 HAMHO-
ro ny4we, u Linux-cepsep — BNOJIHE HOP-
manbHoe pelleHmne, xots BSD Bce-Taku
6onee npennoyTUTENbHa, XOTA Ha 3TOT
CYET UMEIOTCH pa3Hble MHEHMA.

Cxembl NOCTpoEHUs
3ALUTHOro 0acTUoHa
PaccmoTpum ans Hayana cetb Hebosb-
IO opraHu3aumm ¢ LecAaTKoM Knu-
EHTCKMX MaLUVH N OfHUM BbIAENIEHHbIM
KOMMbIOTEPOM — cepBepom. Ha knu-
€HTCKME MalUuHbI Ny4ylle BCEro noc-
TaButb Windows 2000/XP ¢ FireFox
1 Thunderbird, 3anyLueHHbIMW U3-NOA Ha-
MMeHee NPYBUIErMPOBaHHOIO NoNb30Ba-
Tens 6e3 npas JOCTYNa Ko BCeM (hainam,
Kpome hainoB nporpaMmbl (XOTd nny-
HO 7 13 6pay3epoB NPEANOYMTalD KOH-
COJIbHBIN links, KOTOPbIN OYEeHb HaZeXeH
B NnaHe 6e30MacHOCTH, HO yCTaHaBMu-
BaTb €ro Ha KOMMbIOTEP CEKPETapLUM MO-
XET TOMNbKO afMUHUCTpaTop-cagucT). Ha
cepeepe yctaHasnusaetcs obdas UNIX-
nopo6Has onepaunoHHas cuctema (Linux
unn BSD), nogHumaeTca HTTP-proxy u
NM60 COBCTBEHHbIN MOYTOBbIA CEpBEP,
NM60 TpaHCcNATop NOpTOB, MO0 6paHL-
Mayap YPOBHS NPUIIOXEHWIA, UrparoLLnii
ponb POP3/SMTP-proxy. Bnpoyem, npo-
CTENLLNIA Proxy A5 NOYTbl MOXHO Hanu-
caTb ¥ CaMOCTOSATENBHO — OH HE 3aMeT
1 coTHU cTpok Ha C/Perl.

MonHoueHHbIN BbIXOA B UHTEpHeT
KMUEHTCKMM MalluHaMm Nnyylie BCero
He faBaTb, NMOCKOMbKY B 3TOM Cly4ae
OHW MOTYT 6bITb JIErKO aTtakoBaHbl 13-
BHe. A BOT paboTa 4epes Linux/BSD-
6acT1OH Ha OCHOBE proxy-cepsepa nos-
BOJSIAET 0TKa3aTbCH OT YCTAHOBKMW 3a-
nnaTtok Ha Windows-maLLvHbl, NOCKOJSIb-
Ky Tenepb MX MOXHO atakoBaTb TONbKO
W3HYTPU CeTU, a NPOTUB BHYTPUCErMEH-
THbIX aTak faxe 3anataHHble CUCTEeMbI
BCE PaBHO He3aLUMLLEHbI.

Kak BapuMaHT MOXHO YCTaHOBUTb
SOCKS-proxy cepsep (nogobHee 06 3ToM
MOXHO Npo4ymTaTh B CTaTbe «YHUBEP-
calibHbIii NMpoKcu-cepeep» BanexTu-
Ha CuHMLbIHA, ONyBAMKOBAHHOW B (heB-
panbckom Homepe «CucteMHoro Agmu-
HucTpaTopa» 3a 2005 rog) u npegocTa-
BUTb KJIMEHTAM MPaKTUYECKMN NOSTHOLIEH-
HbIn pocTtyn B VHTepHet. B3aumopeiic-
TBUe Yepe3d SOCKS-proxy cHUMaeT MHoO-
rne npobnemsl. Tak, Hanpumep, He Tpe-
6yeTca crneuuansHas HacTpolka Knm-
€HTCKOro NMporpaMMHOro o6ecneveHns

(BocTaTo4MHO NPOCTO YCTAHOBUTL Proxy-
KIMeHTa), 1 nporpammsbl, He ymetoLyune
pa6oTatb 4epe3 HTTP-proxy, ckopee
Bcero 3apabotatot 4epe3 SOCKS, og-
HaKo He Bce. Befdb proxy — 370 BCe-Taku
proxy, CO BCEeMMW BbITEKAKOLLMMWN JOCTO-
WHCTBaMM 1 OrpaHny4eHnsmn. BHelHve
MOAKIOYEeHNS 3anpeLLeHbl (ToYHee — He-
BO3MOXHbI), M €CNM TONbKO HE YCTPOUTH
TpaHCNALMIO NOPTOB cneuunansHo, ata-
KYIOLLMIA HE CMOXEeT YBMOETb HW OfHO-
ro knuextckoro yana! (OgHako Heo6-
XOAMMO MOMHUTb, YTO OT atak Ha npu-
NOXeHWs, HanpumMep, Ha 6pay3ep, Proxy
He 3alumLLaeT.)

MpepnoxenHas cxema (cMm. puc. 1)
0TNMYaeTCs BbICOKON HAAEXHOCTbIO
1 NpocToTON ynpaenenus. CoBpemeH-
Hble AMcTpnoyTmBbl Linux/BSD cTaeat-
s U3 «KOPOOKM» He Xyxe, 4em Windows,
1 C HACTpOMKamMm No ymonyaHuio paboTa-
t0T BMOJIHE AOCTOMHO. BpemeHa konposc-
TBa W NAACOK ¢ 6y6HOM yxe npowunu. Ko-
HEYHO, rypy TYT Xe CKaxyT, 4TO BCe 3TO
€pYyHAa U HAaCTPONKM MO YMONYaHUIO He-
npasunIibHbI/HE6E30MacHbI/HeNpPon3Bo-
OuTenNbHbl. Ha To oK 1 rypy. Ux xneb —
TEMHble Maruyeckue puTyansl, nocne
KOTOpbIX cucTeMa 6ykBanbHO npeobpa-
XaeTcs, TONbKO BOT... XXM3HEHHO BaX-
HOW HEO6XOOMMOCTU B 3TOM HET. [bipbl
B Linux/BSD npakTu4eckn oTcyTCTBYIOT
(BO BCAKOM Crny4ae B HOBbIX COOpPKaXx,
CKayaHHbIX C ouLMansHoro cepsepa,
a He KynfieHHbIX B 6imxxanlem napbke)
W HaCTPOWKKN MO YMOMNYaHWIO B nocnep-
Hee BpeMmsl CTanu BrosiHe NPoAyMaHHbI-
mu. Bo Bcsikom cnyyae BSD-cepsep ga-
Xe B LUTATHOW KOHUrypauum 3aLumileH
HamHoro nyywe, yem Windows. MHo-
rme opraHu3auum UMEeHHO Tak U NocCTy-
natT. Ha BHeluHwWii cepsep ctasat BSD
(unu Linux), @ Ha BHYTPEHHWE MaLUUHbI —
Windows 98, Windows XP 1 T. ., Tak 410
B 9TOM PELLEHWNN HET HUYEro HOBOrO UK
3K30TUYECKOrO.

KcTaTn roeopsi, NbBMHAA JONS ObIp
Linux/BSD-cepeepoB npmxoguTcs oT-
HIOAb He Ha camy onepauuoHHY cuc-
TeMy, a Ha yCTaHOBJIEHHOE NOBEPX Hee
nporpaMmHoe obecneyeHne — Sendmail,
Apache 1 T. o. 310 CnoXHbIE Nporpam-
MHbIE KOMMJIEKChI, CofiepXallne orpom-
HO€ KONIM4ECTBO CTPOK MCXOQHOrO KOAA,
B KOTOpbIX 3amyTanmnch Aaxe camu paspa-
60TYMKM. VX 04EHB CIOXHO HAacTpamBaTb
W eLLie COXHee oTnaxusarb. Yem «ner-
ye» byeT proxy-cepeep, TeM MeHbLLe Be-
POAITHOCTb, YTO B HEM OyayT ObIPbl.
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KNMUEHTCKNE MaLlUnHbI

Windows 2000/XP > .

BSD
§ NAT
‘ LINUX

proxy

HHTEPHET

PucyHok 2. JlokanbHasi CeTh HeBOMBIION
opraHMsauuy C OBYMsSI BHIEJEHHHM
xounsmwepamu—ﬁacmnonamu

B npvHLMNe MOXHO yCTaHOBWTbL U He-
CKOJIbKO CepBepoB, COeAVHMB UX Nocne-
[oBaTeflbHO Apyr ¢ Apyrom. BHewHui
cepBep «BUAUT» TOJIbKO CBOEro BHYT-
peHHero cobpara, 1 nnokasnbHas ceTb eMy
HegocTynHa (cMm. puc. 2). Ecnu Ha op-
HOM U3 cepBepoB BydeT cTosAThb Linux,
a Ha gpyrom BSD, T0 xakepy, YTo6bl Npo-
HUKHYTb B JIOKaJIbHYIO CeTb, NpuaeTcs
B3/510MaTb cpasy o6e CUCTEMbI, YTO [10-
BOMbHO 3aTPYAHUTENBHO, ECNU He CKa-
3aTb MasioBeposATHO. Proxy-cepeep MOX-
HO CTaBWUTb KaK Ha BHELLHEM cepsepe
(a Ha BHyTpeHHeM nogHumats NAT), nu-
60, HA060POT, NPSATaTb ProxXy 3a BHELUHUM
cepBepom, Ha kotopom ctoaT NAT nntoc
6paHgmayap.

Kaxpgoe peLleHne uMmeeT CBOU CUSTb-
Hble ¥ crnabble CTOPOHbI, HO BCE-TaKM Jyy-
LUe pa3MeLLaTb proxy Ha BHeLLHeM cep-
BEpe ¥ BOT NOYeMy: ecnu B HEM BAPYT
oKaxeTcs Ablpa (a oHa TaM OKaxeT-
CSl) 1 XaKep 3axBaTWUT KOHTPOMb Hapd y3-
NOM, ero OCTaHOBUT BHYTPEHHUI cep-
Bep. Hanpotue, NAT cam no cebe H1kak
He 3aLlMLLAeT BHYTPEHHWI Proxy oT arak
(Hy, NPaKTMYeCKM He 3aLLMLLAET), U ecru
XaKep CyMeeT ero B35omMaTb, OH TYT Xe
NONYy4UT JOCTYN BO BHYTPEHHIOW CETb,
B KOTOPOW HaxogsaTcsa cnabo 3alluLeH-
Hble MaLwwuHbl ¢ Windows!

A BOT Be6-cepBep (ECNM OH TONbKO
€CTb) NyHLLe BCEro Pa3MeCcTUTb Ha BHe-
LUHEM CEPBEPE, HY B KOEM Cy4ae He COB-
MeLLas ero ¢ Tem y3siom, KOTOpbI nme-
€T JOCTYNn BO BHYTPEHHIOK ceTb. Beb-
CEPBEP — 3TO OYEHb-04YEHb CIOXKHBIV ar-
perat, B HeM HEU36EeXHO NPUCYTCTBYIOT
owmbKKM, 1 NoTOMy Beb-cepBepa noma-
t0T YaLle Bcero!

Nomawnue cetn —
npo6nembl u peweHns

Ons gpoma unm menkoro oguca Bblge-
NATb OAHY M3 MalUWH B OTHENbHOE «fe-



0e30nacHOCTb

NOMPOM3BOACTBO» Yallle BCEro
Henpuemnemo, xoTs cobpatb
cepBep Ha OCHOBE yCTapeBLLe-
ro 060pyaoBaHns, oCTaBLUero-
CA OT anrperga, MoXeT npak-
TU4yeckn Kaxnpli. Linux/BSD-
cepBepam He Hy>XXeH MOHUTOP,
a npu xenaHnm MOXHO 060i-
TUCb 1 63 XECTKOro amcka,
B pesynbraTe 4ero pacxopbl
Ha 6e30MacHOCTb OKaxyTcs He
Tak y>X 1 BENWKKM, TemM 6onee 4To
JOoMalLlHAA ceTb U3 2-3 MaLUWH
yXe He pedKoCTb, @ HoOpMa, Tak
noyemy Obl He MOCTaBUTDL eLLe

wWeydHm
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ThiBalOLLMe NEPCMNEKTUBDLI, HE
npasga nu? Ho o6o Bcem no
nopsagky!

Ona Hayana Ham noTpe-
6yeTcs BbI6paTb aMynaTop.
370 [AOMKEH ObITb 04eHb ObICT-
pbI 3MYNATOP, K TOMY e NoA-
LEPXMUBAIOLLMIA BUPTYaNbHYIO

OfHY MaLLWHY, He yCTaHOBUTb
Ha Hee LINIX/BSD v He nonpo-
60BaTh ce6 B ponv agMUHuUCTpaTopa?

Ho paBaiTe BCe-TakuM UCXOOMUTb
13 TOrO, Y4TO KOMMbIOTEP Y HAC OfMH,
npuyeM 370 fasieko He camblil MOLLHBIN
komnbtoTep (Hanpumep, P-lII), n noky-
natb eLe OAVH Mbl HE MOXEM/He XOTUM,
npegnoymTas ucnonb3oBaTtb BUPTYanb-
Hbl€ MaLLUHbI.

B03MOXHbIX BapnaHToOB noctpoe-
HWS CETV BCEro ABa — YCTAHOBUTb Ha OC-
HOBHYI0 MalumHy Linux/BSD, 3anyckas
Windows nog amynatopomM unu, Hao6o-
poT, 3anuxatb Linux/BSD B amynsatop
1 NpegocTaBuTb en npsMor goctyn B VK-
TepHeT B 06xog Windows. Torga Bbixof
B CeTb GyAeT OCyLLeCTBAATLCA MO cre-
LytoLLIel cxeme: KoMMbloTep (Keneso) —
Windows (HeceTeBble KOMMOHEHTbI) —

QEMU xak anbTepHaTusa
VMWare
VMWare — 370 3ameyatesibHbIn aMynsTop,
raBHbIE W, NOXasyii, eAMHCTBEHHbIE HELO-
CTaTK1 KOTOPOro — BblCOKasi CTOMMOCTb ($200
Mo TeKyLLeMy npaicy) 1 oTCyTCTBUE MCXOL-
HbIX TEKCTOB. 3a 3T IeHbI1 MOXHO CBO6OS-
HO KyN1Tb NOAEPXaHHbIA KOMMbIOTEp 663 MO-
HUTOpa, CO3AaTh BblAeNeHHbIN Linux-cepsep
N He My4uTbCs. VICXOAHbIE TEKCTbI HYXHbI
HE TONbKO AN YAOBETBOPEHMA NO6OMBITC-
TBa. Bot, Hanpumep, ecnn VMWare He BUauT
BUPTYanbHyo kapTy DSL-mofgema, To Ham oc-
TaeTcs TONbKO Pa3BecTy pyKamu, a npu ux Ha-
JINHUM MOXHO 6bI1510 661 pa3o6paTbCs NoHeMy
Tak v ycTpauuTb npobnemy. [laxe ecnu ato
He MOXeM cfienatb Mbl, HaBepHsiKa CMOXeT
KTO-HWOYab JpYron.

[Mo3ToMy MMeeT cmbICn pacCMOTPETh
1 6ecnnaTtHble 3MynATOPbl, U3 KOTOPbIX HAM
60sbLUe Bcero noaxogut QEMU (http://fabrice.
bellard.free.fr/gemu). 310 AMHaMMYeCKuii amy-
NATOpP, 0CHOBaHHbIM Ha BOCHS (http://bochs.
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amynsaTop (Linux/BSD) — Windows (ce-
TEBbIE KOMMOHEHTbI).

MepBbIi cnocob Hanbonee 0HeBULEH,
HO OH He obxoguTcs 6e3 npobnem. Bo-
nepBbIX, AN JOCTMXEHUS NPUEMITEMON
MPOW3BOANTENBLHOCTU Mbl SOMKHbI UMETb
LOBOMBHO MOLLHBIA KOMMBLIOTEP U MHOTO
onepaTtv1BHON NAMATH, YTO NPOTUBOPEHUT
ycnosuaM 3agayu, Bo-sTopbix, Windows,
3anyLLyeHHas u3-nog amynaTopa, He uMe-
€T NpsIMOro gocTyna K 060pynoBaHUIo
1 3TO 060pYAOBaHME HE MOXET peanu-
30BaTb CBOW (hYHKLMOHAN, a 3a4acTyio
oTkasblBaeTcs paboTatb BoobLe!

BTopoii cnocob Bcex aTux HegocTart-
KOB NvLLIEH. EMyY He Hy)XeH BbICOKONpPOM3-
BOOMTENbHBIN (@, 3HAa4MT, BECbMa JOPO-
rOCTOSILLMIA) MpoLieccop 1 TpebyeTcs CoB-

sourceforge.net), Ho pa6oTatoLLni B LECATKM
pa3 6bICTpee ero 1 HUYYTb He YCTynaroLuii
VMWare no npon3BoaMTENLHOCTM (& Ha He-
KOTOPbIX 3ajadyax gaxe o6roHswowuin ee),
COBEPLUEHHO 6ecnnaTHbIN, NOPTUPOBAHHLIN
nog MHoxecTBo nnatgopm (1 Linux/BSD/
Windows B TOM 41CnEe), UMEIOLLMIA Ky4y pas-
HbIX PaCLLUIMPEHUI Ha BCE CAy4am XMW3HM OT He-
3aBUCUMbIX pa3paboTHUKOB U T. A.

BupTtyanbHas cetb, B oTindune ot VMWare,
BCTaET cama, He Tpebys HUKaKON HaCTPOMKH,
Y4TO 1 MII0XO, U XOPOLLIO 0fiHOBpeMeHHo. C ofi-
HOW CTOPOHBbI, Mbl MOXEM OPraHW30BaTh Bbl-
X0 B VIHTepHeT Yepe3 modem 6e3 niscok
¢ 6y6HOM, C Lpyrovi CTOPOHbI, 06ecne4nTb
«(pU3n4ecKnin» [OCTYM K CETEBON KapTe yXe
HE MONy4NUTCS M NPUAETCS NGO KOBBLIPATB UC-
XOfHbIE TEKCTbI, TG0 UCKaTb LOMOMHUTENb-
Hble pacLUMPEeHs, KOTOpbIE He Bceraa pabo-
TalT CTAbWUNBHO U K TOMY Xe TpebyroT 065-
3atesibHoM nepekomnunsaumn QEMU, noato-
My Bbl60OP KOHKPETHOrO 3MynsaTopa ocTaeT-
Csl 32 BaMU.

CETb, AOCTATOYHO HAAEXHbIN B
paboTe 1 Mo BO3MOXHOCTU fie-
LUEBbIVA, BNPOYEM, YHUTbIBAS CNELMEMUKY
POCCUIACKOrO pbIHKA, LieHa NpogyKTa He
SIBNSETCA peLlaloliuM (hakTopoMm, 0co-
6eHHO A9 JOMaLLHUX CeTew.

Knaccuyeckunin Bbi6op — 370, KO-
HeyHo xe, VMWare, DOCTOMHbIX KOHKY-
PEHTOB KOTOPOMY Moka He HabnogaeT-
csl. EQMHCTBEHHbIN HefoCTaToOK — BUP-
TyanbHas CeTb JOCTaTO4YHO CMOXHO Ha-
CTpauBaeTCsi, U HecneyuanucTam npu-
XOQWTCS NOMOTETh, MPEXAE YeM OHa 3a-
paboTtaeT. OcTanbHoe H1Kakux npobnem
He BbI3blBAeT. YCTaHABIMBAEM 3MYNs-
TOP, CO3[aeM HOBYK BUPTYanbHYK Ma-
LUMHY C HaCTOMKamM No YMOMYaHwio, BOA-
pyxaem Ha Hee Linux unm BSD, a 3atem
LaeM e JocTyn K hnamyeckomy o60opy-
LOBaHMIO.

Ecnu Bbixog B VIHTEpHET ocyLecT-
Bnsetca Yyepes Dial-Up no COM-mogewmy,
3ax0MM B HACTPOWKU BUPTYasibHON Ma-
LUMHBI («VM — Setting») 1 0TKpbIBaeM go-
CTYN K pU31M4EeCKOMY MOPTY, HA KOTOPOM
«BUCUT» MogeM («Hardware — Add —
Serial Port — Use physical serial port on
the host — COMx»). Mpuyem VMWare Bu-
LWT He TOJIbKO HacTosiLLmne hUsnyeckme
MOpPTbl, HO W MOPTbI, CO3AAaHHbLIE Apaii-
BEpPaMM Pa3fIUYHbIX YCTPOICTB, HaNpu-
mep, GPRS-gpainsepom coToBOro Tene-
thoHa nnm copT-MoLEMOM, YTO CHUMAET
npo6nemy novcka gpansepos nog Linux/
BSD. Hy a Haintu gpanBep ctaHgapT-
HOro mogema — He npobnema, Tem 60-
nee YTO ANs pacnpoCcTpaHeHHbIX Mofe-
nen CyLLecTBYIOT U «pOfHble» OpanBe-
pa. OcTaeTcst TONbKO HACTPOUTbL BbIXOA
13 Linux B IHTepHeT. MNpoLue BCero Boc-
nosib30BaThLCS MOMNYNSPHOWM Nporpam-
mown KPPP, koTopasi no nerkoctu ynpas-
NEHUst HUYYTh He OT/IMYAeTCs OT CBOEro
Windows-aHanora, ecnv gaxe He npe-



BOCXOAMT ero (cm. puc. 3). Tenepb WH-
ctannupyem HTTP/POP3/SMTP-proxy
n Bce! BblI6Op KOHKPETHbIX MporpamMm
MOXeT 6bITb 1I0ObIM. TyT BCE 3aBUCUT
OT KOHKPETHbIX BKYCOB M NPEAMNOYTEHNIA.
B ogomcHom cetn, HaBepHoe, ny4lle 6y-
[eT MCnonb3oBaTth 3HAMEHUTBIV squid,
HO A8 foMa 3TO CIIMLLKOM YX TSHXKeso-
BECHOE pelueHue. JIM4HO y MeHsa npu-
xunucb small http-proxy (http://home.
lanck.net/mf/srv/), pop3proxy (http://
www.quietsche-entchen.de/download/
pop3proxy-1.2.0.tar.gz) n smtpproxy
(http://www.quietsche-entchen.de/
download/smtpproxy-1.1.3.tar.gz), xoTs
3TO Janeko He camoe fyyllee pelle-
HWe, N rypMaHbl NPOrpaMmHoro obecne-
YeHUs HaBepHsKa noadepyT YTO-TO CBOE.
N3 SOCKS-proxy 1 npegno4utato Dante
(http://www.inet.no/dante). He cTonbko
13-3a €ro Ka4ecTB, CKOMbKO M3-3a TOrO,
4TO OH HanWcaH n pacnpoCTPaHAETCS Ha
6ecnnaTHoN OCHOBE ropsYv MM NapHAMU
13 Hopserum — poauHbl MOen nobrmoe
rpynnsl Sirenia (Takoe Mpa4yHoe OpPKeCT-
POBOE XOpasibHOe roTUYECKOE NEHUe).
C DSL-mofgemamu B 3TOM MnaHe Yy Tb-
4yyTb TpyaHee. B npuHumne VMWare nos-
BOMAET 3MYIMPYEMOMY NPUITOXKEHUIO BU-
et gmanydeckme USB-noptbl («VM —
Setting — USB Controller — Automatically
connect new USB devices to this virtual
machine when it has focus») (cm. puc. 4),
HO MOWUCK Nogxopslero gpaneepa
onsa USB DLS-mopema nop Linux mo-
XET CcTaTb HENPEeOAONMMOM NPo6IeEMON,
MOCKOMNbKY He ANA BCex Mogenen Ta-
Kue gpansepbl ecTb. [paBaa, TYT MOX-
HO CXUTPUTb. YCTAHOBUTL «POLHOW»
Windows ppaiiBep — Kak npa-
BWNO, OH CO3AAET BUPTYasbHYHO
CETEBYIO KapTy W BCTpauBaeT
ee B TCP/IP-cTek, 6narogaps
4eMy Mbl MOXEM BbIXOAWTb B
WHTepHet. Ecnn yoanute TCP/
IP npoTtokonel, ocTaBuB BUp-
TyanbHyl0 KapTy Of4HY-OAUHe-
LUEHbKY, HKaKoro MiHTepHeTa y
Hac, pasymeetcs, He 6ydeT, HO
TEM HEe MeHee Ha (P13N4eCcKoM
YPOBHe nakeTbl MOryT 6ecnpe-
NATCTBEHHO NPUXOAUTbL/YXO-
OUTb C Hawero y3na. Mpes co-
CTOMUT B TOM, 4TO6bI Aath Linux-
MaLLKHe «(OU3NYeCKMiA» [OoCTyn
K BUpPTyanbHON CeTeBOW Kap-

/tmp

Desktop
/fuck
none

T EY T

ma Windows npu atom 6yaeT «3acseye-
Ha» B /IHTepHeTe NuLLIb YaCTUYHO, YTO 3a-
LMTUT ee OT NOAABNIAOLLEro 60SIbLLMHC-
TBa aTak. TeM He MeHee NOCKOIbKY ce-
TeBble MaKeTbl MPOXOAAT Yepe3 MHorune
Windows-KOMNOHEHTbI, MOTEHUMaNb-
HO He CBOGOHbIE OT AbIp, B NPUHLMNE
araka BCce-Taku BO3MOXHa, HO 3TO yXe
13 061aCcTV NapaHommn 1 TeEOPETUHECKMX
abCTpakumin.

OcHoHas npo6nema CoCTOUT B TOM,
yto VMWare He nossonseT Bbl6MpaTb
K KakO UMEHHO «(hU3N4eCcKom» Kap-
Te OHa NOAKIII0YaEeTCA ¥ N0 YMONYaHWIo
BbIGUpAET NepByt0 0OHAPYXEHHYIO Kap-
Ty. ECnn KomnbioTep He MMeeT HUKaKux
LPYrux ceTeBbIX KapT, KPOMe TOR, 4TO yC-
TaHoBneHa DSL-monemom, BCe XOpoLLO
N Mbl MOXEM He MepexwusaTtb, HO CTO-
UT BOTKHYTb OLHY WNWN HECKOJIbKO «Ha-
cToawmx» Ethernet-kapt (unm 3apeic-
TBOBaTh Ethernet-kapTy, nHTerpmposaH-
HYI0O B MaTepuHCKYI0 nnary), Kak Bup-
TyanbHas Kaprta coufer C nbefecTa-
na, » Bce nonpget Hanepekocsk. Ecnu
Tak, rosopum: «Edit — Virtual Network
Setting — Automatic Bridging — Excluded
Adapters — Add» 1 nepeuncnsiem cete-
Bble afanTepbl, KOTOPbIE Mbl HE XOTUM UC-
nosnb30BaTh B BUPTYanbHON CETW.

Opyras npo6nema coCTOUT B TOM,
4yto VMWare MoXeT He «yBMOeTb» BUP-
TyanbHYyl0 CETEBYIO KapTy, ¥ Toraa cBs-
3atb ee ¢ Linux He nonyuutcs. Hapex-
Hee Bcero ucnonb3oBaTtb DSL-mMopge-
Mbl ¢ Ethernet-nopTtom, nogknioyaemsie
K hM3n4eckon ceTeBow KapTte, KOTO-
pyto VMWare yBugeTtb npocto obsa3a-
Ha. Hy a hacTpouTtb DSL-Mopgem 13-nog
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Linux ceiyac yxe He npobnema. Bo Bcex
WAW NPakTUYEeCKW BCeX OUCTPUBYTUBaX
Ha 3TOT Cry4an umetTcs yoobHble Mac-
Tepa. B wactHoctn B KNOPPIX pocTa-
TO4YHO HaxaTb «K — VIHTepHeT — ADSL\
PPPOE Configuration» 1 oTBeTWUTb Ha He-
CKOJTbKO HECMOXHbIX BOMPOCOB.

3akn4yeHue

OTpasuTb 60MbLUNHCTBO aTak BroJsiHe pe-
asibHO, XOTS 3a 3TO NPMXOAMTCS pacnna-
YMBaTbCA MHOXECTBOM TPYAHOMPEOLO-
NUMbIX Heyno6CTB (MOKynKa LOMOSHM-
TesIbHOro 060PYA0BaHUS UM CHUXKEHNE
NPOM3BOANTENBHOCTY NpK paboTe Ye-
pe3 aMynaTop, HEMOMHOLEHHbIA BbIXO
4yepes proxy u T. A.). A MOXET... HU4ero
1 He Hapo oTpaxatb? CtouT xe XP, aB-
TOMaTU4YeCcKn 3abupaeT CBEXME OOHOB-
neHust n3 VIHTepHeTa, Ha 3NIEKTPOHHOM
KoLLeJIbKe CMOKOMHO Nnexar [eHbru, Bce
XYXOKUT U He nafaer... Tak Bedb Ha Xu-
Tenen lomnen fonroe BpeMs TOXe HU-
4yero He nagano, a NoTOM B OUH MUT He-
60 NoYepHeso, U Ha ropog, 06pyLLUMIUCE
KamHu 1 nenen. bega Hukorga He npe-
DynpexpaaeT 0 CBOEM NPUXOLE, N BOCKNN-
LlaHue «elle BYepa Bce paboTano» cny-
XWT 04eHb cnabbiM yTewernem. MoxHo
ThICAYY pa3 «CMeNo» BbIXOAQUTb B MIHTep-
HET, He 60SCb HW BUPYCOB, HW XaKEPOB,
HO TOJIbKO XaKepam BCe paBHO, 60UTECH
Bbl MX UNK HeT. /l ecnu ataka okaxeTcs
YCMELUHON... BNPOYeM, O MOCNeacTBMAX
YCMELLHOW aTaku Nly4LLe He roBopuTh. 3a-
4acTylo OHM BeCbMa Nna4yeBHbI.

MbI HY K YeMy He Npu3biBaeMm, H1 3a
YTO HE arnTUPYeM M HWU OT Yero He OT-
ropapvsaemMm. HekoTopble cymuTaloT,
yto Windows XP — 370 gocTa-
TOYHO 3allMLLEeHHasa cucTema,
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¥ UM HUYero He rpo3uT. Opyrve
Xe He 4yBCTBYIOT ce6s B 6€30-
MacHOCTW Jaxe 3a KaMeHHOW
CTEHHOW proxy-cepsepa, OKpy-
XXEHHOro Nno nepumeTpy 6paH-
LMay3poM.

B0o3aBUrHyTh 3aLLMLLEHHYIO
CUCTEMY 1erko, CoxHee no-
po6patb ONTUMASIbHYO NOUTH-
Ky 6€30MacHOCTH, COHETAIOLLYI0
KOMMOPT ¥ HagexHocTs. Onu-

4096 | Okt 29 2

[]_mishell | Midnight Commander | 8] Root Midnight Carmmander owmep 2

8 mc - Momeknoppis - Root.

Te, CBA3aB UX B Ce€Tb, N TOrAa

£\ Yo 8o ot heve Ve Todls il
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CaHHas cxema Ha 3Ty porib COB-
CEM He npeTeHAayeT. ITO Kpe-
NOCTb NapaHouKa, KOTOPbIN 3a-
LUMLLaeTCa OT BCEro Mupa, no-
TOMY YTO 6OUTCH, YTO UMEHHO

Linux cmoxeT BbIxoguTtb B WH-
TepHeT Yyepes Windows, Ho ca-

Ne10, okt6pb 2005

PucyHok 4. Hacrpoika mocTyna k USB-ycTpoicTBam
M3-TIOf BMPTYanbHOM MaumHH B cpefie VMWare

B 3TOT MOMEHT KTO-TO CMOTPUT
B Hero Yepes npuuen. @
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