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CD, HE NOABJNACTHbIN KOMUMPOBAHUIO

KonupoBLUMKKM Na3epHbIX AUCKOB
COBEPLUEHCTBYHTCA C KAXAbIM JHEM,

HO ¥ Pa3paboTYMKK 3aLUNTHBIX MEXaHN3MOB
HE APeMJILOT, TEM HE MEHEE HOBbIE 3aLYUTbI

TYT Xe nomarorcs. Moyemy?

Bawemy BHUMaHuIO npeanaraem 063op
Hanbonee nonynApHbIX OWK60K

N KOHCTPYKTUBHbIX NPOCHETOB

C PEKOMEeHAaLMAMU N0 UX YCTPAHEHUIO,
a TaKXe 3aKOHYEHHbIA anropuTm
Yype3BbI4aiHO CTOMKOW 3aLUTDI,
He Konupyemon HUKaKUM KONWUPOBLLMKOM.

aKepckas MygpoCTb Mnacur:

«B3/I0MaTb MOXHO BCE€, 3TO TOSIbKO

BOMNPOC BpeMeHu». [TporpamMmMHbIi
MPOJYKT, OPUEHTUPOBAHHBIA Ha Macco-
Bbl PbIHOK, TaKasi CUTyaL s BNOJIHe YCT-
paviBaeT. Kakoii-To NpoLeHT nosb3oBsare-
nen nokynaeT NporpaMmmy, Kakon-To HeT.
Ho nns cneunanuampoBaHHbIX Nporpam-
MHbIX KOMMIEKCOB (pacyeT npeLmn3noH-
HOrO NIUTHSA UMK 3BE3OHbIX CNEKTPOB), KO-
NNYECTBO NOMb30BaTeNeit KOTopbIX W3-
MepsieTCA KakUMU-TO ThiCA4aMu, Takom
NOAX0A yXe Henpuemsnem. MNoTeHumans-
HbI PbIHOK HACTONBKO Mas, YTO KaXaas
HeneranbHas KONus 4yBCTBYeTCS BeCbMa
60ne3HeHHO. 3Ha4WT, HaJo 3awuiaThb
Tak, YTo6bl He B3NOManu, Ho Kak?

Y Hac fjBe HOBOCTM — XOpoLuas 1 He
o4eHb. HapgexHble 3aluThl BCe-Taku Cy-
LLIeCTBYIOT, HO MX paspaboTka TpebyeTt
60/bLUMX YCUITUIA U 3HaHUSA peanuin. ITo
LOBOMbHO 3aKOBbIpUCTaa npegmeTHas
0651aCTb, M C OQHON NWLLb TEOPETUHECKO
NOAroTOBKOM B HEE He BonaeLb. TeM He
MeHee CnpocC poXAaeT NpeasioxeHune, n
aBTOp CTaTbW AENNTCA CBOUM MHOTONET-
HWM OMbITOM MO CO3AaHMI0 CTOMKMX 3a-
LLMTHBIX KOMMIEKCOB.

OcHoBHbIE KOHLENnUuun
3aljuUThbl

[MaBHOe CBOWCTBO 3alUUTbl — 3TO Ha-
LEeXHOCTb (He myTaTb CO CTOMKOCTbIO

KO B31ioMy). 3aluuta gosKHa yBEPEHHO
paboTaTb Ha BCeM CreKTpe nporpam-
MHO-annapaTtHoro obecnevyeHus ¢ 3a-
paHee HenpeackasyeMbiMU CBOWCTBA-
MWU. AHTUOTNAZOYHbIE NPUEMbI Cneay-
€T UCMNOoNb30BaTh C HOMbLLIOW OCTOPOX-
HOCTbLIO SN HE UCMONb30BaTh BOOOLLE,
MOCKOJIbKY OT HUX CIIMLLKOM MHOMO MNpo-
6nem. K Tomy xe 3awiura gonxHa 6biTb
npocTa B peanusauum n otnagke. Hanpu-
Mep, ecnv 4acTb PYHKLMOHaa BbiHECe-
Ha B MUKPOKOHTPOSIEP, CMOHTMPOBAH-
HbIA HA OTAENbHOW NevyaTHo nNnare, Nog-
Kntoyaemoii Yyepes PCI-wumHy unu COM/
USB/LPT-nopT, B3N1OM CTAHOBUTCA He
TONbKO HepeHTabesbHbIM, HO U NpakTy-
4€CKM HEBO3MOXHbIM. KOHEYHO, npu yc-
NOBWU, 4TO MUKPOKOHTPOIEP HE NO3BO-
nset cyutbiath M3Y (HekoTopble Npw-
eMbl annapaTHoro B3sioma MOXHO Hal-
Tn Ha cTpaHunyke Cepresi Ckopobora-
Toro: http://www.cl.cam.ac.uk/~sps32).
OpfHako oTnagutb Takon Komnnekc 6y-
[EeT HaMHOro CNOXHee, YeM B3/10MaTh,
MO3TOMY AN NPaKTUHECKOro NpUMeEHe-
HMS OH HenmpurogeH. B npgeane 3awmra
BOOGLLIE HE [OMKHA TPeboBaTb HMKAKO-
ro «BHeLlHero» 060pyAoBaHUsA, a 3To
3Ha4uT, YTO ee Kof 3aBefoMo byaeT fo-
CTyMNeH Ans aHanuaa u Mogudukalum
(cm. pue. 1, 2).

3aLlmTa He MOXET OTTaNIKMBaTbLCA HA
OT CEPUINHbIX HOMEPOB, HU1 OT K/IOHEBbIX

KPUC KACNEPCKH

thavinos, NOCKONbKY BCerga Hamgercs
nonb3oBarte/ib, NOXeNaBLLUA pa3fennTb
ceb5 ¢ MUPOM, U, B 0OLLEEM-TO, NO-CBOEMY
OH OyfeT npa.. YepHble CNUCKM «3acse-
YEHHbIX» CEPUIAHBIX HOMEPOB 1 Npoyne
OpraHu3aLMoHHbIE Mepbl, KaK MoKa3bl-
BaeT MpakTuKa, He[OCTaToOYHO Adhdek-
TWBHbI M CO CBOeV 3ajayeit He crpas-
nsaTCS.

Takxe HefonyCcTUMO NPUBA3bIBATL-
sl K 060pyAOBaHMIO, MOCKOMbKY MOTpe-
6UTENN O4EHb He NIDGAT, Koraa orpaHu-
ymBatT Mx ceobody. K Tomy xe, ecnu
CTOMMOCTb 3aLUWLLIEHHOrO KOMMNeKca
cocTaenset xoTs 66l 500$, xakepbl Mo-
ryT KJIOHMPOBAThL BECb KOMMbIOTEP Lie-
NIVKOM, OCOBEHHO ecnin 3TOo ByayT Ku-
Talickne xakepbl (LeHbl Ha o6opyposa-
HUe B A31M HAMHOIO HWXE eBponeiic-
Kux). Hanbonee nonynspHeiM 06beEK-
TOM MPUBA3KU CMYXUT CEPUIAHBIA HO-
Mep xecTkoro aucka u MAC-agpec ce-
TEBOW KapThl, KOTOPbIE JIETKO N3MEHUTb
(B 4aCTHOCTW, 4151 XXECTKOMO AMCKA MOX-
HO BOCMOJNIb30BaThbCst koMnnekcom PC-
3000 ot ACE Laboratory — www.acelab.
ru). OcTanbHble Xe XapakTepucTuKm
«Kenesa» elle MeHee YHuKasbHbl U B
npefenax Of4HOM NapTWM NpPakTU4eCKU
MAEHTWUYHBI Bpyr apyry. K Tomy xe He-
Nb3a 3abblBaTh NPO BUPTYyaslbHbIE Ma-
WwuHbl (VMWare, Virtual PCu . g.), npun-
BA3KA K KOTOPbIM JIMLLEHA BCAKOrO CMbIC-
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PucyHOK 1. DIEKTPOHHENA KIIOY..

na. MoxHo, KOHe4HO, pacno3Hatb Hanu-
4yme BUPTyasibHON MallWHbI U 0TKa3aThb-
¢ paboTatb Nof HeR, TOSbKO 3TO He Bbl-
Xog. BupTyanbHbix MalLuH cyLiecTeyeT
OrPOMHOE MHOXECTBO, 1 KaXKAas U3 HUX
LeTEKTUPYeTCsa No-CBOEMY, K TOMY Xe
NS 60MbLUMHCTBA U3 HUX CYLLECTBYHOT
cneumanbHble «natyu», NpegoTepalla-
loLLme geTekTuposaHue. B obiuem, Bro-
XXEHHbIE B 3aLLNTY YCUIINS OKaXYTCS He-
peHTabenbHbIMU.

MpuBA3bIBaTLCA MOXHO TOSBKO K HO-
CUTenNto — AncKeTe, nazepHomy vnu DVD-
aucky, kapte FLASH-namatn v 7. o.
OT0 B HaMMeHbLUEW CTEMNeHun yLemns-
eT npaBa notpebuTenen u npakTuyec-
KW He co3paeT HeNpeodofiMMbIX He-
yOoo6CTB, K TOMY Xe Ka4eCTBEHHO 3aLLu-
LLIEHHbIN HOCUTENb YPEe3BblHanHO TPYyLa-
HO ckonupoBaTb. CyLLecTBYeT MHOXeC-
TBO XaKepCKux rpynn, cneynannsupy-
IOLLIMXCA Ha B3NOME NPOrpamMMHOro Ko-
[a, HO 04eHb HEMHOrWe pasbupatoTcs B
YCTPOWCTBE HOCUTENe Ha npodeccuno-
HaslbHOM YPOBHE.

Becb BONpoC B TOM, Kako HOCU-
Tenb Bbi6path. AuUckeTbl 0TOPOCUM cpa-
3y. x Bpems yxe npowsno. DVD-auc-
KW TONbKO HabvpatoT cuny, u Tpebosatb
06s3atenbHO Hanuyms DVD-npueoga Ha
LieNleBOM KOMMbIOTEPE MO MEHbLUEW Me-
pe HerymaHHo. To xe camoe OTHOCWT-
ca n K FLASH-kaptam. Octaetca ToMb-
ko CD. BoT k HeMy-TO Mbl 1 Byfem npu-
BA3bIBATHCA.

0630p nonynspHbIX
CpencTB 3awWjnuThbl

MexaHn3ambl npueaskn k CD-ROM mox-
HO pa3fenuTb Ha Tpu 60MbLIME TPYNMbI.
B nepsyto (1 Hanbonee fpeBHio0) nona-
[aloT 3aLLUMTbI, BHEAPSAIOLLME KITIOHEBYIO
METKY B CNyXebHble CTPYKTYPbl aHHbIX,
HE KOMvpyeMble LUTaTHbIMW KOMUPOBKa-
MW. DTO MOXET 6bITb M 0651aCTb Npea3a-
3opa nepsoro Tpeka (first pre-gap), n cy6-
KaHasbHble JaHHble, TaKXe Ha3blBaeMble
[aHHbIMU NofKaHanos (subchannel data),
U T. A. JOCTOMHCTBa — BbICOKas COBMEC-

PUCYHOK 2. .M €TI0 BBJIOM IyTeM CUMTHBAHUS COREPXMUMOTO
EEPROM nmon MmkpockonoM cC yBenuuenueM 500x

TUMOCTb C Pa3nU4HbIMU MOLENAMM MPU-
BOOB 1 NpefenbHas npocToTa nporpam-
MHOI peanusauun. HegoctaTtku — npu
MOAroTOBKE AMCKA K TUPaXMUPOBAHUIO
NpUAETCS DONro 06BACHATLCS C COTPYA-
Hukammn 3asofa. O6bIYHO UM Mepefa-
t0T FOTOBLIV ANCK UK 06pas, codepxa-
LM TONbKO NOMb30BaTENbCKME fJaHHble
(oH e 06pas Tnna ISO9660, xoTs 3T Ha-
3BaHWeE He BMOJIHE KOPPEKTHO), 30eCh Xe
TpebyeTcs «cbipon» (RAW) 06pas B hop-
maTe 2352/96, KOTOpLIA NOgAEPXMNBAET
[aneko He Bcsikoe obopymosaHue! 3a-
4acTylo NPOU3BOAMUTESNb UTHOPUPYET Ha-
LK TpeboBaHus, 1 BOMPEKU BCeEM obe-
LaHMAM 1 JOroBopaM C «KOHBenepa»
CXOOAT OUCKMW, 3anucaHHble CTaHaapT-
HbIM 06pa30oM, TO eCTb 6€3 KJIHYeBbIX
METOK, a AN1A 3aKa34ymka 3T0 KaTacTpo-
da! (MoBepbTe MOEMY rOpbKOMY Onbl-
Ty, 9TO [OBOJILHO 4aCcTO BCTpeyaeTcs).
Ho aTo BCe paBHO HanpacHo, MOCKOfb-
Ky TaKue 3aLUuThl yXXe LaBHO KOMUPYIOT-
€S cneumanm3mpoBaHHbIMU KOMUPOBLLU-
kamu. VIcksloueHre cocTaBnseT Kiove-
Bas MeTka B Q-nogkaHane ayomoTpeka.
Bes cnevyo6opynoBaHus oHa He Konupy-
eTca B npuHumne! Ho aTo yxe Tema gns
Lpyroro pasrosopa.

BTopas rpynna 3aLnTHbIX MexaHu3-
MOB OCHOBaHa Ha HecTaHOapTHbIX op-
maTax gucka (Heobbl4Has OnnHa CeKTo-
pa, HecTaHAapTHbIE HOMepa TPEKOB, UC-
KaXXeHHble 3arofioBkK v T. 4.). Bce oHm
KpavHe KOH(MUKTHbI U OTKa3blBaloT-
€S MOTW HA MHOTUX MOAENsX NPUBOLOB,
K TOMY e Npu TUPaXuWpoBaHUM OUCKOB
BO3HMKAOT O4eHb Cepbe3Hble npobre-
Mbl, HAMHOr0 6051ee CepbesHbie, Yem
B MepBoOM cryyae. Kak npasuso, Tpeby-
eTca crneuuarnbHoe (1 BecbMa Joporoc-
Tosilee!) ob6opynoBaHue, onpasabiBato-
Liee cebs TONbKO Ha BOMbLUMX TUPaXaX.
Ho 3Tv BNoXeHwWs BpsA N OKyNsTes, noc-
KOMbKY KOMUPOBLLMKM 3aLLMLLIEHHBIX AMC-
KOB YX€& [aBHO CNpaBWUNCb C HECTaH-
LapTHbIMU hopmaTamu, Tak 410 He By-
LLEM Ha HWX OCTaHaBNMNBATLCA U ABUHEM-
Cs fanbLue.

TpeTblo rpynny BO3rNaBasioT 3aLLm-
Tbl, NPUBS3bIBAIOLLMECS K DUINYECKON
CTPYKType HocuTens. VIx MoxHo pasge-
NWTb Ha iBe noArpynnsl. Mepeas Bblae-
NAET Ha AWCKe HEKOTOpbIe 6oree nnn Me-
HEe YHUKaIbHble XapakTepUCTUKM, K KO-
TOPbIM, COGCTBEHHO, OHA M NPUBA3bIBA-
eTcs. BTopas Xe, He cobupasich xaatb
MWJIOCTU OT NPUPOALI, CAMOCTOSTESTbHO
thopmMmMpyeT TPyLHOBOCMPON3BOAMMbIE
nedekTbl Ha gucke. BosbmeM n3BecT-
Hyto 3awumTy Laser Lock, koTopyto ner-
KO OMo3HaTb MO HaNM4Mio KPOLLEYHON
«[IbIPKW», NPOAENaHHOW Nla3epoM TOu-
HO MOCepeanHe cnupanbHON JOPOXKM
(aHanornyHeIN cnocob 6bIs LWMPOKO 13-
BECTEH elle BO BpeMeHa AWCKET, Npu-
4YeM UX ObIPSBUIIM HE TOJSTbKO Nla3epom,
HO eLle 1 reo3agem). Ha nepeeblii B3rnag
TYT BOMKeH obpasosatbes BAD-cekTop,
OfHaKO NPaKTUKa NOKa3bIBaEeT, 4TO ANUCK
yutaetcs 6e3 npobnem. A Kak Xe «fbl-
pa»? Bce geno B kogax Pnga-Conomo-
Ha, KOPPEKTUPYIOLLEN CNOCOBHOCTM KO-
TOPbIX BMOJIHE XBaTaeT Ans ucnpaene-
HUS «[blpbl». HO ecnu oTKNOYNTL KOp-
pekumio owmnboK, TO B CEeKTope cpasy
Xe obHapyxarcs «geeKTuBHbIe» 6u1-
Thl, NPUYEM HaYano paspyLLUEHHOW 06-
nactu 6yneT COOTBETCTBOBATH MO3ULUM
LbIPKU B CEKTOPE. ITO eCNM 06bACHATb
Ha nasblax.

Ha camom fene Bce HamMHOro uHTe-
pecHee 1 cnoxHee. CTPyKTypa XpaHeHus
LaHHbIX Ha NTa3epHOM [IMCKE TaKoBa, YTO
hun3n4eckn cMexHble 6UTbI pacnonoxe-
Hbl Ha 3HAYUTENILHOM yAaneHun gpyr ot
Lpyra, 3a4acTyto faxe B pa3nunyHbIX Cek-
Topax! MHdopmaums kak 6bl «pa3masbl-
BAeTCH» BAONb CNMPASbHOW OOPOXKM,
4T06bI NPOTUBOAENCTBOBATH LiapanuHam
1 gedpektam. [1eno B TOM, 4TO KOPPEKTU-
pytoLme kofbl Puga-ConoMoHa 0Tnn4Ho
CMPaBNSTCA C ORMHOYHBIMM OLLIMOKAMY,
HO HAMHOTO XYyXe — C rpynnoBbIMu. YTo-
6bl 0CNabuTb BAWSHWE OEedEKTOB, Npu-
LUSIOCb MPUBETHYTH K NepeMEeLLMBaHMIO.
A 3TO 3HA4WT, YTO «Jblpa» 3aTparnBaet
HE OAVH CEKTOP, a LieNyto rpynny cekTo-
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Nerextuposanne VMWare

ABTOpY 13BECTHBbI MO MEHbLLIEV MEPE TPU

cnoco6a obHapyxeHus VMWare.
Bo-nepBbIx, Mo 060pyA0BaHUIO: BUP-

TyasbHbl€ MaLLMHbI HECYT Ha CBOEM 6op-

TY BOBOMBHO CNeLuduIecKmnin Habop xe-

nesa, NPakTU4YeCKN He BCTpeYatoLniics

B XXMBOW npupoge. 3T0:

B Bugeokapta VMWare Inc [VMWare
SVGA II] PCI Display Adapter;

B ceteBas kapta: Advanced Micro
Devices [AMD] 79¢970 [PCnet 32
LANCE] (rev 10);

B xectkue gucku: VMWare Virtual
IDE Hard Drive 1 VMWare SCSI
Controller.

OnpocuB KoHGUrypaumo 060pyao-

BaHWs, 3aLUyLlaemas nporpaMma cpasy
MOVMET, KyZa ee 3aHecso.

Bo-BTOpbIX, BUPTYyasibHblE CETEBbIE
KapTbl UMEIOT AOBOMbLHO Npepckasye-
MbIi gnana3oH MAC-agpecoB, a UMeH-
HO: 00-05-69-xX-XxX-XX, 00-0C-29-XX-XX-XX
1 00-50-56-xx-xX-XX. 3aLi1uTe gocTaToy-
HO BbINOJSTHUTb KOMaHAy «arp -a», 4Tobbl
pacnosHaTtb XakepcKune nnaHbl.

B-tpetbux, VMWare nmeeT KoBapHbIi
backdoor, octaBneHHbI pazpaboTymka-
MV N5 CNy>XeOHbIX Lienen n ynpasnse-
MbIi 4epe3 nopt 5658h, npu 3ToM B pe-
ructpe EAX gomxHo cogepxarcsa «maru-
yeckoe» yncno 564D5868h.

Huxe npusepeH dparMeHT Koaa
yepssi Agobot, onpegensioLLMin BEpCUiO
VMWare:

JucTuur 1. Onpepenenue Bepcum VMWare

mov eax, 564D5868h ; VMWARE _ MAGIC
mov ecx, OAh ; Get VMware version
mov edx, 5658h ; VMWARE _PORT

in eax, dx

[ns MackMpoBKu BUPTYyanbHOW Ma-
WwuHbl Kocten KopTtumHckum (Kostya
Kortchinsky) 6bin1 HanucaH cneuuanb-
HbI NaTy, U3MEHSAILWUNA NOEeHTUDN-
KaLWOHHble CTPOKM 060pyLOBaHUS,
MAC-apgpeca 1 marm4yeckuit Homep
backdoor (http://honeynet.rstack.org/
tools/vmpatch.c).

Mogpo6Hee o cnocobax OeTeKTNpo-
BaHWs BUPTYanbHbIX MaLLMH MOXHO Npo-
yutaTb B NOAGOPKE cTaTten «Know your
Enemy» (www.honeynet.org/misc/files/
papers.tar.gz).

poB! 31O faeT BO3BMOXHOCTb pacno3HaBaTh «BUPTyaslbHblE»
BAD-cekTOpa, UMUTUpyeMble KonMpoBLLMKamu. MNopasutens-
HO, HO HW OfjHA M3 KOMMEPYECKMUX 3aLLUWT Takon NPOBEPKM HE
BbINOMHAET! TeM He MeHee KOMUPOBLLMKM 3aLLMLLEHHBIX JUC-
KOB Y>Xe JaBHO Hay4unmce 06xoauTb Laser Lock, umutupys aa-
Xe TaKne «TOHKME» 3(eKTbI, Kak yBEIMYEHNE BPEMEHN YTe-
HUS «MPOLbIPSIBIEHHbIX» CEKTOPOB U T. [, TaK YTO Takow npu-
€M MOAXOAUT TONIbKO ANt 60PbObI CO LUTATHBIMU KOMMPOBLLM-
kamu. K ToMy e 04eHb TPYAHO HaWTW 3aBOf, pacrnonaratoLLmnii
COOTBETCTBYHOLLMM 3aLLUMTHLIM 060pyAoBaHneM. BoobLe-10 B
OTCYTCTBME Nnasepa MOXHO BOCMOSIb30BATHCA U 06bIKHOBEH-
HbIM MapKepOoM, OLJHAKO OH NMOAXOAMT TOJTbKO s KPOLLEYHbIX
Tpaxe (cMm. puc. 3).

OcTaeTca nocnegHuii TMN 3awuTbl — U3MEpPEHNe huran-
YECKMX XapakTepuCTUK CNMpasibHOWM JOPOXKM (Takxe Ha3bl-
BaeMblil CHATUEM Tononorum). Mo Takomy nNpuHLMNY, B 4acT-
HocTu, pabotatot CD-Cops, SecureROM 4x, StarForce v He-
KoTopble Apyrue 3awutbl. Metogumka otpaboTaHHas, MOX-
HO fJaXxe ckasaTb Bblfin3aHHas 4o 3epkanbHOro 61ecka u He-
nnoxo cebs 3apekomeHgosasLias. Cyaute camu. B o6pas 3a-

PucyHok 3. JlasepHEf AMCK, BammmeHHHt Laser Lock
(«cHUMOK» nomyueH ckaxepoM HP 1200)

LUMLLEHHOrO ANCKA HE BHOCUTCS HUKAKWUX M3MEHEHWI, N ONS
€ro TUpaXX1poBaHus MOXHO MCNOMb30BaTb abCOMOTHO t0-
60e obopynoBaHue, B TOM yucne u 6oitoBonn CD-R/RW-pe-
Kopzep. CkonmpoBaTtb (hM3NYECKYIO CTPYKTYPY CrvpansHom
LDOpOXKM HepeanbHo (Ha CD-R/RW-guckax yxe HaHeceHa
npegBaputencHas pa3meTka, NpuyYeM y Kaxgaoro Tuna 60n-
BAHOK CBOS), ¥ XOTH €6 MOXHO NPO3MYyNUpoBaThb, OT IMyns-
TOPOB N1erko 3aLMTUTLCS (4YThb NO3XE Mbl MOKaXeM Kak). 1o
npaBfe roBops, CyLLEeCTBYET BOZMOXHOCTbL nog6opa 605BaH-
KW C NOXOXeW CnupanbHOW CTPYKTYPOR, OQHAKO, €CNN NPUBS-
3bIBaTbCS HE K OOHON, a HECKONbKUM (PU3NYECKMM XapaKTe-
puUCTMKaM, BEPOSTHOCTb NOA06PAaTh «MpaBUIIbHbIN» QUCK BY-
LeT KpanHe mana.

B npuHUMNe MOXHO BOCMONb30BaTbCS FOTOBLIM 3aLLUUT-
HbIM MakeToOM, HO, BO-NEPBbLIX, 3a Hero NpuaeTcs NnaTuThb.
Bo-BTOpbIX, BCE BbILLENEPEYUCTIEHHbIE 3ALLUTbI NErko KOMu-
pyloTcs B pexume amynsauum konuposwukamu Clone CD u
Alcohol 120%.

MckntoweHune coctaensieT StarForce Professional Edition,
HenocpeaCcTBEHHO CKOMMPOBATb KOTOPbIN eLLe HUKOMY He yaa-
NOCb, OOHAKO (1 3TO B TPeTbYMX!) 3aLLmMTa CIIMLLKOM arpeCcCUBHO
Brpbl3aeTcs B ONepaLnoHHy0 CUCTEMY, Bbi3blBas MHOXECTBO
npobnem y neranbHbIX Nofb3oBaTenen. Pa3paboTyumku xapak-
TEpU3YIOT ce64 KaK II0AEN C XaKePCKUM MPOLLSIbIM, CUSIbHbIX B
CMCTEMHOM NPOrpaMMmnpoBaHum. Yto kacaeTcs NPOLLOro — ¢
3TUM MOXHO cornacutbes. OnepaLmoHHY0 CUCTEMY OHU 3Ha-
tOT NyyLLe, Yem CBOWN 3afHuWii 4Bop. Ho BOT nporpamMMupoBath
yMetoT easa nu. MNporpammmpoBaHve — 370 B NEPBYIO o4epeb
NpoeKTUpoBaHue. A MPOEKTUPOBAHNE — ITO YYET PUCKOB. Hu-
KakoW KOHCTPYKTOP He NO3BOSUT cebe CTPOUTb MOCT MO Henpo-
BEPEHHbIM (hOpPMyfiaM MUIM NPOBOAUTL HA HEM Hay4Hble 3KC-
NepyMEHTbI, ragas, Npon3oiaeT 06pyLLEHNE Ha 3TOT pas unu
He npousonger. [porpamma, OpMeHTHpPOBaHHasA Ha MaccoBoe
NpYMEHeHUe, MPOCTO HE MOXET NOMb30BaThCA HEJOKYMEHTM-
POBaHHbIMW BO3MOXHOCTAMM 1 MPOYMMM NMpUeMamMmn HeTpaam-
LIMOHHOrO NpOrpamMM1poBaHus (B HAPOLAE UMEHYEMbIX XakaMu).
Y cebs B 3agHEM [BOpe fenanTe, 4TO XOTUTE, HO BOT MOJIb30-
BaTesnto TpebyeTca HopManbHbI NPOJYKT.

A paBaiiTe 3anporpaMMMUpyeM 3alluTy camoCTOATENbHO!



Anpo n3mepuTens CTpYKTYpbl CNvpanbHOM JOPOXKM 3aHUMaeT
BCEro HECKOJbKO CTPOK Ha Cu. BmecTe ¢ 06BA30YHBIM KOLOM
BbIXOAMT OKOJI0 AecATKa... [MOfHbIN LMK pa3paboTkn BMeC-
Te C OTNaAKoW Nerko yknagbiBaeTcs B napy Hepenb. Tak cTo-
UT N 3a 3TO NNaTUTL?

Star-force ceoumu pykamu

CnupanbHasa JOpoXKa nasepHbIX OMCKOB O4EHb MOXOXa Ha
rpamniacTUHKY, TONIbKO HAYMHAETCS He CHapyXu, a U3HyTpu,
HamaTbIBasChb OT LEHTpa K kpato. OnTuyeckas ronoeka, yaep-
X1BaemMas B MarHMTHOM MoJie «3BYKOBOM KaTyLLKW», [BUXETCA
Ha «canaskax» nonepek cnnpanbHon fopoxku. Cama gopox-
Ka COCTOUT U3 CEKTOPOB C AidHHbIMK M KaHasos nogkoga. Ho-
Mepa CEeKTOPOB HAaXOAATCSA Kak B 3arofioBKax caMunx CeKTopoB,
TaK 1 B KaHanax nogkoa, «pasmasaHHbIX» BAOSb CNMpasnbHOM
LOPOXKK. [Ins rpy60M HaBOAKW Ha TPeByeMbIii CEKTOP UCTONb-
3yl0TCA canasku U KaHarbl Nogkoaa, a Afif TOYHOW — OTKIIOHe-
HWe B MarHUTHOM MoJie U CEKTOPHbIE 3aronoBKU.

MpocTo B3ATb U U3MEPUTL CTPYKTYPY CnupasibHON [0-
POXKM HeNb35, HO MOXHO cfenaTtb BOT 4TO: fONYCTUM, roJo-
BKa CUYMTLIBAET CEKTOP X, a crnefom 3a Hum cekTop Y. Ecnu
yron XQY, ob6pasoBaHHbIi LeHTpom (O) gucka, cektopamm X
n'Y coctasnset nopsagka ~15 rpag., a camu cektopa pacrno-
NOXEHbI Ha COCeHUX BUTKAX CNnpanu, To NpMBOAY [LOCTaTOY-
HO BCEro Jiullb HEMHOrO OTK/IOHWUTb FOMOBKY U Yepe3 MrHo-
BEHVE cekTop Y cam najaet B pyku, Kak nepespesLuee 56-
noko — auck Bedpb Bpawaetcs! Ecnun xe yron XQOY coctasns-
eT MeHee ~15 rpag., Torga 3a Bpems nepemMeLLeHns rofIoBKM
cekTop Y yXe «ynnbliBeT» U NPMBOAZY NPUOETCA XAaTb Lesbli
060pOT Na3epPHOro ANCKa, NOKa OH He JOCTUrHET ONTUYECKOM
ronoeku (cm. puc. 4)!

3amepsas Bpems YTEHWS pasnnyHbIX Nap CeKTOPOB, Mbl MO-
XEM NpUONM3NTENBLHO ONPERENUTL UX B3aUMHOE pacrnonoxe-
HVe Ha crvpasibHOM JOPOXKe. Y KaX[on napTvn gucka ons
3a[aHHbIX cekTopoB X 1 Y OHO 6yaeT CBOWMM (Befb CTeneHb
«3aKPYTKW» crinpanu HeognHakosa 1 BapbupyeTca 0T 04HOro
NpOn3BOAUTENSA K ApYromy). HTo6bl NO60POTH ynpexgarLlee
CYMTbIBAHWNE (KOTOPbLIM «CTpafalT» MHOrMe npuBOfAbl), 3a-
LyMTa [OMKHA YMTaTth cekTopa B nopsake yobisaHus nx LBA-
afpecoB. Takxe OHa JOMKHa U3MePSATb CKOPOCTb BpaLLEHWS
npueoaa, 4Tobbl, BO-NePBbIX, ONPefeNnTb NOCTOAHCTBO Bpe-
MeHHHX3aMepOB(ﬂﬂﬂwyTﬂMOHMKaKﬂbﬂHHeHeﬂOBeHKMMHM
HET), a BO-BTOPbIX, CKOPPEKTUPOBATL POPMYyny AN BblYMCTE-
HUS yrna, NoCKoIbKy, 4em O6bICTpee BpaLLaeTcs AUCK, TEM CKO-

pee «ynnbiBaeT» CeKTop.

Pucynok 4. Korma yrom Mexmy cekropamu X u Y cocTaBisieT
~15 rpapj. mpm nepexofie Ha COCERHMII BUTOK, CEKTOP Y
cpasy Xe «IOAJIeTaeT» K ONTMYECKOM T'OJIOBKe (PMCYHOK CleBa)
IpY MEHBIlEM BHAYeHMM yryla CeKkTop Y ychneBaeT YIIHTE,

¥ TOJNOBKAa BHHYXAEHA XHaTh LN BUTOK
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McxofHbIN TEKCT «U3MepstoLLen» nporpamMMbl npusefeH
HUXe:

JmcTuer 2. Maker mporpammu Sf.C ANt CHSTHS TONOJNOIM

//-[uTenne cexropa c mucka]

// ARG:

// CcD yKasaTenb Ha CTPOKYy C MMEHeM NpuBOfa

// (nanpumep, "TEAC"), agpec Ha ASPI-umHe
// (nanpumep, "1.1") unm mms gucka("\\.\G:");
// nepBHe fBa BapuaHTa paboranr uepes ASPI,
// nocnepuuit yepes SPTI;

//

// buf ykasarenr Ha 6ydep SECROR _ SIZE*2

//

// sector  Homep cekTopa B LBA-popmarTe

/]

// RETURN:

// 0 ycnemso

// -1 ounbxa

read _from _cd(char *CD, unsigned char *buf, long sector)
{
int stat;
stat=cd _ raw _ sector _read(CD, buf, SECTOR _ SIZE, .
sector, ONE _SECTOR, W _ USER _ DATA);
if (stat == SCSI _OK) return 0; return -1;
}

//-[urenne TSC-cueTunxa]
unsigned int A()

{

_ _asm{
_emit 0xF ; RDTSC
_emit 0x31

}
}
#define argCD v[1]

// KOH®UTYPALMS
1/

// HoMep nepmoit Touku usMepenust (LBA-agpec)

// BaHHas yTuIMTa MSMEpseT TONOJNOTMUK TONBKO [O ORHOM

/| Touke, 4TO He eCTb XOpOWO, T.K. JIETKO MOFOBPATH MOXOXMI
/| Bvck, BN yBEpPEHHOCTM CJeAyeT BHOpPATb HECKONBKO TOUeK:
// B Hauane, cepenMHe M KOHLE AMCKa

#define _ CFG _ BGN _ SEC _ 17699

// KONMUECTBO CEKTOPOB AJIsT MBMEPEHUs

// momxHO BHTL He MeHbIlE YTPOEHHOTO KONMYECTBA CEKTOPOB
// Ha BUTOK B JaHHOV TOYKE MBMEPEHMUS

// (cM. _CFG_BGN _SEC _) umcno BuTkoB cnupamu N

// c nonepeuHoy nnOTHOCTHM D BUTKOB/MM oT paguyca R1

/| mo pammyca R2 ompepensiercst popmymoir: N = (R2- R1) * D
#define _CFG_LEN _SEC _0x669

// MakcMManBHH WAr NpUpaleHUs

// B npumuune KonxeH GHTH paBeH YHZBOEHHOMY KOJUYECTBY
/| CexTOpoB Ha BAaHHOM BUTKe COMpany, YTO yBENIUYMBAET
// TOYHOCTE MBMepeHMi, HO MOXHO MCINONBL3OBAThL M BHAUEHMe
/| _CFG _LEN _SEC _

#define _CFG _LEN _DEL__ CFG _ LEN _SEC _

// HauaneHMM war npupamesus (HZONKEH BHTH
// mo BosMoxHOCTM Mai)
#define _ CFG _ BGN _DEL _ 0x2

// mpuBIMBMTENEHOEe KOMMYECTBO CEKTOPOB HAa NAHHOM BUTKE CIMpaiy
// (B DaHHO} BepcHMM MPOTPaMMEl STO SHAYEHME MAJIO HA YTO BIMSIET)
#define _CFG _ xWHELL _ 27

/| XOHeUHHII CEKTOp AJsi NPOBEPKU
fdefine END SEC _ (_CFG_BGN SEC _+ CFG_LEN SEC )

// xoHeuHsit war
#define END DEL _ (_CFG_BGN DEL_+ CFG_LEN DEL_)

// npupamenue wara
#define FB(b) (##b = (##b + 1) $ _END _DEL _);

// wanxa umkna

#define FH(a,b) for (##a= _END SEC _, .
##b=_CFG_BGN_DEL ; f#a >_CFG_BGN _SEC _; .
##a-=Hib)

main(int ¢, char** v)

{
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int a, b; int x=0; int i=0; int Al, A2;
unsigned char buf[SECTOR _ SIZE];

// npoBepka apryMeHTOB KOMaHZJHOM CTPOKM
if (¢ < 2) {
fprintf (stderr,"USAGE:sf.exe CD\n\n");
printf( " SCSI _ INQUITY via ASPI32\n"\
n \nu);

read _from _cd("?.?", buf,0); return 0;

}

// 3Tan nepsmit

// unraeM cnyualiHie CexTopa AJs pPasToHa NPMBOZA
fprintf (stderr,"$s\n", _ TEXT _ SPINEUP _);
for (a = 0; a < 0x69; a++)
{
read _from _cd(argCD, J
buf,rand()% _END _SEC _);
fprintf (stderr,"\r%02d%%",a*100/0x69) ;
}

// aran BTOpOI

// ompepensieM KONMYECTBO CEKTOPOB Ha HOPOXKE
// ¥ crabunbHOCTEL BpaleHMs NPUBOZKA, AJNTOPUTM
// onpepenenus KONMYECTBAa CEKTOPOB: UMTAEM CEKTOPa
// BagmoM Hanepen, C UMKIMYECKM YBeMMUMBAWILVMCS
// waroM, HavMeHBWlee BSHaYeHMe Wara, NPy KOTOPOM
// BpeMs uTemust CEeKTOpPOR BymeT MMHMMANBHEM, U ByneT
// paBHO KONMYECTBY CEKTOPOB Ha JAHHOM BMTKE CIMpPaiyn
// (B maHHOV BepcuyM He peanu30BaHO, NOCKONBKY
// cnumkoM TDOMOBAKO ¥ He HATVISHHO)
//
// anropuTM onpemeneHus CTaBUIBHOCTM: YMTaeM CEeKTOpa
// ¢ waroM, paBHHM KONMUYECTBY CEKTOPOB Ha AaHHOM
/| BuTKe cnmpamu, ¥ OLeHMBaeM pas6poc;
/| ecnu pas6poc BymeT CIMWKOM BONBUIM
// (npeemmaer 10%-15%), clefyeT yMeHBUMTB CKOPOCTB
// npuBoga (kak »TO chenaTh, mokasaHo B CD.snail.c)
fprintf(stderr,»\r%s\n», _TEXT TEST _);
for (a = _END _SEC_; a > _CFG_BGN _SEC _; .

a-= CFG _ xWHELL _)
{

Al=A(&c);read _from _cd(argCD, J
buf,a);A2=A(&c);
fprintf(stderr,"\r%02d%%",( _END _ J
SEC _-a)*100/ CFG LEN SEC );
}

// sTan Tperuit (BaxHeitumir!)

// npousBomMM, COBCTBEHHO, MBMEpEHUs:

// (BEHuMManue: copa eme HeOBXOZMMO ROBaBUTH
// «crnaxuBaHue» NONYUEHHHX HAHHHX)
fprintf(stderr,"\r%s\n", _TEXT _ANGLE _);

// BuBOZMM wanxky Tabmuis
printf("delta:"); FH(a,b) { printf("\t%d",a); .
FB(b); } printf("\ntime:");

/| wsMepsieM M TYT xe BHBOAMM PeSYJIBTaTH
FH(a,b)
{

Al=A(&c); read _from _cd("TEAC", .
buf,a); A2=A(&c);
printf("\t%d", (A2-A1)/100);
fprintf(stderr,"\r%02d%%",( _END _ .
SEC -a)*100/ CFG LEN SEC );
FB(b);
} printf("\n");

// Bcemy xomer,

fprintf(stderr,"\r%s\n", _TEXT _END _); return 0;

}

Mporpamma ncnonbayet 6ubnmotedky SCSllib, paspabo-
TaHHYI0 aBTOPOM N5 HU3KOYPOBHEBOrO YNpaBieHns NpuBo-
LaMK C NPUKNaAHOro YPoBHA. Ee MOXHO 6ecnnatHo ckavaTtb
¢ moero ftp-cavita aBTopa (CM. «<nezumi ftp»).

3anyck nporpammbl
MNpun 3anycke 6e3 apryMeHTOB nporpamMmMa BbIfacT KpaTKyo
cnpaBkKy Mo Kfo4am, a npu Hanm4um ASPI-gpaiiBepa aBToma-

TU4eCKM NpoCKaHUPYeT CUCTEMHYIO LLNHY U BbiBEOET afpeca
N Ha3BaHNA BCEX O6Hapy)KeHHbIX npmBoaoB.
9TO MOXeET BbIrMAAeTb, Hanpumep, Tak:
JiucTuHr 3. PesynbTaT Bamycka NpOrpaMMil 6e3 Kiwden
>sf.exe
USAGE:sf.exe CD

SCSI_INQUITY via ASPI132

<-- ELBY DVD-ROM
<-- ST380011A

<-- IBM-DTLA-307015

<-- TEAC
<-- AXV
<-- AXV
<-- AXV

CD-W552E

CD/DVD-ROM
CD/DVD-ROM
CD/DVD-ROM

Kntoy «CB», oTBevatoLLuii 3a BbIGOP NpuBofa, 3afaeT He
TONbKO CaM Np1BOf, HO U MHTEPENC B3aUMOLENCTBYS.

Ecnu ums nprBoaa BbIrMAANUT Kak Ha3BaHue yCTpoWcTBa
(T.e. Ha4MHaeTcA ¢ npedmkea «\\.\»), To ynpaeneHune 6yaeT ocy-
LecTBNATLCS Yepes nHtepdeic SPTI. [ng aToro Bbl JOMKHbI
nmeTb Windows NT/2000/XP n npaBa agmmHucTpartopa. Ecnm
MMS BbIFISAUT KaK afpec yCTPOMCTBA Ha LUMHE UK KaK YacTb
NOEHTUPNKALMOHHOM CTPOKU NPUBOAA, TO yNpaBfieHne byget
ocyLlecTBnsATbCA Yepe3 nHTepderic ASPI, ana paboTsl Yepes
KOTOpPbIN Heo6x0aMMo ycTaHoBUTL ASPI-gparisep (ero Mox-
HO 6ecnnaTHO ckayaTb ¢ cepBepa komnaHum Adaptec — http://
www.adaptec.com).

Hanpumep, «sf.exe TEAC» (unn «sf.exe 2.1») 3actaBnset
nporpammy pa6otats ¢ npueogomM TEAC (appec Ha ASPI-Lum-
He —2.1) Yepe3 ASPI-uHTepdeiic, a «sf.exe \\\G:» — ¢ npuBogom
«G:» yepes SPTI-uHTepdeinc. MNporpamMma BbIBOAWT AaHHbIE B
thopme Tabnuubl, NpegHas3HadeHHon ans umnopTa B MSGraph,
npWYeMm BbIBOS ONTUMMU3NPOBAH A8 NepeHanpaBneHuns B qpann
(Ha aKpaHe BCe BbIrNAAUT KOLUMAPHO), MO3TOMY NpaBWIbHbIV
BbI30B BbINAAWT NpuMepHO Tak: «sf.exe W\G: > C:\1.txt».

Mo okoH4aHuUK paboTbl Nporpammel 3anyckaem MS Word, oT-
KpblBaeM MeHI0 «BcTaBka», TaM 6ygeT «PucyHok» n «[narpam-
ma». B MeHIo «[paBka» HaxoguMm «mnopT», «Tun hannos» —
«"Ixt», «@opmart fgaHHbIx» — «C pazgenutenem», «<Havatb UM-
nopT» €O CTPOKK 1, «[anee >>», «<CUMBOSIOM pasfenvTens as-
nsetca»: «[x] cumBon Tabynauum», «danee >>», «dopmMar faH-
HbIX» — «OB6LLMIA» 1 XXMEM KHOMKY «[0TOBO». [lanee fencrey-
€M 10 CBOEMY BKYCY, TO €CTb N0 06CTaHOBKe.

C6o TONONOruii, UCNbITAHUA 3ALUTDI

N 00CYyXAEHUue pe3ynbratos

BcTaBnsiem NofonbITHBIA ANCK B NPUBOA (MYCTb 3TO ByaeT, Ha-
npumep, OUCK, Npuiaraemblii K xypHany «KomnbroTep npecc»
2005/07, ycnoBHO 0603HA4YEHHbIN HAMK KaK LUCK «A») N CHU-
MaeM C Hero Tononoruio (cMm. puc. 5). Mbl nonyyaem xapak-
TEPHYI0 «NWNY», TO4KM MUHUMYMa M MaKCMMyMa KOTOPOW yKa-
3bIBAKOT Ha TO, 4TO AaHHAsA napa CEKTOPOB JIEXMUT Ha OfHON
NPSMOW.

OyeBWAHO, 4TO Ha APYruX AMCKAX Te Xe caMble cekTopa by-
LyT UMETb COBCEM [LPYroM yron, N03TOMYy MUHUMYMbl U MakK-
CUMYMbl CMECTATCS Ha HeKOTopoe paccTosHue. bepem anck
Microsoft Visual Basic 2005 (0603Ha4eHHbI HaMK Kak «B»),
npunaraembiii K TOMy Xe caMoMy XypHany, U 3anyckaem npo-
rpammy ele pas (CM. puc. 6).



Monesnblii coBet

lNepen cCHATMEM TOMOOMMM CKOPOCTb MPUBOLA PEKOMEHAYET-
€S YMEHbLUNTb XOTH 6bl A0 16X-24x. Kak 310 caenatb, nokasa-
Ho B yTunute CD.snail.c, UCX0AHbIN TEKCT KOTOPON MOXHO 6ec-
nnaTHo ckayatb c ftp aBTopa.

Munoo6pasHas KpvBas LENCTBUTENIbHO CMeCTUnach npu-
6/1M3NTENBHO Ha NOMOBUHY Nepuoga. Tak Xe cnerka M3MeHu-
nacb U amnnuTyaa konebaHui, HO Hac oHa He uHTepecyeT. by-
LEM OTTankmnBatbCs HE OT aBCOMIOTHBIX, & OT OTHOCUTESbHBIX
3Ha4eHuii, T.e. oT LBA-agpecoB «1M3n10MOB» KpUBOM (a6CONIOT-
Hbl€ 3HaYEeHUs HaX0aATCA B NPSAMO 3aBUCUMOCTY OT «OKpyKa-
loLLieVi cpefbl» 1 MOTOMY HEHaAEXHbI). YUMTbIBas, YTO MONOXe-
HWS MaKCMMYMOB/MWHUMYMOB 3aBUCAT HE TOMbKO OT TOMOJIO0-
rM OUCKa, HO eLLe 1 OT CKOPOCTM BpaLleHus NpuBoAaa, Heob-
XOAMMO pacLUMpUTb JOBEPUTENbHbIV MHTEPBA A0 HECKOMBKMX
CeKTOopoB. A Tenepb BO3bMEM [UCK C Opyroro Homepa «Kom-
nbtotep MNpecc» (auck «C») n cpaBHUM ero TOMOMOruio € AnC-
KOM «A» (CM. puc. 7).

Tononoruu 0601x AUCKOB NOSIHOCTbLIO coBnaaarT! 310 03-
HavaeT, 4to aunckn «Komnblotep lMpecc» wTamnosanuch Ha
ofiHoM 3aBofe, a auck ¢ Visual Basic Ha gpyrom! Jlio60nbIT-
Hoe HabntogeHve, He npaega nn? C NOMOLLbIO 3TON Nporpam-
Mbl Mbl MOXEM He TOIbKO 3aLUuLLaTbCs OT KOMMPOBaHUS, HO U
NPOBOAMUTb MHTEPECHbIE UCCNEA0BaHUs (KCTaTu, 3Ta nporpam-
Ma 6bi1a cneumnansHo HanMcaHa MHOW Mo 3akasy amMmepuKaHc-
KOro nonunLercKoro ynpasneHus, 3aHumaroLLerocs 6opb6om ¢
nupatcTeom. O6bl4Has UCTOPUA — NpodaBeL, 3aKa3blBaeT nap-
TUIO IMLLEH3MOHHbIX OUCKOB 1 3aTEM NEPEMELLMBAET UX C «MK-
patkow». Kak ycTaHoBWUTb thakT obmaHa? BoT TyT-To CTPYKTY-
pa cnvparbHOM JOPOXKM U BbipyyaeT!).

[eMoHCcTpaunoHHaa nporpamma CHMUMaeT TOMOMoruno
TOMBKO B OOHOM TOYKe (Ha yyacTke mMexay agpecamm 27532
1 18082). PagymeeTcs, 3TO HEHAZAEXHO 1 NPU XENaHUn MOX-
HO nofo6path ANCK C NOXOXeN Tononornew (Ans aToro gocTa-
TOYHO B3AATb NPMONN3UTENBLHO 10 60N1BAHOK OT Pa3HbIX MPOU3-
BoguTenen). [na ycuneHms 3awmutbl HACTOATENBHO PEKOMEH-
[yeTcsi CHUMaTb TOMOMOMUI0 N0 MEHbLLEV Mepe B TPEX TouKax
— Hayvane, KOHLe 1 cepeauHe aucka. B atom cnyyae Hantu no-
XOXWWA OMCK B6yaeT HAMHOro TpyLHee.

3awura ot aHanusa

CyLuecTByeT No MeHbLUEN Mepe ABa cnocoba B3noma: Ko-
nMpoBaHWe AucKa cneunanvManpoBaHHbIMU KONMPOBLLMKaMMU
WNY aHanua 3almMTHOro Kofa ¢ nocnegytoLlei mogudukauym-
evt (oH xe bit hack). Co3pgaTb HekonMpyeMbI AUCK 3TO TOSb-
ko nongena. Ewe Heo6xooMMO 3amUTUTL CBOIO NporpaMmy
OT aHanmsa.

O6bI4HO aHanuay NPOTUBOCTOAT LIMPOBKOM KOAa/AaH-
HbIX, OQHAKO, 3TO He CMWLLIKOM-TO yOa4yHOe pelleHue, Bedb
nepeq BbINOSHEHMEM NPOrpamMMbl €e BCE paBHO MPUXOQUTCS
paclngpoBbIBaTh. Xakepy 0CTaeTcs BCEro nLb AOXAATLCS
3TOr0 MOMEHTA M CHATb Aamn. MoXHO, KOHEYHO, pacLungpo-
BbIBaTb MPOrpamMMy fo 4acTaM WM UCMONb30BaTb HECKOSb-
KO HE3aBUCUMbIX PacLLUM(pPOBLLMKOB, HO TPYLOEMKOCTb pas-
paboTKM 3aLWTbl B 3TOM Clly4ae NpakTUHeCKn He OTCTaeT oOT
CNOXHOCTU B3/I0Ma.

B nocnenHee Bpems 6011bLLOE pacnpoCTpaHeHe Nonyyun
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Tecr 1

250000

150000
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2728,
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18757
18082

Pucynok 5. Tomomormsi gucka «A»

250000

:
==
=

0000

27532
27507
27157
27382
27282
27157
27007
26832
26632
26407
26157
25882
25582
25257
24007
24532
24132
23707
23257
22782
22282
21757
21207
20632
20032
19407
18757
18082

cex

PucyHok 6. Tomosormsi gucka «B»
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PucyHok 7. CpaBHEHMEe TOMOJNOTMM HMUCKOB «A» M «C»

HeKpacwBbIv, HO YOONHbBIA NOAXO0L, OCHOBAHHbIN Ha reHepauum
«MYCOPHOr0 KoAa», BHeAPAEMOro B 3alluLLiaemMyto nporpam-
my. [Noxoxas TexHUKa UCNONb3YeTCs BO MHOMMX MOAUMOPCHBIX
BUpYyCax, U3 KOTOPbIX MOXHO «BbIAPaTh» YXE rOTOBbIE «OBUX-
Ku» (engine). MycopHbIN KOf Ype3Bbl4aiHO 3aTpyOHSAET aHa-
nu3, genas ero NpakTUYecKn HeBO3MOXHbIM. [JonycTum, Kio-
yeBas PyHKLMA NporpaMmbl KOMAUAMPYETCS B ThiCAYY Ma-
LUMHHBIX KOMaHA,. Micxoas s «kpecepckoi» CKOpoCTM ansac-
cembnupoBaHmna 1 koMaHga B CEKYHOY, Xakep CMOXET «Mpo-
4ecTb» (TONbKO NpoyecTb! He NpoaHanuanpoBatsb!) BECb KOO
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3a ~15 MWHyT, HO nocne pas6aBneHns QPYHKLUN MUNTIMOHOM
MYCOPHbIX UHCTPYKLWIA, YTEHUE NUCTUHra NOTPe6yeT CBbILLe
10 cyTOK Hanps>XXeHHOW paboThbl, @ NOJIHbIN aHanM3 pacTaHeT-
CSl Ha Jonrue ropbl.

3BYy4NT NpekpacHo, HO 6e3 NOABOAHbIX KaMHEN He 06X0-
autesa. Bo-nepBbix, ecnv nepectaparbes, TO CKOPOCTb MPo-
rpaMmbl ynageT B pasbl, MPUYEM HYXHO Y4uTbIBaTb, 4TO Ja-
NeKo He y Bcex ctouT Pentium-4, noaTomMy «3amycopuBaTtb»
MOXHO TOMbKO PefKo Bbl3biBaeMble PyHKLMMW. Bo-BTOPbIX, My-
COPHbI KOR, AOSXEH 6biTb JOCTATOYHO HETPUBMANBHBIM, YTO-
6bl ero «MyCOpPHOCTb» HE 6pocanach B rnasa. Micnonb3osaHve
XCHG EBX,EBX unu MOV EAX,EAX nerko otTcekaeTtcs aHanm-
3atopamu. B-TpeTbux, B HEKOTOPbIX Clly4asx aHanus 3awuT-
HOro anropuMTMa Heo6s3aTesNleH U Xxakep MOXET B3nomathb Npo-
rpammy v Tak (CMm. «3aLuta OT MOHUTOPOB LLUMHbI»), NO3TOMY
NNHUA 060POHbI JOSHKHA ObITh XOPOLLO NPOAYMAHHOW Y OQHO-
pOQHOW Ha BCEM CBOEM NPOTsxeHun. bpoHebonHble BopoTa
6ecnonesHbl, €CNV BOKPYT HET CTEH.

Ewe nyywe npumeHaTb P-kofh, peann3oBaB «BUpTyasb-
HYI0 MalUWHYy» W Hanucae CBOW COOGCTBEHHbLIN MHTEprpeTa-
Top. lNockonbKy nporpammupoBath B P-kofe o4eHb Henpo-
W3BOAMUTENBHO W HEy[Oo6HO, PEKOMEHAYeTCA peanv3oBaThb
TPaHCNATOP, «NepPexXeBblBAKLWMN» UCXOLHbIA TEKCT, HaMNu-
caHHbI Ha Mackane unu Cu, 1 BbigaoLWMin nocneaoBaTenb-
HOCTb MHCTPYKUMIA MatuuHel Tetopunra, Ceteii MeTpu, Ctpen-
ku [Mupca u 1. 4. YeM HUXe ypoBeHb abCTpakLmm, Tem nyyLle
[N Hac 1 Xyxe ans xakepa. MporpamMma, cocTosLas u3 He-
CKOJIbKMX COTEH CTPOK, NpeBpaLLaeTcs B AECATKN ThICAY UMK
Laxe MUNSIMOHbI MHCTPYKLUMIA ThlOpUHTra, LEKOMMUASTOPOB C
KOTOpOW He cyLlecTByeT! Kak KOMNPOMUCCHbLIN BapuaHT MOX-
HO ncnonb3oBaTb OOPT, TPAHCAMPYIOLLMA UCXOAHbIA TEKCT B
LUNTBINA KOZ. OTO Nerko (M ¢ KoMopTom) Nporpammmpyercs,
6bICTPO paboTaeT, HO JONTO NOMaeTcs. TeM He MeHee, Tpyao-
€MKOCTb B3/10Ma NopsaKa Ha ABa Huxe, Y4em y MalunHbl Tbio-
puxra unu Ctpenku Mupca.

3awura or IMYNATOPOB

CTpyKTypy cnvpansHOi OPOXKM HEBO3MOXHO CKOMMPOBaTh,
HO Nerko NpoamMynMpoBaTb. BMecTe ¢ KoNMpoBLLMKaMu 3aLum-
LLieHHbIX AWCKOB, KaK MpaBuio, NOCTaBNATCSH NPOrpaMmbl-
3MynATOpLI, co3patolime BupTyansHbii CD-ROM/DVD npw-
BoA. KOonupoBLLYK NPOAEnbIBAET Ty Xe caMyto onepaLmio, 4To
¥ 3alL4MTa — CHMAEeT TOMOMOT M0 C 3aLLMLLEHHOrO AMCKA W ne-
penaet ee AMynAToOpy.

Ccbinku no teme 3anyTbiBaHuA Koaa

B Ananus 3anyTbiBatoLLMX Npeobpa3oBaHuii Nporpamm: Te-
opeTnyeckas cTaTbsl, paccMaTpuBaroLLas OCHOBHbIE METO-
Obl «3aMyCcOp1BaHus» Koga 1 MpobrieMbl ero «npornosnKu»
(Ha pyc.): http://www.citforum.ru/security/articles/analysis.

B A Taxonomy of Obfuscating Transformations: eLLie ogHa cta-
ThS, MOCBSALLEHHAA «3aMyCOPVBaHMIO» KOAA C 60JbLUNM
KONM4eCTBOM NPpUMepOB (Ha aHrn.): http://www.cs.arizona.
edu/~collberg/Research/Publications/CollbergThomborson
Low97a.

B Virtual Machine Design and Implementation in C/C++ by Bill
Blunden: peanusauus BupTyanbHbIX MalumH Ha Cu/Cu++ —
OTNNYHasa bymMaxkHas KHUra Ha aHr., 3NeKTPOHHas Bepcus,
no-BUAMMOMY, HELOCTYMHa.

MO>XHO nv 3TOMY NPOTUBOCTOATL? PaspaboTymku StarForce
ucnonb3osanu npsMon goctyn K IDE-KoHTponsepy B 06Xxof,
BCEX YCTaHOB/EHHbIX ApanlBepoB, B TOM YuChne v gpanBsepa-
amynatopa. A Kak 6biTb, €CNK Yy NONb30BaTeNs YCTAHOBIEH
He IDE-npuBoa? Torpa StarForce BbiHYXAeHa padoTatb 4e-
pes yxe yCTaHOB/EHHbIe Apansepa. YTo6bl 060UTH 3aLLnTY,
LOCTaTO4HO BbIOEPHYTb LUNENd CO CBOEro npueoga uim ot-
KMOYUTb COOTBETCTBYHOLWMIA KaHan IDE-KoHTponnepa Ha fe-
Ty,  StarForce napet. He o4eHb-TO cunbHas 3awmTa, aa K To-
My XXe TPyZHO peanuayemas (cm. puc. 8).

Mbi xe novgem gpyrum nyteM. Ecnm oTKpbITh CTaHAapT no
SCSI- nnu ATAPI-ycTpoicTBa (MX YepHOBbIE BEPCUU NIEXAT Ha
www.t10.0rg 1 www.t13.0rg COOTBETCTBEHHO), MOXHO 06HapY-
XUTb OECATKM «MyNbTUMEOWAHbIX» KOMaHg, noggepxveae-
MbIX NPaKTUHECKN BCEMU COBPEMEHHbBIMM NpUBOAaMM. B amy-
NATOpaXx Xe peanu3oBaHa NuLLb Manas Yactb. [10aTomy, 4To-
Obl 3aLMTUTLCA OT SMYNATOPOB, [OCTATO4HO 3aA€NCTBOBAThb
x0T4 6bl nonosuHy SCSI/ATAPI-KomMaHg (MOMyTHO 3TO «yObeT»
MOHWTOPbI LLIWHBI ¥ NPOYME aHANM3aTopbl).

[Jaxe ecnu nocnepyroLime BEPCUM SMYNATOPOB NOYMHEOT
1 6yayT UMUTUPOBATbL BECH «[IEKCUKOH» NPUBOAA LIENTMKOM, OHU
HaBpAL N CMOTYT BOCMPOM3BECTU BCE OCOBEHHOCTU KaX oM
KOMaHfbl 1 MX KoMOuHauuii. Bnpoyewm, He bypnem 3aberath Brie-
peq. AMynaTopbl COBEPLLUEHCTBYOTCA MEANEHHO U Ka4eCTBEH-
HbIX PbIBKOB C MX CTOPOHbI NOKa He 0X1AaeTcs.

3au|ma OT MOHUTOPOB WKHLI

[nqa B3noma 3awmtbl He Bcerga Tpebyetcs ansacceMo6mpo-
BaTb Kof. BMeCTo 3T0ro MoXHO 3anyCTUTb MOHUTOP LUWHbI 45
nepexeara 06MeHa nporpaMmbl ¢ NPMBOLOM. AHaNU3npys noc-
nepoBarenbHOCTb Bbi3oBoB SCSI/ATAPI komaHg, BNonHe pe-
anbHO pasrafartb anropuTM 3aluThbl, ONPeSenuB, K Kakum
MMEHHO XapaKTepucTnkaMm AncKa oHa NpuBA3anacs.

BonbLuor nonynsapHOCTLIO Nob3yeTcst MoHuTop Bus Hound,
03HaKOMUTESTbHYI0 BEPCUIO KOTOPOro MOXHO 6ecnniaTHo cka-
yatb ¢ cawTa http://www.perisoft.net/bushound. OH He Tonb-
Ko noseonsieT nepexeatbieath USB 1.0/2.0, SCSI/ATAPI/IDE/
SATA, FireWire, Bluetooth, Fibre Channel nopTbl, Ho eLue 1 0To6-
paxaeT 0THOCUTESNTbHOE 1 aBCONOTHOE BPEMS BbINOSTHEHWSA 3a-
MPOCOB, YTO CYLLECTBEHHO 06neryaeT uccnepoBaHue 3aluT,
OCHOBaHHbIX Ha BPEMEHHbIX XapakTepucTmkax.

Hawa 3awuta HUKak He NPOTUBOLENCTBYET MOHUTOPaM
LUMHBbI (Star-Force, KCcTaT roBops, TOXe), MO3TOMY BCE KOMaH-
Obl BUOHbI KaK HA NafoHU 1 anropuTM NPUBSA3KW CTAHOBUTCS
NOHSTHLIM C NepBOro B3rnsga (CM. puc. 9).

Kak «ocnenunTb» MOHUTOP? MOXHO, KOHEYHO, UCMONb30BaTh
npsmon goctyn K IDE-KoHTponnepy nnu pasHoobpasHble aH-
TUOTNAA0YHbIE (TOYHEE, «@HTU-MOHUTOPHbIE») NPUEMbI, TOSb-
KO... BCE 3TO CNOXHO, MOTEHUMASIbHO KOH(PIIMKTHO ¥ BOOOLLE
HeHagexHo. Jlyylle «pa36aBnsiTh» HaLUW KOMaHAbl 60MbLLINM
KONM4ecTBOM «MyCcopHbIx» SCSI/ATAPI-komaHg, 4To6bI 3aTe-
PATLCS Ha UX OOHE. ANFOPUTM CTaHET HEOYEBUAHBIM 1 aHANN3
noTpedyeT HAaMHOro 60fIbLLE BPEMEHUN N YCUITUNA.

OpwH HIoaHC: «<MyCOpHbIe» KOMaHAbl HU B KOEM Cry4ae He-
Nb3§ reHepMpoBaTh Ha Cy4anHon OCHOBE, B MPOTUBHOM CI1y-
4ae Xakep CHUMET HECKOIbKO AammnoB, BbIAENNUT B HUX NOCTO-
SHHYI0 4acTb, @ BCe 0CTaslbHOe OTOPOCUT 38 HEHaJO6HOCTLIO.
A BOT OCHOBHblE KOMaHfb! JiyyLle BblbupaTtb CryyanHbiM 06-
pasoM. B 4acTHOCTW, ANs YTeHUs CeKTopa MOXHO MCMOMb30-
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Batb 1 READ 10/12, n READ CD n READ CD MSF, n HekoTo-
pble apyrue.

YaaneHHblit npoXxur

Knto4eBble nasepHble JUCKU XOPOLLIO NOAXOAAT AN «KOPO6OoY-
Horo» O, Ho ANa Nporpamm, pacnpocTpaHieMbIX NPenMyLLec-
TBEHHO Yepes VIHTepHEeT, OH1 CO3LaKT MHOXECTBO TPYAHOCTEN.
Pacchblinka guckoB — 3T0 OrpoMHas rofioBHas 6011b, HO Befib He
nepefasath Xe nas3epHbli AUCK No Mogemy. A noyemy bl U HeT?
CoBpeMeHHble TEXHOMOMMK eLLe U He Ha Takoe CNoCo6HbI!

Monb3oBaTenb CKa4YMBaeT KIIMEHTCKYIO MPorpammy, KOTo-
pas npocuT BCTaBuUTb YnCThbIi CD-R-aunck B nuLLyLLmin npusog,
NpoXuraeT 0fHy CECCUI0, 3anOSIHEHHYO He3HAYaLLUMM AaHHbI-
MW, CHAMaeT TOMOSIOr Mo 1 MO KpUNTOrpaduieckomy npoToKo-
ny nepepaert aTy nHdopmauuio cepsepy. Cepeep «3alumsaeT»
TOMONOMMI0 BHYTPb 3aLLMLLaemMo NporpamMMbl U OTCbINaeT ee
KIIMEHTCKOW Nporpamme, Kotopas ibo 3anucbisaeT nporpam-
My Ha OUCK, NMBO yCTaHaBNMBAET Ha BUHYECTEP.

KoHeyHo, Takas cxema B3auMOfeicTBmA CyLLECTBEHHO OC-
naénseT 3almLLeHHOCTb NporpaMmel. Befib Bo BCel napTum
60/1BAHOK CTPYKTypa cnvpanbHon JOPOXKW OfMHAKoBa U no-
TOMY, ONSIATWB TONLKO OfHY KOMUIO, HEYECTHBIN NOMNb30BaTesNb
CMOXET TUPAXMPOBATb €€ YyTb NI HEe B NPOMBbILLIEHHOM Mac-
wrabe. YTob6bl 3TOrO He MPOM3OLLNO, CledyeT UCMOoNbL30BaTh
afAVNTUBHYIO 3aLLMUTY, KOMOUHUPYIOLLYIO NPUBA3KY K TOMOJO-
rn ¢ HeCcTaHAapTHLIM hopMaToM Ancka, Hanpumep. KoHeuHo,
HecTaHOapTHbIN hopmMaT — nrioxas LTyKa (1 06 9TOM Mbl yXe ro-

6esonacHocTb

Mone3Hbie coBeTbI

B nonoxuTe Ha KIYEeBON ANCK (haiin ¢ 3aMaH4/BbIM Ha3Ba-
HUeM user_name.key 1 BbINOMHANTE HAL HAM pasfinyHble
3anyTaHHble ornepauum, 3To Crierka yMepuT NpbiTb Xakepa
1 OCTAHOBWT €ro Ha KaKoe-To Bpems;

B BHOCMTE Ha AMCK HECKOJIBKO MPUHLIMMMANBHO Pas3inyHbIX
KITI04EBbIX METOK, HO MPOBepsiTe TONMbKO YacTb W3 HUX,
a 4yacTb — OCTaBbTe A NOCNeayoLLMX BEPCUn nporpam-
Mbl (N ee 06HOBNEHWI), TOFfA XaKepy NPUAETCS KaxXabli
pas NpoBOAWTL Yy TOMUTESbHbIE UCCNEOBaHNS, MOJONTY 3a-
BUCas Haf MOHWTOPOM LUWHbI, A13accemMbIepom 1 oTnag-
YUKOM;

B nomHuTe, YTO Jaxe TLIATENbHO OTTECTUPOBAHHAA 3allu-
Ta B CUJTy HEKOTOPbIX MPUYMH MOXET He cpaboTaTtb, «06-
pyras» fierasibHoOro nosib30Baresisi; N03TOMy HEO6X0AMMO
MCMonb30BaTb MO MeHbLUER Mepe TPU He3aBUCUMbIX 3a-
LUMTHBIX MEXaHW3Ma, OCHOBaHHbIX Ha PasnuYHbIX Xapak-
TepUCTMKax HoCUTENs, U ecrnn cpabaTbiBatoT XOTa Obl ABa
13 HUX, NPOBEpKa CYUTAETCA NPOAEHHON; B faHHOW cTa-
Tbe Mbl PACCMOTPESNIN BCErO NNLLb OAVH TAKON MEXaHWU3M,
oCTallbHblE — B CMIEAYIOLLMWIA pas.

BOPWJIN B HA4ane cTatby), HO C HEKOTOPbLIMU MPEAOCTOPOXHOC-
TAMU MCNOSb30BATb €ro BCE-Taku MOXHO. Tem 60o1iee, YTo npo-
xur Ha CD-R cHmaeT npobnemy TMpaXupoBaHus — KNIMeHTCKas
nporpaMmMa caMoCTOSATENbHO YPaBASeT MULLYLLIMM NPUBOLOM U1
MOXeT CBO6OJHO MCMOSb30BaTh BCE HECTAHAAPTHbIE PEXUMBI,
Ha KOTOpble OH TOJIbKO CNOCO6€eH. borbLLoe KONMYeCcTBO pasHo-
06pa3HbIX 3aLLMTHBIX MPUEMOB ONMUCAHO B MOEN KHUTe «TexHu-
Ka 3aLLMThl 1a3epHbIX AUCKOB OT KONWPOBAHWA», AEMOHCTpaLu-
OHHYI0 BEPCUIO KOTOPOW MOXHO HaNTU Ha MoeM ftp.

nezumi ftp

ABTOp NOAHAN 3KCMEpUMeHTanbHbIv ftp-cepeep, pasgatoLmnii
CBOMW aBTOPCKMNE MaTepuanbl:

B |P-agpec: 83.239.33.46;

B [oMEeHHOe UMS: Nezumi.org.ru;

B nopt: 21 (cTaHBAPTHBIN),

B norunH: WASM,

naposb: He TpebyeTcs;

nanka: /pub,

kaHan: 500 M6;

npuénuanTensHoe Bpems paboTsl: ¢ 14:00 go 06:00, npu
BO3HWKHOBEHWW MPO6/IEM PEKOMEHAYETCA YCTaHOBMUTh Nac-
CUBHbIN pexum ftp-knuenTa.

3aknrouenue

Pa3paboTka cCO6CTBEHHbIX 3ALLMT OT KOMMPOBAaHWS — 3TO pearb-
HOCTb. 3a6yabTe 0 LUMPOKO Pa3peKnammMpoBaHHbIX FOTOBLIX Na-
KeTax. Bcsikasi cepuiiHast 3aluuTa nputarmBaeTt BHUMaH1e CoTeH
ThICSY XaKEPOB CO BCEr0 CBETA, KOTOPbIE ObICTPO HAXOAAT 60nee
UM MEHee YHMBepCcasbHbI CNoco6 B3f1oMa, Takor, 4TO UM MO-
XXET BOCMOJb30BaThCA AaXe NpocTom 06biBatesb. CTOMKOCTb He-
CEPUIMHBIX 3aLLMT (faXKe CNPOEKTUPOBAHHBIX HEMPOECCUOHA-
namMw) 3a4acTyto OKa3bIBAETCA HAMHOTO BbILLE, MOTOMY YTO HUKTO
HE X04EeT C HUMM CBA3bIBATLCA. EAMHWNYHBIN B3NOM ce6st He OKy-
nuT! Hagerochb, YTo 9Ta CcTaThs NOMOXET BaM U36eXaTb OLLMOOK
1 pa3paboTaThb 3aLUMTy CBOEN MeYTbl CAMOCTOATENBHO. @)



