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HACKOJIbKO HEYA3BUMA
BALIA BECNPOBOAHAAIGETb?

Macwrta6Hoe BHegpeHue
becnpoBOAHbIX YCTPOUCTB

NPOTEKaeT A0BONbHO 601E3HEHHO.

To TyT, TO Tam NoABNAOTCA
coob6uieHns 06 ux B3nome,

KOTOPbIi YXe AaBHO NpeBpaTUICS

B HacTOALLMA pagnocnopT
ANS THHENAXEPOB.

Nonpobyem pa3o6patbes,
HacCKONbKO BeJnkalyrpo3a

N YT0 MOXHO NPOTNBONOCTABUITb

KOBapHbIM/Xakepam.

€CNpOoBOAHbIE TEXHOMOMMM NPOY-
EHO BOLLIIM B HALLY XW3Hb W, MOXO0-

Xe, He cobmparoTcs HUKyaa yxo-
AnTb. C MX NOMOLLIbIO OPraHn3yTCs TOY-
Ku pocTyna B VIHTepHeT, cTposTcs nos-
HOL|eHHbIE JTIOKasbHble CETH, NULLEHHbIE
3mesimxca Kabenew, n genaetcs MHo-
XECTBO APYrvX YAUBUTENbHBIX BELLEN.
CemeiictBo ctaHgapTos IEEE 802.11
onucLIBaeT NMPOTOKObI Nepefayn LaH-
HbIX, paboTatoLime Ha Yactote 2,4 [Ty n
06ecrneynBaroLLmMe CKOpPOCTb BNIOTb O
11 Méutc/c (npotokon 802.11b) unu ga-
xe 54 Méut/c (npotokon 802.11g). Bce
BMecTe oHu obpasytoT WLAN (Wireless
Local Area Network — Becnposogras Jlo-
KanbHas CeTb).

®aktuyeckn WLAN npefcrtasnser
co60l 006bIkHOBEHHbIN Ethernet, Tonbko
6e3 NpoBoAoB (CM. puc. 1). 370 3HAUMUT,
4TO 6€CNPOBOHbIE CETU HACNERYIOT BCE
YS3BUMOCTM O6bIKHOBEHHbIX MPOBOAHBIX
ceTeii v [o6aBNAtoT K HUM CBOM COBCTBEH-
Hble. OnucebiBaTb Knaccuyeckue Ether-
net-ysa3BMMOCTH, Takue, HanpuMep, Kak
nopnoxHeln ARP-cepsep, He UHTepec-
HO, nyylle ob6cyauM «6eCcnpoBOLHOM»
acnekT (puc. 1).

Ons 3aLWmnThl OT 3/10yMbILLNEHHUKOB
paspa6oTynku IEEE 802.11 npoTtokonos
NPEANPUHSANM LienbIiA KOMMIEKC NPOTUBO-
XakepcKux Mep: ay TeHTUdUKaLuums, Lund-
poBaHue Tpadwka, npmssska k MAC-

ajpecam W T. fi., OQHaKO 3TO He OCTaHo-
BUIO aTakyoLwmx. Ha npoTsxeHun ye-
ThIpeX MOCNEQHNX J1eT pa3paboTUUKM He-
MPepbIBHO COBEPLLUEHCTBOBANM 3aLUUTY,
HO Kax bl pa3 B HEN 06HaPYXMBaNNChb
BCE HOBbIE W HOBbIE ObIPbI.

MopaenswoLee 60MbWNHCTBO aTa-
KYIOLLMX OeiCTBYOT 6€e3 351010 yMbic-
na, BOCMPUHMMAn 3TO Kak LIanocTb Um
WHTENNEKTYaNbHYIO Urpy, HO Cpeau HUX
BCTPeYaloTCca HAcTosALLME OXOTHUKM 3a
YyXXUM TpachunkoM, U3 KOTOPOro MOXHO
M3BneYb pasnuyHylo KOHMUAEeHUMaNb-
HYI0 MHbopMaLMio (Maponu Ha no4To-
Bble ALLMKK, HOMepa KpeauTHbIX KapT
“ T. 4.). BcTpeyarotea n npocTo xenato-
LLMe NOAKNIUNTLCA K MIHTEpHETY 3a Yy-
xow cyeT. Ecnn Touka 6ecnpoBogHOro
LOCTyna NPUHAANEXUT KpynHOW Komna-
HUK, yLLLEep6 OYAET He Tak YK U BENUK, HO
BOT B AOMALLHUX CETAX 9TUM NpeHebpe-
ratb Hefb3as.

Yem BOOPYXeHbl Xakepbl U Kak UM
MPOTMBOCTONATb, BOT BONPOC, LOCTOMHBbIN
Hawewn ctatbu!

AyteHTuthukaumns

U wucposanne

CornacHo ctangapty IEEE 802.11, cy-
LLeCTBYET Tpu 6a30BbIX pexuma 6e30-
NacHOCTH, BbI6VIpaeMbIX 6ecnpOBOﬂHbIM
yCTp0I7ICTBOM B 3aBMCUMOCTW OT YPOBHA
CEKPEeTHOCTH:

KPHG KACITEPCKH

B OTKpbITBIV PeXuM (HU LWMpoBaHUe,
HW ayTEHTUMKALMA HEe UCMONb3YIOT-
csl);

B 3alMLIEHHBIR pexXum 6e3 ayTeHTu-
thvkaumu, HO ¢ WndpoBaHem Tpa-
uka;

B 3aLMLLEHHbIA PEXMM C ay TEHTU(MKA-
Lmew 1 LundposaHvem Tpadmka.

Lndpoeanune B 060mx criy4asnx ocy-
wectensetca no WEP-npotokony (Wired
Equivalent Privacy — skBvMBaneHT nposog-
HOW 3aLLMLLEHHOCTH), ONUParoLLIEMYCA HA
noTokoBbI Kpuntoanroputm RC4. Vc-
XOAHble AaHHble (data) HapesarTcs Ha
tpenmbl (fames) ¢ pasmepom 1.518 6uT
(BNpo4em, paamep 3afaH He XeCTKO U B
3aBUCMMOCTU OT KOHUrypauum obopy-
[0BaHWS OH MOXET CYLLIECTBEHHO OT/N-
yatbea). Ons kaxaoro dpenma onpege-
nAeTca U yKNaaplBaeTcs B NakeT 32-6UT-
Has KoHTponbHas cymma (ICV), Belaucns-
emas no anroputMmy CRC32. SdphekTmB-
HbI KntoY Lundposarus (PRNG — Pseu-
do-Random Number Generator — renepa-
TOP NCEBOOCNYHaNHbIX YNCEN) FeHEpPUPY-
€TCS Ha OCHOBE ABYX KIto4en — 40-6mT-
HOro CeKpeTHOro Knto4a (secret key nnm
WEP key), HasHa4aemoro nons3oeare-
nem, n 24-6UTHOro BEKTOpa MHULMaNW-
3auuu (IV — Initialization Vector), renepu-
pyemoro ciy4yaniHbIM 06pa3oM A1 Kax-
[oro naketa. Bce BMecTe 310 HasblBaeT-
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PucyHok 1. OSI-Mofienb, NOATBEpPXAAKasi PONCTBEHHHE CBSISU
Mexay nporokonmamu 802.3 (Ethernet) m 802.11 (WLAN)

€51 64-6UTHBIM LUMGPOBaHNEM M NpeacTa-
BWT COOOM KNaccuM4ecKkunin npumep ame-
PUKaHCKOro MapKeTuHra no ogypa4usa-
HWIO [OBEPYMBLIX NONb3oBaresneil. B ca-
MOM fene, 3a4eM NoTpebuTento 3Hatb,
YTO 4N B3I0OMA KJt0Ya 3M0YMbILLNEHHN-
Ky BOCTaTO4HO MOAo6paTh BCEro NuLlb
40 6UT 13 64!

BekTopa uH1umManusauum HasHava-
totcs camum WLAN-yCTporcTBOM U ne-
peparTcs B OTKPbITOM BuAe. 3a4yem
OHU HYXHbI? A 3aTeM, YTO UCMOnb3ye-
MbIA KPUNTOANTOPUTM JIEFKO BCKPbIBA-
€TCA aTakol No OTKPLITOMY TeKcTy. Ec-
NN 3M0YMBILLSIEHHUKY U3BECTEH XOTS 6bl
OLMH UCXOOHbIA 6aNT B KaXaom pent-
Me, KIT0Y LN poBaHuUs BOCCTaHaBNMNBA-
eTcs 6e3 Tpyaa, NOCKONbKY pasnnyHble
4acCTM KNo4a MHOrOKPaTHO NMPUMEHAIOT-
CSl K PasnuyHbIM YacTam 3anmdpoBan-
HbIX periMoB. HYT06bI 3TOr0 M36exartb,
HUKaKOoW KoY WndpoBaHua He Oon-
XEeH 1cnonb3oBaTbCs ABaxAabl. BekTo-
pa nHULManusaumMmn aBToMaTn4ecKku us-
MEHSIIOTCS C KaXblM NakeToM, 4To obe-
CMeymBaeT «Npo3payHyto» CMeHy K-
ya, 6e3 BeioMa 1 y4acTus nonb3osarte-
nsa (cMm. puc. 2).

Ctporo roeops, 415 LUMKPOBAHMS UC-
Monb3yeTcs He OAWH CEKPETHBINA KITioY, a
LienbIxX YeTbIpe, nocnefosaTesibHo Ha3Ha-
4aembIX Mosb3oBaTesieM Npu KOHMUry-
pauun 6ecnpoBOAHOr0 060PYAOBAHNUS.

Keynumber

e

40

CwmeHa Knto4elt NpomcxoauT Npoun3Bosib-
HbIM 06pa3oM (HOMep Kitoya nepepaet-
€l BMeCTe C 3aLmdpoBaHHbIM NakeToMm),
HO Ha 6e30MacHOCTb Nepeaayn AaHHbIX
3TO HUKaK He BnuseT. Ecnv xakep cMoxeT
B3110MaTh OAWH K104, OH CIIOMaeT 1 YeTbl-
pe (cMm. puc. 3).

YnpoLyeHHo npouece LWudposaHus
MOTOKA [AaHHbIX BbIFSANUT Tak (pacyeT
KOHTPOJIbHOW CYMMbI 3[€Cb He nokKasaH):
K=IV.WEPkey — KSA(K) — PRNG (K)XOR
data stream, rge dyHkuun KSA(A) n
PRNG(K) BbipaxatoTcs cnefyoLLmMmM nces-
LOKOZOM (CM. IMCTUHT 1,2 1 puc. 4).

AyTeHTUUKaLWsA OCyLLeCTBNAETCS
Mo cTapor Jo6por cxeme 3anpoc/oTKANK
(challenge/response). KnueHT (Client unu
Station), xenaroLuii NOAKMIOYUTCS K TOY-
ke goctyna (Access Point), nocbinaet 3a-
npoc Ha ayTeHTudgukaumio (Authentica-
tion Request). Touka foctyna reHepupyet
128-6aMTOBbIN NCEBAOCNYYaNHbIA «UC-
nbiTaTensHbIn TekeT» (Challenge Text) n
OTNPaBNSET €ro KNMeHTy. MNonyuus «uc-
MbITATESbHbIA TEKCT», KIMEHT LWMGpyeT

ero 64-6MTHbIM KJTI04OM, NOJTy4EHHbIM
! wireless LAN Configuration Utility 1[
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PucyHok 3. YeTnpe cexpeTHix WEP-kioua, BHOMpaeMX IONBBOBaTeNIeM M aBTOMAaTUYECKHU
CMEHSINWMX APy Apyra IO MCTEYEHMUM HEeKOTOPOT'O IpOMEeXyTKa BpPeMeHM

Ne6, ntoxb 2005

202,11 frame

PucyHOK 2. PacueT KOHTPONBHOM CYyMMH 1 wmppoBaHme Tpaduxa
no nporoxony WEP

Ha ocHoBe cekpeTHoro WEP-kntoua n
MPON3BONBLHOrO BEKTOpa MHMULMann3a-
Lmu. 3awmndpoBaHHbIN UCTIbITATENbHBINA
TekcT (Encrypted Challenge Text) BmecTe
C BEKTOPOM MHMULMan13auum nepeaeTcs
Ha TOYKy [oCTyna, rae NPoUCXoAnT 06-
paTHbIV MPOLLECC: UCMOSb3YS UMEIOLLWIA-

JncTunr 1. Nceepokon byHkumu KSA(A),
VHULMANMSUPYLe Maccus S,
MCIONBBYEME BIOCIENCTBUM

AN TeHepauuy NCeBAOCHTYyYanHOn
NOCTeN0oBaTeNbHOCTI

/| wemuyanusauys
for(i = 0; i < N; i++) S[i] = i;
i=0;

// nepemeumBanue GaiT, OHO %e
// cxpemBnupoBanue (scrambling)
for i = 0; i<N; i++
{
j =3+ S[i] + K[i % length];
swap (S[i]l, S[jl);

JmcTurr 2. lceBmokon dymkumu PRNG(K),
TeHepMpYKIel NCEeBROCTYYanHyn
NOCNIENOBATENBHOCT, MUCIONB3YEMYK
ANt uudpPOBaHMS NMOTOKA HAHHEHIX
onepanyeit XOR

// mEuumanusauus:
static int i = 0;
static int j = 0;

// uukn TeHepauumu:
i=1i+1;

j =3+ S[il;
swap(S[i], S[jl);
return S[S[i] + S[jl];

Initiation Vector
1v)
3 Bytes
User Key Secret
40/104 bits Key

|

WEP Data ‘ Cipher text ‘ v ‘

Pucynok 4. Bnok-cxeMa anropuTMa
unpposauuss WEP, mucrnonsyeMoro
nnst unppoBaHust Tpadmxa

” ayTeHTMdMKaum



0e30nacHOCTb

CA B ee pacrnopshxeHun cekpeTHbin WEP-
K04 1 OTKPbIThIA BEKTOP MHMLManu3a-
LMK, TO4Ka JOCTyna pacimdpoBbIBaET
NakeT U CPaBHMBAET NOJTYYEHHbIN TEKCT
C OpUrMHasbHbIM UCTIbITATENBHBIM TEK-
ctoM. Ecnv onu coBnagatot, ayTeHTUdu-
Kaums CYMTAETCs YCMELUHON U KIIMEHTY
oTnpaBnseTcs NOATBePXAeHNe JocTyna
(Confirm Success) (cm. puc. 5).
Hes3aBucrMO OT BbIGPAHHOTO PeXU-
Ma CEKpPeTHOCTH, ToYKa JOCTyna MOXeT
ucnonsb3osaTb npmeasky k MAC-agpe-
cam v nposepky SSID/ESSID ([Extend-
ed] Service Set IDentification — npeHTu-
hvKaums [pacliMpeHHOro] komnnekTa
YCNyr, YCNOBHO Ha3blBaeMas «MMEHEM
CETU»), 0TCeKas BCEX HEMPOLLIEHbIX HApY-
LUMTEnNew eLe Ha cTagum NoAKNoYeHus
(texHonorusa Access Control List — cnu-
COK ynpasneHus goctynom). [ins camo-
YCMOKOEHWS Takas mepa, MoXeT OblITb, 1
CroAmMTCA, HO BOT 3M0YMBbILLIIEHHWKOB OHa
ocTtaHoBuT Haepag nn. UMAC, n SSID ne-
penatTcs No CETW OTKPbITbIM TEKCTOM,
Tak 4YTO WX NepexeaTt He MpefcTaBnsaeT
HUKakon npobnemsl. MNepenporpaMmmu-
posatb MAC-agpec CBOeN KapTbl YyTb
CINOXHEE, HO XaKepbl C 3TUM NIErko Crpae-
NATCA (AaXxe ecnv KapTa He NO3BONSA-
€T caenatb 3TOro NporpaMmHbIM 06pa-
30M — a nopasnsoLee 60MbLIMHCTBO
KapT 9TO NO3BONAET — aTakyoLLMiA BCer-
fa MOXeT «nepewwnTb» M3Y). Y70 Xe Ka-
caetcsa SSID, To OH v BOBCE NponucbIBa-
€TCA C N0NIb30BaTENLCKOro HTEpdeca,
MOCKOJbKY UCMOMNb3YeTCH CKNI0YNTENb-
HO Kak «Mapkep», No3sonawowuin 6ec-
NPOBOZHOMY YCTPOWCTBY OT/IMHYUTL Of-
Hy ceTb OT fpyroin. bopbba ¢ xakepamm
B €ro 3agadvy He BxoguT. TeM He MeHee
3TO elLe He 3Ha4uT, 4To SSID MOXHO He
3anonHATh (a 60MbLUMHCTBO NoMb30BaTe-
nen MMeHHO Tak 1 noctynaer)!
Station Access Point

Authentication Request

Challenge Text

P

Encrypted Challenge Text

P

Confirm Success
Challenge = Encrypted Challenge

PucyHok 5. CxeMa ayTeHTudMxauumu
KJIMEeHTa, MCHonbsyeMast B mporokone WEP

Ataka no OTKPbITOMY TEKCTY
Ecnun 6ecnpoBogHas CeTb UMEET BbIXO[,
B /IHTEPHET ¥ 3MOYyMbILLSIEHHWKY U3Be-
CTEH 3/1EKTPOHHbIV aAPEC XOTS Obl OfHO-
ro n3 ee aBOHEHTOB, OH MOXET NocnaTb
XXEPTBE NMUCbMO, BbIFIOBUTH OTHOCALLIMECS
K HEMY 3aLLUMPOBaHHbIE MaKeTbl U BOC-
CTaHOBWTb CEKPETHbI KITH0Y MO M3BECT-
HOMY cofepXxumomy. B aTom emy Hese-
POSITHO MOMOXET TOT (haKT, YTO TpaduK K
MOYTOBOMY CEPBEPY FEHEPUPYETCS NEPU-
OQMYECKU (Hanpumep, NpoBepKa NoYThl

Own6kmn pa3paboTynKos
WEP-npoTokona
CtaHpapTHbIN 64-6UTHBIA KNOY LLX-
poBaHWs Nerko B3nambiBaeTcs no6o-
BbIM NepebopoM. YyuTbiBas, 41o dak-
TU4eckas LnvMHa CEKPETHOro KIya co-
CTaBAseT BCero nuwb 40 6uT, B Cpea-
HEM Ham focTaTo4Ho nepedpatb 249/2 =
549 755 813 888 kombuHauui. Mpu cko-
pocTu nepebopa B COTHIO MWUIINOHOB
K/o4ei B cekyHay (BMOSIHE YMepeHHas
CKOPOCTb A1 COBPEMEHHbIX NPOLECcco-
pOB) aTaka 3aMeT BCero 4ac — nosropa.
3nOyMbILLAEHHWKY [OCTATO4HO Nepexaa-
TUTb BCEro OAMH 3alunpoBaHHbIN na-
KeT, a 3aTem Tep3arthb ero o Tex nop, noka
KOHTPOMNbHas cyMMa pacLunMgpoBaHHOro
naketa He coenageT ¢ ICV. «CtyyaTbes»
Ha TOYKY JOCTYyna npu 3TOM COBEpLUEH-
HO Heobsi3aTenbHo! (C y4eTom cyLlecTBo-
BaHMWSA YeTbIPEX CEKPETHbIX KMtoYen npo-
LOMKMNTENbHOCTb MOSIHOMO LMKNa nepe-
60pa HeCKOMNbLKO BO3pacTaeT, Of4HAKO He
CTOMb pafuKarbHo).

Onsa npepoTepalleHus n1o60BoK aTa-
KV Npon3BoAnNTENM 6€CNPOBOAHO0 060-
pyZOBaHUs YBENUYUAN OSIUHY CEKPETHOW
yacTum kntoya go 104 6ut, nonyTHO NOpo-
AVB Npo65eMy 06paTHO COBMECTUMOC-
™. [Jo6aBkTe ctoga 24 6uTa BeKTopa UHu-
Lmanuaauuy 1 Bbl Nosly4nTe Tak HasblBa-
emoe 128-6utHoe LimndposaHue. Mogo-
6patb 104-6UTHBIN K104 BCREMYIO YXe
HepeanbHO (Npu NPeXHer CKopocTu ne-
pebopa B cpefHeM Ha 370 ynget 281 70
013 338 405097 811 wacos nnn 3215 754
947 306 518 BEKOB, YTO 3HAYUTESTLHO Npe-
BbILLAET He TOSIbKO OCTaBLLEeecs Bpems
cywiectsoBaHua ConHua, HO 1 BO3pacT
BceneHHoW), oOHako xakepam ypanocb
HavTV 60nee KOPOTKWI MyTb, COKPaTUB
Bpems B35i0Ma B MUnnapabl pas.

B aBrycte 2001 roga Tpu KpunTtoaHa-
nutuka: Scott Fluhrer, Itsik Mantin n Adi
Shamir ony6nmkoBasnu cBOK NOAPbLIBHYIO

OCYLLECTBNAETCS KaXable 5 MUHYT), N03-
TOMY €ro O4€Hb JIEFKO OTIMHUTL OTO BCEX
ocTasbHbIX. [MaBHoe, 4TOObI XepTBa Co-
rnacunacb NpUHATbL MMCbMO, a He yaanu-
na ero Ha cepBepe Kak cnam.
CyuiecTBytoT 1 gpyrve adekTus-
Hble ataku npoTtmus WLAN, onvcaHwue Ko-
TOPbIX MOXHO HaWTW, HaNmpUMep, B CTa-
Tbe «What's Wrong With WEP?» (http:/
www.ilabs.interop.net/WLANSec/What_
is_wrong_with_WEP-Iv03.pdf).

ctatblo «Weaknesses in the Key Sched-
uling Algorithm of RC4» («Cnabble me-
cTa anropuTMa pacnpefeneHus Kno-
yent RC4»), MFTHOBEHHO CLEnaBLLyo UX
3HameHWTbIMKU. BriocnencTeuu Bee aTa-
Kv 3TOro TMna ctanu 0603Havatbes ab-
6pesunatypoit FMS - no nepsbiM 6yKBam
nepeooTkpbiBaTenen: Fluhrer-Mantin-
Shamir. OHu 06HapyXunu CyLLecTBoBa-
HUWe KPYMHbIX Knaccos cnadbix («weak»)
KIl04el, B KOTOPbIX KpoLLeyHas 4acTb
O6WTOB KMto4a OKa3blBaeT 3HAYUTENb-
HOe BNUsHWE Ha 3alundpoBaHHble AaH-
Hble. [TOCKOMIbKY B (hOpPMUpPOBaHUM 3D-
(hbekTUBHOrO Kntova y4yacTByeT BEKTOP
MHMLManu3auum, reHeprpyemsiii npomns-
BOMbHbLIM 06pa30oM, B 06LLMIA W POno-
TOK HeV36EeXHO nonagaeT HeKOTopoe Ko-
nuyecTBo cnabbix knoyen. Cobpas goc-
TaTo4YHbIA 06beM TpaduKa, 3M0yMbiLL-
NEHHUK 0T6MpaeT nakeTsl, 3awmdpo-
BaHHble cnabbiMn KnoYamu (Takue na-
KETbl Ha3bIBAIOTCA «CNabbIMU» NN «WH-
TepecHbIMu» — interesting). Kaxpaein cna-
6bI NakeT ¢ 5% CTeneHb0 BEPOATHOCTM
BOCCTaHaBMBAET OAWH GalT CeKpeTHO-
ro Kno4a, nosToMy obLLee Kom4ecTso
MakeToB, KOTOPble aTakylLieMy Heob-
XOAMMO cobpaTb Ans peanusauum ata-
Kui, B MEpBYI0 o4epeib 3aBUCUT OT CTe-
neHn ero sesy4yectn. B cpegnem ans
B3/I0Ma TpebyeTcs nopsaka 6 Munimo-
HOB 3aLlMd)pOBaHHbIX NakeToB. B 3aBu-
CUMOCTM OT UHTEHCUBHOCTY Tpaduka un
MPOMYyCKHOW CNOCOBGHOCTU KaHana, Ha
3TO YXO[MUT OT HECKOJIbKUX YacoB A0 He-
CKOMbKUX OHEW, XOTS B HEKOTOPbIX CIy-
yasx aTaka 3akaH4vBaeTcs yxe vepes
HECKOMNbKO MUHYT. W 310 npu 104-6uT-
Hom kntoye! Tak paboTaet AirSnort n
MHOT e Apyrue xakepckue yTUnmnThl, Ko-
TOpble JI060M 3M0YMbILLIEHHUK MOXET
CBOGOAHO CKavaTb U3 CeTu.

Ecnu o6MeH gaHHbIMKU Mexay ne-
ranbHbIMU KNYEHTaMW M TOYKOW [OCTY-



na Hes3HayuTeNleH Unu npakTuye-
CKW OTCYTCTBYET, 3M0YMbILLSIEHHNK
MOXET 3aCTaBUTb XEPTBY reHepu-
poBaTb 60JbLIOE KOSIMYECTBO Tpa-
vka, faxe He 3Has CEKPETHOro
Knoya. [loctaTo4HO NPOCTO nepe-
XBaTUTb «NPaBUSbHbIA» NaKeT U, HE
paclmdpoBbiBas, peTpaHcnnpo-
BaTb ero BHOBb. B yactHocTu, ARP-
3anpoc BbI30BET HEN36eXHbIN ARP-
otBeT. OTnnumnts APR-3anpockl ot
BCEX OCTalIbHbIX NAaKeTOB O4YEeHb
npocTo: frame.pkt_len == 68 (pas-
mep kagpa) u wlan.da == FF:FF:
FF:FF:FF:FF (appec HasHa4yeHus).
O6bI4HO ona nepefayn 3anpocoB
ncnonbayetcs otgenoHas WLAN-
KapTa (npv 3TOM PacCcTosHNE MEX-
[Lly aHTEHHaMW MPUEMHON 1 nepepa-
IOLLIEN KapT [OIKHO COCTaBNATh M0 MEHb-
wew mepe 15 cMm, 4TOObI M36exaTb B3a-
WMHbIX HABOLOK), XOTSi HEKOTOpbIE Kap-
Thl YXUTPAKOTCA NepexsaTtbiBaTb TPAGK 1
OHOBPEMEHHO C 3TUM 60MbapanpoBaThb
XEepTBY nakeTamu.

Xakepbl 13 nadéopatopum Hikari of
Dasb0Oden Labs ycununu FMS-anroputm,
COKpaTMB KOJIM4EeCTBO HEOOXOAMMbIX Na-
KeToB ¢ 6 MnnIMoHoB Ao 500 ThicaY, a B
HEKOTOpbIX cyyasnx 40/104 GUTHBIN KoY
B3M1aMbIBaeTCA BCEro ¢ 3 Thica4yamMu na-
KeToB, YTO NO3BOJIAET atakoBaTb Aaxe
[loMaLLHVe TOYKM [oCTyna, He Hanpsras
NX N36bITOYHBIM TPAUKOM. YCUNEHHDBIN
anropuTM atakv peann3oBaH B yTunuTe
dwepcrack, BxofsLlen B cocTas naketa
BSD-airtools, a Takxe B gpyrom xakep-
CKOM MHCTpYMeHTapuu (puc. 6).

Pa3paboTtuymkun obopynoBaHus oTpe-
arupoBasnu BMnofiHe agekBaTtHbIM obpa-
30M, U3MEHWB anropuTM reHepaLmm Bek-
TOPOB MHMLUMaNM3aumm Tak, 4Tobbl cna-
Oble KNo4KM yXXe He BO3HMKanu. Tenepb
Jaxe dwepcrack TpeboBasochk nepexsa-
TUTb cBbiwe 10 MUIIMOHOB NakeToB, HO
[axe B 3TOM cly4ae ycneLluHas pacumd-
poBkKa KJo4a He rapaHTuposaHa! Ycrpoi-
CTBa, BbiNyLleHHble nocne 2002-2003 rr.,
CKopee Bcero yxe 3awyuiieHsl ot FMS-
aTtaku, a 6onee OpeBHNE MOLENM peLLatoT
3Ty nNpo6nemy nytem 06HOBIIEHUS NPO-
LUMBKYM (MpaBaa, He BCe MPOU3BOANTENN
BbINYCTUNN Takoe 06HOBNEHWE). Bripo-
Yyem, faxe cerofHs, B cepenumHe 2005
roga, B 3KCnnyatauumM HaxoguTca MHO-
XECTBO YA3BUMbIX YCTPONCTB, 0COOEH-
HO Ha nepwuepun, Kyga yxoLsaT BCe He-
peann3oBaHHble CKagckue 3anacsl. Tem
He MeHee, cUTyaLus TakoBa, YTO Xake-
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PucyHok 6. BrewHwmyt Bup yruauTh dwepcrack,
peanusynmer YCUIIEHHY0 PaBHOBUEHOCTE FMS-arTakmu
Ha WEP-ki0un

pam nNpuLLnoCb UCKaTb HOBbLIE NYTU NS
ataku. M oHu 6bInn HaraeHbi!

B asrycte 2004 roga xakep no vme-
HW KoreK npoemoHcTpupoBasn MUcxo-
OHbIA KOJ, HOBOIO KpumnToaHanuaaropa,
B3/1aMbIBaIOLLIEro fAaxe «CUibHbIe» BEK-
TOPbI UHMLUManu3auun. ns BoccTaHoB-
neHus 40-6MTHOrO KIto4a emy TpeboBsa-
nocb Bcero 200 TbiCAY NAKETOB C YHM-
KanbHbIMY BEKTOpPaMu HULManNM3aumu,
a ansa 104-6utHoro — 500 Tbicay. Konunye-
CTBO NaKeTOB C YHWKabHbIMW BEKTOPa-
MW MHULManU3aLmm B CpeHeM CocTas-
nset nopsgka 95% oT obLero Konuye-

Mobile Client

EAPOL - Start

.7

EAPOL

EAP - Request / Identity

EAP - Response / Identity

EAP - Reguest

Access Point

6esonacHocTb

CTBa 3alMdpPOBaHHbIX MaKeToB,
Tak 4To NS BOCCTAHOBIEHMS KITHO-
Yya aTakyrLemy norpebyercs co-
BCEM HEMHOro BpeMeHW. [JaHHbIi
anropuTMm peanu3osaH B chopper,
aircrack, WeplLab v gpyrux xakep-
CKUX yTUNMTaX, HeJoCTaTKa B KOTO-
PbIX UCMbITbIBATb HE MPUXOAUTCS.
B HoBOM o6opygoBaHuu, no-
CTPOEHHOM Mo TexHonorum WPA —
Wi-Fi Protected Access (3aLuuLLeH-
HbI Wi-Fi gocTyn), 3aLuLLeHHOCTb
6€eCcnpoBOAHbIX YCTPOMCTB BHOBb
6bina ycuneHa. Ha mecto WEP npu-
wen TKIP (Temporal Key Integrity
Protocol — npoTokon KpaTkocpou-
HOW LIeSTOCTHOCTM KITHOYeNR), reHe-
PUPYIOLLNA AUHAMWUYECKUE KNio-
4K, CMEHsIOLLME OPYr apyra Yepes
napy MuHyT. [ins COBMECT/MOCTU C Cy-
LwecTsyoLwmm o6opypnosaHuem TKIP nc-
MoJSIb3YET TOT Xe CaMbl NOTOKOBLIN as-
ropuT™ Wndpposanms, 4to u WEP —RC4,
HO B KaXX[bI1 3aLUdPOBaHHbIN NaKeT Te-
nepb yKnaablBaeTCs cneuunanbHbIA BOCh-
MUOANTHbIA KO LeNIOCTHOCTU coobLLe-
HWS, paccynTaHHbIn no anroputmy Mi-
chael, npegoTBpalLaoLLin peTpaHcns-
LMI0 MOANOXHbIX NakeToB. [Mpouenypa
ayTeHTUdUKaLmy ocyLLecTBNSeTCS Mo
npotokony EAP (Extensible Authentica-
tion Protocol — paclumpeHHbI NPOTOKON
ayTeHTUUKaLmm), UCnonb3ytoLwemy nu-

Radius Server

RAIMUS

Radius - Access - Regquest

Radius - Access - Challenge

EAP - Response ( Credentials )

Radius - Access - Request

EAP - Success

EAPOL - Logoff --—---omoememeon

Radius - Access - Accept
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60 RADIUS-cepaep (Remote Authentica-
tion Dial-In User Service — cnyx6a guc-
TaHUMOHHON ayTeHTMUKaLUM NONb30-
BaTenen No KOMMYTUPYEMbIM JIUHU-
M), TM60 NpPeayCTaHOBMEHHbIN O6LLMIA
knoy PSK (pre-shared key). B npouec-
ce ayTeHTUdMKaLuM cepeep reHepupy-
eT napHbii Mmactep knod (PMK - Pair-
wise Master Key) n nepepaet ero Knu-
€HTy. HecmoTpsi Ha OTHOCUTENbHYI0 HO-
BW3HY 3TOW TEXHONIOMUW, B KOMMMEKT air-
ckack yxe BxoguT cneuuasbHbli MOLYb
WZCOOK, oto6paxatowmin PMK-kntou.
[N HECaHKLIMOHNPOBAHHOIO NOAKMoYe-
HUS K TOYKe JOCTYNa, 3aLLMULLEHHON TeX-
Honornen WPA, aToro okasanoch BMnos-
He gocTtatoyHo. Bnpoyewm, atakyowmm
MOAyfb BCe elle HefoCTaTo4yHO OTna-
XEH 1 NOTOMY B HEKOTOPbIX CNy4asX OH
He cpabatbiBaeT (CM. puc. 7).
CraHngapt IEEE 802.11i onuceiBaet
60nee NpPoOABUHYTYIO cMCTeMy 6e3onac-
HOCTW, OCHOBAHHYIO Ha KpUNTOanroput-
me AES nwnsBecTHyto nog nmeHem WPA2.,
[OTOBBIX YTUNNT 415 €€ B3I0Ma B OTKPbI-
TOM BMfE NOKa He HabnofaeTcs, Tak YTo
C 3TON TEXHOJIOTMEeN MOXHO YyBCTBO-
BaTb ce6s51 B 6€30MacHOCTM, N0 KpanHen
Mepe, Kakoe-To Bpemsl OHa NpomaepXuT-
cq. Obnagartensm ycTapeBLUero o60py-
[0BaHNS HACTOATENIbHO PEKOMeHayeTCs
npo6utb VPN-TOHHeNK, 3a8eicTBoBaTh
SSL-wnchpoBaHme nam NOAKHUTb Nto-
6ble [pyrve cnocobbl 3aLLmnThl, M3HaYab-
HO OPVEHTMPOBAaHHbIE Ha Hebe3onacHble
KaHanbl nepegayn AaHHbIX.
CyLLiecTBYeT TONBLKO OAWH CrOco6 npo-
BEPWTb, HACKONbBKO 6€30MacHo npuobpeTa-
emMoe Bammn 6ecnpoBOAHOE YCTPOMCTBO —
3T0 aTakoBaTb ero! Kaxaplv yBaxatoLLmii
ce6 afMUHUCTPATOP LOMKEH OTHETINBO
npencTaBNsiTb, KAKOW MHCTPYMEHTapUii
HaXoQMTCS Ha CnyX6e y XakepoB., 3HaTb
€ro cunbHble 1 cnabble mecta. bosTbes
XaKEPCKMX YTUAWT He HyxHo! Hu oauH
3aKOH He 3anpeLyaeT «B3famblBaTb»
CBO COOCTBEHHOCTb, NPUHANEXaLLYH0
BaM Mo npasy, NO3TOMY HUKaKWX lopuau-
4eCcKMx MpobnemM 3aechb He BO3HMKAET,
a nof KaTteropuo «BpeaoHOCHbIX» MpPo-
rpamm o6Cy>XXaaemMble yTUANTbI He nona-
fatot. Kak nokasblBaeT npakTuka, 60sb-
LLE BCEX BOSIHYETCS TOT, KTO HE KOHTPO-
NUpyeT cuTyaumio, 06pa3HoO roBops, Ha-
XOAfICb B TEMHOTE C 3aBA3aHHbIMU rna-
3amu. Korga-to 60snvcb NpUBUOEHUNA,
cemnvac 60ATCA Xakepos, BUPYCOB 1 Yep-
Ben. A Bce noyemy? [1oToMy 4TO He 3Ha-
10T, KaK MOCTPOUTb HAAEXHYH0 3ALLMTHYO

cuctemy, kak n3 scex WLAN-kapT, pas-
6pocaHHbIX Mo BUTPUHE, BbIGPATL TY, KO-
Topas 6yfeT HeroaBnacTHa B3niomy. po-
N3BOAMTENN 060PYAOBAHMSA, KaK YXe Obl-
10 MOKa3aHo BblLLIE, MOCTOAHHO JTYKaBAT.
BepuTb UM Henb3s, 1 NPUXOAUTCS paccHu-
ThIBaTb TOJMILKO HAa camumx ceobs.

OT aHTEeHHbI A0 nporpamMmmbl
Pagunyc genctams 6onblUnHCTBA 6ECNPO-
BOLHbIX YCTPOMCTB OrpaHN4€eH AUCTaHLm-
el B 10-100 meTpoB (To4Has undopa 3asu-
CWT OT KNnacca v KOHCTPYKTUBHbIX OCOGEH-
HOCTEeN KOHKPETHOro 060pyA0BaHus), No-
3TOMy aTaKyLLMIA [OSKEH HAXOAWTLCA B
HenocpefCcTBEHHON 6/IM30CTMN OT XEPTBBI.
OpHV xakepbl BOOPYXar0TCA KapMaHHbIMM
KOMMbIOTEPaMM (OHU Xe «HanafoHHUKN»
unn Pocket PC), apyrue npegnoymtarot
neckton ¢ WLAN-kapToK, Nogkno4eHHON
K BHELUHEN aHTeHHe. [Jo6poTHasA aHTeHHa
HanpasneHHOro Tna, cHabXeHHas ycu-
NUTENeM MOLLHOCTU, YBEPEHHO OEPXUT
CBA3b Ha paccTosHuAx 0o 1,5-2 kM, a B He-
KOTOPBbIX CllyHasx 1 60MbLLE TOro, Tak YTo
NPOCTON 64UTENBHOCTM AN1A €ero 06Hapy-
XeHus yxe 6yaeT HefocTaTo4Ho!

Mpwu Bbi6Gope WLAN-KapThbl atakyto-
LM JOJKEH ybeamTbCs, Y4TO BblOpaH-
Hble XaKepckue yTUIuTbl (M B NEPBYIO
o4epefnb cHuddep) ymetoT pabortaTb C
LaHHbIM yuncetoM. CnnMcok noaaepxu-
BaemMoro 060pyfoBaHus 06bI4HO Ny6un-
KyeTcs Ha cantax pa3paboTymMKoB COOT-
BETCTBYIOLLMX NPOrPaMM U COOEPXKUT-
cA B JOKyMeHTauun. HambonbLuen -
60BbI0 NONb3yeTcs YnnceT Prism/Prism2
1 6ecnpoBOAHbIe KapTbl HA ero OCHOBE
(Hanpmmep Senao 2511-CD-PLUS). OH

OTNMNYHO JOKYMEHTUPOBaH, Npu4emM [o-
KyMeHTauus pacrnpocTpaHaeTcs He Mo
MOANucke, a 6ecnnaTHo pa3faeTcs BCEM
xenawoowmm!

M3 nporpammHoro o6ecne4yeHuns Ham
NoHaJobUTCs CETEBOW CKaHHEP, CHUM-
dhep 1 B3NOMLWMK naponei. MIx MOXHO
HaWTV NpakTU4ecKn Ha Nto6omn nnaTgop-
me. Ha Pocket PC 06bI4HO Ucnonb3yeTcs
cssizka MiniStumbler/Sniffer Portable/Air-
scanner Mobile. MiniStumbler o6Hapyu-
BaET NPUCYTCTBME CETU B AAHHON TOYKE,
M3MepseT UHTEHCUBHOCTb CUrHana, oTo-
6paxaet SSID/MAC-agpeca v onpege-
nset, 3agenctsosaHo WEP-wungposa-
Hue unu Her. Sniffer Portable n Airscanner
Mobile 3axBaTbIBatOT BCE NponeTarLmne
MVMO NakeTbl 1 3an1cbIBaloT UX B drann,
KOTOpbIN 3aTEM NMEPEHOCUTCA HA HOYTOYK
nnn HacTonbHbI MK 1 nponyckaercs Ye-
pes3 B3IOMLLMK Naponen (MpoLeccopHbIX
pecypcoB KapMaHHOro KoMMboTePa 414
B3/10Ma Napornen 3a pa3yMHoe BPeMS No-
Ka 4TO HeLOCTaTO4HO) (CM. puc. 8).

OcHoBHoW cHudhdhep nog LINUX u
BSD 370, KOHEe4HO xe, Kismet, naHadvans-
HO OPUEHTUPOBAHHbIV HA MCCreoBaTeNb-
ckne uenun. OH nopaepxmBaeT 60bLLOe
KONM4ecTBO 060pyA0BaHMA 1 6eCNPOBOL-
HbIX NPOTOKONOB, YA0OEH B UCMONL30BA-
HUM 1 K TOMY Xe ab6CoIOTHO 6ecnnaTeH.
MNepexBaTtbiBaeT ceTeBOn Tpadumk, no-
kasbiBaeT SSID n MAC-appeca, noacum-
TbIBAET KONMUYECTBO NAKETOB CO CNabbl-

MW BEKTOpamu MHuWLManmMsauuv v T. o.
/13 B3noMmLLMKOB naposien B nocregHee
BpeMs peasibHO paboTatoT TOJbKO aircr-
ack n WepLap, npuyem nepsbin paboTa-
€T 3Ha4UTesNIbHO Ny4Lue.

1 [pocketwiNc Fogl ES I ) e ‘Mnbile Sniffer Q) < 415687
c'iq_g_nd Pochifi i MAC Address | &
Name | |.| Signal | ch | BSSID > 205.152.110.252 (:1:24:80:7c:7a

= 102.168.1.108 0:4:53:a0:3:55 =
Brome %2 2 CHRM o oooey |0 ol 0:4:53:el:a55 >
£ dorale; W 80 ¢ o008l £i95168.1.108 0:4i5aediass >

> 69.28.135.160 0:1:24:80:7c:7a

= 192.168.1.108 0:4:53:e0:3:35 >

}1‘321681108 045393355}

4] il [ [ » i

Preferred Metworks:
Marne | 2 |
r 0:1:24:80:7C:7a -> 0:4:53:e0:3:55 | a
B vome e Type : IP (0x0800) —
IP header(v4) : —
192.168.1.108 > 69.28.135.160
Protocol : TCP (0x006) =
| vt « E
I 4] i [ T»
File Tools Help &5 &8 @ | T E|A Tools Options b W = E|A

PucyHok 8. Opyxme HanmafoOHHMKOB — cHubbeps pocketWiNc (cmema)

u Mobile Sniffer (cmpaBa)
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Mog Windows nepexsat 6ecnpo-
BOQHOro Tpadmka peanuyercsa ropas-
[0 CNOXHee 1 Kpome cHudepa Ham no-
TpeobyoTca MOAMPULUPOBAHHbIE BEp-
cumn gpansepos ana WLAN-kapTbl. 13
KOMMEPYECKMNX CHUDDEPOB MOXHO MO-
pekomeHgoatb Airopeek, U3 Hekommep-
YecKuUx — yTunuTy airdump, BXOOALLYIO B
cocTaB aircrack v NOpTUPOBaHHYK NOf
Windows. Ewe MOXHO Mcnonb3oBatb
Sniffer Pro nnu no6oi gpyroin nogxoas-
LM cCHUGhep.

Ha Mac Becb XxakepCkui UHCTPY-
MeHTapuin cobpaH B 04HOM (hflakoHe —
ytunute no umenmn KisMAC, koTopas Ha-
CTOMIbKO NPOCTa, 4TO el CMOXEeT Mosb-
30BaTbCA faxe pebeHok. 3aecb eCTb 1
CeTeBOWi CKaHep, U cHudep, v naponb-
HbIn nepebopLuuk (brute force), n kpun-
ToaHanusartop cnabdbiXx BEKTOPOB WMHU-
umanusauum. MNpegycmoTpeHa faxe ta-
Kas MenoYb, KaK nnaHnpoBLLMK, NO3BO-
NALWMA OCYLLECTBNATL aTaku no pac-
MUCaHuIo.

Jinteparypa:

1. Andrew A. Vladimirov, Konstantin V.
Gavrilenko, Andrei A. Mikhailovsky.
Wi-Foo. — Addison Wesley, ISBN :
0-321-20217-1, 592 c. — ny4Luas KHu-
ra no B3y10My 6ecnpoBOfHbIX CeTen
€ 60MbLUXM KONUYECTBOM MpaKTnye-
CKMX NPYMEPOB, OPUEHTVMPOBAHHASA
Ha XaKepoB W KPUNTOAHANWUTUKOB.

2. Jon Edney, William A. Arbaugh. Real
802.11 Security: Wi-Fi Protected Ac-
cess and 802.11i. — Addison Wesley,
ISBN : 0-321-13620-9, 480 c. — Heno-
Xas KHura no 6e3onacHocTv 6ecnpo-
BOLHbIX CETEN, OPUEHTUPOBAHHASA Ha
TEOPETMKOB 1 CUCTEMHBIX aMUHUCT-
paTopoe.

3. Bob Fleck, Bruce Potter. 802.11 Secu-
rity. — O'Reilly, ISBN: 0-596-00290-4,
208 c. — C1JIbHO TEOPEeTU3NPOBAaHHAS,
HO B LieNIOM BECbMa He nioxas KHura
no atakam Ha WLAN.

4. Weaknesses in the Key Scheduling Al-
gorithm of RC4: 6u6nusa Bcex uccne-
noatenein WEP-knto4en, Hanncax-
Has Tpovkoin maros Scott Fluhrer, It-
sik Mantin n Adi Shamir (Ha anrn.):
http://www.smallnetbuilder.com/
Weblink-reg=visit-lid=66.php.

5. Practical Exploitation of RC4 Weak-
nesses in WEP Environments by Dav-
id Hulton: ctaTks, onuceisatoLLas ycu-
NeHHbIV BapuaHT FMS-ataku Ha WEP
C MpyYmepaMmn UcxogHoro Koga (Ha
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B o6Lem, Ha HeJOCTaToOK XakepCKo-
rO UIHCTPYMEHTapUs XanoBaTbCs He Npu-
XOAWTCS, B rnasax TaK u psouT OT pasHo-
o06pasus.

3arpy304HbIi nadepHblii guck Audit-
or Security Collection yxe cogepxwuT BeCb
HeobX0ANMbI UHCTPYMEHTapWiA U MOAW-
hmumpoBaHHble apansepa, NoOAOEPXH-
BaroLLme 60sbLIOe KONMYECTBO PasHo-
06pasHbiXx 6eCnpoBOAHbIX YCTPONCTB.
518-merabanTHbin 1ISO-06pa3 MOXHO
6ecnnaTHo ckayatb C Beb6-canta Komna-
Hun Moser Informatik, pacnonoxeHHoro
no apgpecy: http://www.moser-informatik.
ch, o4eHb yoobHas LWTyKa An1d TECTOB Ha
MPOHNKHOBEHME.

3akniouenue

Tak Bce-Takm 6e30nacHbl 6eCNpPOBOAHbIE
cetn unmn Het? YcTponcTtea, NoaLepXu-
BatoLyme ctaHgapt IEEE 802.11i (WPA2),
eLLle HUKOMY B3110MaTb He yaanoch u, Cy-
[ N0 BCeMY, B 0603p1MOM ByLyLLEM U HE
ypactcs. Bece octansHoe o6opynoBaHve

aHrn.): http://www.dachbOden.com/
projects/bsd-airtools/wepexp.txt.

6. Wireless Security Auditor (WSA): cTa-
TbSl U3 UCCE[0BATENIbCKOrO LieHTpa
IBM, onvcbiBatoLLas npobnembl 6€30-
MacHOCTV 6eCrpOBOAHBIX MPOTOKOOB
(Ha aHrn.): http://www.research.ibm.
com/gsal/wsa.

7. Ataku Ha WEP: npakTu4eckoe noco-
6Ve aTaKyloLLero, CpaBHeHNE pasnmy-
HbIX XaKepCKUX YTUMWT, COBETbI MO
UX HacTponke (Ha pyc.): http://www.
securitylab.ru/53508.html un http://
www.securitylab.ru/54769.html.

8. Dispelling the Myth of Wireless Se-
curity: crnerka ycrapesLuas cTarbs
0 crnocobax Banoma 6ecnpoBOAHbIX
CEeTeN, HO KOMMEHTapUK K HeW BMo-
He aKTyasnbHbl (Ha anrn.): http://www.
oreillynet.com/pub/a/wireless/excerpt/
wirlsshacks_chap1/index.html.

9. NetStumbler-cpopym: chopym, Ha Ko-
Topom obLyatotcs WLAN-xakepsl (Ha
aHrn.): http://www.netstumbler.org.

Cebinku
Ha MHCTPYMEHTapMWiA:

1. NetStumbler: moHnTOp 6€CNpPOBOAHO
ceTw, pabortatowmin nog Windows 20-
00/XP, Bepcus gna Windows CE Hasbl-
Baetca MiniStumbler n pa6otaet Ha
Pocket PC: http://www.netstumbler.
com/downloads.

2. Airscanner Mobile: 6ecnnaTHbIN

(WEP n WPA1) BckpbiBaetcst 6e3 Tpyaa.
Hwu YacTas cMeHa CEKPETHBIX KSTHOHER, HU
SSID, Hu npuesiska k MAC-agpecam, Hu
[axe Tak HasblBaemoe 128-6uTHoe Wind-
pOBaHue OT HACTOSALLMX XaKepoB He cna-
CaeT 1 roguTcs passe YTO Ha porb ny-
rana, OTryruBarwLLero HOBMYKOB 1 Npo-
CTO JOONbLITCTBYOLMX NONb30BaTENEN,
BepBble B3ABLUUX CHU dEp B pyKu.

Yro xe kacaetcs WPA1, T0 no atomy
MOBOAY CYLLECTBYIOT Pa3fnyHble MHEHNS.
HauyHem ¢ TOro, 4To cxema ayTeHTUdmKa-
LM HENOCPEACTBEHHO B CaM NPOTOKON
WPAT1 He BXOAuT 1 0CyLLLECTBNAETCH CTO-
POHHUMU CpefcTBaMmn. ITO MOXET ObITb
n EAP-MD5, n EAP-TLS n MS-CHAP...
To ecTb cama no cebe nogaepxka WPA1
Hu4ero He peluaet! BesonacHocTb 06e-
crne4vnBaeTCs NnLLb NPaBuIIbHON HACTON-
Ko 06opynoBaHus, a 3To TpebyeT CooT-
BETCTBYIOLLEN KBAIMDUKALMMN OBCNYXMU-
BatoLLiero nepcoranal Moatomy, ecnv Bbl
He yBepeHbl B cebe, OT NCNONb30BaHUA
WPA1 ny4we Bo3gepxartbcs. @

cHudpep ansa Pocket PC: http://
www.snapfiles.com/get/pocketpc/
airscanner.html.

3. PocketWarrior: 6ecnnatHbln CHUG-
dep nog Windows CE un Pocket PC:
http://pocketwarrior.sourceforge.net.

4. kismet: cHutbhep Homep oanH nog,
Linux, BSD n MacOS, opvieHTMpoBaH-
HbIV Ha XaKepCKyto [esTeNIbHOCTHIO 1
pacnpoCTPaHsIOLMIACA B MCXOAHbIX
TekcTax, Bepcusa nog Windows obna-
[aeT OrpaHnyeHHbIMU BO3MOXHOC-
TAMW 1 MOTOMY HE PEKOMEHAYETCH:
http://www.kismetwireless.net.

5. Airopeek: BOCTOVHbIN CHUdep NoA
Windows: http://www.wildpackets.
com/products/airopeek.

6. Sniffer Portable: http://www.snmp.
co.uk/nai/amnesty.htm.

7. aircrack: nyywmii Banomiink WEP n
WPA-naponei Ha CerogHsLLHUN feHb,
pacnpoCTPaHSOLLMIACS Ha HEKOMMEP-
4ECKON OCHOBE; B KOMMJIEKT MOCTaB-
KW BXOAUT CHUAObep, paboTatoLLmil Ha
Linux n Windows 2000/XP: http://www.
cr0.net:8040/code/network/aircrack.

8. AirSnort: ycTapeBLUMIA B3NOMLLMK
WEP-naponei: http://airsnort.shmoo.
com.

9. kisMAC: ytunuta gns ataku Ha 6ecnpo-
BozHble cetn nog MAC OS: cHudbchep
1 B3JIOMLLIMK Naponen B OBHOM ¢oy1ako-
He: http:/binaervarianz.de/projekte/pro-
grammieren/kismac/download.php.



