6esonacHocTb

MMouck malware na Server 2003/XP
CBOVMMU pyKamu

Kpuc Kacnepckn

IMmobanbHbIX 3NUAEMHUIA HE BCMbIXUBAJO YK€ HECKONbKO JET, HO JIOKAJIbHbIE 04aru 3apaXeHus
NPOAO0IKAIT pa3pacTaTbCs, 0CBauBas HoBbIe TeppuTOPUK. llokaxeM, Kak 06HapyXUBATb CBbILLE
90% 3apasbl 6ecnnatHbim M0. MasHbIM 06pa3om, Mbl 6yaem rosoputb o Server 2003/XP, ogHako
CKa3aHHoe BO MHOrom cnpasepnueo u ans Server 2008/ Vista.
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HTUBMPYCbl, M3HAYANIBHO pac-

cyMTaHHble Ha 6opbby C BUpYyCa-

MK (TO eCTb C camMopa3MHOXak-
LWMMHUCA NporpaMmamMm, BHELPAIOLLN-
MW CBOK, BO3MOXHO, Crierka U3MeHeH-
HYIO KOMMWIO B Apyrue ainnbl) K Hawlec-
TBUIO TPOSIHCKMX KOHEWN 0Kas3anucb Co-
BEPLUEHHO He roToBbl. TposHCKas npo-
rpamMma HUKyAa He BHefpseTcs, nuweT-
¢ (Ha OCHOBE FOTOBbLIX KOMMOHEHTOB)
4yTb /I HE 32 HECKOMbKO MUHYT, Nocne
4yero obpabdartbiBaeTCA ynakoBLLMKOM/
NpOTEKTOPOM U «cnnBaetcs» B CeTb, Ha-
npumep, NyTeM LIMPOKOBELLATENbHOW/
n3bumpartenbHON NOYTOBOW PaCChIIKK.
K Tomy BpemeHu, noka nonb3oBatenu
3anofo3paT 4TO-TO HEMAAHOE U NOLLNIT
dhaiin B aHTUBMPYCHbIWA LLEHTP Ha uccrne-
LOBaHWE (eCNu eLLe HaayT ero Ha guc-
Ke!), BpeLoHOCHOE nporpamMmMHoe obec-
neyeHue (ganee no TEKCTY UMEHyeMoe
malware) yxe cenaeT cBoe 4epHoe fe-
no, HanpuMep, pasoLuneT cnam, HangeT
1 nepegacT KoOHUaeHUManbHY MHDOP-
MaLuIo, CO34ACT HOBYIO YHETHYIO 3anmch,
LONYCKaloLWy yaaneHHoe nogkoye-
HWe xakepa u T. . [paMOTHO CNpoeKTy-
poBaHHOe malware 06bIHHO YHUHTOXaeT
ceba OyKBasIbHO YEpPEe3 HEeCKONbKO MW-
HYT, @ TO U CEeKyH[ nocne 3anycka Bpe-
LOHOCHOrO thavna.

OcHoBHy10 3auenky npeacTaBns-
I0T FOTOBbI€ KOMMOHEHTbI, MCMOMb3Yye-
Mble Xakepamu, 4ToObl HE MucaTb Kax-
Obl 3k3emnnsap malware ¢ Hyns. Teo-
peTMYeckn Mx MOXHO 3aHecTu B 6asy
CUrHaTyp, OeTEeKTUpys 3apasy Ha paH-
HWX cTaguax BHegpeHus. MpakTuyec-
KW X€ YHMBepCarbHbI pacnakoBLUVK,
BCTPOEHHbIA B aHTUBUPYCHI, CpaBns-
€TCA NWLb C MPOCTENLLMMU YNAKOBLLM-
kamu. Bce, 4TO nocnoxHee, — pacnako-
BbIBAETCA HABOPOM CTaTUYeCcKMX pac-
NakoBLUMKOB, 3anporpaMmmypoBaHHbIX
BPYYHYIO U «Tyno» MOBTOPAIOLLMX an-
rOPUTM OPUTMHANBHOrO YNakoBLUMKaA.
MNpo6nema B TOM, YTO anropuTm yna-
KOBKW MOXET ObITb NIErKO U3MEHEH nps-
MO B hex-pefakTope. Xakepy Aoctaroy-
HO NepeHeCcTN OPUrMHANBHYIO TOYKY BXO-
pa (OEP - Original Entry Point) B gpyroe
MECTO, 4TOObI 0OXUTPUTb aHTUBUPYC NN
BOTKHYTb B HA4as10 (haina KOHCTPYKLMIO,
BbI3bIBAIOLLYIO ¥ aHTUBMPYCA «HECBape-
HUe Xenyaka».

O6bI4HO 3TO 4TO-TO M3 Habopa Ko-
maHa SSE/SSE2/SSE3 — B HacTosiLui
MOMEHT WX HEe 3MYNMPYET HWU OOWH aH-
TUBMPYC, a NepemMeHHas aimHa x86-Ko-

Ne3, mapt 2008

VYkpennsem nuHnio 060poHbI

YT106bl 3aTPYAHWUTL ataky Ha cucTemy, pe-
KomeHpayeTcs 3abnaroBpeMeHHO npeanpu-
HATb PAd HECNOXHbIX AencTBuUi. Bo-nep-
BbIX, MepenmeHoBatb aapo (ain ntoskrnl.
€xe) BO YTO-TO Apyroe (Hampumep, nezumi.
exe), a BMecTo ntoskrnl.exe nonoxuTb 94po
OT APYroi Bepcumn cucTemsl (He 3abbiBas 06-
HOBUTb €ro u B kalwe SFC, nHaye Becb TpyA
MOMAET HacMapKy, 1 OHa TYT Xe ero BoccTa-
HoBUT). DOKYC B TOM, YTO AN ONpeAeneHuns
afipecoB nepexeaTtblBaeMbIX (YHKLMA MHO-
rue rootkit BbI3biBalOT hyHKUMIO LoadLibrary
(«ntoskrnl.exe»), faxe He poragbiBasch 0 TOM,
4TO AAPO NEPEMMEHOBAHO 1 NOJSTyYEHHbIE af-
peca BecbMa faneku ot 4encTBUTENbHOCTH!
KoppeKkTHO HanuncaHHbIi rootkit B Takom ciy-
4yae NPOCTO OTKaXeTcs OT nepexsara, He-
KOPPEKTHbIN (KOMX 60JbLUMHCTBO) FPOXHET
CUCTEMY, YTO HEMPUSATHO, HO BCE-TAKN Nyy-
LLle 3apaxeHus.

A Kak Xe coo6LLNTb CaMoWi cucTeme, roe
nckatb HoBoe a4po? OyeHb NpocTo — goba-
BUTb B dharn boot.ini «BONLLEOHBIA» KITIOUNK
«/Kkernel=», nocne 4ero CTpoKa ¢ onncaHmem

MaH[ He MO3BONSET NPOAOIKNUTL OEKO-
OMPOBaHWe WHCTPYKUMiA nocne BCTpe-
YM C NEPBON Xe HEW3BECTHON KOMaH-
[on. To Xe caMoe OTHOCUTCS U K camo-
mMoandmumMpytoLLemMycs Kogy (0Co6eHHO
BbIMOJTHSIOLLEMYCSA Ha CTEKE), CTPYKTYp-
HbIM UCKMIOYeHNsM... [la 4To Tam roBo-
pUTb, XaKepy LOCTATOYHO «3aKpyTUTb»
LMK, UCNOSHSIOWMACA CEKYHAY MMM
OKOJ10 TOr0, YTO6bl 3MYNATOP aHTUBMPY-
ca «0TBanuncs» no TanM-ayTy. Hukakomn
aHTVBMPYC HE 3MYNMPYET KOJOB OLLMOBOK,
Bo3BpaLjaemMblx API-dyHKLMAMK, KO-
TOpble MOryT 6bITb MCMOJIb30BaHbI AN
pacwmdpoBKK ocTanbHOro Tena gan-
na (ckaxem, malware OTKpbIBaeT 3aBe-
LOMO HECYLLIECTBYIOLLMIA (haifl, HO aHTH-
BMPYC-TO 3TOr0 He 3HaeT! A «nopobpaTb»
NPaBWUNbHbIV K04 pacLUngpOBKM — Bbl-
Lwe ero cun!).

Takum 06pa3oMm, xakepy LOCTaToy-
HO B3fTb LUMPOKO PacnpoCTpaHeHHyo
310BpefHyto nporpammy, o6paboTaTb
€e HOBEWLIMM ynakoBLUNKOM/NPOTEK-
TOPOM, Crerka M3MeHUB KOA NocnegHe-
ro TaK, 4To6bl CTATUHECKMIA aHTUBUPYC-
Hbli pacNakoBLLMK He CMOT CNPaBUTbLCS
C HUM — 1 Bce! AHTUBMpPYC 6yaeT MonyaTb
Kak napTtusan! Y470 xe kacaetcs C#-npo-
rpaMM, TO UX 31EMEHTapHO OEKOMMU-
NMpoBaThb LUTATHbIM AWU3accemMbyIepom
ildasm.exe, cnerka MogepH1M3nMpoBaThb

6e3onacHocTb

ornepauvoHHOW cucTeMbl 6yfeT BbIrALeTb
NPUBN3UTENBHO TakK:
JucTvHr 1. $parMeHT «BaupmIeHHOI'O»
dartma boot.ini

multi(0)disk(0)rdisk(0) J
partition (1) \WINNT= .
"Server 2003" /fastdetect /
kernel=nezumi.exe

Tonbko He 3abyAbTe Mepep YCTaHOB-
KO NakeToB 06HOBMIEHWS BEPHYTb NPEXHee
S0PO Ha MECTO, MHaye MHCTannNATop aka-
PUIHO 3aBEPLUMT CBOK paboTy, MOCKOSIbKY,
OH (Kak u rootkit) He goragbiBaeTcs 0 BOSMOX-
HOCTW NEPENMEHOBaHMA fapa.

KctaTtn, 60NbWNHCTBO co3aaTenem
BPEAOHOCHbIX NPOrpaMM CBATO BEPST B TO,
yto Windows Bcerga cTouT Ha gucke «C:»
MW Harno Mcnonb3yT abCconTHbIE My-
W, Aaxe He 3arnagbiBas B COOTBETCTBYO-
e nepemMeHHble okpyxeHusa. CnegoBa-
TeNnbHO, MOCTaBMB CUCTEMY Ha N60N Opy-
ron guck (Hanpumep, «D:» unu «F:»), Mbl OT-
CEYEM 4acTb 3/10BPEAHbIX NpOrpamMm eLue
Ha noanete. Windows Update, kctatu roeo-
ps, o6pabaTbiBaeT Takyl cUTyauuto BNosn-
He afileKBaTHO.

CLR-kog n accembnmpoBath ero 3aHoBO
LITaTHLIM Xe accembnepom ilasm.exe —
QHTMBUPYCbl BHOBb OTAbIXAMT, & XaKe-
pbl Pa3MHOXalOTCS CO CTPALLHOW CUION —
NerkocTb NPOrpaMmMmMpoBaHus, 60MbLLOE
KOSIMYEeCTBO MOTOBLIX PYKOBOACTB, KOM-
MOHEHTOB 1 GUBNMOTEK BbI3bIBAET aKTUB-
HbI MPUTOK «MMOHEPOB» BCEX MaCTeN,
B TO BpeMs Kak eLLie 6ykBanbHO 5-10 net
Ha3a[ HanucaHwe BUpyca NpeacTaBnsano
C060M HeTpMBMASBHYIO 3afady, Tpeobyto-
LUyt rNy6OKOro 3HaHWsi BHY TPEHHOCTEN
onepawluoHHOW cucTeMsbl, accembnepa
W... yAMbl CBOGOOHOrO BPEMEHU, KOTO-
poe HeYeM 3aHsTb.

M xoTsi HeKoTOpble aHTUBMpPYChI (Ta-
Kue, Hanpumep, kak Norman) «nporo-
HAT» Nogo3peBaemble havnbl Yepes
CBOE06Pa3HY0 «NecoyHuLy» (sandbox),
B rpy6boM MpuBAMXeHUW NpeacTaBnsio-
LYy CO6OW aMynaTOp onepaLmoHHON
CUCTEMBI, C TLLATENbHOW NMPOBEPKON M3-
MEHEHUI COCTOAHMA peecTpa u hainno-
BOV CMCTeMbl MocNie 3aBepLUeHus pa-
60Tbl NOAOMNBLITHON NPOrPaMMbl, OHW He
naHaues, a o4epefiHoe «nnaue6o» Ans
yCNoKoeHus nonb3oBatenen. [ocra-
TOYHO CKa3zaTb, YTO 9K30TM4eckue API-
yHkumm TMna NtSetLdtEntries() Hu cam
Norman, HV ero «konfieru» He aMynu-
pYlOT, TO Xe camoe oTHocuTcs u K NtS
ystemDebugControl(), 4To no3sonser
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PucyHok 1. BHewnwit Bum yTunuTs Autoruns or Mapka
PyccuHoBMua

3110BpPeHOMY KOZY B NTy4YLLUEM Cny4Yae OCTaTbCs He3ameyeH-
HbIM, @ B XyALLEM — BbIpBaTLCA U3-MOf KOHTPONSA IMyNATOpa,
nonas Ha XMUBYID MalUMHY CO BCEMM BbiTEKaloLWMMK oTcoaa
nocneacTBUAMY.

A yero Bbl xoTenun? AHTMBMPYC — Tynas malumHa. Mbic-
NUT LWABMIOHHO, W BCAKWIA HOpMasbHbIN Xakep 0653aTenbHO
npoBepsieT CO3AaHHbIA M BPELOHOCHBIA KoL Ha 60MbLUON
KONNeKLMN CBEXUX aHTUBUPYCOB, COBEPLLEHCTBYS anroput-
Mbl MacKMpoBKW [O TeX Nop, Noka OHW nepecTaHyT ero 06-
HapyxwuBartb.

Moparb: nouckoM 3apasbl fOMKEH 3aHUMATbCS HeroBeK,
4el XWBOW U HEOPAMHAPHBIN YM OnepupyeT OTHIOAb He La6-
NoHamK, a NIOTUKON, Pa3MblLLIEHNAMU, UHTYULMEN. Bnnskoe
3HaKOMCTBO C malware nokasblBaeT, 4To nogasnsioLlee 601b-
LLUIMHCTBO BPEAOHOCHBIX MPOrPaMM 3/IEMEHTAPHO 0BHAPYXMU-
BaeTcs OyKBanbHO C NepBoro B3rnsaa. M He HyxHo nnaTuTb
HUKaKMUX NIMLIEH3UOHHBIX OTHYUCIIEHUIA, NOCTOAHHO KayaTb ca-
Mble cBeXue 6a3bl, MUPUTLCS C TOPMO3aMM Pro-akTUBHbIX
TEXHONOr U 1 NPOYMX NpenecTemn nporpecca.

Mol 6yaem paccmaTtpusaTh TONbko 6ecnnatHble 06LLeao-
CTYMHbIE YTUAUTBI U MPOCTbIE TEXHONOT UK 06HAPYXEHUS Bpe-
poHocHoro [0, He TpebytoLime rny6oKoro 3HaHWUs BHYTPEH-
HOCTEN CUCTEMbI W YMEHUS YuTaTb AM3accemMbMepHbIii Koa.
A pas Tak, 4yero Mbl cugum!

Bnepep!

3a|(vnucub|e Urpbl aBT03Arpy3Kun

YT06bI «OKOMATLCA» HA BPAXXECKOM KOMMbIOTEPE, BpeJoHOCHas
nporpamMma AomxHa NycTUTb KOPHU, Nponucae cebs B aBTo3a-
rpy3ky. Pagymeetcs, TepMUH «aBTO3arpy3ka» B fAHHOM KOH-
TEKCTe 04YeHb YCIIOBEH — 3TO MOXET ObITb U CETEBON PUNLTP,
n cepBucHas cnyxoéa, n pacwmpenue K Internet Explorer —
B CUCTEME CYLLECTBYIOT COTHU MECT, B KOTOPbIE MOXHO He3a-
METHO BHEAPUTLCS, NoMyyan ynpaeneHue cpasy xe nocne 3a-
rpy3kv Windows unum npv HacTynneHuv onpefenerHbIX cobbl-
M (3anycka |E nnm gpyroro npunoxeHus).
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MpocmaTpuBaTtb BCE KNOYWM peecTpa, NpsMO WK KOC-
BEHHO CBfI3aHHbIE C aBTO3aMyCKOM, HE TONTbKO YTOMUTENBHO,
HO U HeLenecoobpasHo, NOCKONbKY, «HEBOOPYXXEHHbIM rna-
30M» OY€Hb TPYAHO OT/IMYMTL flerasfibHble KOMMNOHEHThI OT He-
neraneHbix. Y70 genatb?! U TyT Ha nomolyb npuxogut bec-
nnatHas ytunmta Autoruns ot Mapka PyccuHoBuya, nokasbi-
BalLLas OrpoOMHOE KOMMYECTBO «3MayHbIX» MECT, Kyaa nio-
O6UT BHEOPATHCA BPEOOHOCHOE NporpaMMHoe obecrneveHne
(cm. puc. 1).

[na obneryenns BocnpuaTna BCA MHGopmalms paséu-
Ta Ha 16 BKnapok (ToyHee — 15, 16-5 BKNOYAET COQEPXKMMOE
ocTasnbHbIX). Ho gaxe takoe n3obunme OTHIOOb He rapaHTus
NOSIHOTLI. YBbI!

CyLLecTBYIOT DECATKM MECT, BNOMHE NOAXOASALLME ANS BHE[-
pexus, koTopble Autoruns He nokasbiBaeT. Hanpumep, malware
MOXET BKIIMHWUTBLCS B LEMOYKY accouuauuin pacumpenmii. Cka-
XeM, npu oTKpbITUKM .doc-hannos ynpasreHne nonyvyaer He
MS Word, a 3noBpegHbii hain, genaLmii CBoe YepHoe fe-
NO 1 3anycKaLwmii opurmHanbHbii MS Word, Tak 4To € TOYKM
3PEHNS NONb30BAaTENs HE NPOUCXOAUT HUYEro Noao3puUTeNb-
HOro. To e camoe OTHOCUTCA U K MYHKTaM KOHTEKCTHOrO Me-
Hio. [lonycTuM, y Hac ecTb NyHKT «Add to zip/rar», HO BMECTO
apxuBaTopa CHa4vana 3anyckaercs BpegoHocHoe 10O (nogme-
HUBLLEE 3Ty BETBb B PEECTPE) M TOMNLKO NOTOM nepegatoLlee
yrnpasieHue OpurmHanbHOM nporpaMme.

Tak BOT, BCero atoro Autoruns He nokasbiBaet! 3710 BOBCE
He Npu3bIB K 0TKa3y OT ero ucnosb3oBaHusa (6onee fOCTONM-
HbIX YTUAUT MHe NOKa He nonajanock), MPOCTO K MOMyYeH-
HbIM pe3ynbratam ciiegyeT OTHOCMTCS CO 340POBOW [onen
CKenTuumama, He 3abbiBas 0 HEOOXOQUMOCTU PY4HOM Npo-
BEPKM CUCTEMBI.

CaMbIM LieHHbIM CBOWCTBOM MPOrpamMMbl ABASETCH BO3-
MOXHOCTb COXPaHATb CMUCOK 3N1EMEHTOB aBTO3arpy3Km B Tek-
CTOBOW (hbans, a 3aTem B 060N MOMEHT BPEMEHU CPaBHM-
BaTb ero ¢ Tekywum («File —» Save As», «File - Compare»).
«HoBOsIBNEHHLIE» 3N1EMEHTbI (CM. PUC. 2) NOMeYatoTCs 3ese-
HbIM LIBETOM (XM, MOYEMY 3€MneHbIM, a He KpacHbIM?! Bep ca-
Moe BpeMsi 6uTb Tpesory!). CpaBHEHME CNMCKOB — O4EHb MOLL -
HOE OpyXwue, NoMoraroLLee 06e3BpexmBaTh He TOSIbKO malware,
HO N HEKOPPEKTHO HanucaHHble NPorpamMmmbl, NesyLine CBOu-
MM rpsi3HBIMU Nanamu Tyaa, Kyaa ux He npocar.

K MuHycam yTunuTbl Autoruns MOXHO OTHECTU HEBO3MOX-
HOCTb NPOCMOTPa BCEX MOJSIb30BATENbCKMUX Npoduneit: fa-
Xe 6yay4u 3anyLeHHON n3-nog agMuH1cTparTopa, oHa noka-
3bIBAET TONMbKO 3MEMEHTbI aBTO3arpy3ku TekyLiero npogm-
NS, HO HMKorgda — BCex npodunen cpasy. Mpaeaa, npu 3anyc-
Ke 13-nof agMmMHUCTpaTopa y Hac nosBaseTcs MeHwo «User»
CO BCEMW NONb30BaTENAMMU, 3aPErNCTPUPOBAHHBIMU B N10-
KanbHOM cucTeMe, 1 AN NonyyYyeHns [OCTOBEPHOrO pe3yrib-
Tara HaMm HeobXo4MMO CoXpaHuTb B log-thansbl ux Bce. Mae-
Hoe, MOTOM He 3anyTaTbCsl, Kakov log kakomy nonb3oBaTte-
N0 NPUHAANEXWNT, MHA4Y€e MOXHO MONYYNTb OYEHb HEOXKMIAH-
HbIV pe3ynbTart.

Pagom ¢ kaxblM 3N1EMEHTOM aBTO3arpy3Ku HAXOAWUTCS ra-
noykKa, copoc KOTOPOM NPUBOAUT K €0 OTKITOHEHUIO, MPUYEM
nporpamMMa XpaHuT COCTOSIHUE BCEX ANIEMEHTOB, U Npu Xena-
HUW OTKITIOYEHHbIE 3NIEMEHTbl MOXHO aKTUBMPOBATH BHOBb,
€CNK, KOHEYHO, UX OTKIIIOYEHWE He NPUBERET K Kpaxy cuc-
TeMbl TaK, 4TO HaM BOO6LLE HE YAACTCH 3arpy3nTbCs, W TOr-
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fa npuaeTcsa npuéerHyTb K TaHuam ¢ 6y6HoM. OTKNOYEHHbIe
3neMeHTbl aBTO03anycka XpaHATCa HENOCPEACTBEHHO B Ca-
MOM peecTpe, B HaCTHOCTH, 3N1IeMeHThl 13 BeTKM \Software\
Microsoft\Windows\CurrentVersion\Run\ nonagatot B nogset-
Ky AutorunsDisabled, 4To HEO6X04MMO NOMHUTL MpK 3anycke
«KOHCONW BOCCTaHOBNEHMS» ANs MoAbema PYXHYBLUEW CUC-
TeMbl, a nydlle — nepeq BCAKMMU 3KCNEPUMEHTAMU NPOCTO
3ape3epBnpoBaTb PeecTp 60N U3 MHOrOYUCNEHHBIX YTU-
NWT, KOMX 3a NOCNEeAHEee Bpems pas3Besnoch...

Opyras nonesHas yHKUUA — Bepudmkaumna Lngposon
nognucu ot Microsoft, ons 3Toro 4OCTATOYHO LENKHYTh Mnpa-
BOWV KNaBMWLLEN MbILLW MO MHTEPECYIOLLIEMY HAC 3NIEMEHTY aB-
TO3arpyaku n ckasatb «Verify». Ecnu umdposas noganuce cos-
nagaet, TO pagoM C UMEHEM Mporpammbl NOSBNSETCA CTa-
Tyc (Verified), o3HavatowWwmii, YT0 fAHHOMY KOMTMOHEHTY aB-
TO3arpy3kn MoxHo Ha 99% posepATb. K coxaneHuio, ¢ Kom-
NMOHEHTaMM OT CTOPOHHMX pa3paboTHMKOB BepUMKaLMS He
paboTaeT, HO, C APYrof CTOPOHbI, B OONbLUIMHCTBE Cly4va-
€B HMYero Nioxoro He CAy4YUTCs, ECNK UX BPEMEHHO OTKIHO-
YUTb M NMOCMOTPETL, 4TO Y Hac ynano. Ara, nepecrtan pa6o-
TaTb Npokcu-cepaep unmn ADSL-mogem. 3Ha4uT, BCe NpaBub-
HO, NONeT HOPManbHbIA, U MOXHO BO3BpaLLaTh 3/1EMEHT aB-
TO3arpy3ku Ha MecTo. A BOT €CMNM HUYEro He ynano, To cre-
LyeT npu3agymartbCs, BbI6paB B TOM XE& KOHTEKCTHOM Me-
HI0 NyHKT «Search Online» 1 nonckatb, YTO NULYT O AAHHOM
¢harine Ha WEB. [lo Tex nop noka Sysinternals He npoganacb
Microsoft, nouck pa6otan 4yepesa Google, Tenepb Xe OH pa-
60TaeT 4Yepe3 MSN, T0 ecTb HMKaK He paboTaeT (BO BCAKOM
cnydae y MeHs) U npuxogmtca nu6o B6MBaTb UMA exe-an-
na B CTpoKy noucka Google Bpy4Hyt, NM60 U3MEHATL Napa-
mMeTp «onlinesearchcommand» B BETKe peectpa nporpaMmbl
Autoruns ¢ MSN Ha Google 1 pagoBatbCsi NPOrpeccy, BeCHe
¥ aBToMaTM3aLmu.

O6bI14HO malware nponuceiBaeT cebsa B pUKCUPOBaAH-
Hble Katanoru nog (UKCMPOBAHHbIMU MUMEHAMU, U MOUCK
Ha WEB okasblBaeTca [OBOMBbHO NIOQOTBOPHbLIM, XOTS U Aa-
eT 60MblIOoe KONMMYECTBO NOXHbIX cpadaTbiBaHUNA, OT NOX-
HO-MO3UTUBHbIX 4O IOXHO-HeraTuBHbIX. OfHAKO NPy BO3HWK-
HOBEHMMN NOJO3PEHNI (hall MOXHO HEMEOSIEHHO OTNPaBuUTb
Ha www.virustotal.com — cneunanbHyo
on-line cnyxo6y, cobpasLUy0 NOA OJHON
KpbILLEN Napy LEeCATKOB NOMYNAPHbIX aH-

-‘_fPrncess Explorer - Sysinternals: www.sysinternals.com [KPNC'\kris kaspersky]
File Options Vew Process Find Help
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“& Autoruns - Sysinternals: www.sysinternals.com

File Entry Options Help
5 BEREH" B ]
[ Boot Execute i

\'__'§ Image Hijacks | ,ﬂ KnownDLLs | a Winlogan

%] #pplnit | |
£ Network Providers |

& Winsock Providers | 24 Print Wonitors | "{) L5A Providers |
£ Eveiything |% Lagon I ’j Explarer I @ Intemet Explorer | _’] Scheduled Tasks I E@g Services I g& Diivers |
Autorun Entry | Description ‘_F‘um}p | Image Fath | AI
ﬁ HKCUAS oftwarg\Microsoftyindows NTCurentyersiontwindows \Fun
Q’ HELMAS DFT'WARE WMicrosoftsWindowsCurrentVersion' Policies\E xplorer\Run __|

ﬁ' HRCUAS oftesarehMicrosaft\Windows \ CunentyersionPolicies\Explorer Aun

ﬁ HKCLAS oftware\Microsoftsindowsh Currenfiersion'Run
n intemat.exe WHamkaTap Asbika knaema... fopnopauma Maikpocogr
=
' HECUAS oftwareM icrosoftWwindows\ Cunenfiersion'RunOnce

cwinntgysten32iintemat. ..

PucyHok 2. CpaBHeHME JIOTOB 3JIEMEHTOB aBTOBarpy3kiM MOBBOJNSET
BHSBJISITE BHEJpPEHME HOBOT'O BpemoHocHoro IO

paccmartpvBath Wb Kak NOTEHLUManbHY yrpoay. B Toii xe
CaMOW BETKE NEPEYNCIEHBI Y aKTUBHbIE CEPBUCHI (TAKXE Ha3bl-
Baemble «Cryxo6amu»), npu 3ToM Autoruns nokasbiBaeT NuLLb
3anyLLeHHbIE CEPBUChHI, «3abblBas» YNOMAHYTb CEPBUCHI, 3a-
rpy>Xaemble BPYUHYIO UM BbI3bIBAEMbIE U3 OPYruX CYX6 npu
HaCTYNAEeHNN onpeaeneHHbIX 06CTOATENLCTB.

HaBegns kypcop Ha no6on thaiin n Haxas <ALT+ENTER>,
Mbl MOSTyYUM CTaHAAPTHOE AManoroBoe OKHO CO CBOMCTBaMM,
cpeou KOTOPbIX MHOrAAa MOXHO 06HapyXWTb LMpPOBYO nog-
MUCb (ECNK OHa €CTb), @ TaKXe UMS NPON3BOANTENS U NpoYKe
[aHHble, coagepxalumeca B CEKLMN PECYPCOB UCMONMHAEMO-
ro channa/gMHaMmy4eckon 6UBIMOTEKN U, ECTECTBEHHO, MOA-
BEPXEHHbIX yrpose danscudukayum. Ecnm yudposon nog-
MUCK HET (a YalLe BCero ee HeT), TO KTO YrogHO MOXET Hamm-
caTb 3[EeCb YTO YrogHO, O4HAKO, KaK MOKa3blBaeT MpakThKa,
XaKepbl KpaHe pefko yTpyxgatT cedba noanenkamu, a ecnu
1 NbiTalOTCS BblAaTh malware 3a NpoAyKLUMI0 N3BECTHOW KOM-
naHuW, TO NOAAENLIBAKOT €€ UMS CTOSb HEYMENO, YTO TYT Xe
pasobnavarT ceobs.

A BOT 4TO A€CTBUTENBHO BAXHO — U3 AManora «CBONCTB»
MOXHO 13BMeYb JaTy CO3[aHWA UCNONHAeMoro danna/amHa-
MWUYECKON BUONNOTEKM Ha AucKe. Ecnu, DonycTnM, Bbl HUKaKMX
nporpamm yxe nonrofa Kak He yctaHaBiMBanu, U TyT BAPYr
nosBnseTcs gansn, co3gaHHbIN COBCEM HelaBHO, 3TO HABOANT
Ha pa3MbILLIeHUs (ECTECTBEHHO, BPEOOHOCHLIN hanin MOXeT
N3MEHWTb JaTy CBOEro CO34aHus, HO MOKa C TAKUMMW «yYMHbIMU»

FID | CPU | Description

CPU Time: | Wirtual Size | Working Set | Context Switches i;

I
TMBMPYCOB CO CBEXMMM B6a3amu. EcTecT- 9D EEERE %
BEHHO, KaK Mbl )K€ FOBOPWIN BbILLE, BE- o
| 'WINLOGOM.EXE
pVI'I:b AHTUBMPYCY MOXET TOJSIbKO HaumBs- Eéj%ﬁwﬁ_%
HblA, HO JOMOJSIHUTENbHAS NPOBEPKA HU- %SM
KOMY He nometuaer. T ups.exe
T svchostexe
Takxe cTouT 06paTUTb BHUMAHKE, SiFarene
4TO AANEKO He BCe ANEMeHTbI, MPUYacT- | cgsmaer
[l CrxDslTh.exe
Hble K aBTO3arpy3Ke, Ha caMoMm ferse fiB- :H”P,,mm
NATCA TakoBbIMW. B YyacTHOCTH, cogep- g?ﬁﬁzm
Xumoe BeTku peectpa HKLM\System\ E“%&ETE.LEXEXE
CurrentControlSet\Services nepeuncns- o B crd 3 e
o [ NTWDM.EXE
eT apaviBepbl, KOTOpble MOTyT ObITb 3a- %mm
nyLeHsl BbI3oBoM ZwLoadDriver unu ka- gﬁmw
regedit.exe
KUM-IMB0 OpyrnmM |:|yTeM, 0[HakKo nx npu- 4 'ega;m
CYTCTBME B JaHHON BETKE camo Mo cebe Ji‘-iWDM-m
o | PIOCEXP.EXE
eLLle He anBOp‘MT K aBTOMaTVHeCKOM 3a' CPU Usage: 23.36% |Cornrmt Charge: 60,54% |Processas: 37

rpy3ke Apansepa, NoaTOMy, ee crneayet
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308
430
504
53
572
1248
320
748
840
848
858
868
984
1280
540
1544
1436

1484
1372
548
79
964

00713343
1:28:51.726
0:00:09.513
141336563
0:14:02.261
015:44.227
00016784
0:03:03. 283
BR:195R3
325:02.405
1:04:22 0183
0:0:30.530
1:38:17.323
0:0:33.654
0:03:44.042
(0:00:46.346
0:00:53.987
0:02:43515

39644 K
27824 K
28964 K
102824 K
21628 K
176K
335924 K
83608 K
7RO K
172K
358IBK
15644 K
17 396 K

3084 K 5275618
386K 123779791
2068 K $5649
97BdK 351 070 636
2744 K 40714927
326K 19036 531
T108K 1803037
GEEE K 734 425
B 4B0K BE 264 157
2B32K 978 887 792
4 04BK 25563171
2EEGK 183730
2244K 33706 483
26132K gz K 14957
3BHIZK 4 064K 342253
11 632K 80K 13
33700K 120K 235
3084 K B8 K 0435

I CPU History

0.93

0.83
Windows Explorer
0.93 TaskBar Application
Etlin HTTP Proxy
WHaukarop Aseik...
DucneTuep sanay
OdpatoTym Kom..
MultiLex intematio..
OdpatoTymk Kom..
NTYOM.EXE

0:06: 25 387
0:01:31.441
0:01:43.617
11110600
233613165

Firefox 1B BE6 K
16128 K
26 262 K
38200 K

134532 K

48092 K
3284k
176K
1748 K

11452K

2853807

92514

330 985

17 03 355
448715142 =

Pegakrop cucre. .

WarTraplcon

War Daemon Man..
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|
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8§ System Information

- CPU Usage | -~ CPU Usage Histor

r— Camnmit—— — Commit Histary

140 Bytes— ~1/0 Bytes History

1.0 MB

~ Totals

r~ Physical Memony (K] - Paging

Handles 18571 Total 523740 Page Fault Delta T4

Threads 287 Available 52 288 Page Read Delta kil

Processes 38 System Cache 160712 Paging File \Wite Delta 0
~ Commit Charge (¥)  kemel Memory (K] Mapped File Wit Delta 1

Current 591 956 Paged Physical 3B|120 —CPU and [#0

Limit 1014 288 Paged Virtual 51 376 Context Switch Delta 5244

Peak 1254160 Paged Limit no spmbals 1/0 Fead Delta =3}

Peak/Linit 12365% | | Monpsasd 21 454 140 wiiite Deta 10

Current/Limit 5B.36% Monpaged Limit  no symbols 140 Other Dela 25

&

PucyHok 4. CueTumky NpOMBBOSMTENLHOCTM B OKHe «System
Information» — elle OAMH MCTOYHMK HAHHEIX O KOJNMYECTBE
IpOLIECCOB B CHCTEeMe

BMPYCaMU MHE CTasIKMBaTbCH ELLEe He MPUXOLMUIIOCH) U H4TOObI
nccnegoBaTh ero CBOMCTBA, AOCTATOYHO BbI3BaTh «Process
Explorer» n3 KOHTEKCTHOrO MeH. 3TO elle ofHa yTunauta
oT Mapka PyccuHoBmYa, 04eHb MOLLHAs U OYEHb NOMe3Has
B MnaHe noucka malware.  Ha 3TOM HOTE Mbl 3aKaH4YMBAEM
onwucaHwve Autoruns v nepexoaum K Process Explorer.

Process Explorer

lpy60 rosops, «Process Explorer» — 310 aHanor «[ucnetye-
pa 3agay», TONbKO HAMHOrO 6051ee MOLLHBINA (CM. pue. 3). Uc-
KaTb malware ¢ ero noMoLLbto — OfHO YL0BOSLCTBME. NepBoe,
4TO Mbl BUAMM NPU 3aNyCKe, — 3TO CNMUCOK NPOLECCOB (BKMHO-
Yyas npouecchl, He oTobpaxaemble B «[ducnetyepe 3agay»).
MHorue rootkit npegnpuHumaloT Hecnabele yeunus onsa yaa-
neHus cebs M3 cnmcka NpoLeccoB, U B 3TOM NJiaHe JOBEPATb
Process Explorer Henb3s. 9x, B3aTb 66l 0TNag4uK Soft-Ice, Ha-
npsMyto paboTarLuin ¢ HU3KOYPOBHEBLIMU CTPYKTYpaMu sif-

JSi[=] E3

1 Opera.exe:1604 Properties

Image: |Performance | Performance Graph | Threads | TCR{IP | Security | Ertvironment | Strings |

~Image File

@ {Unable to werify) Opera Software
Wersian: 9.24,8816.0000
Time: 15,10.2007 12:12

Opera Internet Brovwser

Path (Image is probably packed):

| CtiProgram FilesiOperalOpera.exe

Command line:

I opera.exe

Current directory;

| C:\Program FilesiOperal

Parent: MO EXE G54}

User: KPNCY\kris kaspersky

Ering to Front
Kill Process

Started:  1:53:42 09.03.2008

Comment: I

G|

PucyHok 5. Bknagka «Image» — OCHOBHEHE CBOMCTBa Hpolecca
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pa v He ocTaBnsAoLLmMiA rootkit HUKakoro wawca, Ho... Soft-lce —

3TO NnaTHbIN NPOLYKT, Aa K TOMY Xe elle u MepTBbii. CTa-

pble Bepcun He paboTatoT nog Server 2008/ Vista, a HOBbIX

He NpefBuaunTCs...

TeM He MeHee 3[eCb eCTb OMH O4EHb XUTPLIN TPIOK, CMO-
COO6HbIN pa3obnayntb 6onbloe KonnyecTso rootkit. Aeno
B TOM, YTO OMepaLmoHHble cucTemsl cemencTea NT nogaepxu-
BAlOT [1Ba PA3NMNYHbIX MEXaHW3Ma NepeynCcneHmns NpoLeccoB —
cpenctea TOOLHELP32, BbigatoLLme MHGOpMaLMIO NO Kaxgo-
MY NPOLLECCY, M CHETHMKM NPON3BOAMTENBHOCTM (performance
counters), noacuuTbIBaKOLLME 0bLLee KONMYECTBO NPOLIECCOB
B CMCTEME, 0OMaHyTb KOTOpble HAMHOrO CNoXHee, Aa u cy-
LecTaytoLlme rootkit gaxe He MbiTaloTca 3TO Aenath (HaBep-
HOe, MPOCTO He 3HatOT, YTO eCTb Takas nasenka).

Kmem <CTRL+I> gns Bbi3oBa AnanoroBoro okHa «System
Information» (cm. puc. 4), roe v BUAMM NoKa3aHWUs CHETHNKOB
npou3BoanTenbHoOCTH: «Processes: 38», B TO Bpems Kak cTa-
TycHas cTpoka Process Explorer HacuuTbiBaeT Bcero 37 npo-
LieccoB, TO eCTb Ha OfMH NpoLuecc MeHbLue! KTo He BepuT — MO-
XET COCYMTATb NMPOLIECCHI BPY4HYIO!

PacxoxpeHvne B NokasaHWAX yKasblBaeT Ha Hanuyue
Rootkit, koTopbIi B aHHOM cnyvae OencTBUTENIbHO UMeeT
MecTO 6bITb (npuyem Hu KAV, Hu DrWEB, Hu NOD32 ¢ cambl-
MW CBEXUMM 6a3amu ero Tak 1 He 0OHapPYXMK, XOTA OH Oblf
BbINOBEH B Aukon CeTn 6onee nonyroga Hasag — BOT U Bepb
nocne 3Toro aHTMBMpycam). Ho xeatut nupuku. bnnxe K ge-
ny. Kak xe nonmartb 3TOT Heynosumblin rootkit? icxogs ns ca-
MbIX 06LLMX paccyxaeHuin: pas rootkit nocenuncs B cucteme,
TO, BEPOATHO, OH Hallen cnoco6 nony4aTb ynpasneHue npu
3arpyske, u, C OnpeAeneHHoln CTENeHb0 BEPOATHOCTH, OOWH
13 3NEMEHTOB aBTO3anycka (0 KOTOPbIX Mbl FOBOPUAN BbILLE)
N ecTb Haw rootkit, Tak 4YTO NPOCMOTPUM MpPeLCTaBEHHbIN
cnucok ewe pas. Ml BaumatensHee! NcknioveHne coctasns-
t0T rootkit, npoHuKaroLwwme Yepes Abipbl B CUCTEME U 0OUTalD-
LLME UCKITIOYUTENBHO B ONEPATMBHOW NamaTH, ymupas cpasy
Xe nocrne nepesarpy3ku, KCtaTv roBops, 3T0 OBOJIbHO pac-
NPOCTPaHEHHOE UCKITIYEHWNE, N KOSIMYECTBO Takux rootkit He-
YKNOHHO pacTeT, 0CO6EeHHO Ha cepBepax, KOTOpbIE He «nepe-
3arpyxatoTcs» HeQensaMmn unu gaxe mecauamm (IMYHbIA pe-
KOpA MOero foMalLHero cepeepa — nonroga 6e3 nepesarpys-
Ku). Y PyccMHOBMYA Ha 3TOT CYET €CTb CneunanbHas yTunm-
Ta Rootkit Revealer (0 Hen Mbl TOrOBOPMM YyTb MO3Xe), KOTO-
pas MOXeT MOMOYb. A MOXET... 1 He NoMOYb. K coxanenuio,
04YeHb TPYOHO MOPEKOMEHAOBAaTb PELENT YHUBEPCABHOMO
nNpoTMBOSIANA NPoTUB BCex rootkit M ocTaeTca TONbKO pago-
BatbCs, 4T0 90% — 96% malware noBuTcs ByKBasIbHO rofbl-
MW pyKamu.

HaBepna Kypcop Ha npouecc u Bbi3BaB KOHTEKCTHOE Me-
HIO, Mbl MOXEM:

B «y6uTtb» Npouecc (MHorga aTo TpebyeT, 4Tobbl Process
Explorer 6611 3anyLueH ¢ npaBamu AgMUHUCTPATOPa);

B nprvocTaHOBMTL NpPOLIECC, BOrHAB €ro B COH, — KCTaTu,
He coBceM He3onacHas onepaums, MHOre YeCTHbIE NPo-
rpaMmbl nocne nNpobyXaeHns oTkasblBaloTca paboTaTb,
a 3M10BpeAHOe NporpaMMHoe 06ecneyeHne 3a4acTyto ge-
PXWT «TEHEBOW» NPOLIECC-MOHUTOP, OTCEXMUBAIOLLMIA OC-
TaHOBKY/CMepTb OCHOBHOIO M aBTOMaTM4eCKu nepesanyc-
KaroLLMI ero BHOBb, YTO HEMEANEHHO pa3obavaeT Bpeao-
HOCHYI0 CYLLIHOCTb NOCNEAQHErO;

CHUCTEMHELIaAMUHUCTPATOD



6esonacHocTb

YnaneHHnas nposepka cuctembl

ALMUHUCTPATOP AOMKEH 3a60TUTLCS HE TOSb-
KO 0 30POBbLE CEPBEPA, HO M BCErO «300MNap-
Ka» BBEPEHHbIX eMy MaLLUUH (OCHOBHbIX pac-
cagHuKoB BpegoHocHoro MO), Ho ckakaTb
no BCEM 3Taxam, OTBNIeKas nonb3oBaTenei
OT TEeKYLLMX [er, — 3TO Xe KaKyto BbIAEPXKY
HY>XXHO MMeTb! CnopT1BHas NOArOTOBKA TakK-
Xe He nomeLuaet. Ecnu xe BCero aToro HeT —
BEPOATHO, CTOUT 3a[eNCTBOBATb BO3MOX-
HOCTW yAaneHHoro agM1UHUCTPUPOBAHHUS, Bbl-
MOMHAS «<MEAOCMOTP>» Y3J10B JIOKaNbHOWN ce-
T, HE NoKMAas Npeaenos CBOEro No61UMoro
Kpecna u nonueas Kogoe (4ai, KBac) 13 orpom-
HOWN YEPHOW KPYXKMN C HAAMUCHIO «r00t».

CyLuecTBYeT MHOXECTBO NyTew peLleHuns
3apayv. Bo-nepebix, 370 WTaTHbIN telnet-cep-
BUC, BXOAALLMIA B KOMMNNEKT NMOCTaBKN Ha4u-
Has ¢ W2K, a, 6bITb MOXET, 1 paHbLue. Telnet
(c HeKOTOpbIMKU OrpaHU4yeHnsamMKU) Nogaep-
XNBaAEeT paboTy KOHCOSbHbIX NPUTOXEHWN,
HO 3TO eLle Hu4ero. Xyxe Apyroe — oH Aof-
XeH 6blTb M3HAYaNbHO 3anyLLUeH Ha BCex pa-
604MX CTaHLUMAX (4TO OTAMYAeTea OT ero Co-
CTOSIHWA MO YMON4aHwuio). To Xe camoe 0THO-
CUTCS K MHOTOYUCTIEHHBIM YTUAUTAM CTOPOH-
HUX pa3paboTHMKOB, MHOTE U3 KOTOPbIX NOA-
[EepXMBAtOT U rpadnyeckme NpunoxeHus (He-
0XWAAHHOE MOSIBIIEHWNE KOTOPbIX HA 3KpaHe
CTPALLHO HEPBUPYET NONb30BATENEN) U HU Of-
Ha 13 U3BECTHbIX MHE YTUAWUT HE NO3BONSET
3anycTuTb 3aaHHyto MporpamMMmy Ha BCex y3-
nax fiokanbHoW ceTu, He Aenas HUKakux go-
NOMHUTENbHBIX TENOABUXEHUN.

PsExec oT Mapka PyccuHosuya (Bxoas-
was B Komnnekt PsTools) oTHocuTes K Tem
NMPUATHBIM UCKIOYEHUAM, KOTOpble MOA-
AEPXUBAIOT yAaneHHbIN 3anyck nporpamm
Ha BCeX (MM 3afaHHbIX) y3nax, mpu He06Xo-
AMMOCTU aBTOMAaTU4ECKM KOMMpYs nNporpam-
MY Ha yAaneHHbIN y3en.

OpHako B ee UCNONb30BAHUN HEMANO
CKpPbITbIX NOABOAHBIX KAMHEN. 3anyckaro-
LMA ee Monb3oBaTeNb [OMKEH NpuHagne-
XaTb K rpynne agMUHUCTPaATOpPOB, U, YTO ca-
MO€e BaXHOe, Ha yAarneHHoW MalunHe Heob-
XO0AMMO 3apaHee co3faTtb Nnonb3oBaTens
13 rpynnbl aAMUHUCTPATOPOB C TEM Xe ca-
MbIM UMEHEM W Naposiem, B MPOTUBHOM CIly-

B MOXHO nepesanycTuTb NPOLECC, BbI3biBaThb JIT-0Tnagumnk
(ecnu oH ycTaHOBNEH B CUCTEME W €CNW Bbl pa3bupaeTech
B accembnepe), NoBbICUTL/MOHN3UTbL MPUMOPUTET NpoLiecca,
HaNTU rNaBHOe OKHO NPUNOXEHUs, aBTOMaTUYeCKN nepe-
KIIOYMBLUMCb Ha Hero, nouckatb ms npotecca Ha WEB w...
HaKoHeL BbI3blBaTL NYHKT «Properties» (CeolicTBa), B KOTO-
POM, KCTaTu roBopsl, ¥ cobpaHo 60JIbLLOE KONIMHECTBO UHC-
TPYMEHTOB, NONE3HbIX A1 MOMCKOB malware (CM. puc. 5).
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4yae yganeHHbIR 3anyck He mony4utes. Tak-
Xe Heo6XxoAMMO AiepXaTb 3anyLLUEHHOW CRyX-
6y yganeHHoro goctyna K peectpy (Remote
Registry service) n oTKpbITb Ha 6paHamaya-
pe Bce NopTbl, 0TBETCTBEHHbIE 32 RPC-poc-
Tyn (nocne namsTHbIX atak Yyepes MSBlast
3TN NOPTbl O4EHb YACTO 3aKPbIBAKOTCS, XOTH
Windows Firewall B KoHtburypaumm no ymon-
YaHWIo AEPXWT UX OTKPbITBIMY).

[pyrov NoaBOAHbIN KAMEHb HAMHOIO 60-
nee cepbe3eH. JTO faxe He KaMeHb, a nps-
MO ancbepr Kakon-To (4er cobpar, no Bcewn
BMAMMOCTU, NOTONUN «TUTaHWK», a BCE MO-
TOMY, 4TO HUKTO HE XO4YeT AymMaTb rofioBOW).
MonbiTKa yaaneHHoro 3anycka yTunuThl
autorunsc.exe (KOHCOJIbHON BEPCUM YTUNUTI
autoruns.exe) «nofBELUMBAET» KOHCOMb, HE
[aBas HUKaKoro rnonesHoro Beixsiona. Mnsc-
Ku ¢ 6y6HOM (Tna nepeHanpaBneHns BbIBO-
Za v Bce Takoe) He nomoratkoT! «[ducnetyep
3aay» NOKasblBaeT, YTO NPOLIECC BUCUT, HO...
He BbINOMHAETCS, TO CTb O4YEHb AAXEe XOPO-
Lo BbinoniHsaeTcs! Mocne Toro kak kKomnaHus
Microsoft npuo6pena dupmy Sysinternals,
OHa 06513ana Mapka PyccmHoBuya go6aBuThb
ko Bcem ytunutam NAG-screen ¢ TEKCTOM Niu-
LieH3noHHoro cornatuenns (EULA), BCrbixu-
BaIOLLMIA MPW NEPBOM 3anycke (CM. puc. 6).

OKpaH, KOHEYHO, rpacdmnyecknin ¢ KHO-
noYKaMu «CornaceH»/«He cornaceH». OHu-

TO 1 NOABELLUMBAIOT «KOHCONb» MPU yAaneH-
HOM 3anycke, 1, 4To6bl BCE MPOLLJIO YCMeLL-
HO, Bce yTunutbl Mapka PyccuHoBnya Xo-
TS 6bl OFHAXAbI JOMKHbI 6bITb 3aNYLLEHDI
Ha KaX[o MaLU1He OT UMeHW ALMUHUCTpa-
Topa (To4Hee, NoONb30BATENS, BXOASALLErO
B rpynny agMWHUCTPaTOPOB Ha AaHHOW Ma-
LnHe). EcTecTBeHHO, 3TO YXacHO Hanpsra-
€T, CBOAS BCe MpevMyLlecTBa yaaneHHoro
3anycka Ha HeT. K cyacTblo, ecnu fo6aBuTb
crneuuanbHbIi KNYUK B PEECTP (YTO MOXHO
coenatb U yganeHHo), Hukakoro NAG-screen
6osblue He BygeT. Kopoye, oTkpbiBaeMm (yoa-
neHHo, KoHe4yHo) BeTKy: HKCU\Software\
Sysinternals\<ums_nporpamMmsbl>, rge <ums
NporpaMmbl> — Ha3BaHWe YTUAUTbI, Hanpu-
Mep, B HaLLeM cryyae — «AutoRuns», cosgaem
napameTp EulaAccepted Tuna DWORD u yc-
TaHaBnvBaem ero B 1 (CM. puc. 7).

Bce! Tenepb MoXHO 3anyckaTb yTUAMTY
autorunsc.exe Ha yfaneHHoOW MalluHe C Mno-
MOLLBIO YTUNWUTLI pPSEXec.exe, U Bce GyneT
pabotathb (KJl04 -C — KOMMPOBaTL Mporpam-
MY Ha yoaneHHblii y3en nepep 3amnyckoMm, aB-
TOMaTU4ECKM yaanss ee nocne 3aBepLUeHNs
paboTbl, ECIM BMECTO UMEHW y3Na — B LAHHOM
cnyyvae \WS2K3VM\ - ykazatb «\\*», To npo-
rpamma 6yfeT 3anylleHa Ha BCex y3nax fo-
KanbHOW CETU, ECTECTBEHHO, 3a UCKITOHEHM-
eM TekyLero! Hy pa3se He kpacoTta?!).

JiucTvur 2. [puMep yBaNeHHOTO Bamycka yTMiImMTH autorunsc.exe Ha ysne \\S2K3VM\

$L:\>psexec.exe \\S2K3VM\ -c autorunsc.exe -b

PsExec v1.94 - Execute processes remotely

Copyright (C) 2001-2008 Mark Russinovich

Sysinternals - www.sysinternals.com

Sysinternals Autoruns v9.13 - Autostart program viewer
Copyright (C) 2002-2008 Mark Russinovich and Bryce Cogswell
Sysinternals - www.sysinternals.com

HKIM\System\CurrentControlSet\Control\Session Manager\BootExecute

autocheck autochk *
autocheck autochk *
Auto Check Utility
Microsoft Corporation
5.02.3790.1830

c: \windows\system32\autochk.exe

d18fa3530aa4124a9d64£97162ble3df
08052£92587247180835b8ad13ddd79b33587864

(MDS5)
(SHA-1)

d49e8d367e1d9f1b9b0a05ef6a3d1188a83eb540086b8dbe78eal688447 (SHA-256)
autorunsc.exe exited on S2K3VM\ with error code 0.

Ha nepgoii (cnesa) Bknagke «lmage» nepe4ncneHbl OCHOB-
Hble CBOWCTBA 06pasa UcnonHaemoro davna: HassaHue (B3s-
TOE U3 PECYPCOB — ECNK OHO TaMm ecTb), NyTb K MCMONTHAEMO-
My channy, npoLecc-poanTesb, NoNb3oBaTenb, 3anyCTUBLLNNA
3TOT (hain Ha BbIMOSHEHWE, W T. 4. Ecnun xe Bcex aTux napa-
METPOB HeT, 3HauuT, y Process Explorer He xBaTaeT npaB ans
X NONYYeHWs — 3anycTuTe ero nog AGMUHNUCTPATOPOM, @ B He-
KOTOPbIX Clly4asx 1 nonb3oBaTenem tuna System, ans yero
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psfile License Agreement

You can also use the faccepteula command-ling switch to accept the ELLA,

SYSINTERNALS SOFTWARE LICENSE TERMS ii

These license terms are an agreement between Sysinternals {a wholly
owned subsidiary of Microsoft Corporation) and you., Please read them.
Thiey apply to the software you are downloading from Systinternals.corm,
which includes the media on which you received it, if any. The terms also
apply to any Sysinternals

updates,

supplements,

Internet-based services, and Ll
Frrirt |

PucyHok 6. NAG-Screen, BCHNHXMBAKUpif NPy NEPBOM Bamycke
BCeX YTMIMT PyCCMHOBMYA, B TOM UYMCJE€ ¥ KOHCOJBHBIX

Decline I

MOXHO BOCMO0/Ib30BATLCA CUCTEMHBIM MAAHUPOBLLMKOM, Bbl-
3bIBAEMbIM YTUNKTON at.exe, BXoAsLLe B LUTATHLIA KOMNIEKT
noctasku. Ecnu xe v nog System gaHHble o chaine nony4nTb
He yAaeTCs — KTO-TO 04€Hb CUIBbHO NOCTapancs, YTo6bl CKPbITh
UX OT Hac. KTo 6bl 3TO MOr 6bITb? FIBHO He MUHIBMH (KCTaTW,
MUHIBUHBI O4eHb 6ONBHO KycalTcs), a HeYTo 6onee BOUHC-
TBEHHOE Tuna malware.

[pyroi TOHKMA MOMeHT. [onycTuM, 06HapyXunu Ml no-
[03pUTENbHBIN hann, onpefenvs NyTb 3anycka, 3arnsHynm
Tyna FAR, a Tam... HeT Hu4ero Takoro!!! BapmaHTtoB aBa: 1m6o
370 rootkit, CKpbIBalOLLMiA CBOE NPUCYTCTBUE HA AUCKE, U TOr-
[a nonbITKa Co3faHna exe-hanna ¢ 3afAaHHbIM UMEHEM B 3a-
[AaHHOM MeCTe BepHET OLIMOKY. JTn60 Xe... aKTUBHbIA NpoLecc
He MOXET yaanuTtb ceba (cuctema 6110KupyeT chain oT 3anucu
W yganeHvs), HoO paspeLuaeT ero nepeMmMeHoBaHue, cneposa-
TenbHO, 3N10BpeAHas NporpaMma Morna nepenMeHoBaThb ce6s
BO YTO-TO APYroe, Npuyem nepeMMeHoBaHmne AeicTayeT B npe-
[ienax BCero JMCKOBOIo TOMa, a He TOMIbKO TEeKYLLero kartarno-
ra! ipyrumm cnoBamu, NOASIMHHbIA NYTb 3anycka 310BpeaHON
nporpaMmel ONPeAeNnTb HeNPOCTO, a 6€3 3TOr0 Mbl HE MOXEM

HW yOanuTb ee C OWUCKa, HU oTocnaTtk Ha www.virustotal.com
ans nposepku! K coxaneHuio, yHUBEPCASIbHOIO peLLeHns faH-
HoV Nnpo6nembl HeT. OTCYTCTBME (harna no ykazaHHOMY NyTH —
BEPHbIN NpU3HaK BpeaoHocHoro MO, Ho BOT rae ero uckartb —
3TO Xopowui Bonpoc!

Bknagka «Performance» cogepXuT faHHble 0 namaTtu, no-
TOKax 1 onepauusax BBoAa/BbIBOAA, BbINONHAEMbIX MPOLECCOM,
4TO NO3BONAET (MPUBNN3UTENBHO) ONPELENUTb Ero POf 3aHs-
TWUIA. B 4aCTHOCTW, MHTEHCKBHLI BBOA/BLIBOS NPOrpaMMbl, 3a-
MacCKMpPOBaHHOW Nof pycuukaTop, HAaBOAMT Ha pasMbliLusie-
HUS, U 3TV Pa3MbILLIEHUs OTHIOAb HE B NOJb3Y NPOrpaMmbl.

«Performance Graph» — OCHOBHbIE faHHbIE CHETHUKOB NPO-
N3BOAUTENIBHOCTU, MpeacTaBfieHHble B rpadmyeckon gop-
me. Hac, rnaBHbIM 06pa3oM, UHTEPECYET HWXHAS guarpam-
Ma, oTo6paxaloLlas BBOA/BLIBOS, 6€3 KOTOPOro He 06X04mWT-
CSl NPaKTMYeCKW HM 0OHO malware, CKaHupyloLLiee UCK B No-
UcKax KoHMAeHUManbHOM MHhopMaLMm Unu paccolinarLLas
cMnam OT HaLLero UMeHu, Unu... YTo 6bl OHa HY Aenana, 6e3 BBO-
Ja/BblBOAa el He 060MUTUCH.

Bknagka «Threads» nepeuncnset noToku npolecca BMecTe
¢ 6230BbIMM apecamu Ux co3LaHMA, NO3BONASA «y6UBaTH» UMK
«3aMOpaXuBaTb» HEHYXHbIE HaM NOTOKW. Malware akT1BHO uc-
Monb3yeT NOTOKWU AN BHeAPeHUs B afpecHOe NpoCTPaHCTBO
«[JOBEPEHHBIX» NMPOLIECCOB, TakMX, Hanpumep, kak Opera.exe,
Firefox.exe, 4To6bl NONY4YMTL BGecnpensaTCTBEHHbIA AOCTYN
B CeTb 1 He co3paBaTh €Lle OfMH NPOLEece, MPMBEKAKLLWIA
K cebe BHMMaHwue. TeopeTu4eckn, MOXHO 6bIn0 Hbl 3aNMOMHUTD,
CKOJIbKO MOTOKOB MMEEeT TOT WS MHOW npoLecc, a npu nose-
NEHUN HOBbIX — KapaTb UX HELaAHO, HO, K COXAaleHWo, MHO-
r1e NPUIoXeHUs co3[atoT NOTOKM AMHAMUYECKU, NO MEPE Ha-
L[o6HOCTU. To XXe camoe OTHOCUTCS K apavisepam (B TOM 4mMc-
ne v gpariBepam 3BYKOBbIX KapT), MOCKOMbKY CO34aHWe noTo-
Ka B KOHTEKCTE MpoLecca — OMH N3 HEMHOTUX CNOCO60B B3au-
MOLENCTBNA A0EPHOM0 KOAA ApanBepa ¢ NpuknagHbIM KOBOM
1 APl (NpsiMOVi BbI30OB ManoroBbIX OKOH M3 ApaiiBepa HEBO3-
MOXEH, N eMy BONEN-HEBOSIEN NpUxoanTCa NpobuBaTb «TOH-
HENb» B aApECHOEe MPOCTPaHCTBO Npw-
KnagHbIX NpoLeccos, BNPOYeM, Mbl OT-

r|  KnoHunuce ot Tembl).

4. PeaakTop peectpa [_[O]x]
Peectp Mpaeka Bua  MabpadHoe  Crpaeka
- a0 ;I | Wima | THn | 3HAYEHHE
B ODBC Ehj(l'lﬂ YMOMMEHHIO) REG_5Z (3HaYEHHE HE MPMCBOEHD)
{0 Opera Software [88]columna REG_DWORD 0x00000091 (145)
& % POFCreatar (28] columnt REG_DMWORD 0X00000091 {145}
[_]_ a ;:ig;sys Inc. 78] calumnz REG_DWORD 0x00000091 (145)
.53 Poliss [R8]columna REG_DWORD 0x00000091 [145)
B3 Pothon [R8]columnPoso REG_DWORD 0x00000000 (0)
28] columnPost REG_DWIRD 0x00000001 (1)
{1 ReGet Software -
1 Rich Entertainment []columnposz REGDWORD  0x0000000Z (2)
B RIT [R8]calumnrosa REG_DWORD 0x00000003 (3)
B3 Shareaza [B]Euanccepted REG_DWORD 0x00000001 (1)
{22 siemens gprs [fg]Font REG_BINARY f5 F FF FF 00 00 00 00 00 00 00 0000 00 0000 9...
-2 skylake [RE]height REG_DWORD 0X0000027F (633)
B0 Smidgeonsaft Un\inesearchcummand REG_5Z http:/fsearch.msn. comfresults. aspxig=. ..
B3 Sysinternals [RE]showal REG_DWORD 0x00000001 (1)
-3 []shownomicrosoft REG DWORD  0x00000000 (0)
i e [R8]veritysignatures REG_DWORD 000000000 {0
(33 Debugview [R8]width REG_DWORD 000000278 (632
(33 oiskanon (28] pas REG_DWWORD 0000001 16 [275)
~(3 Flemon [28]vmas REG_DWORD 0x000000c4 (196)
{7 Livekd
({7 Process Explarer
= D Process Monitor
= D PsExec
2 psfile
23 PsInfo
[ PsList
{1 PsPasswd
= D Regmon
] TCPYiew
-] Systems Internals _I;I
| 1| e | 3

|Moﬁ Konnmeep}HKE\' CURREMT_UISER}Softwarets: slnterna\s}AutaRuns
Pucynox 7. 06xon NAG-Screen mpy mnoMomy yZalleHHOTO PefakTMPOBaHMS peecTpa

MoTokn, co3gaHHble malware, KoTo-
pble Mbl uem, B 96-99% cny4aes pac-
nonaralwTcsa B 06n1acT QUHAMUYECKON
namsiTh (Takxe Ha3biBaeMoW Ky4eii), B TO
BPEMS KaK NeranbHble NOTOKW — B TEX Xe
99% [MCnoumMpyroTCH BHYTPU CTpaHuy-
HblX 06pa30B AMHAMUYECKUX BMONNO-
TEK UM caMoro UCNonHaemoro ganna.
[maBHOEe — 3TO NPaBMNILHO ONpeaenuTb
CTapTOoBbIN aapec NoToKa, Yero Process
Explorer genatb He yMeeT, 1 X0TA 1 yKa-
3an Mapky PyccuHOBMYY Ha LaHHYH0
OLIMOKY 60MbLUe roga Hasag, Bbicas
LEMOHCTPaUMOHHbBIA «BUPYyCcONOJo06-
HbIii» KOJ, BMECTe C KOQOM s onpefe-
NeHus NOANMHHbIX CTapTOBbIX apPecoB,
PyccuHoBMY ocTaBwn BCe Kak eCTb, YeM
CYLLECTBEHHO 3aTPyOHWN MOMCK Bpepo-
HOCHOr0 MpOrpaMmHoOro o6ecnevexus
(cm. puc. 8).

CHUCTEMHELILaAMUHUCTPATOD



Ho koe-kakue 3auenku y Hac Bce-Taku ecTb. 1oToKu, co-
3aaHHble ¢ nomoLLbto doyHKumm CreateRemote Thread (a B 60nb-
LUMHCTBE CNy4aeB MCMONb3yeTCs UMEHHO OHa), cornacHo Pyc-
CUHOBMYY, nmetoT cTapToBbl agpec KERNEL32.DLL+0xB700
(rme 0xB700 — cmelLleHue koga, nexatyero BHyTpy API-goyHk-
uun CreateRemoteThread, u, ecTecTBeHHO, crierka otnuyato-
weecsa B 3aBmcumoctu ot Bepcum Windows). Camoe npoTume-
HO€, YTO MHOTUE «HEeCTHbIE» MPOrpamMMbl TAKXE UCMONb3YoT
CreateRemoteThread, npnyem Ha BNosHe neranbHbIX OCHOBA-
HMsX. Tak B 4eM Xe BCe-Taku pasHuua?! Hasogum kypcop Ha no-
TOK M HXMMAEM KHOMKY «Stack» — y 4EeCTHbIX NporpamMm Tam
6yneT Ky4a BbI30BOB, BeayLwas K RPCRT v gpyrum 6muénunote-
Kam, a BOT y malware cTek 06bI4HO nycT. OnucaHHbIN MeTog,
KOHEYHO, HE CaMmblii HAAEXHbIW, HO... UMes NOJ, PYKOW TOSNbKO
Process Explorer 6e3 BCAKUX OTNag4MKoB, Ny4LIero, noxanymn,
1 He npugymaeLub. MNprbue 3n0BpeaHbIA NOTOK KHOMKOM «Kill»
Unu 3aMopo3MB ero no «Suspend», CMOTPUM Ha peakLMio Npu-
NOXEHUs — ee OTCYTCTBUE BKYNeE C HOPManbHbIM NPOJOMKEHN-
€M paboToCNOCOBHOCTM YKPEMMAET HALLY YBEPEHHOCTb, YTO Mbl
MMEEM [1eS510 UMEHHO ¢ malware.

Bknagka «TCP/IP» conepXWT CNNCOK aKTUBHLIX CETEBbIX
COELVHEHWIA, NErko BblJALWMA NPUMUTUBHBIE 3MI0BPELHbIE
nporpammbl. JJeNCTBUTENbHO, €CAIN Mbl YCTAHOBUAW UTPYLLIKY
Tuna «TeTpuc», a OHa BHE3amnHo CNyLiaeT Kakon-To NOpT, OXMK-
[as NoaKoYeHnI, — 370 Xe back-door, npuyem aBHbIn. EcTec-
TBEHHO, NPOABWHYTbIE BPEAHOCHbIE NPOrpaMMbl HE faayT ce6a
06HApYXUTb TaK NPOCTO, U OCTAETCH yTellaTbCA TOMbKO TEM,
YTO UX KOMUYECTBO OTHOCUTESTbHO HEBEMMKO.

Bknapku «Security» n «Environment» Mbl nponyckaem
Kak He copepXallue HU4ero MHTEPECHOro, a BOT Ha String 3a-
Lepxumcsa Hagonro. Kasanock 6bl, 4TO MOXHO HalTh B Cnuc-
ke ANSI-cTpok?! Huuero nHtepecHoro... A BoT 1 HeT! Bo-nep-
BbIX, CMIUCOK 6epeTcs He U3 UCMOoNHAeMOoro canna (B cnyvae
malware, Kak NpaBuno, ynakoBaHHOr0), a U3 ero pacnakoBaH-
HOro o6pasa B namatu. NpakTU4eCcKn HUKTO N3 COBPEMEHHbIX
XaKepoB He yTpyxaaeT cebs WndpoBaHMeM CTPOK B runtime,
N 3TU camble CTPOKW cofepXar He ToNbko umeHa API-pyHk-
LI, C KOTOPbIMK paboTaeT Nporpamma, He TOSIbKO KIioyu pe-
€CTpa, HO ¥ pas3nnyHble BbICKa3biBaHWSA (KaK MPaBwuo, 0CKOp-
6WTENBLHOMO XapakTepa), agpeca CepBepoB, Ha KOTOpbIE Cre-
LyeT oTcbiNaTh JOObITYIO MHOPMALMIO — Aa MHOTO eLe Yero!
CTpoKM — BepHbIN KJT0M K BbifiBNeHMo malware. VicknioyeHne
COCTaBNAOT, NOXanyi, NULb 3110BPEAHbIE NPOrpammbl, yna-
KOBaHHbIE CNIOXHbIMW NPOTEKTOPaMU C AMHAMUYECKON pacna-
KOBKOW, HO TAKMX HE Tak YX U MHOrO.

Rootkit Revealer

HvKoMy He HyXHas urpyLuka, Kotopas peasnbHO HU4Ero He no-
BWT, @ TONbKO CO3[aeT BUAMMOCTb cnokoincTens. Mapk Pyccu-
HOoBWY yTBEpXxaaeT, 4to Rootkit Revealer o6Hapyxusaet Bce
rootkit, BbIIOXEHHbIE HA WWW.rootkit.com, 4TO He COOTBETCTBY-
€T UCTUHE, NOCKOMbKY Ha Www.rootkit.com nmeeTcs MHOXeCT-
Bo rootkit, ycnewHo 6oprowwmxcs ¢ Rootkit Revealer Temu nnu
WHbIMU cnocobamu, O CyLLECTBOBAHWUM KOTOPbIX PycCUMHOBMY
HaBepHsika 3HaeT, HO flenaeT BUA, 4TO BCe MIeT no nnaxy. K To-
My Xe Ha www.rootkit.com BbIknaabIBaKTCA NPENMYLLECTBEHHO
«cblpble» proof-of-concept-nporpaMmel, NONHOLEHHbIE BEpCUM
KOTOPbIX PacnpoCTPaHAITCA HA KOMMEPYECKON OCHOBE MK
XE NCMONb3YIOTCA AN LieneHanpasieHHbIX aTak.

Ne3, mapt 2008
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i va_thread.exe:1360 Properties

Image I Performance | Performance Graph  Threads ITCP;’IP I Security | Environment I Strings |

Thread 1D: nfa Shack Module
Stark Time: nfa
State: nfa EBase Priority: nja
Kernel Time: nfa [yynamic Priority:  nja
User Time: nfa
Context Switches:  nfa
lll
Suspend
gl
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Pucynox 8. Process Explorer o CuX NOp HeNpaBMIIBHO
onpepnensieT UCTMHHHE CTApPTOBHE afpeca IOTOKOB

Yto fenaet Rootkit Revealer? OH cpaBHUBaeT pesynbrartsl
CKaHMpOBaHUs KOMMbIOTepPa Yepes BbICOKOKPOBHbIe API-goyH-
KLMW 1 Yepes H13KoypoBHeBbIe native-API. Rootkit, paboTarlo-
LLue «nocepeamHe», eCTECTBEHHO, 06HAPYXMUBAIOTCA 38 CHET
pasHuLbl B «MOKa3aHUAX», OfHAKO CYLLECTBYeT MHOXECTBO
rootkit, KoTopble TpyAHO NovMaTh faxe Ha ypoBHe fApa, He ro-
BOPA YXe 0 TOM, YTO fibBMHAA [oNA malware faxe He nbita-
eTca mackuposaTbcsl, a notoMmy Rootkit Revealer npuHumnu-
aNbHO He B COCTOSHUK ee 06HApYXUTb. TeM He MeHee, Y4uTbI-
Bas 6ecnnaTHoCTb AaHHOW YTUANTLI, BEICOKYHO CKOPOCTb CKa-
HUpOBaHWs (C NOALEPXKKON yaaneHHon paboTsl Mo cetu), no-
yeMy 6bl ee 1 He nonpo6oeaTtb? A BAPYT CAYYUTCS Yyho U OHa
nomoxet?!

3aknioueHue

Cnuncok OCTOMHbIX YTUAWT ANS NOMCKa malware 3TUM He orpa-
HUYMBAETCS, UX MOXHO HANTU Kak Ha caiiTe Mapka PyccuHosu-
ya (www.sysinternals.com, aBTomaTu4ecKu nepenpasnsioLle-
ro Hac Ha cant Microsoft), Tak 1 B35Tb U3 [pYruX UCTOHHUKOB.
B KOHLIe KOHLIOB, BCAKAA yTUNTA — 3TO BCErO NULLb UHCTPY-
MEHT, BO3MOXHOCTMW KOTOPOr0 HanpsiMyto 3aBUCAT OT MacTepc-
TBa ero obnapgarens. OnbITHbIN agMUHUCTPATOP 06HAPYXUT
BpefoHocHoe MO v ronbIMu pyKamm, Ha4MHaoLLEero He cnacet
1 Habop JOPOroCTOALLMX 3ALLUUTHBLIX KOMMNNEKCOB. @)

1. AutoRuns for Windows v9.13 — koHcoMbHas v rpagmyeckas Bep-
cumn ytunutel AutoRuns (490 K6), nokasbiatoLas 60MbLUNHC-
TBO O6BLEKTOB aBTO3arpy3ku, a Takxe npegocTaensoLias go-
MONHUTENbHBIA CepBUC NO UX BEPCUMKALMMN U BbISBMEHWIO HO-
BbIX 06beKTOB: http:/technet.microsoft.com/en-us/sysinternals/
bb963902.aspx;

2. Process Explorer v11.11 — ycoBepLUeHCTBOBAHHbIN aHasor wrat-
Horo «[ucneTyepa 3agay» (1,6 M6): http://technet.microsoft.com/
en-us/sysinternals/bb896653.aspx;

3. PsTool —Habop yTvnuT ans yganeHHoro 3anycka nporpamm (1 M6):
http://technet.microsoft.com/en-us/sysinternals/bb897553.aspx;

4. Rootkit Revealer — 3ab6aBHas urpyLuka, nHorga nosut rootkit,
HO 4aule — HeT (231 K6): http://technet.microsoft.com/en-us/
sysinternals/bb897445.aspx.
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