6esonacHocTb

MOXHO nu' 3aLNTUTLCH
0T nepenonHeHns bytepos?

2 Kpuc Kacnepckn'

Ha pbiHKe uMeeTcA MHOXECTBO CPEACTB KaK KOMMEPYEeCKMX, TaK U 6ecnnartHbiX, 06eLiaroLmx
pewuTb Npobnemy nepenonHAOWMXCA 6ythepos pa3 U HaBCEr[a, HO Xakepbl IOMAKT LUMPOKO
pa3peknamuMpoBaHHble 3alMTHbIE KOMNNEKCbI OANH 3a Apyrum. Movyemy? [laBaiite 3arnsHem
nop kanot Stack-Guard, Stack-Shield, Pro-Police u Microsoft Visual Studio .NET, cpaBHuB

3afBJIEHHbIE BO3SMOXHOCTH C peajibHbIMU.

LWUMOKN NEpPENONIHEHNS BE3AeECY-
Ou.l,m — 370 hakT. bykBanbHO Kax-

Able HECKOSbKO AHEN 0BHapYXK-
BaeTCs HOBas Ablpa, @ CKOMbKO Ablp OC-
TalTCA HEOOHAPYXXEHHBIMU — MPUXOANT-
¢ Tonbko ragatb. Kak ¢ HuMm 60ptoT-
cA? ApceHan umeroLLMxca CpeacTs fao-
BOJIbHO pa3HOO6pas3eH M NpoCTUpaeTcs
OT annapatHbix 3awuT Tuna NX/XD-6u-
TOB [0 CTaTMY4ECKMX aHanM3aTopoB Ha-
nogo6ue Spilnt.

B nocnegHee Bpems B 06vxon BO-
len TePMUH «Secure programming»
1 N3[4aHO MHOXECTBO KHUI no 6e3onac-
HOCTW, HACTOATENIbHO PEKOMEHAYIOLLMX
MCNonb30BaTb AMHAMUYECKUE Cpefc-
TBa 3awWuThl Tuna Stack-Guard, BHen-
patoLLMe B KOMIUANPYEMYIO Nporpam-
MYy [OMOSIHUTENbHBIN KOO, NPOBEpPSstO-

LLMIA LLENOCTHOCTL afpeca Bo3BpaTa ne-
pen BbIXOAOM M3 (hyHKLMM 1 Npeanpu-
HUMaIOLLMIA apyrue OeicTBus, 3aTpyn-
HSlOLWMe aTaky.

Pacnnaton 3a «6e30nacHOCTb» cTa-
HOBSITCS CHUXXEHWE NMPOU3BOAMUTENBHOC-
™! (BNpoYeM, AOBOJSILHO He3HAYUTeSb-
HOE) 1 HEO6XOAMMOCTb NMepekoMnus-
L Bcero koga. Ho 370 TONbKO BHeLLHsS
CTOpOHa Npo6nemsl. MNMoHagesBLUNCH Ha
LUMPOKO paspeKiaMUpOBaHHbIE 3aLLMUT-
Hble CpeacTBa, pa3paboTymku paccnab-
. HA4YMHaKT CTPOYUTL He-
6pexHbln kod, kKoTopbi Stack-Guard
(Stack-Shield/Pro-Police) Bce paBHO «uc-
npaeuT». HO YTO MMEHHO OH NpasuT?
[aBante 3afBUHEM peknamy B CTOPOHY
¥ MOCMOTPMM Ha 3aLLMTY rna3amm xake-
pa, KOTOPbINA NOMMUTCS He B IBEPL (TaM 3a-

MOK), 1 He B OKHO (Tam — curHanuaauus),
a NPOHMKAET Yepe3 HUKEM HE OXpaHse-
MY BEHTUIALMOHHYI0/KaHaIM3aLMoH-
Hy0 TPYOY nnu Jaxke AbIMOXOL.

Bce 3awuTHble MexaHu3Mmbl, UMeto-
LLiMecs Ha pbIHKE, CNPOEKTUPOBAHLI Tak,
4TO ApoXb 6epeT. Cpasdy BUAHO, YTO MX
co3fartenu HUKOrAa He atakoBanu 4y-
Xue cuctemsl, He nucanu shell-koa n pa-
Xe He 06Lannch C TeMU, KTO BCEM 3TUM
3aHuUMaeTcs. 3aLiuTa He TONbKO He ocTa-
HaBNMBaeT aTaKyoLLEro, HO B HEKOTOPbIX
crny4asx gaxe ynpolyaet ataky!

Tunbl nepenonHexHns

U TUNbI 3aLYNT

CyLLecTBYeT MHOXECTBO TUMOB OLLNGOK
nepenonHeHus, NOAPOBHO PacCMOTPEH-
HbiX B cTaTtbe [1]. 3T0:



B nepenonHeHune Ky4u (padoTatoLee kak onepatop POKE —
3aM1Cb 3HAYEHUS B YKa3aHHYIO A4eiiKy namsTw);

B yenouncneHHoe nepenonHeHue, o6k hopmaTupo-
BaHHOro BbiBofAa (PEEK — yTeHne cogepXnmoro npoms-
BOMbHON A4eriku namsat) POKE B ogHom nuue);

B nepenonHeHune NoKanbHbIX CTEKOBbIX 6ychepos.

CTekoBOe NepenonHeHne — He TOMbKO HE eUHCTBEHHOE,
HO paxe He camoe nonynapHoe. Onepatop new s3bika Cu++
pasmeLlaeT nepeMeHHble B JUHAMUYECKON NaMsaTh, No3To-
My aKTyanbHOCTb aTak Ha Ky4y BCE PacTeT, a K CTEKY MHTepec
CHuxaeTtcs. Jloxka gopora k 06egy. [Mocne gpaku kynakamu
He MallyT. 3aLUMTHUKM CTEKA SIBHO ONO34asnu 1 Tenepb nogra-
COBbIBAOT (PaKTbl 1 PA3BOAAT peKnamy.

Bot uutarta u3 pokymeHtaumm Ha Stack-Guard: «...emits
programs hardened against «stack smashing» attacks. Stack
smashing attacks are the most common form of penetration
attack. Programs that have been compiled with StackGuard are
largely immune to stack smashing attack» («Stack-Guard 3a-
KanseTt nporpammMbl MPOTUB CPbIBa CTeka — Hanbonee nony-
NAPHOrO TWNa yaaneHHbIX aTtak. MNporpammbl, OTKOMANANPO-
BaHHble co Stack-Guard npuo6peTatoT Kpenkuin UMMYHUTET
NPOTMB 3TOr0»).

Ha camom pene Stack-Guard Bcero nuiwb 3aTpygHseT nog-
MEeHy afpeca Bo3Bparta, T0 eCTb NPOTUBOAENCTBYET NogKnaccy
CTEKOBbIX aTak, Npu4eM NPOTUBOAENCTBYET BECbMA HEYMENO.
To e camoe MOXHO cKa3aTb W NPO OCTanbHble 3aLuUThI, YC-
TaHaBnVBas KOTOPbIE Mbl HE [OMKHbI 3a6bIBaTh, YTO OHK Cpa-
XalTCs NULLb C ONpefeneHHbIM TUMOM aTak, a Ha 0CTasbHble
NpOCTO He 06paLLalT BHUMAHUS.

lMockonbKy 13 peknamHbIX MPOCNEKTOB (N0 HEQOPa3YMEHMIO
Ha3bIBAEMbIX «TEXHUYECKON AOKYMEHTALMEN») HAYEro KOHK-
PETHOrO BbICHWUTb HEBO3MOXHO, MCMONb3yeM An3accemonep,
LOCTOBEPHO NOKa3bIBAOLLMIA, YTO AeNIaeT Ta MU MHAYe 3aLm-
Ta 1 4EM OHa peasibHO 3aHMMaeTcs.

Stack-Guard

MepBbIM, KTO 6pOCKN BbI30B NepenonHawmnmes eygepam,
6b1n Stack-Guard, npeactasnstoLuin cobow 3annaTky aNis Kom-
MUSITOPOB gCC M eggs, pacnpocTpaHsemyto no nuueHaunn GPL.
PaHbLUe ero 6b1n10 MOXHO ckavath ¢ http://www.cse.ogi.edu/
DISC/projects/immunix/StackGuard unu immunix.org, HO ceii-
4ac 9TU CCbINKM MePTBbI, a NPOEKT 3a6poLueH. C Tex nop Kak
Immunix ckynuna Novell, Stack-Guard 6onbLue He noaaepXu-
BaeTCs, BO BCAKOM Cly4ae HanTu Kakue 6bl TO HW ObIfI0 YyNOMK-
HaHMS 0 HEM Ha 0MLMANBHOM CaTe MHE He yaanoch.

McXoaHbIN KOF, COXPaHWUACS TOMBKO Y «KOSINEKLNOHEPOB»,
Kak, Hanpumep: http://www.packetstormsecurity.org/UNIX/
utilities/stackguard. TyT MOXeT BO3HWKHYTb Bonpoc: «Ecnu
Stack-Guard yctapen v MepTB, Kakow CMbIC ero uccrnepo-
BaTb?».

Ha camom pene cmbicn ectb. Stack-Guard — npocreit-
LUMIA 3aLUWNTHBIA MEXaHWU3M, PacKOBbIPSB KOTOPbIA, Mbl CMO-
Xem pasobpartbCs 1 CO BCEMU OCTaslbHbIMK, TEM 60fee YTO
MEXAY HUMK HabnogaeTca CTPoMHasA 3BOSOLMOHHAA npe-
€MCTBEHHOCTb.

Bo3bmeM crnefyroLlyo nporpaMmy € YMbILEHHO AOMY-
LLIEHHON OLLUMOKOW NEPENOSIHEHNA U MOCMOTPUM, CMOXET N
Stack-Guard ee 3almTUTh.
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JucTuHr 1. JIeMOHCTpaLMOHHAs NporpaMMa C NEepPernoNHSIMCS
BydepoM, koTopyo MH GyAeM BaupmaTb

// mouepusist dymKums

f (char *msg)

{
// obBsBASIEM JOKaNbHHE NEepPeMEeHH:e
int a; char buf[0x66];

// xommpyem apryMeHT B 6ydep 6e3 KOHTPONS HNJIMHS,
// uTO Ha OmMpeReNeHHOM 3Tane NPUBORUT K €r0 NEPErONHEeHVIO
a = *strcpy (buf, msg);

// BuxomMM U3 QyHKIMM
return a;

}
// marepuHckas QyHKuMs
int main(int argv, char **argc)

{
}

int x; x = f(argc[1]);

OTkomnuanpyem ain KoMNUaSTOPOM gcc C HaCTporNKamm
MO YMON4aHuio (To ecTb 6€3 oNTMMM3aLum) 1 3arpy3um nony-
YeHHbIN elf B gu3accembnep, YTo6bl MOCMOTPETh, Kak BbIrns-
LUT CTaHZapTHbIA nponor/anunor dyHkumum f().

JiucTuHT 2. JIuBacceMONepHs NUCTHMHT MCXOZHOM GyHkumm £
C MOMMM KOMMEHTapUsMi

function_prologue:
push ebp ; // coxpaHseM cTapsii ykasaTenib
; // xampa
mov ebp, esp ; // oTkp:BaeM HOBHIf Kajp CTeKa
sub esp, 98h ; // pesepeupyem mMecTo

// non nokanbHHe NepeMeHH:e

; // weno nporpammst
; // xomupyeM apryMeHT B PerMcTp eax
mov eax, [ebptarg 0]
; // xnageM eax B CTeK (BHIVISOMT Kak Bachika eax
; // B NMOKaNBHY® NMEpPEMEHHYW HO B HEMCTBUTENBHOCTHU —
; // 3TO Takas mepefaya apryMEHTOB, HEOBHYHO,
; // HO xoMmuISTOPY YHOBHO)
mov [espt98htvar 94], eax

; // nomyuaem ykxasaTenr Ha JIOKaNbHY NEpEeMEHHyD var 88
lea eax, [ebptvar 88]

; // xnaneM ero B crek

mov [espt98htvar 98], eax

; // pusmBaemM _strcpy(&arg 0[0], &var_88[0])
call _strepy

; // eax = *((signed char*) eax);

; // xommpyeM eax B JOKaNBHYW NepeMeHHyD var C
MOVSX eax, byte ptr [eax]

mov [ebptvar C], eax

; // xonupyem comepxmmoe var C B eax

mov eax, [ebptvar C]

function_epilogue:
leave ; // mov esp, ebp/pop ebp
retn ; // BHXOZMM B MaTEpMHCKY® QYHKIWIO

Copepxmmoe cTeka Ha MOMEHT BbI3oBa f() npepcraenser
KOHTIOMEpAT NoKabHbIX MEPEMEHHbIX 1 CMYXE6HbIX JaHHbIX.
Ha BepLunHe cTeka nexut 6ydep, nog HAM pacnonaraercs Le-
no4YncneHHas nepeMeHHas «a» (Ha caMmom gene nopsipok pas-
MeLLeHUs NepeMeHHbIX He CTaHAAPTU30BaH U LIeNIMKOM 3aBu-
CUT OT BONW KOMMUAIATOPA, TO ECTb MOXET ObITh Nt0ObIM). 3a 1o-
KasbHbIMV MEPEMEHHbBIMU CrieflyeT COXPaHEHHbIN PErUCTP yKa-
3aTens Kagpa cteka (B x86 npoueccopax ero posb 06bI4HO Ur-
paet EBP), a 3a HUM — afipec Bo3Bpara 1 aprymeHThbl, nepegaH-
Hble dyHKUMW. Kopoye roBopsi, BCE 3TO BbIFNAAMT Tak:

JmcTurr 3. COCTOsIHME CTeKa Ha MOMEeHT BH30Ba QyHkumu f

[ buf
[ a

] ; <-- nepenonusmumiics Gydep
] ; <-- npoume nOKajbHHE NEpEeMEHHEHE
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[ ebp ] ; <-- coxpaHeHHH ykasaTenk Kafgpa
[ retaddr ] ; <-- agpec BosBpaTa B MaTEPMHCKYKH QYHKIMIO
[ arg 1 ] ; <-- apryMeHTH, nepefaHHHe (QYHKIMM
[ === 17 <=\
| ==mmmmmms ] ; <-- +- kajgp cTeka MaTEPMHCKON (QyHKIwM
;

</

MepenonHatowmiica 6ydep MOXeT BO3LENCTBOBATb Ha Che-
ZyroLne 06beKThI:
B nokanbHble NepeMeHHble, pacrnonoXeHHbIE HUXE ero;
B coxpaHeHHbIN yKa3aTenb Kagpa CTeka;
B appec Bo3Bparta;
B aprymeHTbl, nepefaHHble yHKLMK;
B Ha Kapp MaTepUHCKOM hyHKLMK.

Bce a3t atakm nogpo6HO onucaHsl B Moew ctatbe [1], nos-
TOMY He 6yfeM NOBTOPATLCSH, @ Ny4Lle NponyCcTUM NporpammMy
yepes Stack-Guard 1.0 1 noCMOTPUM, YTO 3TO JacT.

JucTuHr 4. InsacceMOnepHsyt aucTUHr QyHkmm £(),
sampmenHon Stack-Guard (moBaBieHHEE BaWUTON CTPOKK
BHEJIEHE KPacHHM wpudToM)

function prologue:

7? sabpachBaeM canary word Ha cTek
; // (cnmemomano 3To menaTe mocie COxpaHeHue ebp)
push 000AFFODh

’

; /] coxpaHsieM cTapeif ykasaTenb Kajpa B CTeke
push ebp
mov ebp, esp ; // oTkprHBaeM HOBHII Kafp
; // pesepBupyeM MeCTO NOZ JIOKaJbHHE NEpEMEHHsE
sub esp, 98h

; // Teno pyHkumm (TOUHO Takoe Xe, KaK ¥ B MpOWUIEII pas)

function_epilogue:

INTEROP
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Me:xaynapoanas UT BeicTaBka
JJIsl KOPIIOPAaTUBHOTO phiHKa (B2B)
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ICHOCTE

Mpwn noppepxke

ATLKIT

leave ; // BaxprBaeM xafgp cTeka

; // mpoBepsieM menocTHOoCcTE canary word

cmp esp,AFFODh

; // ecnm canary msmMeHeHO, mphraeM Ha canary changed
jne canary changed

add esp, 4 ; // ynansieM canary us creka

; // BosBpamaeMcst B MaTEPMHCKYD HPOUERYPY

ret

canary changed: ; // BaBepwaeM BHIONHEHME MPOTPAMMEI
call _ canary death handler
; // ecnm 3aBepumMTB He yHanock — BalMKIMBAEMCH

jmp .

JmcTurr 5. Cocrosihme creka ¢yHkumm f() Ha MOMeHT
BaBepUeHNs: BHIOJHEHNUs MPOJIOTa ¥ Hauaja BHIOJHEHUS ee Tena

[ buf 1
[ a 1
[ ebp |
[ 000aff0dh ]
[ retaddr ]
[ argl ]

Mocne 3awuThl Stack-Guard nepep agpecom Bo3Bpa-
Ta pacnonaraetcsi kKoHcTaHTa 000AFFODh (B TepMuHonorum
Stack-Guard — canary word), LenocTHOCTb KOTOPOW NpOBepsEeT-
s nepeq BbIXo4oM 13 yHKLmMK. CyTb B TOM, 4TO KOMOUHALMIO
cuMBONOB, cnaratoLmx canary word —\x00\x0A\xFF\x0D, o4eHb
TPYOHO «BOCMPOV3BECTM» C MOMOLLbIO CTPOKOBBIX (YHKLIMIA, MOC-
KOMbKY B i3blke Cvi CUMBON HyNs TPAKTYETCS Kak «KOHEL, CTPO-
Ku», DyHKLMA gets — ofHa 13 TeX HEMHOI KX, 4TO 0bpabaTbiBaeT
HOIb KK 06bIKHOBEHHbIN CUMBOJ, MOCKOJbKY B Ka4eCTBe 3aBep-
LUMTENS CTPOKM UCMONb3YeT CUMBOST «BO3BPATa KapeTKu».

NlaCTe])—KJ'IaCCbI H BBRICTYILIEHHA IKCNICPTOB
TEMATHK BBICTABKH:
6ECI'II)()BO£[HBI€ TCXHOIOTHH

-ERPuyn
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BIICHHE JaHHBIMH
C€MEI CBAZH

Jlenoroit Gopym
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Dun 3
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holm),
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Mpu paboTte ¢ ASCIIZ-cTpokamu «nogpenatb» canary word
HEBO3MOXHO! Afpec Bo3BparTa MOXHO CYMTaTb HAOEXHO 3a-
LMLLEHHBIM. Begb YTO6bI «[OTAHYTLCA» [O HErO, MEPEnosHs-
toLemycs 6ycepy Heo6x04MMO nepeceyb (M 3aTepeTb) canary
word! Pa3paboTynky TOPXECTBYIOT, a Xakepbl CTPENATCS.
Wrnu... Bce-Taku HeT?

HayHeMm ¢ Toro, 4T0 Ha Unicode BCe 3TU OrpaHuy4eHuns
HE pacnpocTpaHsaTea u canary word nopaensisaetcsa 6e3 Tpy-
pa (kctatm roopsi, nunotHas Bepcus Stack-Guard B kadecTse
CTOPOXEBOro crioBa ucnonb3osasna 00000000h, yto B Unicode
yXe He BOCNPOM3BOAMUTCS, HO MOXET ObITb BBEAEHO C MOMOLLbIO
hyHKLMM gets, KoTopas cerofHa NPakTUHECKN HUKEM W HUTLE
He ucnonbayetcs). K Tomy e npunoxeHus, obpabatsiBaroLme
LBOMYHbIE AaHHbIE (DYHKLMAMM TNa memcpy, TakxXe 0CTatoT-
cs 6e33aUTHbIMMN.

JlokanbHble NepeMeHHble U yKasaTenb Kajpa cTeka BO-
00Lle HMKaK He 3aluLleHbl 1 MOryT ObiTb 6eCnpensaTCTBEH-
HO aTakoBaHbl. Ecnu cpefm 3Tx nepemMeHHbIX npucyTCTBY-
€T X0Ts Obl OAMH yKa3aTenb Ha (OYHKLMIO, BbI3bIBAEMYHO MOC-
ne nepenonHeHns, Xakep CMOXET NOAMEHUTbL ero agpec, ne-
penaBas ynpasfieHne Ha cBon shell-kog. KoHCTpykums Tuna
«int *x; int a; ... X = a;», KOTOpPas K YACNY IKIOTUHECKUX HUKaK
HE OTHOCMTCA, NO3BONAET aTaKyoLLeMy MOAUMULMPOBATH JTio-
6ble ykasaTenm Ha yHKLMKU, B TOM Y1cre 1 agpec Bo3Bparta,
1 3awmTa canary word yxe He cpabaTbiBaeT, NOCKONbKY CTO-
POXEBOE CII0BO OCTAETCH B HEMPUKOCHOBEHHOCTU. O6pa3Ho
roBOpS, 3TO Kak MOMNOXWTb «Meper LMAaTKOM cafia rpo3HbIi
KankaH». TOT, KTO MAeT Hanpamylo (knaccuyeckoe nocneno-
BaTeNlbHOE NepenofiHEHWE), MONadeT B HEro0 Npexae, YeMm yc-
neet nofakomuTbes. Ho ecnv gecaHTMpoBartbea NpsMo Ha ca-
NO MyTeM BO3[AENCTBUA HA NEPEMEHHbIE-YKa3aTeNnn — KankaH
oTAbIxaet (npaBaa, B 3TOM Cnyyae HeobXxo4MMO 3HaTb TOHHOE
MONOXEHNE BEPLLMHbI CTEKA HA MOMEHT aTaku, 4T He BCceraa
BO3MOXHO, MO3TOMY Xakepbl NpeAno4MUTaoT MogmdmLmMpoBaThb
Tabnuuy umnopta B Windows, a B UNIX — cekuuto got).

PaccmoTpum camblii CROXHBIV CryYan, Korga HUKakunx ne-
PEMEHHBIX B HALLEM Pacnops>XXEeHUN HET, @ ECTb TONbKO COXpa-
HEHHbIV PErncTp Kagpa cTeka, KOTopbIv Mbl M ByLeM aTakoBaTb.
daranbHom owmnbkon Stack-Guard SBMIOC TO, YTO OH He y4yen
«M060YHbIX AP PEKTOB» MHCTPYKLUMM leave, koTopas paboTaeT
TaK: «<mov esp, ebp/pop ebp», N03BoNAA xakepy BO3aencTBO-
BaTb Ha Kagp MaTepuHCKOW yHKUMK. Ecnv B Kakom-To mecTe
CTEKa MU Ky4m aTakyoLLEeMY YAACTCS «CIIOXUTb» KOHCTPYKLMIO
«000AFFODh &shell-code», (4T0 B nepeBofe Ha pycCKuii 3By-
YUT Kak: canary-word 3a KOTopbIM crieflyeT ykasatesb Ha shell-
Kopf), EMy 0CTaeTCs BCero NnLUb NOAMEHUTb COXpPaHeHHbI EBP
Ha agpec «cBoero» canary-word. Torga npv Bbixoge n3 marte-
PVHCKOM (hyHKLMM ynpaBneHue 6yaeT nepedaHo Ha shell-kog!
ATaku 3T0ro TMna HasbiBatoTcA ret2ret u aBHO onucaHbl B xa-
KEepCKOW inTepaType, 04Hako Kakoro-nmoo npakTMHeckoro npu-
NOXEHUS OHU TaK W He NOJyHnnKn, NOCKOMbKY B ONTUMU3NPO-
BaHHbIX anunorax (knoy -0O2) BMeCTO MHCTPYKLUKM leave KoM-
NUASTOP UCNONb3yeT 6osiee BbICTPOAENCTBYIOLLYIO KOHCTPYK-
umto «add esp,x/pop ebp», 1 N060YHLIV 3 hEKT BO3AENCTBUSA
Ha ESP ucyesaet. B onTMMM3pPOBaHHOM 3MUore xakep mo-
XXEeT BO3AENCTBOBATb TONIbKO Ha CTEKOBLIN Kafp MaTepuUHCKOM
(hyHKLMHK, «NOLCOBbLIBAA» €1 T€ 3HAYEHUSA NIOKATbHbIX NePEMEH-
HbIX, KOTOPbIE OH 3aX04eT. [N yCneLuHon peanusaumm ataku
3TOro 06bIYHO OKA3bIBAETCA BMOHE [OCTATOHHO.
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pocTa cTeka

{ HAMpPABIeHHEe

KOIILT apryMeEHTOB

TMOKaThbHBIE ITEPEMEHHEIE

namaTe pyHKUMK MACCHBHI
guard

YKazarelk Kaapa

azpec BO3BpaTa
args

PucyHox 1. Agmpec BosBpaTa mo XOR ciyuyaiHeM canary

B Bepcum 2.0 3awwmTa agpeca Bo3spara 6bina Kak 6bl yeu-
neHa — B HeM NOsSBUACA CRyYanHbIii canary word, XpaHaLwumincs
B read-only namati n «LundppytoLLmii» agpec sosepara no XOR.
Yrapatb 32-6UTHbIN canary word — HepearibHO, HO 3TO U He HyX-
Ho! locTaTo4HO NOACYHYTb 3aBeOMO JIOXHOe 3Ha4eHue. Tor-
0a, y6eauBLUNCh, YTO CTEK NEepenosiHEH N XaKkepbl XakepcTBy-
0T, KaK KpbICbl B ambape, Stack-Guard nepegact ynpaeneHue
yrkumm __canary_death_handler, koTopasi 3aBepLuaeT Bbl-
MofHeHWe nporpaMmel, yctpavsas Hactoswmii DoS. Ho nyy-
we DoS, 4em 3axeart ynpasnexus!

Beck dhokyc B TOM, YTo yKasatenb Ha__canary_death_handler
pa3mMeLlaeTcs B rnobansHom Tabnumue cmeleHnin — GOT n Mo-
XET ObITb aTakoBaH NyTeM BO3AENCTBUS Ha NokKasbHble nepe-
MeHHble Yepes yA3BUMbIA yKkasaTtenb kagpa cteka. Ecnu Ta-
Kvie nepeMeHHble JEeNCTBUTENbHO eCTb (a Kyaa 6bl OHU NofeBa-
nnck?), Xakep NpocTo nepexanpasnset __canary_death_handler
Ha cBolt shell-kon!

B nocnepytowmx Bepcusix Stack-Guard canary world «nepe-
exan» Ha ofiHy No3uLuio BBEPX, B3SB MOA CBOIO 3aLLMTY U yKa-
3aTenb Kagpa, 04HaKo fanbHelLwero pa3BmMTusa NPOEKT He no-
NYYMN 1 NOCTENEHHO CAynCS.

Microsoft Visual Studio .NET

0O3abo4eHHas nocnegH1Mu xakepckumu atakamu, Microsoft pe-
anusoeana B cBoeM HoBoM komnunatope Visual Studio .NET
(6biBLUMIA Visual C++) HekoTopyto pasHoBuaHocTs Stack-Guard
B Janeko He Nydlleit ero «mMHayrypauum». Hukorga He pas-
pabatbiBaloLlas COGCTBEHHbIX MPOAYKTOB, & TOJIbKO «BOPY-
folas» yxe rotToBble (aBTOPUTETHbIA ToBapuLy bBepaykos
B CBOEW copT-naHopame 06 3TOM TOMbKO U FOBOPUT, CXOAUTE
Ha www.softpanorama.org/Bulletin/News/Archive/news078.txt,
noYuTanTe — TamMm MHOro nHTepecHoro), Microsoft, kak aTo yac-
TO M 6bIBAET, Cama He NOoHsNa, 4To cTawuna 1y koro. JlagHo,
BCe 3T0 NMpuka. Meperigem K hakTam.

Mpu koMAuAaUMKM ¢ Kno4vom /GS KomnunaTop fobaens-
eT B Kop security cookie — Tak B TepmuHonoruu Microsoft Ha-
3bIBAETCH Chy4aiHbIn 32-6UTHbIN canary word, XpaHaLwwmiics
B writable-namsaTu n MHcnekT1pyeMmbIii hyHKLmnel check _canary
MpW BbIXOAE M3 DYHKLMUM:

JucTuHr 6. InsacceMbnepHsyt aucTuHr QyHkmm £(),
oTkoMIuIMpoBaHHOK Microsoft .NET c kmouoM /GS
(moBaBeHHEHE BaupITON CTPOKM BHUENEHH KPacHEM mpudTom)

function prologue:
; /] coxpaHsieM mpexHmit ykasaTenb Kafpa
push ebp
mov ebp, esp ; // oTkprHBaeM HOBHII Kafp
; // pesepBupyeM MecTO ANl JOKANbHHX NEPEMEHHHX
; // n canary
sub esp, 9Ch
push edx 7\

; + - CcoxpaHsieM perucTpH,
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KOTOpsle GYAYT MBMEHEHSH
push esi
push edi i

; // xommpyeM rioBanbHI canary B eax

mov eax, [canary]

// cpaBruMBaeM afpec BosBpara C canary

xor eax, [esp+l0h];

; // xnajeM pesynbTaT Ha CTEK, Baupmas ykasaTenb Kagpa
mov [ebp-10h],eax

; /] meno dynxumm
; (He coBceM Takoe Xe, Kak M B NpPOUUIEN pas,
;  HO PasmMuMsi MEXAy KOMIMISTOpaMy K JeNy He OTHOCSTCS)

function epilogue:
; ]/ xommpyeM CpaBHeHHif canary B ecx
mov ecx, [epb-10h]
; // cpaBHuMBaeM afgpec BOBBpaTa ¥ KIafeM ero B eCx
xor ecx, [ebp+10h]
; // BHBHBaeM QyHKUMIO NPOBEPKM cCanary
call check canary

pop edi A\
pop esi 9
pop ebx 2/

+ - BOCCTaHaBIMBAaeM PEIMCTPH

; // BaxpsBaeM Kafps CTeka HeGeBOMACHHM myTeM
mov esp, ebp

; // (Microsoft mosTopsier ommbky Stack Guard)
pop ebp

; // BHXOEMM B MaTepMHCKYH (QYHKImO

ret

check canary: ; // dyHxums npoBepkm canary
~; // cpaBEuBaeM nepemaHHIf €CX C IVIOBGANBHEM Canary
cmp ecx, [canary]
; // ecnm He coBmajawT - BaBeplaeM OPOTPaMMy
jnz canary changed
; // Bce oK, MpOmONMXaeM BEHMOJHEHME NPOTPaMMbI
ret

Canary word 3alyMiiaeT He TONIbKO agpec BO3BpaTa,
HO U Kaap, 4TO O4EHb XOPOLLO, NpaBaa, B ONTUMU3UPOBAHHOM
Kofe, FeHepupyeMbIii 3TUM Xe CamMbIM KOMIUASTOPOM, NTOKab-
Hble NePEMEHHbIE afpecyoTCcst HENocpeaCcTBEHHO Yepe3 ESP,
1 OOMONHUTESbHbIA PEFUCTP UM HE HYXEH, NO3TOMY hakTuyec-
KV 3aLUMLLaeTCs TONbKO 0fMH agpec Bo3spata. OcTanbHble ne-
PEMEHHbIE OCTAKTCA HE3ALUMULLEHHBIMU, YTO OTKPbIBAeT Npo-
CTOp AN MaxMHaLMii C yKasaTensmu.

B yacTHOCTM, Xakep MOXET nepesanucartb rnobasbHyo ne-
PEMEHHYI0 canary CBOUM 3Ha4eHuMeM — Torga ero npoBepka
NPOVAET HOPManbHO.

310 paxe ynpowyaer (!) ataky: B He3alMLLEHHON cuCTe-
Me CyLLeCTBYEeT NpobnemMa BBofa «3anpeLleHHbIX» CUMBOJIOB,
KOTOpYto He Bcerga Bo3MoxHo o6onTn. Onepaums XOR nos-
BOJSIET reHEPUPOBAaTh JItoOble CMBOSIbI! B 4acTHOCTM, YTOObI
cthopmmnpoBaTb CUMBON HYNS, [OCTATOYHO NOJIOXUTB B canary
1 3alnpoBaHHbIN afpec Bo3BpaTa ABa OANHAKOBbLIX CUMBO-
na. Kak n3sectHo «X XOR X = 0». OcTanbHble CUMBOJbI FeHe-
PUPYIOTCA aHaNOrM4YHbIM CNOCO6OM.

Camoe nHTepecHoe, 4To Microsoft nepeHsna owmbKy paH-
Hux Bepcuin Stack-Guard, npnyem gaxe He ero owmoKy, a 0co-
6EeHHOCTb MOBEAEHWNS KOMMUAATOPA gCc, MO3BONALLYI0 aTa-
KyloLemy Bo3fencTeoBaTb Ha pernctp ESP yepes mogudu-
Kaumio ykasaTens Kagpa cTeka.

Microsoft Visual C++ 6.0 3akpbiBan kagp cTeka 6e3onacHow
KOHCTpYKUmii «<ADD ESP,XXX>», a .NET BMECTO 3TOro Mcnosb3y-
eT «<MOV ESP, EBP». /1 xoT5 ykazaTesnb kagpa 3aLuileH canary
word, 3T0 eLLe He noBof ocnadnsaTb 3awmTy! Canary word re-
HEpVPYeTCS HE COBCEM ClyHalHbIM MyTEM, U yrafaTh ero ¢ He-
CKOJbKMX MOMbITOK BMOSIHE peanbHo, Hy a nHETpykumns XOR
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no3BOSIMT Nogaenarb nobor cumeon. Kopoye rosops, ecnu
6b1 B Microsoft gymanu ronosof. ..

Stack-Shield

HecMoTps Ha CXOXeCcTb B Ha3BaHWM CO CBOUM COBpaTOM,
Shack-Shield geficTyeT coBcem Mo gpyromy npuHLmny. 310 eLue
OfHO pacLUMpeHne K gcc, NOCNERHIO BEPCUIO KOTOPOrO MOX-
HO ckayaTb ¢ http://www.angelfire.com/sk/stackshield, HO nHo-
ro Tuna. Ecnu Stack-Guard peannsoBaH kak naty K KOMnuns-
TOpY, «McnpaenstoLmii» function_prologue n function_epilogue,
T0 Stack-Shield «3axBaTbiBaeT» accembnepHble hansbl, CreHe-
pupoBaHHble komnunaTopoM (B UNIX-Mupe OHM MMEOT paciLum-
peHue .S), 06pabaTbiBaET KX, BbINeBbIBas 3aLLMLLEHHbIA ac-
cembrepHbIn hans, Bo3BpaLlaeMblii KOMNUASTOPY A5 OKOH-
yaTeslbHOW TpaHCcnsauuyM B OBOWMYHBLIA Ko4. Takas cxema fa-
et Stack-Shiled HamHoro 6onbLUne BO3MOXHOCTU, U MHe cpa-
3y Xe 3ax0TeN0Cb NOCMOTPETb, KaK OH MMM BOCMOMb30BasCs
¥ MOXHO N €ro OfoneThb.

Cob6nasHeHHbIN NPOLECCOPHLIMM apXUTEKTYPaMM C pasHe-
CEHHbIM CTEKOM (OAMH CTeK ANs XpaHeHWs afpecoB BO3BPaTa,
LpYrovi — ons oKanbHbIA nepeMeHHbIX), cosgartens Stack-Guard
nonbITancs «Npo3aMynnpoBaTb» Ha x86 He4To nogobHoe. [ns
3TON Lenu OH ucnonb3oBan rnodanbHbiM Maccus retarray Ha
256 afpecoB: 3NWNor KONMpyeT TEKYLUMIA agpec Ha BEPLUMHY
mMaccuBa, onpefensaemyto ykasarenem retprt, a nponor «ctaru-
BaEeT» 3TOT apec C BEPLLUMHbI 1 NepefaeT eMy yrnpasneHue.

OT1a amynaumMsa ganeka ot ugeana, Ho COXpaHEeHHbIN B CTEKe
afpec Bo3BpaTa B Hell BOOOLLE He UCNOb3YeTCs, U BbINOSIHE-
HWe NporpaMMbl NPOAOMKMTCS AaXe Nocne Toro, Kak oH 6yaet
3arepr, 4to npegoTepatlaet DoS (Bnpoyem, NoCKONbKY nokanbs-
Hble NepeMeHHble NCKaXEHbI, TPOrpamMmMa Bce PaBHO PYXHET).

JucTuHT 7. JInsaccembnepHswt MuCTMHT ¢yHkipm (), BaupmeHHON
Stack-Shield c nacTpoiikamu no ymomuanuio (HoGaBNEHHHE
BaIMTON CTPOKM BHIENEHH KPacCHEM mpudTom)

function prologue:
ff COXpaHsieM PerucTpsl, KOTopsie msMeHser Stack-Shied
push eax
push edx
; // xomupyeM B eax CMelleHMe yKasaTenss MaccuBa retpt
mov eax, offset retpt
cmp rettop, eax ; // cMoTpuM - ecTb 5 eme MecTo?
; // ecnm MecTa HeT, OTKaBHBAEMCSI OT Bamnucy
; /| HOoBOTO appeca
jbe .LSHIELDPROLOG
; // saHocuM B edx ampec BoSBpaTa Co CTeka
mov edx, [esp+8]
; /] coxpaHseM ero B MacCuBe afpecoB BOSBpaTa
mov [eax], edx

12

.LSHIELDPROLOG:
; // yBenuumBaeM ykasaTens MaccMBa BOSBPaTOB
; // Ha nepBhit BSIUISR STO SIBHHM 6ar,
; // HO Ha caMoM mene - onTummsaums'
add [retptr], 4

; // BoccTaHaBIMBaeM perucTpH Hasaf
pop edx
pop eax 8

; /] coxpaHsieM cTaphif ykasaTenb Kafpa cTeka
push ebp

mov ebp, esp ; // oTkpHBaeM HOBHI Kafp

; /| pesepBupyeM MeCTO NOR JOKAaNbHHE NEPEMEHHEHE
sub esp, 98h

; // meno dymxumm (rakoe ke xak B ciyyae ¢ Stack-Guard)
function epilogue:

; ]/ saxprBaeM xafp CTeka HeBEBONACHHM IyTeM
leave

CUCTEMELIaAMUHUCTPATOD



push eax ; /] coxpaHseM permcTps

push edx

; // yMeHbllaeM ykasaTens MaccuMBa BOSBPATOB

add [retptr], -4

; // BaHOCMM B eax CMelleHMe MaccMBa BOSBBPATOB

mov eax, offset retptr

; // xak Ha cuer cBoBojHOTO MecTa?

cmp eax, rettop

; // ecnu MecTa HeT, BHAUMT ¥ BHTAJNKMBATL HEYEr'o
jbe .LSHIELDEPILOG

; // cHuMaeM COXpaHeHHHI afpec CO CTEKa BOSBPAaTOB
mov edx, [eax]

; // BoccTaHaBNMBaeM CTEKOBH afpeC He NPOBEPSs ero
mov [esp+8],edx

.LSHIELDEPILOG:
pop edx ; // BoccraHaBIMBaeM PeTMCTPH
pop eax ;
ret ; // BHXOZMM B MaTEPMHCKYO QYHKIWMIO

Mpun komnunauum ¢ knodom -d, Stack-Shiled BctaBnsieT go-
NOMHWUTENBHYIO MPOBEPKY, CPaBHMBAs afpeca Bo3Bparta Ha CTe-
Ke U retarray. B cny4ae pacxoXaeHus Bbi3biBAETCS (DyHKLMA
SYS_exit, 3aBepLuatoLas nporpamMmMy B aBapuinHoM pexunme.

Kntoum -r n -g 3ageiicTaytoT mexaHnam «Ret Range Checking»,
NPOBEPSIOLLMIA FPaHULbl aBPECOB BO3BPATA M OCTaHABMBAL-
LM Nporpammy, eCnv OHU BbIXOAAT 3a Npeferbl HEKOTOPOW 3a-
paHee 3a4aHHON BENMYMHbI (T.€. HAXOOATCS B KY€ UM CTEKE).
Takum 06pasom, faxe ecnu xakep nepesanuwieT retarray
(@ OH HaxoZMTCA B 3aNMCbIBAEMOI 061aCTU NaMATH), NOACYHYTb
ykasatenb Ha shell-kog emy yxe He ygactcs, npasaa, OH MOXeT
6ecnpensaTCTBEHHO BbI3biBaTb PYHKLMM 6ubnmnotekm libc, nepe-
naBasi MM Nntobble aprymeHTbl (ataka Tuna return-to-libe).

JmcTuur 8. JusacceMONEpHENf KOX, PaCKPHBAKWMA CYMHOCTH
MexaHmsMa Ret Range Checking

function epilogue:
; ]/ BsaxpsBaeM xagmp CcTeka HeGeBONACHHM myTeM
leave
cmp [esp], offset shielddatabase

; // * npoBepsieM TpaHuus agpeca BOSBpaTa
; // ecnu Bce Ok, TO nepexomuMM Ha ret
jbe .LSHIELDRETRANGE

; /] ecnm Mm Bmeck, TO afpec BOBBpaTa BN

movl eax,1l

; // sa pomycTuMele npepenr, BOSMOXHO OH GHUI MBMEHEH
movl ebx,-1

; // BaBepwaeM BHNONHEHNe NPOTPAMMI

int 80h

.LSHIELDRETRANGE :
ret ; // BOBEpamaeMcs B MaTEPUHCKY® NPOUERYPY

Yeununachk 1 3aLimta nokanbHbIX nepeMeHHbIX. Tenepsb ne-
pef BbI30BOM (hyHKLMM NO ykasaTtento, Stack-Shield y6expaet-
C$l, 4TO OHa HaXxo@MTCS B NMpefenax cerMeHTa Koga:

JucTuHr 9. JIMBacceMONEpHsI KOJA, MOKaSHBAKMMA
xak Stack-Shield xoHTpommpyeT ykasaTenu Ha OQyHKumM

; // B eax HaxomuTCs ykasaTenb Ha (QYHKIMD0
; // npoBepsieM T'paHMLE yKasaTens
cmp eax, offset shielddatabase

; // ecnm ykasarenr B rpaHMUax, NEPeXpAUM
; // Ba BHSOB QyHKUMM
jbe .LSHIELDCALL

; // yxasaTenr Ha QyHKIMMO BEHXOAUT 3a HOMYCTVMEE TPaHMIE
mov eax,l

movl ebx,-1 ; // BOBMOXHO, OH BRI XaKHYT

; // BaBepmaeM BHNONHEHNe NPOTPAMMI

int 80h

.LSHIELDCALL:
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pocTa cTeKa

{ HanpaBTeHMc

JIOKanbHbIE [TepeMeHHbIe

YKasaTeIk Kaapa
I — canary
retian address
args

PucyHok 2. BesomacHast Momenk creka Pro-Police

call [eax] ; // BHBHBaeM QYHKIMIO IO yKaBaTen

KoHTponb 3a ykasaTtensimMu Ha (hyHKLMW NPEnsTCcTBYeT He-
nocpencTBeHHOV nepegadye ynpasneHus Ha shell-kof, HO He me-
LLaeT Xxakepy Mcnonb3oBaTb MYHKLMU CTaHLAPTHON 6UBAMO-
Teku libc 1 hyHKLMKM camol yasBuMOW nporpaMmel. Ykasate-
NV Ha JaHHble TaKXe 0CTaTCs HesallmLeHHbIMK. Kpome To-
ro, NPy ncHepnaHun Maccrea agpeca BO3BPaToB (4TO Npu rny-
6OKOI BIIOXEHHOCTN (PYHKLIMIA MMEET MECTO ObITh) OH aBTOMA-
TUYECKWN NEepexoamnT B «0ObI4HbIA» PEXUM, B KOTOPOM NpoBe-
pSieT TONbKO rpaHu1Libl afpecoB BO3BPaTa, HO He camun agpeca.
Xopoluas HOBOCTb, HeYero ckasartb!

Pro-Police

MpoTtekTop Pro-Police, 3apoauBLUKIACA B HEAPAX AMOHCKOrO OT-
nenenus IBM (http://www.research.ibm.com/trl/projects/security/
Ssp), — 3T0 63 NpeyBenu4eHNs caMblil CIIOXHbIN U cambli CO-
BEPLUEHHbI MEXaHW3M, peanuaytowuin Moaens 6e30nacHoro
cTeka (Safe Stack Usage Model), koTopbin geicTBUTENBHO 3a-
LUMLLAET, @ He pa3BoauT nponaraHpy, 4Tobbl BbIGUTL 0Yepes-
HOM rpaHT. CpaxeHue C TaKoM 3aLLMTON 060K camypai noy-
TeT 3a YeCTb.

Pro-Police 3apbiBaeTcs HamHoro rnyoxe, yem Stack-Guard
1 pabotaet Ha yposHe RTL. 3To He 6UbNOTEKA BPEMEHM UC-
MOSHEHNS, 3TO — NMPOMEXYTOUHbIA CUCTEMHO-HE3ABUCUMBI
3bIK, FEHepUpyeMblii KOMNUASTOPOM gCcC M pacluMdpoBbIBa-
eMbli Kak register transfer language.

A6cTparvpoBaHve 0T 060pyAOBaHNS CYLLECTBEHHO yrnpo-
Laet nopTmpoBaHue n Pro-Police nogaepxusaeT npakTuyec-
Ku BCe coBpeMeHHble nnatdopmsl: X86, powerpc, alpha, sparc,
mips, vax, m68k, amdé4.

Camas rnaBHasi MHHOBaLMSA — Nepeynopsano4nBaHune o-
KanbHbIX nepemeHHbIX. Pro-Police pastusaeT nepemMeHHble
Ha [iBe rpynmnbl: MAccvBbl 1 BCE ocTabHble. Ha BepLumHy Kaa-
pa cTeka nonafarT 06bl4HbIEe CKansipHble NepemMeHHble. Mac-
CUBbI MAYT 3a HUMK. [epenonHsioLwmecs 6ydepsl MOryT BO3-
[e/icTBOBaTh ApYr Ha Apyra, HO [0 YKa3aTenen yxe He [ocTath,
BO BCIKOM Clly4ae He TakuM NpoCTbIM MyTeM.

Agnpec Bo3BpaTa M ykasartesb Kafgpa 3aluLieHbl CTOpo-
XEBOWN KOHCTaHTOM guard, reHepupyemMoi Npou3BofbHOM 06-
pa3om. 3T0 BCe TOXe canary word, TOfIbKO B 065IM4M1M HOBOM
TePMUHOSIOTUN.

Jucruur 10. lceBpokon yssBuMOit QyHKuMM o BaupTs Pro-Police

foo()
{

// noxanbHas nepeMeHHas-yKasaTelb
// noxansuit Bydep

char *p;
char buf[128];

// bymxumus, xoropas sTOT Bydep M nepemonHseT
gets (buf);
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CBopHast Tabnuua pasiMYHHX BalfITHEX METOAOB

stack-guard .NET stack-shield | pro-police

3awmwaer agpec Bo3ppara na na 4aCTU4HO fa
3awmwaer ykasatenb

Kagpa HeT na HeT Aa
3awuiaeT nokanbHble

nepemenHbie HeT HeT 4acTU4HO fa
3awumwaer aprymenTbl HeT HeT HeT Aa
3awuwaet maccusbl HeT HeT HeT HeT
Canary word cnyyaeH HeT 4acTU4HO - pa
3awmwaer canary word

OT nepesanucu ha Her - fia

Juctunr 11. NceBmokon QyHkumy, BampmeHHOM Pro-Police
(moGaBneHHNe BaupTON CTPOKM BHENEHH KPaCHHM mpupToM)

// TnoBanbHEif canary, T'eHepMPYeMElf CIydalHsM oBpasoM
Int32 random number;
foo ()
{
// moxanbHas KOMMS canary, OXPaHSWmas Kafgp
volatile int32 guard;
// Bybep unmeT nepes BCeMM JIOKANbHEMM NEpeMEHHbMN!
char buf[128];
// noxanbHast nmepeMeHHas-yKasaTelb
char *p;

// xommpyeM rnoBanBHENI canary B JIOK. NEPEMEHHYI
guard = random number;

gets (buf); // BHZHBaeM ysBBMMYH OYHKLMIO

if (guard '= random number) /* program halts */

}

CocTosiHMe cTeka Ha MOMEHT Bbi3oBa hyHKUMK f 3 nuc-
TnHra 1 noa Pro-Police Bbirnsgut Tak:

Juctunr 12. CocrosiHue crexa dyHkumm foo() Ha MoMeHT
BaBeplleHNsI BHIOJHEHNs MPOJora, OBpaTuTe BHMMaHME,
4yTO npM nepenonHenuu G6ybepa buf BsaTupanHus NOKaNBHEIXK
NEepeMeHHHX yxe He NPOMCKOAMT!

P
buf
guard
ebp
retaddr

[
[
[
[
[
[ argl

1
1
I
1
1
I

CpaBHuWTe 3T0 C AUCTUHIOM 5. PasHuLa He3HaunTenbHas,
HO npuHumnuansHas! Mo coobpaxeHnsim NPoOU3BOAUTESIBHOC-
™, Pro-Police BHeppseT 3alimTy agpeca Bo3Bparta TOMbKo
yHKLMK, cofepxaLlme 6ydepbl, KOTOPbIE NOTEHLMANbHO MO-
ryT 6bITb NepenonHeHsbl. To ecTb Pro-Police coBmellaeT B cebe
3aLUMTHBIN MEXaHW3M C CUCTEMON ayauTa kopa (puc. 2)!

Pro-Police npegycmatpmBaeTt gaxe Taky HEOYEBUOHYIO
CUTyaLmio, Kak nogMeHa ykasarernen, nepefaHHblX B Ka4ecTse
aprymMeHToB, M HafieXHo 3aluuLLaeT ux. B nponore aprymenThl
KOMUPYOTCA B MPOMEXYTOUHbIE NEPEMEHHbIE, PACTONOXEHHbIE
«Haf» nepenonHsLwmnmMes 6ydhepoM, a He «nod» HUM (rge Ha-
XOAATCA OpUrMHanbHble aprymenTbl). B gansHenwem sce 06-
paLLleHVs K apryMeHTam OCyLLeCTBNAIOTCS Yepes NPOMEXYToY-
Hble NepeMeHHbIe CreayoLLmMm 06pa3om:

JncTurr 13. [ICEBROKOR YsISEMMOM QYHKUMM, BHSHBAKme! QyHKUMIO
[0 yKasaTemo, nepefjiaBaeMoOMy B KaueCTBe apr'yMeHTa,
no sammTs Pro-Police
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foo (int a, void (*fn)())
{

char buf[128]; // noxanbHst Bydep

gets (buf); // dymxuus, nepenonusmmas 6ydep
// BHZOB QyHKUMM MO yKaBaTenw, HepefaHHOMY

// B xauecTBe apryMeHTa M 3aTMpaeMOMy NPU MEPENONHEHUM
(*£n) () ;

Juctunr 14. lceBgoxon OyHKumMM, BaupmeHHOM Pro-Police
(moGaBneHHHe CTPOKM BHAENEHH KPaCHHM WpudToM)

// TnoBanbH canary, T'eHEPMPYEMslf CIydalHHM oB6pasoM
Int32 random number;
// ysisBUMEII apryMeHT-ykasaTenlb
foo (int a, void (*£fn) ())
{
// noxanbHas KOmMsI canary, OXPaHsSOWAs Kagp
volatile int32 guard;
// Bybep umeT mepen MEepPeMEHHEMM, HO IOCJTE apryMEHTOB
char buf[128];
// xomupyeM apryMeHT BO BPEMEHHYW NePEeMEHHYI
(void *safefn) () = fn;
// xommpyeM TioBanbHII canary B JIOKANbHY® NEPEMEHHYO
guard = random number;

gets (buf); // BHBHBaeM ysBBUMYH QYHKLMIO

// BhHSHBaeM QYHKIMIO O CKONMPOBAHHOMY yKasaTelo
(*safefn) () ;
if (guard != random number) /* program halts */

Mpwu BCcen HagexHocTn Pro-Police oTcyTCcTBMNE CTOPOXE-
BbIX CIIOB MeXAy MaccvMBamu Jenaet araky no-npexHemy
BO3MOXHOW, MOCKOJNbKY 3aTUpaHne Huxecnemywowmx mac-
CMBOB MOPOXAAET LEeNbI Kacka BTOPUYHbIX NepenonHe-
HWIA (0COBEHHO LieNoYMCEHHbIX), Aa U MacCKBbl U3 yKasa-
Tenen He Takaa yx 6ofblas pegkocTb. TeM He MeHee Ta-
Kas nposepka (kcTaTu rosops, obeljaHHas B CregyoLux
Bepcusix Pro-Police) npuBeneT K CyLLeCTBEHHOMY MafEeHNIO
MPOU3BOANTENIBHOCTM, HTO ABHO MOMAET HE Ha NOMb3y ee no-
MynsapHOCTU.

3akniouenue

Tak BCe-Takv MOXHO 3aLUUTUTLCA OT NepenonHstoLLmMxcs yde-
poB unu HeT? Pro-Police oTcekaeT 60sbLUOE KONMYECTBO aTtak,
HO... BCE 3TO aTaku Ha CTeK, a MOMUMO CTEKA Y Hac elLLe ecTb
LIeNnoYnCneHHOE NepenonHeHmne, cneundukaTopsl 1 Ky4a, ko-
Topble Pro-Police naxe He nbiTaeTcs OXpaHaTb, MOCKOSbKY OHU
Haxo[sATCA BHe ero «aenapTaMeHTa». 310 He yrnpek, a ckopee
KOHCTaTauus akTa.

JIn4Hoe HabnaeHne — NPOYMTaB HECKOJSIbKO MONYNSPHbIN
cTartemn u yctaHoBMB Mory4uii Pro-Police, 60nbLLNMHCTBO 3Ha-
KOMbIX MHE NPOrpaMMMCTOB YNyCKatT U3 BUAY, YTO HEOOXO-
LOMMO YCTaHOBUTb 4TO-TO eLle. bezonacHoe nporpammupoBa-
Hue TpebyeT LeNloro Kommniekca COBOKYMHbIX MEp, XECTOKO
Kapas 3a manenimne owmnoKu.

Wcnonb3osaTk Pro-Police, 6e3ycnoBHO, CTOUT, paBHO
Kak 1 KoMnNunmMpoBaTtb nporpammsl ¢ knwo4vom /GS, ogHa-
KO HEOOXOAMMO MOMHUTb, YTO 3Ta Mepa OTHIOAb He rapaH-
TUPYEeT 3alLULLEHHOCTH, a BCEro N1Llb YMEHbLUAET BEPOAT-
HOCTb aTaku. @
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