6e3onacHocTb

MYYKIN B INEKTPOHHbIX NUCbMaX

Kpuc'Kacnepckn

JneKkTpoHHasA noy4Ta 6biNa U 0CTAETCA OAHUM U3 OCHOBHbIX MHCTPYMEHTOB XaKepa (10CTaToOYHO
BCMOMHMTb NUCbMA C 3N0BPEAHBLIMU BNOXEHUSAMU UM IKCNNYaTaLMIO «bIp>» NONYNAPHbIX
NOYTOBbIX KNUEHTOB). ATaKYIOLLME NPUMEHSAIOT BCe Gonee u 6onee U30LWPEHHbIE NPHEMbI, 3a4aCTYH
HEU3BECTHbIE LUIMPOKOW ayAUTOPUN aiMUHUCTPATOPOB U CNeLuanucToB no 6esonacHocTyu. CeroaHs
Mbl NOrOBOPUM O... CCbIIKAX Ha KaPTMHKN U NOKAXEM, Ha 4TO OHM CNOCOO6HBI, @ CNOCOObI OHM

Ha MHoroe!

OpOLUO MOArOTOB/IEHHAA U Npoay-
XMaHHaﬂ artaka («MMOoHepoB» 1 BaH-

[anoB Mbl B pacyeT He 6epeM) Ha-
YMHaeTCs € TwartenbHoro céopa MHop-
Mauuu 0 XepTBE, PEKOHCTPYKLMK TOMO-
NOTUMN NOKANbLHOW CETU (ECNK Y XepTBbl
€CTb CETb), ONPEAENeHnu TUna 1 Bepcun
MCMNOMb3yeMOro NporpaMmMHoro obecre-
YEHUS!, BbISBNEHUW 3aALLMUTHBLIX KOMMIIEK-
coB (cnam-cunbTpoB, 6paHLMay3poB,
CUCTEM OBHApPYXXEHUS BTOPXKEHUIA U T. 4.),
a TaKkxe cocTaBneHus rpaduka paboTsl
XepTBbI 4119 OCYLLECTBIIEHNSA aTakm B Ha-

néonee «ynobHOE», C TOUKM 3peHUs xa-
Kepa, Bpemsl.

HeoxupaHHbIM XakepcK/MM NoAcnopb-
€M OKa3anachb... 371eKTpPoHHas noyta. OT1-
BEYas Ha xakepckoe NMcbMo (BnonHe Ge-
300MHOE CO BCEX TOYEK 3PEHWs), XepT-
Ba, Cama TOro He NO03peBas, BKYaeT
B 3arofloBOK OTBETA HE TONbKO faHHble
06 yCTaHOBJIEHHOM NPOrpaMMHOM 06ec-
NeYeHnn, HO 1 6oriee «TOHKYH» MHAOP-
Mauuo (Hanpumep, HoMepa JIoKasbHbIX
MOPTOB, NO CTPATEernn Ha3Ha4YEeHNs KOTO-
PbIX MPY LAUTENBHOM NEPENNCKe MOXHO

BbISIBUTb HAJIM4ME TPAHCIIATOPA CETEBbIX
afpecoB UK CAenathb BblBOL O CTEMNEHN
3arpy>XeHHOCT y3na).

Bonee «npofBWHYTbIE» XaKkepckue
nucbMma, «3akoguposaHHble» B HTML-
hopmarte, UCMNONbIYIOT CUEeHapuu
JavaScript u ccblnkun Ha BHelwHWe (nog-
KOHTPOJIbHbIE XaKepy) Pecypcsbl, H4TO No3-
BoONsieT cobpaTb HaMHOro 60sbLUE WUH-
thopmaumm n He TpebYET OT XepTBbI OT-
BeTa — 0CTaTo4HO NPOCMOTPETH MUCbMO
(B NOMyNAPHBIX MOYTOBbIX KNIMEHTAX NPO-
CMOTP BKJTIOYEH MO YMONYaHUIO, U O4EHb




Mano KTo 13 nonb30BaTenei oTko4aeTt
ero). OTHOCALMECH K «TSKENOW apTuIl-
nepuu», Mbl paccMaTtpueaTb He Gydem,
a BOOPYXMMCS OOHOW NULLb «CHawunep-
CKOW BUHTOBKOW» — BHELUHUMM CCblJIKa-
MW Ha KapTWHKWU, BO3MOXHOCTU KOTO-
pbIX CUJTIbHO HEJOOLEHMBAKOTCA Kak Xa-
Kepamu, Tak 1 cneumanuctamu 6e30-
nacHocTu.

PVK()B()ASII.I.IaSI upes
BHegpsem B HTML-nucbMo ccCbinky
Ha KapTUHKY, pacnonoXeHHy Ha nog-
KOHTPOJIbHOM XaKepy Be6-cepBaepe, 1 OT-
npaBnsemM ero xepTee. B momeHT npo-
CMOTpa MMCbMa MOYTOBLIA KIMEHT (ec-
NV TONBKO B HEM He OTKMYeHa 3arpys-
Ka KapTMHOK) 06pallaeTcs K Xakepcko-
My BE6-CepBepy, nepenasas B 3aronos-
Ke 3anpoca OrpoMHOE KONMHYeCTBO Kpu-
TUYECKOW K packpbITUiO MHopmaLuun.
Mnoc To4HOe BPEMS OTKPbITUS MUCH-
ma xepTBon, nntoc IP-agpec, nnc ewe
MHOTO Yero.

[py60 roBops, BHeApEeHHas KapTUHKa
B J@HHOM cry4ae paboTaeT Kak Knaccu-
YeCKMIN «CYeTYMK» Harnogobue Toro xe
SpyLog, cobuparoLLero MHOXeCTBO WH-
dopmaumm, ogHako, Mes CO6CTBEH-
HbliA BEO-CEPBEP, MOXHO BbISBUTbL Ha-
MHOTo 60sblle «UHTUMHbIX» OeTanen,
pacKpbITUE KOTOPbIX CYLLECTBEHHO Y-
poLLaeT aTaky.

HayHem co cnam-guneTpoB, obpa-
6aTbiBalOLWMX rpaguyeckme nsobpa-
XEHMA (a C y4eTOM MONynsApHOCTH rpa-
dhmyeckoro cnama Takme UNLTPbI NO-
nyyaloT Bce 6onbliee u 6onbluee pac-
npoctpaHeHune). O4eBngHO, 4TOBLI OT-
LenuTb 3epHa OT nnesen, puneTp Jon-
XEH 3arpy3unTb KapTWHKY, Cnegys yka-
3aHHON ccCbinke. Ecnu unbtp ycTaHos-
NeH HeNocpeaCTBEHHO Ha NMOYTOBOM Cep-
BEpe XepTBbl (MM Nepen HUM), Xakepc-
Kuin Be6-cepaep «noimaeT» GET-3anpoc
cpasy Xe nocne oTnpaBKu NMcbMa (Mnm
CMyCTS KOPOTKOE BPEMS C YHETOM O4epe-
OV 06pabOoTKM MUCEM), faXe eClN XepT-
Ba CMWUT MEPTBbLIM CHOM U1 He 3a60TUTCA
0 MPOBEPKE NOYTbl. Kak BapmaHT cnam-
ULTP MOXET BbITb YCTAHOBJIEH HA N10-
KarnbHOW MalluHe (MHTErpupoBaH B Moy-
TOBbIA K/IMEHT), paboTaloLLeln Ha «aBTo-
nunoTe» (T eCTb OCTAOLLIEACA BKNIOYEH-
HOW Ha HOYb) W 3arpyxatoLlen nucbma
no POP3-npoTokony Kaxasle 3-5 MUHYT.
MoxeT nu xakep pasnuynTb ABe 3T Cu-
Tyauun? KoHe4vHo xe, MoxeT! BHelHui
cnam-(unsTp MeeT CBON COOCTBEHHBIN
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Cokpywas 6apbepbl, nnu

HTML Bo BnoXxeHusx

Outlook Express (1 HekOTOpPbIE APYrUe NOYTO-
Bble KJMeHTbI), 06pabaTbisaoT HTML-cogep-
XUMOE 3MEKTPOHHbIX MMCEM BECbMA CheLu-
duyeckrm 06pa3om, NoOMeLLas ux B «necoy-
HULY» C MUHWMaNbHBIMU NPUBUNETUSIMU, KO-
TOpble B NyyLLEM (A1 XaKkepa) cryyae cosna-
[aloT C NPUBUAETUAMM YAANEHHBIX UHTEPHET-
y310B, TO €CTb CLieHapui JavaScript He ume-
€T [OCTYNa HU K KakMM NokKarnbHbIM dannam
1 faneko He BO BCEX Cly4asx MOXET ycTa-
HaBnMBaTb COEAMHEHWE Aaxe C TeM cepBe-
pOM, OTKYAA OH 6bIN 3arpyXeH, YTo CyLLeCT-
BEHHO 3aTPyAHAET ataky.

Coscem gpyroe geno — HTML-cTpaHm-
Libl, OTKPbIBAEMbI€ C JIOKanbHOro Aucka. MNoc-
KOMbKY HUKaKOro «y3na-poanTens» 34ech Her,
cueHapvio JavaScript, Kak npasuio, 03Bore-
HO ycTaHaBnmBatb nobele TCP/IP-coeaunHe-
HUS (KOTOPbIM, ECTECTBEHHO, HE NPENATCTBY-
eT 6paHamayap), a Takxe obpallaTtbcs (MycTb
1 He 6€3 OrpaHUYeHuWi) K NIoKanbHbIM (han-
nam. B no6om cny4ae nokanbHO OTpbiBae-
Mbin HTML-0OKYMEHT aBToMaTn4ecku nona-

IP, otnnyatowmincs ot IP-agpeca KnneH-
Ta, 4TO BbIJAET €ro ¢ ronosomn!
MockonbKy nocrnepHee BpemMs 06Ha-
PYXXEHO OrPOMHOE KOMIMYECTBO «[blp»
B rpacpnyeckmx 6ubnmoTekax, To aHTUBK-
PyCbl, yCTAHOBJIEHHBIE HA MOYTOBbIX CEP-
Bepax, OCyLLEeCTBAAOT aBTOMATUYECKUIA
MOWCK BUPYCOB B M306paxeHusix, (hopMu-
pys GET-3anpoc Ha xakepckuii cepsep,
npuyem atoT GET-3anpoc o4eHb xapak-
TepHbIn. [N 3KOHOMUK Tpaduka aHTu-
BUPYChI (KaK NpaBuWIIo) 3arpyxatoT ToMb-
KO 3arofioBok (rge, CO6CTBEHHO rOBOpS,
M HaxodsATCs UCKaXEeHHbIe Nons, NpuBo-
Zswue K nepenonHeHuo 6ygepa). Oc-
TanbHOe cofepxumMoe aina ux He nH-
TepecyeT, B pesynbrare 4ero mbl nony-
4yaeMm o4veHb xapakTepHbii GET-3anpoc,

6esonacHocTb

[aeT B 30HY «[JOBEPEHHbIX y3110B», obnapa-
IOLLYYHO (MO YMOMTYaHMI0) HaWBbICLLIMMU NMPUBH-
nervsamu. CyLecTsyeT 60J1bLLIOE KONIMYECTBO
arak, TeM U1 MHbIM 06Pa30M BbIHYXAAOLLIMM
XepTBy coxpaHutb HTML-cTpaHuLy Ha auck
N OTKPbITb €€, 4TOObI MOBbLICUTL YPOBEHb NPU-
BUNIETWIA cLueHapueB JavaScript.

HTML-BnoxeHus — B 3TOM CMbICIE nae-
asbHbIl BapuaHT. YTo6bl MPOCMOTPETL CO-
LEepPXMMOe BIOXEHUA, ero Heo6XxoanuMo OT-
KpbITb, & MPW 3TOM BCEraa NPOUCXOAUT KOMK-
poBaHue Ha auck. [laxe ecnu XepTsa He Bbl-
61paeT OMnuMI0 «COXPaHUTL», MOYTOBbIN KIN-
eHT KonupyeT HTML-BfioxXeHne BO BpEMEH-
HbIV chann, nepenasas ero 6paysepy co Bce-
MW BbITEKaOLLMMKN OTCIOAA NOCNEACTBUAMM.
Kak 3awmtuTbecs oT atak nogobHoro tuna?
OyeHb npocTo —accoumuposats HTML/HTM-
pacLumMpeHns co creumnanbHbiM 6pay3epom,
B HACTPOWKax KOTOPOro OTKJIHO4UTL NOAAEPX-
Ky ckpuntoB, ActiveX-KOMMNOHEHTOB 1 BCe-
ro-Bcero-scero. Mnu xe (ecnu 6paysep nog-
[epXuBaeT pasnunyHble 30HbI 6€30MacHoC-
T, KaK, Hanpumep, IE) «ypesaTb» npaea no-
KanbHOM 30HbI.

6onee TOro — yHUKasbHbIA ANS KaX[0-
ro Tuna autuempyca. Mockonbky Aanu-
Ha 3aronioBka 60/bLIMHCTBA rpaduyec-
Knx paiinoB BapbUpyeTCsi B O4EHb LUM-
POKMX Mpefenax, pa3aMmep 3anpaluvsa-
emMoro 6510Ka y BCex aHTMBMPYCOB pas-
nn4eH, 4Yto nossonseT otnn4nTe NOD32
ot KAV (hanpumep). To xe camoe OTHO-
CUTCH K CUCTEMaM OGHapy>XeHWs BTOp-
XEHW 1 MHOTUM BpaHaMayapam, «CKpe-
LLieHHbIM> C aHTuBMpycamu. Mopa nuxatb
B OOMH NMPOAYKT Ky4y (hyHKLMOHana xa-
Kepam TOJIbKO Ha PyKY.

Tak e MOXHO BbISIBUTb U Hanu4ue
proxy-cepsepa, GET-3anpoc KoTopo-
ro otnuyaetca ot GET-3anpoca «4uc-
TOro» MOYTOBOrO KiMeHTa. «XopoLuve»
(B XaKepCKOM CMbICIle 3TOro CloBa)
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0e30nacHOCTb

Obipbl B 06paboTUMKAX
n306paxxeHunii

Jluctaa Security Focus, He ycTaewwb nopa-
XaTbCs, Kak MHOTO [blp COAEPXMTCA B 06-
paboTumkax rpacmyeckmx M3o6paxeHun.
B HacToALLMIA MOMEHT YS3BUMbI MPaKTU4eC-
Ku Bce hopmartbl rpadmyeckunx n3obpaxe-
Hui: wmf, bmp, pic, gif, png, jpg, swf... U xoTa
60MbLUMHCTBO OLUMGOK YXXEe UcnpaBlieHo, fa-
NeKo He BCe MOoMb30BaTenu YCTaHoBUIMN 3a-
nnaTku, 4To JeNaeT UX ysa3BUMbIMK A5 yaa-
NEHHbIX aTak.

proxy-cepeepbl gaxe coobLiaT BHYT-
peHHun IP-agpec xepTebl. KpacoTal
A ecnun y XepTBbl Ha IOKaNbHOM KOM-
nbloTepe yCTaHOBNEHbI «6aHHepope3an-
Ku» (06bI4HO paboTarLlme Kak fnokasnb-
Hble Proxy-cepsepbl), OHU Takxe 6yayT
06HapyXeHbl, Nockonbky ux GET-3anpo-
cbl oTnMyaeTca o GET-3anpocos noyto-
BbIX KIIMEHTOB.

KawwwupyioLine proxy-cepeepbl pac-
no3HalTca Boo6LLe 3nemMeHTapHo. Ec-
N Mbl OTNPaBUAKN MUCbMO MO HECKOSb-
KUM agpecam, NpuHagnexawium ogHon
thrpme, a KapTUHKA C XakepcKoro cepae-
pa okasanacb 3arpyxeHa nuilb OfHaxX-
[Obl, TO TM60 OCTanbHbIE NMCbMa He Obinu
OTKPbIThI, MN60 Xe KapTuHKa 6bina CKa-
lwuposaHna. Keratu, faneko He Bce co-
TPYAHUKM KOMMNaHWU NPOBEPAIOT Koppec-
MOHAEHLMIO CO CBOEro paboyero Mecra.
MHorme n3 HMX UCNONb3YIOT ansTepHa-
TUBHbIE KaHanbl Bbixoda B CeTb, fa u ca-
Ma nokanbHas ceTb KOMNaHWM 3a4ac-
TYyl0 pa3buta Ha HeCKONbKO He3aBuCU-
MbIX CErMEHTOB, U Xakep 6e3 Tpyaa Bbl-
SICHUT, YTO 3TO 3a cerMeHThl! Bnipoyem,
Ha NpakKTyKe 06bI4HO JOCTATOYHO HANTK
x0T 6bl OAHO cnaboe 3BeHO — COTPYA-
HUKa, NPOBEPAIOLLEro KOPNopaTUBHbLIN
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MpakTuka nokasblBaeT, YTO NOKanbHbIE
aHTusmpycel (DrWeb, KAV, NOD32) o6palua-
10T BHUMaHWE NNLLb Ha BNOXEHNS, HO Nponyc-
KatT CChINKM Ha BHELLIHWE Pecypcbl. AHTUBW-
pyCbl, YyCTAHOBJEHHbIE HA «MarnucTpanbHbIX»
KaHanax, npoBepsiioT 1 TO U ApYroe, OfHaKo
“ccnefoBaHve, NPOBEAEHHOE MHOIO, NOKa3a-
N0, 4TO TaKWX aHTUBWPYCOB — pa3 fBa v 06-
Yesncs, M NOTOMY CChINKW Ha 3NOBPEHbIE Kap-
TWHKM paboTaloT MPEBOCXOAHO, @ BOT BJIOXE-
HWS ABATCS NOKaNbHLIMU BUpPycaMy BeCbMa
3(PHEKTUNBHO.

LMK CO CBOEro JOMALUHEro KOMmbio-
Tepa (eCTECTBEHHO, He3aLLULLEHHOrO).
3Has ero IP n Bepcuio onepauyMoHHON
CUCTEMbI, XaKep 3anpocTo 3a6pocuT Ty-
[a 3M0BpeAHYI0 Nporpammy, 3apaxaro-
LLYIO Opyrue npunoxXeHus (M CMeHHble
HOCUTeNu TUNa dneLl-KapT), B KOHEYHOM
cyeTe NPOHMKaloLLMe Ha paboyyto CTaH-
LMo, NOAKMIOYEHHYIO K KOPNOpaTUBHOMN
nokanbHow cetu.

C60p CcTaTUCTMKM — eLLe 0OHO XOpPO-
Lee nogcnopbe ana araku. Otnpaenas
cepuio N1cem u Habnogas Bpems ux oT-
KpbITUA, Xakep NOCTPOUT [OCTATO4HO
TOYHbIA rpadmk paboTbl XepTBbl, 4TO Ca-
MO M0 cebe He ABNAETCS 60MbLUNM CeK-
PeToMm, HO B COBOKYMHOCTM CO BCEMM OC-
TasnbHbIMW faHHBIMW [aeT 60ratyio NuLLy
K pa3MblLLNEHNAM.

Kctatu, Outlook Express (v gpyrue
nonynsipHble NMOYTOBbIE KIIMEHTLI/6pay-
3epbl) MO YMOMYaHUIO 3arpyXarnT ToMb-
KO Mo TpU KapTWUHKK 3a pas, v cnegyto-
wmre GET-3anpockl (hopMUPYIOT TOSBKO
nocne nosy4yeHns otTeeTa OT Beb-cepse-
pa. Jlo6oe gpyroe nosefeHne ykasbl-
BAET Ha TO, YTO KAPTUHKM 3arpyxarTcs
HE NOYTOBbIM KIIMEHTOM U He 6pay3epom,
a KakvM-TO NporpaMMHbIM KOMMIIEKCOM,
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PucyHok 2. JlaHHEHe ckaHMpoBaHust ysna 81.26.151.146

pacnonoXeHHbIM MeX Ay HAMM, TUM KOTO-
pOro MOXHO BbISIBUTb MO XapakTepy 1 co-
nepxmmomy GET-3anpocos.

Kctatun, o 6paysepax u Beb-noyre.
Mopa3nTenbHO, Kakoe KONMYEeCTBO WH-
hopmaumm 6pay3sepsl nepegatoT B GET-
3anpoce! Yacto none Referrer cogepxut
BCE He0OX04UMble AaHHblE AN HECaHK-
LIMOHMPOBAHHOrO BXOAA B YYXYH TeKy-
LYK MOYTOBYH CECCUI0 — Xakep MOXeT
OTKPbITb MOYTOBLIN AWK XEPTBbl Kak
CBOW COOCTBEHHbIV W fenaTbh BCe, HYTO
eMy 3abnaropaccygmTcs (KOHEYHO, 0OHO-
BpeMeHHas paboTa ¢ AByx pa3Hbix IP, kak
npaewuno, 6roKNpyeTCs, HO ECINK XepTBa
BbIXOOUT M3 flLMKa, He caenas Logout,
TO ceccus eLle GyneT HeKOTopoe Bpems
yoepXuBaTbCcs, NO3BONAS Xakepy Aop-
BaTbLCA [0 NOYTbI).

BbISsBUTb Hanuume TpaHCNATOPOB
CETEBbIX aPECOB HECKOMBKO CIIOXHEe,
HO BCE-Taku BO3MOXHO. [ns 3T0ro He-
06X0AMMO NpoCcneanTb 3a HOMepamu J10-
KasibHbIX MOPTOB, XapaKTep Ha3Ha4eHus
KOTOPbIX NO3BOSAET BbIABUTb HE TOMbKO
Hanu4mne TPaHCNATOPA, HO TAKXE ero Tun
1 3arpy>XeHHOCTb y3na (T.e. CKONMbKO Apy-
rux TCP/IP-coegnHeHuit ocyLecTBnseT-
Csl 32 efuHNLY BpeMeHM). Bnpoyem, Tex-
HuKa BbisiBneHna NAT — 3To oTaenbHas
6onbLuas Tema.

A BOT eLle OfUH MHTEPECHLIN (haKT.
OnepaunoHHblE CUCTEMBI CEMECTBA
Windows nmetoT goBosnbHO crabbii DNS
stub (He nyTtatb ¢ DNS-knueHTOM, KOTO-
Pbil BOOGBLLE MOXET ObITb OTKJIHOHEH). [e-
HepVpys DOBONBHO NPEACKa3yemble HO-
mepa UDP-nopToB 1 ngeHTUdrnkaTopos
(npy akTMBHOM DNS-KNMeHTE, KOTOPGIV
B Windows 2000 » Bbille BKJIKOYEH NO
ymon4anuto, UDP-nopT Boo6LLe nocTos-
HEH), OHM AOMYCKAIOT BO3MOXHOCTb «MOf-
maTus» DNS. Xakep reHepmpyeT Noasiox-
HbIA OTBET, KOTOPLIN TEM HE MEHEE BOC-
MPUHUMAETCH CUCTEMON Kak MpaBuIib-
HbIA W... NOCNEACTBUSA He 3acTaBnsAloT
cebs xgatb. EguHcTBEHHAsA Nnpobnema B
TOM, 4TO B 0TIM4me oT DNS-cepBepoB pa-
604Me CTaHUMM HE FeHEPUPYIOT 60IbLLOE
konuyectBo DNS-3anpocoB B eanHuUy
BPEMEHM, U NOCnaTh NOANOXHbIA OTBET,
onepegus Hactoawwmii DNS, goctaTou-
HO TpyAHO. Ecnu TonbKo... He HanuukaTb
MUCbMO Ky4en CCbINOK Ha KapTuHkm! Tor-
0a... a BOT TOrAa... AaXe CTPALUHO CKa-
3atb, 4TO NpomsongeT. Hy ecnu xepTea
BbIXOAUT B CeTb CO CBOEro JOMALLHEro
MK, To aTaka npoBanuTtcs, faxe He Ha-
4aBLUNCb, MOCKONbKY LUTATHbIE KIWUEH-

CHUCTEMHELILaAMUHUCTPATOD



Thl FeHepUpyoT He 6onee Tpex GET-3a-
nNpocoB OAHOBPeEMEHHO. U xakepy 6y-
LeT O4eHb TPYOHO YCNeTb NocnaTb Nog-
NOXHbIN 3anpoc. A BOT eCNn 3TO KOpMo-
paTuBHasA CETb C KILUMPYIOLLUM Proxy
UnM aHTUCNam-UNLTPOM, TO KAPTUHKK
3arpyxarTtca 06LMM CKOMOM, U BEPO-
ATHOCTb TOrO, 4TO noaaesnbHbii DNS-0T-
KNvK 6yaeT BOCMPUHAT Kak NpaBuibHbINA,
3HaYMTENBHO MOBLILLIAETCS (ECTECTBEH-
HO, BCE KapTWHKWN JOMXHbI ObITb pacno-

MouToBbie pecypchbl ¢ Xy4Kamu

CyLiecTByeT 60/bLLIOE KOIMYECTBO BMOSHE
nerarnbHbIX CyX6, NPeAOCTaBNAOLLMX YCIY-
T BHEOPEHWS XYHKOB B NCbMa C LiENbIO Of-
pefeneHns TOHHOro BPEMEHMW OTKPbLITUS MUCh-
Ma abOHEHTOM (He roBops yXe 0 NMOATBEPX-
LeHun hakTa ycnewHon goctaBkm). Kak Bbl
NMOHMMaETe, dTa TeXHWKa paguKasbHbIM 06-
pasoM 0Tn4yaeTcs OT CTaHAAPTHOW npoLie-
Jypbl 3anpoca Ha nony4yeHue — no ymonya-

6e3onacHocTb

HUIO NOYTOBbIE KNIMEHTbI BbIBOAAT OMAnoro-
BOE OKHO Ha 3KpaH, Nno3Bosss nofib3oBare-
nto 1M60 NOATBEPLAUTL MONYYEHWUE MUCHMA,
nnéo chenatb BuI, 4TO OHO A0 HEro He fo-
wno. Bot mapa ccbinok Ha NogobHble pe-
cypcsl: http://www.didtheyreadit.com u http:/
www.msgtag.com/home (Mexay npo4um, 6ec-
nnatHble U paboTaloLLme No NPUHLMMY Proxy-
cepBepa, TO eCTb NepechiiaLme nucbma
CO CBOEr0 JOMEHHOr0 UMEHMN).

NOXEHbI HA Pa3HbIX y3nax).

Honyctum, xakep nogaenan DNS-otknuk. Yo Torga? A 1o,
YTO aHTUBMPYC 3arpy3nT COBCEM He Ty KapTUHKY, Ha KOTOPYHO
yKasbIBa€eT ccbinka. Ml ecnu ncxonHas kapTHKa COLEPXKMT B ce-
6€e BMpYyC, aHTUBMPYC €ro He NOMMAET, 3aTO ero NOVMaeT XepT-
Ba, OTKpbIBaoLLas NMCbMO!

O6pallalo BHUMaHWe YuTaTens, YTo BO BCEX BbILLEONM-
CaHHbIX CNyYasx OTBETa MoslyyaTens Ha Xakepckoe nMmMcbMo
He TpebyeTcs!

Ot uaen po mopenu, unu

Na6oparopnas pa6ota Nel

3akaH4BaeM C TEOpWEN 1 BNOTHYIO NEPEXOOUM K NpakTu-
4eckuM akcnepumenTam. Mbl 6ynem ncnonb3oBaTb NOYTOBbIE
nporpammbl Outlook Express n The Bat. K coxanenuto, wrat-
HbIM 06Pa30M HU OfiHA U3 H1X He NMO3BONISET BCTABNATb CChlSI-
KM Ha KapTUHKK 6€3 NPUCOEONHEHNA CAMOI KapTUHKK K MUCb-
My (4TO, ECTECTBEHHO, HE BXOAUT B HaLLK nnaHbl). OTcyTcTBME
BCcTpoeHHoro HTML-pegakTopa npensaTcTBYET 3fIEMEHTAPHON
npaBKe Nosfiei, 04HaKO... He HYXXHO ObITb FreHNeM, 4TOObI 0601-
TV BCE 3TN OrPaHUYEHMA.

Xopowo, 6epem Outlook Express, co3gaem HOBOE NUCh-
mo B HTML-chopmate v BCTaBnsieM rmnepcchblsiky B TEKCT CO-
06LLeHNs (MMEHHO rMnepccebIfKy, a He KapTuHKY!). CoxpaHsiem
€ro Ha guncK Yepes MeHto «dain — CoxpaHuTb Kak...» 1 Nosy-
YyaeM BrOJSIHe TEKCTOBOM .eml, KOTOPbIA MOXHO NPaBuTb B TeK-
CTOBOM pefakTope.

Jnctuur 1. NuceMo, cospaHHoe Outlook Express, COxpaHeHHOe
Ha JMCK M OTKpPHTOE B TEKCTOBOM pefakTope (Bce e-mail-ampeca
B BaroJIoOBKe — HEeMeNCTBUTEJIbHHE)

From: "Kris Kaspersky" <kpnc@sendmail.ru>

To: <kpnc@aport.ru>

Subject: test 666

Date: Sat, 26 Apr 2008 03:00:58 +0400

MIME-Version: 1.0

X-Priority: 3

X-MSMail-Priority: Normal

X-Unsent: 1

X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2800.1506

= NextPart 000_025C 01C8A749.C39D0D40
Content-Type: text/html;
charset="koi8-r"
Content-Transfer-Encoding: quoted-printable

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML><HEAD>

<META http-equiv=3DContent-Type content=3D"text/html; charset=3Dkoi8-r">
<META content=3D"MSHTML 6.00.2800.1515" name=3DGENERATOR>
<STYLE></STYLE>

</HEAD>

<BODY bgColor=3D#ffffff>

<A=20 href=3D"http://nezumi.org.ru/souriz/temp/love.gif">
http://nezumi.org.ru/souriz/temp/love.gif</A>
</FONT></DIV></BODY></HTML>

= NextPart 000_025C_01C8A749.C39D0D40--

Nod, anpenb 2008

Haxogum cTpoKy (BblgeneHa XenTbiM LIBETOM):

<A=20href=3D"http://nezumi.org.ru/souriz/temp/love.gif">
http://nezumi.org.ru/souriz/temp/love.gif</A>

nnepenucbiBaem ee cnegyrowmm o6pa30M:

<IMG SRC=3D"http://nezumi.org.ru/souriz/temp/love.gif"/>

HekoTopble xakepbl BbICTaBAAT pa3Mepbl KAPTUHKK
B 0x0 nukcenew, 4To6bl OHa He Bbina BUAHA, HO 3TO HE eCTb XO-
POLLIO M CAIULLKOM MOA03PUTENBHO. JTyyLlie BCTaBUTb 06bIYHYIO
KapTUHKY, Hanpy“mep, CBOI JIOrOTMM UK 4TO-TO eLLe.

EcTtecTBeHHO, BMecTo agpeca http://nezumi.org.ru Bbl JOMX-
Hbl yKa3aTb 4TO-TO CBOE, BO3ABWUIHYB COOCTBEHHbIN BE6-Cep-
Bep (pekomeHayto 6ecnnaTHbin SMALL HTTP — smallsrv.com)
C AOMEHHbIM UMEHEM, KOTOPOe MOXHO 3aperncTpupoBarts, Aa-
e MMes B CBOEM PacropsXKEHUM BCErO NIULLIb AMHAMUYeCKuiA [P
C XJIMNKUM KaHanom (6onbLuas nponyckHas CnocobHOCTb HaM
HEe NoHaJo6UTCS, Mbl Xe HE CNamoM 3aHUMaeMmcs).

OtkpbiBaem MoandmumposaHHbii dann B Outlook Express
(85 3TOrO JOCTATOYHO ABAXAbI LLENKHYTb MO HEMY MbILLIKO
B [TpoBoAHWKe) M 0TNpaBnsem ero agpecaty. CMOTPUM Ha KOH-
COrb HaLlero Be6-cepaepa, 0TO6paXaloLLyo TEKyLLMe 3anpo-
Cbl (VN NbITaeMm 1or).

MockonbKy B JaHHOM cfiy4ae Mbl OTChifaem ann camo-
My cebe, TO B MOMEHT NPOCMOTPa NONYYEHHOro NMcLMa B 11o-
re cepsepa TYT Xe NosBAseTca HoBas 3anuch ¢ Hawwwmm IP-ag-
pecom 1 Npo4nmMu napameTpamu. Keratu, obpatute BHUMaHMe,
4TO NOYTOBLIE CAYXObI Mail.ru 1 gmail.com He ocyLlecTBAAOT
MPOBEPKY BHELLUHUX KAPTUHOK HW MPW OTMpPaBKe, HW Mpu nNpu-
eMe nucbma. A elLie roBopAT, YTO OHU 3aLLMLLAIOT HAC OT cna-
ma! BbixoguT, 4TO BCA 3aLLMTa CBOAMTCS K BefeHuto black-nuc-
ToB IP-agpecoB (Hy W, MOXeT ObITb, (PUNLTPALUMN TEKCTOBOrO
COAEPXUMOroO).

Ecnu xe kapTuHKa 3arpy>xaeTcsi ¢ BHELLHEro pecypca, cna-
MepaM LoCTaTo4HO MeHsTh IP-agpeca (gns Yero ngeansHo Nog-
X0AuMT boot-net, To ecTb NOAKOHTPObHAA XaKepy CeTb MaLLMWH
C BHeApeHHbIM back-door) n cnam cBo604HO NPONAET CKBO3b
huneTpbl, NpaBaa, Harpyska Ha Haw Be6-cepeep CyLLeCTBeH-
HO BO3pacTeT, HO MCXOAALLMIA TpadhMK 06bIHHO MO0 OYEHb Ae-
LLeB unv Boo6LLE 6ecnnaTteH, a 06bem Bxogsawmx GET-3anpo-
COB He TaK YX W BENWK.

JlagHo, a Kak OCyLecTBUTb TO Xe camoe Npu NoMoLLu
The Bat? B meHto «Tools» Bbibupaem «Import messages —
From .MSG/.EML-flies», n Halle n1ucbMO NOSIBNAETCS B Nanke
BXOAALLMX, OTKYAA Mbl KONUPYEM Ero B UCXOAALLME U FTOBOPUM
«Send Queued Mail».
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MAUKAMET
LanazoH agpecos
814281810 <BLEn 51258
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KoHTaKkTHES MHDopMaUKS

Vadim Wakhrushin, n aukanet.ru, +7 495 5029092,

+7 495 9373412, Vladimir Schedrin, @naukanet.ry,

+7 495 5029092, +7 495 937

Russia

PucyHok 3. KTo ecTe KTO B MHTepHeTe

Kak v B npefbloyLleM cryyae, CMOTPUM B JIor BEG-CepBe-
pa u lenaem COOTBETCTBYIOLUME BbIBOAbI.

MipakTUYeCcKUil npumep aTaku

PaccmMoTpuM KOHKPETHbIN NPUMEP UCMONb30BaHWA XY4KOB
L1 PEKOHCTPYKLMM TONOMOM MM CETY M NOJTYHEHNS MPOUMX «UH-
TUMHBIX» JaHHbIX. OTO, KOHEYHO, He aTaka, & TONLKO ee Havarnb-
Has dasa. Hnuero HeneranbHOro Mbl COBepLLATL He cobupa-
emcs. Bce abconoTHO 3aKOHHO.

Kctatu, aHanornyHas TexHuka ucnonb3yeTcs kopnopauu-
el Intel B ee NOYTOBOW pacchlfike — BCe KapTUHKX TaMm npeg-
CTaBfeHbl B BUAE CCbINOK Ha BHelwHuA HTTP-cepeep. Bos-
MOXHO, 3TO CAeNaHo C LEenbio YMeHbLUeHNs 06beMa pacchbl-
naeMblX NUCEM, BO3MOXHO, ANA CNeXeHWs 3a NoAnucYMKa-
mu. KTo 3HaeT? Ho HMKTO Xe He nbiTaeTca 3acyauTs Intel, noc-
KONbKY HMKAKOro coctaBa NpecTynieHns B ee JENCTBUAX HeT.
BoT Tak Xe 1 ¢ Hamu.

Kakyio uucpopmanuio MoXxer

O6bLEKTOM MCCneaoBaHuiA BbICTYNUT NONYNApPHAas aHTUBK-
pycHas cnyx6a www.virustotal.com, BHU3y rmaBHOM CTpaHu-
bl KOTOPOW Mbl BUAMM agpec info@virustotal.com. BoT Ha He-
ro Mbl U OTNPaBUM NUCbMO, CO3[4AHHOE NO BbILLEONMCAH-
HOW METOAMKE, TONbKO BMeCTO <kpnc@aport.ru> noctaBum
<info@virustotal.com>. O6patHbIl agpec MOXET ObITb JIHO6LIM,
3TO He CyTb BaXHO. [MaBHOE, 4T0ObI OH He Obin B black-nucte
1 cepBep-0TNPaBUTENb HE OTHOCMUIICS K KaTeropuv 3abnoku-
poBaHHbIX. Jlyylle BCero ncnonb3oBaTb CBOW COOCTBEHHLIN
SMTP-cepBep, kcTatu roopsi, B coctaB SMALL HTTP-cepse-
pa BXOAWT 3ameydartenbHbii SMTP!

Yepes HeCKONbKO CEKYHA MOCne 0TNPaBKM MUCbMa C XYyY-
KOM Mbl NOBMM nepBbii GET-3anpoc (CM. IMCTUHT 2).

JucTuur 2. llepesit GET-Sanpoc, MOVMaHHHM HaumM Be6-cepBepoM

1->25/04 13:34:43 [81.26.151.146:2785>80] (tl1 547)
GET /souriz/temp/love.gif HTTP/1.0

User-Agent: Mozilla/4.0 (compatible; Lotus-Notes/6.0; Windows-NT)
Accept-Language: ru

Host: nezumi.org.ru

Accept: text/html

Accept: text/x-html

Accept: application/html

Accept: application/x-html

Accept: text/plain

Accept: image/gif

Accept: image/jpeg

Accept: multipart/*

Accept: application/x-x509-user-cert

Accept: application/x-x509-ca-cert

Accept: */*

1->25/04 13:34:43 [81.26.151.146:2785>80] (tl 548)
!->HTTP in:408 out:8735 /souriz/ Time:130

A cnycTa KOpoTkoe BpeMsi (OKOSI0 ABYX MWHYT) Hall Be6-
cepsep noBuT ewe oguH GET-3anpoc (CM. IMCTUHT 3):

JucTuHr 3. Bropoit GET-Sanpoc, MOVMaHHH/ HaumM Be6-cepBepoM

1->25/04 13:36:55 [85.62.90.20:54329>80] (tl1 549)

GET /souriz/temp/love.gif HTTP/1.0

Host: nezumi.org.ru

Accept-Language: es

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE.6.0; Windows NT 5.1)

Via: 1.1 noname:8888 (squid/2.6.STABLE17)
Cache-Control: max-age=259200
Connection: keep-alive

1->25/04 13:36:55 [85.62.90.20:54329>80] (tl 550)
|->HTTP in:255 out:8735 /souriz/ Time:10

Monpobyem pa3obpaTbCs B 3TOM XO3AMUCTBE, MONYTHO OTMe-
TUB, 4yTo IP-agpec camoro virustotal pasex 74.53.201.162, a Tak-
e NPMBEAEM HECKONBKO BMOSHE TUMWY-

cobpatb img-Xy4oK

|Z[ noaTBepAuTb OTKPbITUE NMUCbMa XepT-
BOM;

|Z[ YyCTaHOBUTb TOYHOE BpeMsA OTKPbITUA
nucbma;

I/l onpepennTb HanuuMe proxy-cepeepa
Y XepTBbl;

|Z[ BbIABUTb Hann4ne TpaHCNATOPOB ceTe-
BbIX ajpecoB;

|Z[ onpenennTb Hann4dne KawupyrLiero
proxy-cepsepa y nposanepa XepTsbl;
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[/ onpegennTb UCMonbayemoe Nporpam-
MHOe 06ecneyeHne ¢ TOHHOCTbIO A0 BEP-
cum;

[/ onpenenuTb Hanuune cnam-guabTPoB
W/nn aHTMBMPYCOB (a MHOTAA W UX BEP-
cuio);

I onpepenuth IP-afpec xepTBbl (4alle —
BHELLUHWIA, pexe — BHYTPEHHUN N BHe-
LUHUIA);

[/ BbIABMTL «BaHHEPOPE3aNiKn», aHHOHM-
Maw3epbl, KOHTEHTHbIE PUNLTPLI U ApY-
rne nokarbHble YTUANTBI.

HbIx GET-3anpocoB OT M3BECTHLIX areH-
TOB (CM. NIMCTUHIU 4-6). MNepBbIi 3anpoc
(CM. NINCTUHT 2) COBEPLUEHHO HETWMK-
YeH HW gna 6pay3epos, HU AN MOYTO-
BbIX KIIMEHTOB, HY A5 ProxXy-CepBepos,
4TO HABOLWUT HA MbICNb — @ He ABNAET-
ca M 370 cnam-unstpom? Mockonb-
Ky 3anpalluuBaeTcs BCS KapTUHKa Le-
nnKom (pasmep out coBnagaeT fo noc-
nefHero 6arTa), To 3T0 CKOpee MMeHHO
cnam-unsTp, a He aHTUBMPYC.
BTtopon GET-3anpoc (cMm. nuc-

CHUCTEMHELILaAMUHUCTPATOD



TUHT 3) — TUMNYHBIA KILIMPYIOLLMIA proxy (CpaBHUTE ero ¢ nuc-
TUHrom 6). Kctatu, nepBbli 3anpoc He MOr NpMHaanexatb Ka-
LUMPYIOLLEMY Proxy, MHave 6bl BTOPOW 3anpoc yxe 6bl He nos-
BusICA. He Mor nepBbI 3anpoc 6bITb M MPOCTO OT Proxy-cepae-
pa, 60 pasHuLa Bo BpeMeHM (MPUMEPHO 2 MUHYTbI) CAIULLIKOM
BESIMKa ANA «MPOKCMPOBAHWS», HO BMOJIHE TUNWYHA ANS CNaM-
thunbTpa/aHTUBMpYCA HA JOBOMBLHO 3arpy>XXEHHOM y3re.

O6a GET-3anpoca [JOCTaTO4HO XapaKTePHbI M MO3BOSIAOT
BbISIBUTb BEPCUIO NPOrpaMMHOro obecneyeHuns, ons Yero fo-
CTaTO4HO 3anyCTUTb KakOM-HMOYAb CETEeBOW CKaHep, Hanpw-
mep, X-Spider, coobLuyatowmin Ham, 4To y3en 85.62.90.20 He oT-
BEYaeT Ha 3anpocekl, a 81.26.151.146 paboTtaet nog ynpasne-
Huem UNIX, umeeT Ky4y oTKpbITbIX nopToB (53, 80, 123, 443,
993, 2222) n conepxuT ya3sumocTb B OpenSSH, npueogsLuyto
K BO3MOXHOCTM BbIMOMHEHWSA NPOK3BOSILHOMO KOAA (CM. pUC. 2).
YT0 X, Hennoxoe Hayano!

JucTuHr 4. GET-sampoc FireFox

1->25/04 11:05:02 [83.239.33.46:3338>80] (t1 9199)

GET /souriz/temp/love.gif HTTP/1.1

Host: nezumi.org.ru

User-Agent: Mozilla/5.0 (Windows; Windows NT 5.0; en-US; rv:1.8) Gecko Firefox/1.5
Accept: text/xml,application/xml,application/xhtml+xml,text/html; image/png,*/*

Accept-Language: en-us,en;g=0.5
Accept-Encoding: gzip, deflate

Accept-Charset: IS0-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300

Connection: keep-alive

JucTuHr 5. GET-sampoc Outlook Express

1->25/04 11:30:17 [83.239.33.46:3415>80]
GET /souriz/temp/love.gif HTTP/1.1
Accept: */*

Accept-Language: ru,ja;g=0.5
Accept-Encoding: gzip, deflate
If-Modified-Since: Mon, 21 Nov 2005 18:06:17 GMT

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)
Host: nezumi.org.ru

Connection: Keep-Alive

(t1 174)

Jimcrunr 6. GET-sanpoc proxy-cepeepa (SMALL-HTTP)

1-<25/04 12:40:53 [74.53.201.162:80<4008] (tl 388) <HTTP/1.0 200 OK
Date: Fri, 25 Apr 2008 08:16:15 GMT

Server: Apache

Last-Modified: Tue, 19 Jun 2007 11:32:26 GMT

ETag: "519b2-15df-43340aaf5c680"

Accept-Ranges: bytes

Content-Length: 5599

Cache-Control: max-age=604800

Expires: Fri, 02 May 2008 08:16

1->25/04 12:40:54 [127.0.0.1:4005>3127] (t1 389) >Proxy in:6049 out:333

Tenepb nonpo6yem BbISICHWUTb, KOMY Kakue |IP-agpeca npu-
HaAnexart, v Kak OHW pacnpefaenieHbl B NPOCTPaHCTBE Ha no-
BEPXHOCTU NnaHeTbl 3emns. B aToM HaM NOMOXET 0fHa U3 MHO-
xecTBa on-line cnyx6, Hanpumep http://www.leader.ru. OTKpbIB
ee B 6paysepe, BULMM B MPABOM BEPXHEM Yy OKOLLKO Whois,
BBOOMM Tyda «www.virustotal.com» 1 nosnyyaem cnegyoLlyto
MHGOPMaLMIO (CM. IMCTUHT 7):

Jmcturr 7. MudopMaumst o6 mMerm www.virustotal.com

Hostname: www.virustotal.com

IP: 74.53.201.162

Reverse name: viruskill2. hispasec.com
Preferable MX: mail.hispasec.com

Owner:

Location:

Contact Information:
CIDR:

NetType:

NameServer

ThePlanet.com Internet Services, Inc.
Capitol, City: Houston, PostalCode: 77002, Country: US
74.52.0.0 - 74.55.255.255

74.52.0.0/14,
Direct Allocation,
NS1.THEPLANET.COM, NameServer: NS2.THEPLANET.COM,

Domain Information:
Owner:

VIRUSTOTAL.COM
Hispasec Sistemas

Nod, anpenb 2008

6esonacHocTb

Location:
Contact Information:
Name Servers:

Edificio Bic Euronova, Parque Tecnologico Andalucia, ES
Hispasec Sistemas bernardo@hispasec.com, Network Solutions, LIC.
DNS.HISPASEC.COM, DNS.HISPASECSISTEMAS.COM

Tenepb ucnoitaem IP-appec 85.62.90.20 (sTopon GET-3a-
MPOC HALLEro «Xy4Ka»), NoMaHHbIM Be6-CcepBepoMm (CM. uc-
TUHT 8):

Jncruur 8. Mudopmaumst o6 ysme 85.62.90.20

Cannot be resolved
IP: 85.62.90.20
Preferable MX: inc.wanadoo.es

Network Information:
Network Range:
Owner:

Location:

UNI2-NET

85.62.0.0 - 85.62.255.255

Addresses IP for corporate ABI clients, France Telecom Espaca
Parque Empresarial La Finca, Edificio 9, Madrid, Spain

Ara! Yxe ecTb koe-4T0 nHTepecHoe! Agpec 85.62.90.20 Hu-
KaK He CBfi3aH C y3/10M www.virustotal.com n BXxoguT B coBep-
LLIEHHO APYrYH0 MOACETb, BMPOYEM, TAKXE MPUHAAIEXALLYIO UC-
naHCcKomy nposaigepy. Yuutbisas ToT ¢akT, 470 85.62.90.20
HE 0TBEYaeT Ha 3anpockl, HE UMeeT OMEHHOrO UMEHM U B Ka-
4eCTBe NOYTOBOr0 CepBepa UCMOMNb3YET BHELLHIOW MOYTOBYHO
cnyx6y inc.wanadoo.es, Mbl ¢ 99% BepOATHOCTLIO MOXEM Npef-
MONOXMUTb, Y4TO 3TO proxy-cepeep (squid/2.6.STABLE17) opra-
HM3auuu, obcnyxuearoLen www.virustotal.com.

AyTo Ha cyeT agpeca 81.26.151.1467 M BOT TyT HAaC XAET He-
OXMWIaHHbIN, HO O4YeHb NPUATHBINA CIOPNPKU3 (CM. NINCTUHT 9):

JmcTurr 9. Mrdopmaumst o6 ysme 81.26.151.146

msk-gw.drweb.com
IP: 81.26.151.146
Preferable MX: mx.drweb. com

Network Information:
Network Range:
Owner:

Location:

Contact Information:

NAUKANET

81.26.151.0 - 81.26.151.255

Moscow

000 Nauka-Svyaz,3ya ulitsa Yamskogo Polia, 125124 Moscow,Russia
Vadim Vakhrushin, noc@naukanet.ru,

+7 495 5029092, +7 495 9373412, Vladimir Schedrin,
noc@naukanet.ru, +7 495 5029092, +7 495 9373412

BbIxoauT, 4TO COTPYLHMKK Virustotal ncnonb3ytot Dr.Web
B KQYECTBE «MarucTpanbHoOro» No4TOBOrO Cepeepa, TOUHEe,
€ro Ucnornb3yeT NX NpoBangep, 4em n 06bACHAETCA CTONb ANN-
TeNbHOE BPEMS NMPOBEPKM TAKOTO KOPOTKOro NucbMa (y31bl Npo-
Baiaepa 06bI4HO [OBOMBHO CUIbHO 3arpyseHbl). Kak yxe roeo-
pUNOCh BbiLLE, AAHHBIA Y3€N COLEPXKMUT YA3BUMOCTb, MPUBOAS-
LLIYHO K BO3MOXHOCTY BbIMOMHEHNS YAANEHHOr0 KOAa, @ 3HauuT,
Mbl MOXEM 3aXBaTUTb KOHTPONb He TOMbKO Haf NEPEnuUcKoi
KOMMNaHun-pa3paboTymnka virustotal, HO M MHOrMX OpyruX oupm.
1 BCe 3TO Mbl BbIICHUNM BCETO 3@ HECKOMBKO MUHYT, 0611aaas
MWUHUMAaNbHLIMU MO3HAHWUSAMMW U XaKepCK1MU HaBblkamm!

3aknio4yenue

MpencTaBnsnT NN «KYy4KU» CEPbe3HYI0 yrpody ans 6esonac-
HocTu ceTn? TpyoHO AaTb OQHO3HAYHbLIN OTBET. U1 a, u He.
C 0ZHOMN CTOPOHBI, «XY4KW» NO3BONSIOT Xakepy [06bIBATH «MH-
TUMHYI0» MHGOPMaLMIO, JENCTBYS COBEPLUEHHO NlEranbHbIM
W He NpyBReKaLLUM K cebe BHUMaHWA MyTeM, HO... ECNK CUC-
Tema He COAepXMT Ablp (BCE 3annaTku yCTaHOBIEHbI, UCMOSb-
3yeTcsa HaleXXHOe NPorpamMHoe obecneyeHune 1 T. 4.), BCA 3Ta
MHopMaLmMa NOSTHOCTLIO 6ecnofie3Ha. Xakep nMbo oTKaxert-
CA OT ataku, Moo ByLeT uckatb Apyrve nyTu.

Ecnu e Bbl BCe-Takn XoTuTe 3a610KMPOBATH XY4KOB, 0-
CTaTO4HO YCTaHOBUTb NakKeTHbI (PUNLTP, aHANU3MPYHOLLMIA NOC-
TYNaroLLyio KOPPECNOHAEHLMIO N «BbIKYChIBAIOLLMIA» BCE CChIN-
KV Ha BHELUHWNE KapTUHKWN. @



