3ar cnaBbl «CA»

Npowaif, MbiwbX!

Hukonai J1nxayes, KOTOPOro BECb anTULLHbIA (1 HE TONbKO) MUp 3HAET

kak Kpuca Kacnepcku, a Tak>xXe Mbilwbxa, ywes nad xXn3Hu. Ywen 6e3BpeMeHHO,
ocTaBumB nocne cebs 6onee 20 KHUM, MHOXXECTBO 3aBEPLUEHHbIX 1 HE3aBEPLUEHHbIX
N T-npoekToB 1 NpM3HaHHbIM aBTOPUTET fy4LIEro xakepa 3emnu

«CuCTEeMHbIN agMuUHUCTpaTop» 6bln NepBbiM u3pgaHuem B Poccun, roe Kpuc ms Homepa B HOMep ne4aran CBOM CTaTbM,
CNOXMBLUMECS NO3)Xe B KHUrn.  ogHnum n3 HemHorux CMU, kotopomy Kacnepcku, HeCMOTps Ha CBOIO 3aKpbITOCTb U HENOGOBb
K npecce, HUKOrAa He 0TKa3blBasl B UHTEPBbLIO — HU B «POCCUMCKUIA», HU B «aMEPUKAHCKUIA» NEPUOA, XKU3HMN U paboTbl.

OTpaBass gaHb yBaXKeHWs NMaMsaTM POCCUMCKOro obnapartensi amepukaHckow Bu3bl 01 (ana niopen ¢ BblgaloWwmUMucs
CMNOCOGHOCTAMM, KOTOPYIO AAIOT, K NPpUMepy, HO6eNeBCKUM faypearam), Mbl Ny6NIMKyeM B COKPaLLEeHUN HEKOTOPbIe Haluu

apXxuBHble MaTepuanbl.

PomaHTHYHBIA XaKep
Kpuc Kacnepcku

«CuctemHblit agmmuHmcTparop» Ne 12, 2006 rog
http://samag.ru/archive/article/1679

Camopopok
ByHpepknHa? Cam Kacnepcku Tak He CHUTaET:

- 9 CMOTpIO, Y MHOIMMX MOWX 3HAKOMbIX AeTW B LUECTb NeT
«MPOry» yXXe yMeloT KOMAMAMpOoBaTh. Iporpecc... A xe Hadvan
Torga, koraa NosiBUNMCH AOCTYMHbIE KOMMbLIOTEPDI.

Mo nepsbii kKomnbtoTep — «[paBely 8D» — 6bln cosep-
LIEHHO HECOBMECTVM HU C «CUHKNepamu», HU C «O3kallka-
MU», UMEBLLMMU XOXXAEHME B HAPOAE, U Ky4eih NporpamMHoOro
obecneyeHns. Y MeHs xe He ObINo HUYero, KpoMe nnatbl C He-
CKOMNbKUMW MUKPOCXEMaMMU, 1, YTOObI BAOXHYTb B HUX >XW3Hb,
TpeboBanoch Hay4MTbCS NPOrPaMMUPOBATL, 3TO 3aTSHYMO He-
OXNOAHHO.

OpHako nocne Wwkonbl Kprc noluen y4utsesa Ha pagnodom-
3uKa. Bbiclee obpa3oBaHve — spkas cTpaHula ero tuorpa-
dovn. YcnewHo noctynvB B TaraHpOrckuii pagmoTeXHNHECKINi
WHCTUTYT, W, NPOYYMBLUMCH Tam Tpwu Mecsaua, Kpuc noHan,
4TO OH W BY3 — BELLM HECOBMECTUMbBIE!

— 91 YenoBeK HEOPraHM30BaHHbIM, a TaMm MHOrO 0643a10BKM.
A MPOCTO TaK 3yOpuTb, YTOObI CAaBaTb, MHE HE XOTENOChH. Yilen,
HO Ha crneayloLMin rofg poavTENK YroBOPWAM CHOBA MOCTY-
naTb — MOJ, HeNb3s BeAb 6e3 06pa3oBaHnsa ocTaTbCs. [ocTynmn
ellle pas, HO UCTopKA NoBTOPWUNAaCk. W B TpeTuin pa3 noctynumn
1 ONSiTb He Bblaep»xarn.
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ABTOp

— lNocnepHvie mecsaua TPW Y MeHst Tako TeMn — OAWH AeHb
Ha cTtaTtblo. 3a OAVH [eHb ycCrneBalo CTatbld Hanmcarb, OTpe-
[OaKTMpoBatb, MOAroTOBUTb KapTUHKW. KOMI‘IOHer Marepuan
onsd Cnenyrou_LeM CTaTbK, Nocne 4ero nagakto 3aMepTBO Ha Kna-
BMaTypy. YTPOM NPOChINACh U Ha4MHato ObICTPO CTPOYUTL BTO-
pyto cTaTblo. A ellle Bnepean TpeTbs, YeTBepTas, natas, no 6ec-
KOHEYHOCTU... A BOOéLLle A Ha CTaTbto Tpa4y OHA ABa. Ho ecnu
cepbesHad Tema, 6bIBaeT, Hepend Tpe@yETCﬂ.

— A 4TO BaM HYXHO, 4YTOObl HanucaTb XOPOLUYIO CTaTbio?
BpoxHoBeHune?

- He cTOnbko BAOXHOBEHWME, CKOMbkO MaTepuan. [onycTim,
ana «CUCTEMHOrO aMUHWUCTPaTopa» s Mcan MHOro crartei
no dpaitnosbiM cuctemam: NTFS, ext2/3fs, USF. CHavana unx uc-
cneposarn, a notom o6obulan B Buae ctatb. O6bIYHO cTaThe
npefuwecTByeT mnccnenoaHve. MHe HpaBWTCS nMucaTb O TOM,
B YeM 5 pa3dbupaloch, TyT f MOTY MPUHECTW NtoasM nonsay. JTio-
OuMble TeMbl — ArucaccembnmpoBaHme, OTnaaka, 3aLimTa, B3/OM.
370 Moe. {1 3TUM 3aHMMatOCh U MOTY 3Ty TeMy Pas3BuTb, MOTOMY
4TO caM He pas aTo aenarn. ViMeto onbIT.

— Camas uHTepecHas anga Bac Tema — 6e30nacHocTb?
— XakepcTBO. MHE MHTEPECHO 3arMsiHYTb «MOf KanoT» Nporpam-
Mbl, 3aLLMTBI. TYT HETPMBMANBHOE MbILLNEHVE TPEOYETCS.

— Bac npuBnekaet TaniHa?

— BO3MOXHOCTb MOWTN HexOoxKeHbiM nyTem. HTepecHo. Cmo-
TPULLb CUCTEMY 3aLLUMTbI Jaxe He paguv TOro, YToObl B3nomarb
n 6ecnnarHo NoNb30BaTbCs MPOrpaMmoit, a 4Tobbl cebs npo-
BEPWUTb, BbIMIpaTh B COCTA3aHMN C MalumnHon. OHa MeHs nepe-
XUTPUT Unu 51 ee?

— Bbl Hayanu pa6oTtaTb Ha KOMMbIOTEPaX, MOTOMY YTO 6b1J10
MHTEPECHO. A KaK MEHSINOCb OTHOLLUEHUE K UH(POPMAaLMOH-
HbIM TEXHOJIOTUSIM B TEYEHUE XKU3HU?

— PaHblle KOMMbIOTEPBI MEHSNUCH MEANEHHO. S 3Ham O HuKX
Bce. A celvac — CMMULLIKOM ObICTPO. MHE HEMHTEPECHO YnTaTb
O HOBbIX »eneaskax. Ecnu mmu Topryiot, To npopaasel cam

PaCCKaXeT, ECMM HE TOPrytoT, TO 3a4eM 06 3TOM 4nTaTh? PaHb-
LLIe NMPOLIECCOP PaCKOBbIPSAN, YTO-TO O HEM y3Ham — 1 3T1 3Ha-
HUSi MOXXHO [1ONM0 MCMOSb30BaTh, MOTOMY YTO MapK KOMMbOTe-
POB He 0BHOBNSANCS rogamu. A Tenepb BCe ObICTPO MEHSETCH,
1 CMbICN AeTasnbHbIX PACKOMNOK TEPSIETCS.

— Kak Bbl cuuTtaete, Kakue Ka4ectBa Hy>XXHbl YenoBeKY, KO-
TOPbINA PeLna NOCBATUTb XN3Hb UT?

— Bo-nepBbIx, NPOrpammnCT — 3TO UHXXEHEP, a NHXEeHEepHas Npo-
dreccus —3TO yHeT PUCKOB, YMEHME NPOCHNTLIBATb, MPU KaKNX yC-
NOBUAX KOHCTPYKLIMS OTKaXKET, Koraa Hafo Aenarb AOMNONHUTESb-
Hble NMOAMOPKM, & KOrAa HeT. [103TOMy XOPOLLIMX MPOrPamMMMCTOB
HEe O4YeHb MHOro. Hy)KHO MMETb MHXEHEPHOE MblLUNeHne 1N Ma-
Temartn4eckoe ot4acTu. [noc Hy)xHa yeuadmMBoCTb. [TpuxoamTcs
4nTatb MHOrO AOKyMeHTaulunn, Ha AHIMTINACKOM A3bIKe, MOCTOAHHO
paboTaTtb Haf cCoOol. He ObIBaeT Tak: 4YenoBeK Bbly4nncs B yHU-
BepcwuTeTe, MOCTYNWA Ha PaboTy M MOXET Mporpamm1poBarh.
C Opyrov CTOPOHbI, BCE NPOrPamMM1CTbl B 3HAYUTENBHON CTENEHM
obnapatoT kKa4ecTBamy ayTUCTOB, T.€. JIIOAEN, KOTOpble CTapatoT-
CH HE KOHTaKTMPOBATb C OKPYXXAIOLLWMM, UM UHTEPECEH TOMBKO
UX BHYTPEHHWI MVP 11 [IEN0, KOTOPOMY OHW MOCBATUMM XKN3Hb.

0pMHouKa

OH 4eCTHO NPU3HAETCHA B CBOUX «HEMOANMbIX» Ka4eCTBax, Npu-
HVYMaeT CBOK NMPMPOAY Kak AaHHOCTb 1 6OPOTLCS C HEW He Mbl-
TaeTcs. «XoTa s Hanmcan Kyvy KHUM, B3noMas Kydy nporpamm,
a 3aWmTmn elle 6omblie, HO PaKTUYECKN S HUYEro He caenan —
LlepeBo He nocagun, CbiHa He BbIpacTul...»

«[Jaxxe Korga ans Apyrnx AeHb, § COCPENOTO4EH B MyHOKOM
Konodue CBOEro OAMHOYECTBA, Kyda pPefdko MPOHWKAEeT CBET.
H BepeBKM, H1 NECTHULbLI BHYTPW KOModua HeT, a U3BHe O Cy-
LL|eCTBOBAHMUM 3TOr0 CaMoro Konodua HUKTO Jaxke n He gora-
[bIBAETCH, NOTOMY 4TO Ha CaMOM [ieNe HMKaKOro Kofoaua HeT,
€CTb TOMbKO CO3HaHWe, Bk4YatoLlee B cebsa 1 konoged, 1 Be-
PEBKY, M NECTHMLY, 1 YyBCTBO rMyboKoro ogMHoyecTtsa. Kak e
3TO CMOXXHO — MpPU3HaTbCs cebe B TOM, YTO Tbl YyBCTBYELLb
N 3Haelb, NPEeKPaTUTL UCKaTb OMpasaaH s, a NPoCTO MPUHATH
CBOIO UCTVHHYIO CYLLHOCTb!»

becenosana Okcana PoauoHoBa
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3ar cnaBbl «CA»

Kpuc Kacnepcknu:
«KomnbloTep Kak cpepcTBo
peweHus npodnem cam ctan
OfHONW OonblLUOK Npob6nemoi»

«CuctemHbii agmmHmncTpatop» Ne 7-8, 2014 roa
hitp://samag.ru/archive/article/2729

— Kpuc, obwenssectHo, Bbl — 06pa3LOBbIA TPYAOrONMK.
Mony4aeTtcs, BCA Bawa XW3Hb NPOXOAUT nepes MOHUTO-
pom?

— Y MeHs OCHOBHOE BpemMs yxoauT Ha 06[ymMblBaHUE anropuT-
MOB CO CXeMaTn4eCKnM N3006pakeHNeM KBapaTkoB CO CTpe-
noykamn Ha 6ymare. BoT Bam 1 OTBET Ha BONPOC, Kak He CUAETb
Lenbli AeHb 3a KOMMbIOTEPOM.

PasHocTb oLyLLeHWiA, padymeeTcs, konoccanbHa. Ha Gyma-
re 3Ha4YUTENbHO MeHblIe 3HakoMmecT. [daxe ecnu 6partb CTaH-
JAPTHYIO KOHCOMb (80x25), To Ham noTpebyeTca uenbii ansbom-
HbIA NUCT, @ YTOBbI 3anucaTtb anropuTM B BIOKHOTE (He nyTaTb
¢ notepad.exe), NpUXoAMTCS BCNOMUHATL KPbINaToe Bblpaxe-
HUE «CnoBaMm TECHO, a MbICMISIM NMPOCTOPHO>. Ha4ye Mbl Gynem
nmcaTth WCKMOYUTENBHO B write-only-pexkume 1 NoToMm camu
He MoliMeM, YTO 3TO Takoe U Kyfaa oHo paboTaeT.

HaBepHoe, MO3TOMy $i CMyTHO MPEACTaBMSO, 3a4EM HYyX-
Hbl IDE 1 pedopakTopuHr, korga ectb FAR n — gna nonHoro
cyacTba — colorer (Bmpoyem, Ha Mac 9 BCe-Taku MCMOMb3yto
TextMate, HO 3T0 Bce e HamHoro 6amke K FAR, yem Kk Visual
Studio, Tem 6onee 4to FAR ¢ colorer nogaep>xmBaeT COTHM A3bl-
KOB, Kak, Bnpo4eMm, 1 TextMate).

— CnararoT nereHppbl o Bawen sepHoctu FAR m ero nssect-
HOMY MNaruHy, TakXxe roBopsit, YTo C UX MOMOLLLIO Bbl MO-
)XeTe NpPaKTUYeCKu Bee...

— OTO He nerexabl. Y MeHs OelicTBUTENbHO HeT Hukakoro IDE,
colorer MOXXET He TONMbKO packpalunBaTb TEKCT, HO W MpbiraTb
no NapHbIM ckobkam, obecnevnmBaeT HaBMraumio No doyHKUMSAM
(n 37O elle paneko He Bce). K TOMy »Ke OH Yy MeHsi «mepeni-
NeHHbIn» nof cebsa BOonb W nonepek. Boobuue y colorer yamsu-
TenbHas apxUTeKTypa, 1 ANs paclMpeHns yHKUMOHana aaxe
He 00s3aTeNnbHO 3ane3aTb B ero UCXOAHbIE TEKCTbI.

— PacckaxwuTte o Bawiem pa6o4yeM mMecTe U TUNMMYHOM codh-
Te. CKOnbKo y Bac KoMmnbioTepoB? Kakux?

- Ceityac y MeHs B paboTte aBa Mac, BOCEMb «BVHLOOBbIX>» narn-
TOMOB, CTOMNKa «HWMKCOBbLIX» CEPBEPOB, 1 OHWN YKOMMNEKTOBAHbI
00bI4HO CneayoLLM 06pa3oM:

> lMog Win: FAR + colorer, HIEW, OllyDbg, IDA-Pro, Python,

MS VC.

> [log Mac: TextMate, Synalyzelt, IDA-Pro, Python, GCC.

> [lop Linux: vim, NetBeans, IDA-Pro, Python, GCC.

Mot cTaHOapTHbBIN KOMMNEKT BnesaeT Ha dneLuky n pabo-
TaeT Ha ntoboi cucteme, BKNtoYasa *nix 1 Mac. Komnmnatop no-
KallbHO HEe Hy)XXeH — OH CTOWT 3a TPpWAEBATb 3eMeflb U BCerga
goctyneH no ssh. lMovemy HekoTopble cymTaioT Visual Studio
BEPLLUMHON Nporpecca, W, KcTaTtu, YTo 3TO 3a CTPaHHOE CMOBO
«pedpPakTopuHr»?

Moi Bam coBeT — Festina Lente («nocnewlain mMeaneHHoO»).
He penai Hacnex, 4ToObl NOTOM rapaHTMPOBaHHO He nepepne-
nbiBatb. CHavana pymai, a notoM nuwiy (NporpamMmMHbii Kog),
1 He MUK 3aBefoMO aldbl Kak, yTewlas cebs Tem, Y4TO MOTOM
«0TpedakTopuilb>». Takon noaxon (OPMMPYET MPUBBIYKY,
a NpuBbIYKa — 3TO BTOpas Hatypa.

BrpoyeM, He Hy)XHO 3aUMKIMBATLCSH HA WHCTPYMEHTapuu
1 NoBMMbIX KOMMbloTepax. K npumepy, s BeIMrpan MexxayHapoa-
HbI KOHKYPC No 06dpycLmpoBaHmio JavaScript, cuas npu 3Tom
B kadoe, rae y MeHsa ¢ coboit Obin Tonbko TenedoH BlackBerry.
Tak 470 He paboyee OKpyxeHve fenaeT Yenoseka. OavH xopo-
LM 3HAKOMbI HeJaBHO Habpocan NpoToTun OyayLien cucTe-
Mbl 1 3aKMIO4MIN KOHTPAKT Ha HECKOMbKO MWNIMOHOB AOMNapoB
Ha candeTke B TaKOM e NpropexKHoM kade. [ToToMy 4TO HUKa-
KOW Apyron Gymaru npocTo He ObIno Nof PyKoWr. A BOT NIOXoMmy
TaHLOPY BEYHO YTO-TO MELLAET. ..

— Bbl BnageeTe LUMPOKMM CMEKTPOM SI3bIKOB MpoOrpamMmmMum-
poBaHusi. KakoBa pa3Huua MmeXxay HU3KOYPOBHEBbIM MpO-
rpaMMmMpoBaHMeM Ha acceMb6iiepe U Ha BbICOKOYPOBHEBbIX
fA3blKax?

- py6o roBops, oTIM4ME Mexay S3blkamu NPorpaMMMpoBaHms
pasHbIX YPOBHEN Kak MexX[y TakTVKoM v cTpatervelt. [Npu aTom
MHOTVe MOV BNAAeloT OOHUM U3 3TVX YMEHWUIA U HEMHOTME —
aByms. A paboTato Ha HM3KOM (TaKTM4eCKOM) ypoBHe. Ha ypoB-
He apXUTEKTYPbI ABWXKA. Psagom co MHoi paboTatoT cTpateru-
YecKMe apxXMTEKTOPbI, MOTOMY Kak ABMXOK 6e3 Konec 1 pyns
HVUKOMY HE MHTEPECEH.

- Kak accem6nepLiuk u KogokomnaTesb CO CTaXeM CKa-
XWUTe, eCcTb I 0co6asi POMaHTUKa Yy TeX IAEPHbIX ry6uH,
«KyfAa He cTynana Hora faBucta»?
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— fAapo Linux OOCTYNHO B MCXOAHbIX TEKCTaX, UCXOQHbIE TEKCTbI
aapa Windows cerofiHa ecTb Y>XXe MPaKTU4eCKM y BCEX, KOMY
OHW HY>XHbI, MOTOMY [ 9TOF0 COBEPLUEHHO Heobs3aTensHo
obpallarbcs K au3accemobnepy.

Bce aT0 kaxeTcs BONWEOCTBOM TOMBKO A0 TEX Mop, Moka
He MOHMMaellb, Kak OHO paboTaeT, HO, YTOObI HEe MOHSATb, HyX-
HO O4YeHb CUNbHO nocTaparbes. [ocTatoyHo NULb NpoYnTaTh
Modern Operating Systems by Andrew Tanenbaum u Windows
Internals by Mark Russinovich.

— OpHa 13 BalUMX OCHOBHbIX cneLyanu3auui — aHanus Bu-
pycoB n camoro pa3Horo malware. BHa4yane 6binu cTens-
BUPYCbI, 3aTEM NpuLLa 3noxa noaiMmopdos, a YTo NOTomM?
— ...2 MOTOM «3amMblCoBaThle CnoBa» NOChINanMCh Kak 13 pora
n3obunus. Advanced persistent threat (nnu cokpatlenHo APT)
00bI4HO BK/tOYaeT B cebs COKpbITME dhakTa CBOEr0 MPUCYT-
cTBMS B cucTeme (OH xe Stealth, oH e Root-Kit), akTnBHoe/
naccrBHOE NPOTUBOAENCTBME OOHAPYXKEHMIO 1 YOANEHWIO 1 T.M.

MonumMopdr3m — 3TO YaCTHbIV ClyYar MeTanporpaMM1MpoBa-
H¥A. B computer science nog meTanporpaMmmMpoBaHnem o0bl4-
HO nMoapasdyMeBatoT MPOorpaMMy, pedynsTatoM paboTbl KOTOPOW
ABNAeTCS Apyras nporpamma. MNaccviBHble AeTEKTOPbI CKaHUpy-
0T haiinbl B NOMCKaxX YHUKamNbHbIX MOCNeA0BaTENbHOCTEN CUM-
BOMOB. AKTUBHbIE (MUNN KaK WX NPUHSATO Ha3blBaTb NPOAKTVBHbIE)
LEeTEeKTOpbl paboTaioT N0 NPUHLUMMY NOBEAEHYECKOro aHanmaa.
lpy6o rosops, nocnegoBatenbHOCTb Bbi3oBa APl doyHKUMIA —
370 MeTpuKa. MNoBeaeHYeCKNI aHan13 pacno3HaeT onpeaeneH-
Hble cLueHapuy (HanpUMep, MHLEKLMIO Koa B JOBEPEHHbIN NPO-
uecc) 6e30THOCUTENBHO TOrO, Kak MMEHHO OHU peanu3oBaHbl,
1 NOCNEOHVE HECKOMbKO NET UAYT KPOBOMPOAUTHbIE Bou 3a BU-
[OVI3MEHEHNE NOBEAEHYECKMX CLIEHAPNEB O COCTOAHNSA, KOraa
OHW CTAHOBATCH NPaKTUHECKN HEOTIINHMMBI OT NEMUTUMHBIX CLE-
HapWeB NOMNyNAPHLIX MPOrPamMM.

Namennnues n yrposel. Ecnn Bo BpemeHa MS-DOS Bupy-
Cbl ObINN «NPOBNEMOV PA3HBIX PYK» K He 3aTparveanun Tex,
KTO Monb30Bancs nuuUeH3noHHbiM O, To ceryac OCHOBHas
macca BPeLOoHOCHbIX NMPorpamMM pacnpocTpaHieTcd Yepes [o-
KYMEHTbI, 3KCNyaTnpys OLUMOKM NPOEKTUPOBaHNS.

[opoxe BcCero MpuXoAamMTCst pacnnadvMBatbCs 3a OLUMOKK
B CETEBOM CTeke. YT06bl NOAXBATUTL 3apasy, JOCTaTO4HO BCe-
ro Nub WHTEPHET-NOoAKNoYeHNs, Oaxe Opay3ep 3anyckarb
HeobfA3aTeNbHO, XOTH OLMOKM B CETEBOM CTeke — OonbLuas
PEOKOCTb, M FOpa3fo Yalle Xakepbl MPOHMKAIOT Yepes CBS-
Tyto Tpouuy — pdf, jar, swf. Mo ymonyanHuio 6pay3ep 3arpyxaet
MX aBTOMaTUYECKM, 1, ECNW HE YCTAHOBNEHBI OOHOBNEHNS, XAW-
Te npobnem.

— To ecTb nonumopcnyeckMM TEXHONOrMAM ceinyvac nepe-
nomunu xpeéet?

- OtHiogb. Bo BpemeHa MS-DOS Bupychbl BKklo4ann B cebs
reHepatop Kofda, AOCTYyMHbIM Ana aHanuda. Ceiryac xe ko
reHepupyeTCcs yoaneHHO Ha XakepCKOM CepBepe M OTAaeTcs
no HTTP-3anpocy. Mnu... He oToaetca. Cepsep nposepseT IP-
MCTOYHWK 3anpoca, W B Clyvae Kakux-nmbo nofo3peHuin no-
crnegyoLme OTBETbI BO3BpaLlaoT 404 UAn YUCTYIO CTPaHuLy.
K Tomy ke xakepbl 0643aTenbHO NpoBepsitoT IP Ha npuHaanex-
HOCTb K @HTMBMPYCHbIM KOMMaHWSAM 1 Pa3HbIM NPaBUTENbCTBEH-
HbiM nabopartopusaM. [da u cam reHepartop B NOOOM Cryvae
0CTaeTCs HeflOCTyNeH. B nyyLlem crnyyae Bbl MOXETE €ro Kynutb
Ha YepHOM PbIHKE 3a HanuyHble AeHbrM, HO Yallle BCero Takas

San cnasbl «<CA»

BO3MOXXHOCTb HE[OCTYMHA, a NOTOMY B PaCMOPKEeHUM aHanu-
TVKOB €CTb NNLLIb OTAENbHbIE 3K3EMNNAPbLI PaboThl reHepaTopa,
B KOTOPbIX HEOOXOAMMO BbIAENUTb HEM3MEHHYIO YaCTb, YTO CY-
LLIECTBEHHO 3aTpyaHseT pa3paboTky AeTekTopa.

K ToMy ke UeHTpanM30BaHHbI reHepatop Xakepbl MOryT
0OHOBNATb Tak 4acTo, Kak MM B3gymaeTcd. [Mpownn Bpeme-
Ha, korga Bupychkl paboTanu Tonbko nog MS-DOS 1 Tonbko
non Intel x86. Cenvac HeobxoaMMO pacno3HaBaTb He TOMbKO
MalVHHbIN ko x86, ARM, PowerPC, He Tonbko 6arT-koa (Java,
Flash), HO 1 6ec4MCNeHHOE MHOXECTBO CKPUMTOBbLIX H3bIKOB
(JavaScript, VBScript, Python). Hanpumep, Ha Mac Python noet
npenycTaHOBNEHHbIM, YTO OTKPbLIBAET [/ XakepoB HOBbIE Nep-
cnektmBbl. Kctatu, Python 3amevarensHo pacnpoctpaHsaeTtcs
He TOMbKO B BMAE CKPWMTOB, HO 1 BaiT-Kopda.

Mow Bam coBeT — Festina

Lente («nocnewan menrneHHo»).
He penain Hacnex, 4To6bl

NOTOM rapaHTUPOBaHHO

He nepepenbiBaTtb. CHavana
aymaw, a noTom nuin
(MporpammHbIA Kog), 1 HE NI
3aBeoMOo abbl Kak, yTeLlas
cebda Tem, 4YTO NOTOM
«0TpeqgakTopuLLb»

— N KakoBbl nepcnekTuBbl TPagULMOHHOINO aBTOMaTHye-
CKOro neyeHus BUpycoB?
— ABTOMaTM4ecKoe neveHve (yaaneHne TPOSHLEB) HEYKNOHHO
CLaeT CBOM NO3WLMK, U 3a4aCTYI0 OHO CBOAWTCS K NepeyCTaHOB-
Ke cucTembl. Kpome Toro, neveHne BO3MOXXHO TOMbKO Ha end-
points. TunnyHbIA IPS B Nyyllem cnyyae NpeaoTBpaLlaeT ataky,
HO He B COCTOSIHUM 0BEe3BPEANTb Y)XE aTakoBaHHbIE CUCTEMDI,
nockonbky IPS Haxoantcsa Mexay atakyeMbiM 1 aTakyoLLMM.
BoobLie celvac y xakepa apyrov npuoputeT — Mmoo LieHOM
nepefatb yrnpasfieHVe Ha CBOW KOA, Hanpumep, pacnonoeH-
HbI B (palrine OOKYMEHTa M He pacCHUTaHHbIA Ha UCMOMHEHWE.
OTa HoBas AOMMHaHTa COeCTBOBaNa pasBuTUiO Beepa HOBbIX
TexHonormi ot NOP Slides no Heap-Spay n Return oriented
programming (oHo »xe ROP).

- Kak aHTMBMpycHasi MHRYCTpusi BOoO6Lie crnpaBnsieTcs
C OrpPOMHbIM MOTOKOM HOBbIX 3/10BpefoB? CKONbKO «Ao-
XJbIX TYLUEK», MOJIOXKEHHbIX peBepcepy Ha CTON, peasnbHO
o6paboTatb 3a CyTKU?
- OTuM 3aHMMaloTcs cneuranbHO 00yYeHHble Moan U MallvHbI,
npy4eM MalLMHbl Bce 6oMee akTVBHO BbITECHSAIOT Ntoaen. Bee,
YTO MOXKHO aBTOMaTV3MPOBaTh, AaBHO aBTOMaTN3rpoBaHo. Cen-
4ac 3TUX TyLLIEK CTOMbKO, YTO HUKaKMX YENOBEYECKMX PECYPCOB
Ha HUX He xBaTUT. B Ka4ecTBe NpumMepa yCcTponcTBa 3TOr0 Npo-
Liecca MOry NOoCOBETOBATb MHTEPECHYIO NPe3eHTauluio, ULLnTe
ee no kno4esbiM cnosam: Adobe Malware Classifier.

Boobule amsaccembnupoBath KaxkAyto TYLIKY 3MoBpe-
[la — 3TO BCE PaBHO, YTO XBaTaTb BPaXKECKMUX CONAaT No OfAHOMY
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3ar cnaBbl «CA»

Jto rosopun Kpuc Kacnepcku I
MNepBble cTpoku aBTO6MOrpachnm Ha YeTbipe CTPaHULbI: «HeOPEXHO OfeThIN
MbILLbX, HE 0BpalLlaiolniA BHUMaHNE HU Ha MUP, HW Ha TENo, B KOTOPOM XXMBET,
1 0BUTAOLLMI UCKMIOYMTENBHO B AeOPSAX MaLLMHHbBIX KOLOB ¥ 3aPOCASX TEXHW-
Yeckux crneumndourkamiis.

O nepBoW HanMcaHHOM UrpoBOW Nporpamme: «HoMMK 1 3HaK «6oMbLUE» CUM-
BOMM3MpPOBanM pbibky, oHa Gerana no aKpaHy B3af-Bnepef, a B LEeHTpe Obin
pbibak B BMAe 3Haka Bonpoca. YTobbl noimatb pbiOKy, HYXXHO OblO HaxaTb
npoben. Mocne pbiGKX MoK NabUpKHTLI. 30eCh HYXHO ObINO paccyMTbIBaTL
anropuTMbl, a 3TO y)Ke MateMarukar.

O cBoux cobecefoBaHusiX Npu npueme Ha pa6oty (B CLUA): «B Poc-
cun Ha cobecefoBaHUAX 4acTo MbITAlOTCS pasfaBuTh, NOOON LEHOM Moka-
3aTb, YTO Thl HWYEro He MoHMMaellb — Y4TOObl CHU3UTL 3apnnaty. Jliogen Tam
He LEeHAT TaK, Kak aeHbrn. 3peck, B CLUA, yallle Bcero Ha060poT: ecnu BUAAT,
YTO Thl CTOSILLMIA CieunanicT, B Tebs BUENNSIOTCS MePTBELKON XBATKOM 1 60/b-
e He OTnycKaloT, Npeanaras fyylue yCroBus Ha PbIHKE W UAS BO BCEM Ha-
BCTPEMY>.

O XU3HU 1 cmepTu: «B onpefeneHHoM CMbICie A HUKOraa He ympy, noToMmy
YTO YaCTuLbl MOErO A, MOV CTaTbl W KHWUMW, pa3neTenncb OCKONKaM1 Ha Beka,
nonas Ha MAOAOPOAHYIO MOYBY MOMOABIX MbITANBLIX YMOB, N3MEHUB XOA WX Obl-
TUSA, ¥ TENEPb Y)Ke HENPOCTO NPOBECTY rpaHnLly, rae oHu, a rae A. Bo MHe uByT
OCKOSKM TeX, KTO BCbIXHYN [0 MeHs. U Tak no actadete. A MOTOMY Mbl Npu-
XOOMM K TOMy, YTO BHavane 6bino cnoso. VIMeHHo crnoBo Aenaet niofei Gec-
CMePTHbIMU. TloKa KTO-TO rpeauT 0 BO3MOXXHOCTU CKOMMPOBATh CBOE CO3HaHWe
B KOMMblOTEP OyayLLero, Apyrie KoNMpyoT CBOe CO3HaHMe NOCPEACTBOM MCh-
MEHHOCTW».

Ljutatel cobpan Bnagummp [akos

n ponpawwmeatb. OHO, KOHeYHO, nonesHo. JobbiTe a3bika. Op-
Horo. A nyywe aByx. Ho 4To oHM MoryT pacckagats? CTpateru-
YeCKue NnnaHbl BEPXOBHOMO KOMaHAOBaHWS MM BCE PaBHO HE 13-
BECTHbI.

CeroaHst 3noBpefbl — OHN yxxe He camu no cebe. OHW — ny-
LLEYHOE MACO Ha Mosne KUOEepBOWH, CErofHs OT HWUX 3aBMCKUT
4yTb GOMbLUE, YeM HU4ero. Cenyac BaXXHO CyMEeTb MOHNAThL YCT-
POMCTBO XaKepCKON 3KOCWCTEMbI — KPYroBopoTa MallMHHOro
KoAa W HannyHbIX AEHer.

— Bbl ynomsHynu o TotanbHOW aBTOMaTU3auuu Kak efuH-
CTBEHHOM CNoco6e BbDKUTb, U A1 Cpa3y BCMOMHWU O Baluem
naTeHTe, KOTOPbIA MOJlyYeH KaK pa3 Ha TeMy aBTomaTu3a-
umu...

— bbino Bpewms, pabotan 9 yganeHHo. Hy kak pabotan? AHa-
NM3NPOBAN OrPOMHOE KOMMYECTBO CSIOMTOB, MPUYEM aHanu-
31poBan MeASIEHHO, MOTOMY YTO HaBblKa He Oblo. [1opPAA0YHO
yCTaB 3TO fienafb, 9 Hanucasn nporpamMMy, Kotopaa asToMatu-
YeCKu CreHepupoBana gpyryto nporpammy. /I BoT ata gpyras
nporpamMmMa aHanm3mposana CrjionTbl CO CKOPOCTbO OONH TU-
rabanTt B cekyHay. 3anycTun ee n yneten B bepren (Hopserus)
Ha BCTPEeYy CO 3HAKOMOW HEMKOW, C KOTOPOW y MeHst Toraa Obin
pPOMaH.

N korpa nHel Yepes AecsTb BEpHYNCs, Nporpamma yxe
3aBepllana aHanmsa, HO y MEeHsi XBaTuio yma HUKOMY 06 3TOM
He roBOPWTL M [0 KOHLA rofia nonyyatb «yOuTblX EHOTOB» aBTO-
mMaToM. A 3a NyHKTyanbHOCTb 1 CliefjOBaHNe HaMeYeHHbIM nna-
Ham Ha paboTe MHe elle 60HyCbl AaBanu. B KOHUE KOHLOB MeHS
3aefla CoBeCTb, U A BbiCNas pe3ynbratbl MalUMHHOIO aHanmaa
O[IH/M 1 04eHb BOMbLLMM KyCKOM. B peaynbTtate aTa dompmMa Ha-
[onro Bcrtana, 1 Tenepb MHE Xe MNPULLNOChL Nncatb eLlle oaHy

nporpammy, 4To6bl aBTOMaTU3NPOBATL TPYA TEX, KTO padrpeban
3TV pes3ynbTathl, NMcan K HUM TecTbl U 3aHocun B 6asdy. Cob-
CTBEHHO, TakK # 1 NOMy4un CBOM NepBbI (1 NOKa eAnMHCTBEHHbII)
COMTBEPHbI NATEHT.

— Meperigem HenocpeacTBEHHO K Baluel cneyvanv3auum —
MHcpopMaLMOoHHOW 6e3onacHocTU. KakoBbl ceitvac camble
o6Lume TpeHabl B 3TON o6nacTu?

— OTBeYas KOPOTKO — OCHOBHbIE «TPEHAbI» YXKEe CUAAT, MPUYeM
cuaetb UM gonro. JleT aBaguath, a 1o 1 6onblle. Ha nomoLb
aHtvBmpycam npuwnn FBI, CIA, US Secret Service n gpyrve
cTpallHble cnosa. [1oaToMmy cet4ac Map>ka Be3fe nafgaer, a rno-
caflkun pacTyT.

Camblii nocnegHnii NMCK Modbl — B MPULEN aTaku nonanm
BCTpanBaeMble yCTPOMCTBA. B nepByto o4epedb 31O, KOHEYHO,
poyTepbl. 3N0OBPedHbIi KOA B POYTEPE 0YeHb COXHO O6Ha-
PYyXWUTb. A TeM BPEMEHEM Xakepbl HaLLAM Ccnocob MPOHUKHYTb
BHYTPb Kamep HabntofeHus, nofkoYeHHbix K Ethernet, Ha-
npuMep, MCNoNb3ys NMPOLECCOPHbIE MOLLUHOCTV ANS MalHWHra
OUTKOHOB. Ha ovepean ymHas ObiToBas TexHMKa (Hampumep,
XONMOANNBHWKM), a TaKkxKe atakm Ha 6OPTOBON KOMMbIOTEP aBTO-
MOOUNA — 3TO (paHTaCTVKa HOBOW PeanbHOCTU.

- Kypa unpet coBpeMeHHbIN PbIHOK KOMMEpPYEeCKUX pelue-
HuK B o6nactu Ub? Hackonbko A 3Hato, 3T0 O4HO U3 caMbIX
6bICTPOpPACTYLUUX U NONYNASAPHbIX HanpaBneHun UT?

- Y MeHs gBaguatuneTHU onbiT paboTsl B MHAYCTPUM 6e30-
nMacHOCTW, B TOM YACNE WM Ha NO3MUMK apxmTeKTopa. A XopoLuo
3Hal0 PbIHOK M BMAEN MHOXECTBO MPUMEPOB YCMELLHbIX Ha4u-
HaHWiA, BIPOYEM, HeyCneLLHbIX MPUMEPOB ObINo elle 6ombLue.
PbIHOK cncTem 6e30MacHOCTW OEVCTBUTENBHO O4YeHb ObICTPO
pacTeT. VI pacteT OH NOTOMy, 4TO COBCEM HEdaBHO BMPyCaMu
3aHMannChb WKOMbHWKK, «NaJoHKW» N NMPO4nNe «KpeaTuBHbIE»
NM4HOCTN. 3aTtem nepcoHalibHble KOMMbIOTEPLI MOAKMIOYUIN
K 6aHKaM, N TYT OKa3anoCb, 4TO Ha TPOAHAX MOXHO Aenatb
OEHbIN.

PeKop,u B OTOM [fdene — ABapguatb net OTCUAOKWM 3a LeCTb
[OKa3aHHbIX Hyner. HakMHeM elle OOuH Hynb 3a CYET Hefo-
Ka3aHHbIX, HO... KOra K MHTEPHETY MOAKMIOHMNM rocyypexae-
HWSI, Koraa cneucny>k6bl MOMHOCTLIO KOMMbIOTEPU3NPOBANNCS,
BHE3aMHO BbIACHWIOCH, YTO XakKepbl — 3TO He MPOCTO «060n-
Tycbl ¢ [deprbacoBckor», a yrpo3a HauvoHanbHon 6esonac-
HocTu. Ceit4ac BCe KpymnHble UIPOKK, Hy TO eCTb abCOMOTHO
BCE, KyMUIM OFPOMHOE KOMMYECTBO PELLEHMn 6e30MacHOCTH,
1 Ha rpebHe cneaytoLlen BOMHbl MPULLNAN CUCTEMHbIE MHTErpa-
TOpbI, NbiTatoLLIMeCs cobpaTh 3Ty rpyay pa3po3HeHHOro Hapax-
na BOeunHo.

Ho 1 aToT rpebeHb y)xe MoLlen Ha crnaf, a Ha ropusoHTe
MasyuUT HOBbIA, TPETUIA. B NpakTU4ecKkoM mnaHe 3To 03HavaeT:
CKOPO MPEeACTOAT CAENKN Ha MUIMIMOHBI U MUANMapabl Aonna-
POB, HO «MOBE3ET» 3[AECH TOMBKO TEM, KTO K STOMY Y>KE rOTOB
'Y KOFO Y>Xe €CTb rOTOBbIE PELLEHNS.

HanomHto, 4To B CBOE Bpems aHTuBMpYChl And MK ganu pox-
AEHVE MHOTUM HbIHELLHMM KOMMaHUAM-MUIAMapaepam, BO3HVK-
WM ByKBanbHO Ha MyCTOM MecTe 6e3 KakMx-mmbo MHBECTULMI.
Ho 370 6bI10 OTHOCUTENBHO AaBHO, B AEBAHOCTbIX. Bnpoyem,
CyTb OCTanacb HeEM3MEeHHOM — 6oMbLUNE OeHbrW 3apabaTtbiBaeT
TOT, KTO MepBbIM MpeanaraeT «CnacuTenbHy» YCnyry, koraa
elLe HVKTO TONKOM He OCO3Has CBOWX NOTPEOHOCTEN 1 Heob-
XOOMMOCTEN.
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— MoxHo nu npuBecTM NMpUMeEpbI NMOKa He 3anOJIHEHHbIX
HULW, 4TOGbl HawM YuTaTenu, Mosogbie U amMbULUO3HbIE
cneuymanuctbl no B, mornu yBupeTb, rae Xe NeXxuTt 3ToT
HOBbIW U TaKOW BOXAeneHHbI ana mHorux KnoHpamk?

— Y70 TONbKO HW NOMatOT xakepbl ceroaHs. V1 ecnun Ha POS-Tep-
MUHane aHTVBMPYC eLlle MOXXHO NPeAcTaBuTb (XOTa ¢ 60MbLIVMM
TPYOOM), TO, HanpuMep, Ha surveillance camera aHTVMBMPYC Tyno
He BCTaHeT, NMOTOMY HYTO 3TO KOHCTPYKTMBHO He MpeaycMoTpe-
Ho. XoTs ge-pakTo Tam ckopee Bcero ARM 1 nopTUPOBaHHBIi
Linux.

Takast kamepa BeLLaeT NOTOKOBOE BUAEO, U TaM XaKepbl yxe
HalLnv Ablpbl, NO3BONSIOLLME 3anMBaTh LUENI-KOAbI CO BCEMU
BbITEKAOLLIIMM NOCNEACTBUAMM.

BoT MOV N4HbIN NpUMEP 13 3TOKM Onepbl. HenaBHO A NPUKY-
nun napy Ethernet-kamep ans csoero goma. C kamepamu nayTt
aKKayHTbl Ha CEpBEPE NX MPOU3BOANTENS C MEPCOHaNbHbIM [0-
MEHOM TPEeTbero ypoBHA — 3axoan cebe vepes bpaysep, BBe-
O Naponb 1 CMOTPW yAaneHHo, 4To Tam goma y Tebs npouc-
xoouT. [1Ba cepomoTOpa obecneymBaroT cBobody HaBeaeHWs,
a VIK-nogceeTka BUANT Aaxe B TEMHOTE — BCe ObINo 6bl XOPOLLIO,
ecnn Obl He BbINO Tak MIoxo.

Kn3Hb nokazana, 410 3TU KaMepbl OKasanuchb AblPsBbIE,
N B HUX YyKe nocenuncs 60THeT. CeTeBbIM YEPBSM Aaxe MO3ri
HanpsiraTb He Hy)KHO: Balll IOMEH TPETLErO YPOBHS (TOYKa BXO-
[la B KOHTPOMbHYIO NaHeNb KaMmepbl) — 310, rpy60o roBops, Yuc-
no (B faHHOM cfy4ae) 04eHb KOPOTKOE, a NMOTOMY BCE Kamepbl
CKaHMpyloTCs NepebopoM BMET U TYT XXe aBTOMaTUYeCcKM B3na-
MbIBaOTCA. A BOT 0BHapyXWTb TaKylo ataky 3aTpydHWUTENbHO.
Hy TO ecTb He TO, 4T06bl COBCEM 3aTPyAHUTENLHO... Hanpumep,
ecnn B kamepe He BkodeH HTTPS, 1o wenn-kodbl NoBsTcs
cHudpdbepom. A ecnuv BKNtoYeH? MHe noBe3no, YTo B MOEM CIy-
Yae npounssoanTenb caenan denkosbit HTTPS (Hy npaktnyec-
K PerkoBbI — y MOEN KaMepbl HET PECYPCOB ANA LWMpoBa-
HVA BUAEO, 1 notomy no HTTPS oHa Tonbko naponb ¢ NOrMHOM
nepenaeT, a BCe ocTanbHOe roHuT Yyeped HTTP).

San cnasbl «<CA»

Mo3TOMy MHe MpULLNOCH nocne paboTbl CaMONMYHO MOKO-
BbIPATL TaKylo Kamepy v3-3a ee 3apaxeHus, 1 9 0BHapyxwmn,
41O BOTHET OTK/IMKAETCA Ha onpeaeneHHble http-3anpock! K ka-
mepe. [eTekTop 3apaxeHHOCTW, ObICTPO HanMcaHHbIA MHOO
Ha «MUTOHE», YKNadbIBAETCS MEHbLLE, YeM B COTHIO CTPOK. Ecnn
HakVHYTb elle mapy COTeH, TO MOXHO Ha Squid proxy 4epes
ICAP-cb1nbTpbl AaBUTb MOMbITKN TaKMX YEPBEN MPOHUKHYTh B Ka-
Mepy, 3aBOpPayMBas X «Ha tor».

Ewue nnyHbI npumep. Brupgen B MECTHOM MarasnHe MYKpOBOST-
HoBKy C Ethernet. [o ceTn oHa cama Bblka4MBaeT 13 MHTEPHETA
BPEMS 1 PEXXMMbI MPUrOTOBAEHWS TEX UM UHBIX OO, MCNONb3ys
CKaHep LITpMX-Kofa ¢ ynakoBku Toeapa. OT HalLUMX 3NeKTPOH-
LLMKOB CriblLLIAN, Y4TO Tam NpK CTapTe NpoLUMBKa rpyautcs B 13V,
pacnakoBbIBasiCh B MaMsATh, U HTO XONOAHbI PECTapT, BO3MOXHO,
cnaceT [JOMOX03sieK. Ho YTO Takoe X0noaHbIii pecTapT ans M-
KpOBOMHOBKM, 0cobeHHo B CLUA? Ecnu 4epsum ByayT atakoBatb
MOTOKOBO, MPOCTO YCTaHelb Nepe3arpy>karbCs.

Mopsenem wTOr: 4epesd HEeCKONbKO NET Ha pblHKe ObITOBOM
ANEKTPOHVKIN ByayT munnmapdbl (1) NogobHbIX «yMHbIX» YCT-
POWCTB, MOAKMOYEHHbIX K MHTEPHETY.HO 1M3BECTHbIE MUPOBbIE
nNpon3BOANTENN ObITOBON SMEKTPOHUKKM pasbupaiotcs B be-
30MaCHOCTY, Kak «Ty3uK B anenbCuHax» (CMOTpWTE ABa MOWX
NNYHBIX MpKUMepa BoiLLe). I noTOMy OHM ByayT BbIHY>KAEHbI Bbl-
KynaTb CTOPOHHWE pelleHns. Bce 3TO OrpoMHbIA, TOMbKO 3a-
poXaaoLLMNCa peiHOK. I oH npocTo ruraHTckun! lMosepsTe,
4TO PbIHOK 1K B CPaBHEHUM C HVM «HEPBHO KYPUT B CTOPOHKE».

— Y10 NMYHO Bac BOCXULLAET B COBPEMEHHbIX nporpaMmmum-
poBaHuu u UT, 4yTo 3acTaBnseT asuraTtbes Bnepen?
- W BbipybaeT, 1 BoCXMLIAET OOHOBPEMEHHO TO, YTO KOMMbIO-
Tep Kak CPeAcTBO pelleHus npobnem cam no cebe cTan OfHoM
6onblLUo NPO6NeEMON, 1 BCe MOMbITKK PeLLeHns 3Tux npobnem
VWb NOPOXKAAIOT HOBbIE. ATO Kak Ha MecTe CpybneHHoN rono-
Bbl JTepHENCKoM rvapbl BbIPACTaloT ABE HOBbLIE.

becepnosan Uropb CaBuyk

CUCTEMHBbI agMuHcTpatop anpenb 2017
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