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Own6KM CUHXPOHU3ALMM OTKPbIBAIOT GONbLUME
BO3MOXHOCTH ANS XaKepoB..
KakoBbl MeXaHU3Mbl 3aLUTbI?

Kpuc Kacnepckun

OLMOKM CMHXPOHWU3 ALK NOTOKOB BCTPEUALOTCSA TAK XKE YacTo, Kak nepenonHaowuecs oydepol,

M TOYHO TaK Xe, KaK ¥ nepenonHaowumecs dygepbl, UX MOXHO UCNONbL30BATh AA YAANEHHbIX aTaK
¢ 3acbinkoi shell-koga, Tem 6onee 4T0 NOKAa OT HUX HUKTO He NMbITAETCA 3aLMLLATLCSA, OTKPbIBAA
TEM CaMbIM OrpoOMHbIE BO3MOXHOCTH ANA XaKepcTBa, U NepBble NAacTO4KM (B CMbICNE YepBy)

YXe€ BbINON3JNIN U3 rHe3aa...

HTEHCMBHOCTb arak Ha nepe-
M nonHsatoLumeca 6ydepsl, 4OCTUT-

HYB CBOEro nuka B MepBbIX o-
pax XXl Beka, Ha4MHaeT HEYKNOHHO Ma-
TV Ha cnag, c4aBasiCh NOf HAaNOPOM KOH-
TpaTaku 60/bLIOr0 KONMYecTBa NpoTu-
BOXakKepcKux Mep, NPefnpUHATLIX CO CTO-
POHbI NPOM3BOANUTENEN MPOLECCOPOB,
KOMMUNSTOPOB W OMEPALIMOHHBIX CUCTEM.
HeuncnonHseMblii CTEK, KOHTPOSIb Liefoc-
THOCTW afpeca Bo3Bparta, paHAoOMU3a-
Lis aApecHOro NpoCcTpaHCTBa — BCe 370
“ MHOrOe Apyroe 3aTpyaHAeT aTaku, Bbl-
HyXJas XakepoB 1cKaTb 06X0fHbIe NyTW.
W Takne nyTv 4enCcTBUTENBHO eCTb!

3 ceHTa6ps 2006 ropa xakep Johnny
Cache onucan npvHUMNMANbHO HO-
BYIO artaky Ha fpanBepbl YCTPOWCTB
6ecnposogHoi cesa3u Intel Centrino
PRO, oTkpblBaloLLyto o4epenHyro cTpa-
HULY B KHUre nepenosiHalowmxcs 6y-
tepos: http://lists.immunitysec.com/
pipermail/dailydave/2006-September/
003459.html.

Bcnepn 3a atum, 6ykBasibHO Mecal
cnyctd, 11 okTa6psa 2006 roga David
Maynor n3 SecureWorks, Inc. n He3asu-
cumMbIn uccnegosatens Jon Elich ony6nu-

KoBasnu coobLLeHne 0 Ablpe B ApaviBepe
TOSRFBD.SYS, paspab6oTaHHoM dhup-
Mol Toshiba gna csowx Bluetooth-ycT-
POWCTB, UCMONb3YEMbIX MHOTMMM NPO-
13BOAUTENAMU 060PYL[OBaHUS, B YMnCTE
KoTopbix okasanuce ASUS, Dell, Sony
¥ opyrve 6peHspbl.

O6e aTaku OCHOBaHbl Ha OLIMOKax
CUHXPOHM3aLMKM NOTOKOB (race condition).
Takve owmnbKM 4acTo BCTpevarTCcs
B ApanBepax, obpabaTbiBalOLLMX aCUHX-
POHHbIE 3aMpPOChI OT CETEBbIX YCTPOWUCTB
1 OXBaTbIBaIOLLME LUMPOKUIA CNEKTP 060-
PyAoBaHWs, NpoCTUAIOLLMIACA OT MHApa-
KpacHbix agantepos fo DSL-monemos.
Kak 13BecTHo, nporpammsl, padorato-
wue ¢ 60NbLWIMM KONMYECTBOM COefiMn-
HEHWI (Hanpumep, KNUEeHTbI danno-ob-
MEHHbIX CeTel), CnocobHbI 06pyLLIMBaThL
cuctemy B BSOD ¢ nocmepTHbIM CO06-
wenvem IRQL_NOT_LESS_OR_EQUAL.
370 — cneacTeMe «yaapa no namsaTu»,
BO3HVKaIOLLEro 13-3a pa3pyLueHus 6a3o-
BbIX CTPYKTYP AaHHbIX B HEOPEXHO Hanu-
CaHHOM fipaiiBepe CEeTEBOro YCTPOMCTRA,
CTpaparLlero owmbKamm CUHXpOoHU3a-
umm. MpuknagHble NporpaMmbl ULLb CO-
3[at0T YCroBys Hanbonee «bnaronpusT-

Hble» [N NPOSIBIIEHUs OLLMOKM, HO caMu
no ce6e OHU HE BUHOBATbI, U NPETEH3NK
nonb3oBaTenen HanpasneHbl He No af-
pecy, a NpeTeH3uit Takmx — MHoro! Ha-
CTOJIbKO MHOTO, YTO Y 60JIbLUMHCTBA MPOo-
rpamm nofo6HOro pofa COOTBETCTBYHO-
LLWMIA NYHKT SIBHO BKIoYeH B FAQ.

AHanormyHaa KapTuHa Hab6nwoga-
etca u ¢ Bluetooth-ycTponctBamu, cbl-
pOCTb ApaiiBEPOB KOTOPbIX Nopoauna Le-
bl KNnacc atak noj 06LMM Ha3blBaHU-
eM BlueSmack, 0CHOBaHHbIN Ha LUTOpMeE
9X0-3anpoCoB, HaNpaBMEHHbIX Ha XEPTBY
1 BbI3bIBAIOLLIMX BCE TOT XE «rof1y60M 3K-
paH cMepTu». [lonroe Bpemst HUKTO U3 Xa-
KEpPOB He MHTEPECOBANICS, YTO UMEHHO
MPOVCXOAUT MPU 3TOM, KaKoI xapakTep
HOCAIT pa3pyLLEHMs U MOXHO JI OCYLLieC-
TBWUTb HeYTO 6oree yMHoe, 4em HaHasb-
HbI OTKa3 B 06CY)XMBAHUW.

Johnny Cache ctan nepebIM xake-
POM, BbI3bIBaBLUMM HanpaBneHHbIA yaap
Mo NamsT, B pesynstate KOTOPOro emy
yoanoch Bo3gencraosars Ha peructp EIP
C nepepadent ynpasneHus Ha shell-kog,
UCMOJSTHSIIOLLMIACS B PEXUME sapa, TO eCcTb
Ha HauBbICLUEM YPOBHE NMPUBUNETUNA.
3a HUM Hayanu NoATArnBaThCsa U OC-



TanbHble. ECTb BCE OCHOBaHUSA YTBEPX-
[aTb, YTO Yepes3 HecKOmbKO NET OG-
KW CUHXPOHM3ALMM CTaHYT O4HMM U3 OC-
HOBHbIX TUMOB yAasneHHbIX atak. Mpu-
yeMm, ecnu ans ataku Ha Bluetooth-ycT-
POMCTBO HEOOXOLMMO HaxXo4MTbCA B pa-
LMyce ero fencTBus (KOTOpOe B NyyLLeM
Cny4ae CoCTaBNSET HECKOMbKO KUIOMET-
pOB, Aa M TO ULWWb B Cny4ae npumeHe-
HMS XakepoM cCrneunanbHOM aHTEHHbI),
DSL-mofembl fOCTYMHbI CO BCEX KOHLIOB
NHTepHeTa!

Peanusauus
HanpasJiIeHHOro yaapa

no namfTu

MexaHn3mbl 06paboTKN aCUHXPOHHBIX
COo6bITUI gpansepamm NogpobHO onu-
caHbl B cTaTbe «MHOrosgepHble npo-
Lleccopsl 1 Npobnemsl, UMW NOPOXAae-
mble, B OC cemenctea NT» [1], n3 koTo-
pon cnegyerT, 4YTo Npu paboTe ¢ pa3ge-
NSEMbIMW AaHHBIMU NPOrpPaMMUCT LON-
XeH cobnofaTb 0CO6YH OCTOPOXHOCTb
W TLWaTeNbHO CnegnTb 3@ CUHXPOHM3a-
unen. Céopka naketoB M3 perimMoB
Kak pas v npefcrasnseT co6om npumep
pab6oTbl C pa3fensiemMbIiMn LaHHbIMK, 0-
HaKO NPO CUHXPOHM3ALMI0 MPOrpaMMumc-
Tbl TPAAULMOHHO 3ab6bIBAKOT (MNK pea-
NU3YIOT ee HenpaewibHO). B pesynbTa-
Te 3TOro BO3HWMKAaeT yrposa paspyLue-
HWUA OaHHbIX — ecnn 06paboTka OfHO-
ro openma npepbIBaeTcs B «HEy[oo6-
HOM» MECTe, — pa3gensemble CTPYKTY-
pbl OaHHbIX OKa3blBAOTCA HEJOCTPO-
€HHbIMU, a MOBEAeHVE fpariBepa cTa-
HOBWTCS HenpepackasyembimM. BeposT-
HOCTb TaKOro CO6bITUA yBENMYMBAET-
€ Ha MHOrONPOLIECCOPHBIX MalluMHaXxX
(Nog, MHOrOMPOLIECCOPHBIMU CUCTEMAMM
30eCb 1 fanee Mbl NOHUMAEM He TOMb-
KO MCTUHHYI MHOTOMPOLECCOPHOCTD,
HO TakXe MHorospepHble u HT LM),
MOCKOJbKY Ha HUX npoueaypa c60pku
hpenmMoB MOXET OQHOBPEMEHHO BbIMNOJI-
HATbCA 60flee, YeM Ha OJHOM npoLec-
cope, Npu 3TOM BCE «KOMUW» NpoLieay-
pbl COOPKM 06paLLaTCA K OLHUM U TEM
Xe pasfensieMbiM nepemMeHHbIM, KOTo-
pbl€e, O4EBUAHO, JOMKHbI ObIThb 3aLLMLLe-
Hbl TEMW WAV UHBIMU CPELCTBAMU CUHX-
POHM3ALMK, FapaHTUPYOLLMMU, HTO NO-
Ka nepsas Konus npoueaypbl He 3aKOH-
4uT CBOI pPaboTy, BCE OCTasbHbIE Bbl-
HY)XJEHbI CTOATb B O4YEPEAU N TEpNenu-
BO XAathb (6o xe paboTaTb UCKIHOYM-
TENbHO CO CBOMMMW COBCTBEHHBIMU 10~
KanbHbIMW MEPEMEHHbBIMM).
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Pucysok 1. Toshiba BmmyckaeT BamnaTku Anst ApaiBepoB cBoux Bluetooth-ycrpoiicTs

Ha onHonpoLeccopHbix MalluHax cu-
Tyauus OOHOBPEMEHHOrO BbINOSTHEHNS
HECKOMbKUX «KOMUIA» NpoLeaypbl c6op-
KV HEBO3MOXHa, OfiHAKO, eCNn hperiMbl
noCTynatoT 6bICTPee, HYEM yCrneBarT 06-
pa6aTbiBaTbCs, NpoLeaypa c60pku na-
KeToB 6ygeT Heu3b6exHOo npepbiBaTh-
CSl B NPOW3BOJIbHLIX MecTax, NOCKOSb-
Ky 06paboTymK npepbiBaHWin OT KapTbl
(Mogema) nmeet 6onee BbICOKUIA Npu-
opuTeT. PaHo uim no3gHo npepbiBa-
HWEe NPOM30NAET B TAKOM MECTe, Koraa
4acTb pa3pensieMbiX CTPYKTYP AaHHbIX
OKaXXeTCs HeJOCTPOEHHON. B 60MnbLUMHC-
TBE CIly4aeB B HEAOCTPOEHHbLIX CTPYK-
Typax HaxoguTCs «Mycop», CPEAN KOTO-
poro BCTpeyatoTcs W Mons, OTBETCTBEH-
Hble 3a pasmep naketa, 1 ykasatenu/
MHAEKChI Ha apyrue gaHHble. O4eBMAHO,
4TO MOMbITKA 06PALLEHNS MO «MYCOPHO-
My» yKasaTesio (B TOM Yuche 1 ykasaTte-
Nto, BbIYMUCIIEHHOMY Ha OCHOBE «MYCOp-
HOr0» MHOEKCA) C BbICOKOW CTEMEHBIO BE-
POSITHOCTM NPUBOZMUT K OLLMGKE AoCTyna.
B npanBepax ypoBHS sifpa oHa 06bly-
HO 3aKaH4MBaeTCs rony6biM 3KpaHOM
CMepTH, CONPOBOXAAEMbIM COOBLLIEHNEM
IRQL_NOT_LESS_OR_EQUAL. Tak npo-
MCXOOMT NMOTOMY, H4TO Ha TOM YPOBHE
IRQL, Ha KOTOpPOM paboTaloT OTIOXEH-
Hble npoueaypbl U 06paboTynKmM npe-
pbiBaHUIA, NogKayka CTpaHuL He pa-
60TaeT 1 npu obpalleHnn K CTpaHu-
Lie, OTCYTCTBYIOLLEN B NaMsATH, onepa-
LIMOHHAs cMCTeMa reHepvpyeT OLIMOKY
IRQL_NOT_LESS_OR_EQUAL, yTo yac-

TO BBOAMT B 3a6nyXAeHWEe MHOMMX Mosb-
3o0BaTenieil M NPOrpaMmmMmUCcTOB OTHOCK-
TeSIbHO UCTUHHOM NPUYKHBI aBapuK.

Ons peanusayum DoS-ataku 06bly-
HO AOCTATOYMHO YTWUAUTBLI Hanogobue
ping, reHepupytoLen 60nbLLOE KO-
4eCTBO NakeToB M NMO3BONAIOLLEN Bapb-
MpoBaTb NMPOMEXYTKU BPEMEHWN MEXAY
nocbinkamu. ATaka HOCUT BEPOSTHOCT-
HbI XapakTep, 1, 4Tobbl JOBUTLCS NPO-
SBNEHNS OLUMOKN CUHXPOHWU3ALMM, He-
06X0AMMO nocnatb AOCTATOYHO 60Jb-
LLOEe KONMYeCcTBO NakeToB Yepes onpe-
LeNeHHble NPOMEXYTKN BpeMeHu, 0byc-
NOBMEHHbIE KOHCTPYKTUBHBIMU OCOBEH-
HOCTAMU [paiiBepa n «Kenesku», KoTo-
poln OH ynpasnseT. Ha HEKOTOPbIX Npo-
MeXyTKax oLmnbKa CUHXPOHWU3aLuM Mo-
XeT BOOOLLE He NPosBNATLCS, @ HA HEKO-
TOPbIX — BO3HUKATb MOCE HECKONbKUX
nakeToB (HY, «HECKONbKMNX» — 3TO B ufe-
ane). MoxHo nocbinatb kak UDP, Tak u
ICMP-nakeTbl, HanpasieHHble Kak Ha OT-
KPbITbIW, TaK 1 HA 3aKpPbITbIA NOPT. Takxe
noaxoaat u TCP-nakeTbl 6€3 ycTaHOBKM
ceccun (naket ¢ conarom ASK, Hanpas-
NEHHbIR Ha 3aKpbITbIA NOPT), HO B 3TOM
crny4yae notpedyercs «py4Hoe» KOHCTPY-
MpOBaHVE NaKETOB C UCMOMb30BaHNEM
«CbIpbIX» (raw) COKeTOB.

HekoTopble OLIMOGKM CUHXPOHM3A-
LMW NPOSBNISIOT Ce65 Ha BCEM «CMEKTPE»,
HEKOTOpble — TOMBKO Ha 3X0-3anpocax.
M xoT4 BbIlWe Mbl rOBOPMIN O (hpeirmMax,
a Tenepb HEOXWAAHHO MNepeLuLnn Ha na-
KeTbl, HIKAKOro MpoTUBOPEYNS 3AECH HET,
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3arpyska M BOCCTAHOBAEHHE HE
~3arpY3Ka DNERALHTHHON CHETEMb!
ONEPAUHOHHAR CHCTEMS M0 YMONYAHHH !
I"Micrusuft Windows 2000 Professional RIUS" jFastdetect ﬂ
v Orofpanath ciMcok ONEPAUMOHHER CHCTEM | 30 3: =T
[ OTKaS CHCTEME
¥ 3anucate cofieimhe & cHOTEMHEIR HeypHan
[¥ OTNpasKTE 2AMHHHCTRATHEHDE DRoSElLEHHE
¥ BLinoninTh SETOMATHHECK YD Nepesarpysicy
Sanuck 0T1L04HGH HHbOpHaLNA
IHDJ‘IHb\ﬁ AEMN NaMATH j
thain AaMna NaHATH:
[ sp5ystemRanteR|MEMORY.OMP|
[V Zatvpatk cywecteytowmi daiin
] oa

PucyHok 2. Jins aHanuBa NPUYMH aBapuu
HEOOXOOMM MOJNHEM HaMN NaMsTH
PaBHO Kak HET U HEOBXOAMMOCTM OnycC-
KaTbCA Ha ypoBEHb (hperiMoB, MOCKOSb-
Ky UDP/ICMP-nakeTbl aBToMatnyecku
«paspesatTcsi» Ha dpermbl Npu nepe-
pave. ATaku [aHHOrO TWMa OCHOBaHbI
OTHIOAb He Ha cneuunduke camux dpen-
MOB, @ NWLLUb HAa BPEMEHHbIX MPOMEXYT-
Kax Mexgy HUMU. Mbl He MOXeM Hernoc-
PEeACTBEHHO BNWATL HA YacTOTY CriefjoBa-
HUS PeriMOB, HO 3aTO MOXEM Nerko Ba-
pbUpOBaTh 3aAePXKMN MeXJy NOChIIKaMu
UDP/ICMP-nakeToB. KoHe4Has Lernb ata-
Kun — npepBatb CO0PKY nakeTta us dpen-
MOB B «Heyao6HOM» (4ns gpamnsepa)
MecTe, OCTaBuB paspensemble CTPYK-
TYpbl LaHHbIX B HEAOCTPOEHHOM COCTO-
fHUW. TloCKONbKY 3TO MecTo onpefens-
€TCH KOHCTPYKTUBHBIMWU OCOBEHHOCTA-
MW MporpaMMHo-annapaTHoro obecne-

] Dump D:\temp\MEMORY.DMP - WinDbg:6.2.0011.3

YEHWS, NCMOMNb3YEeMOro XepTBOW, TO HY-
KaKux YeTKMX PeLenToB 34eChb HET.

MNepepn Ha4anom 3KCNEPUMEHTOB He-
06X0[MMO HACTPOUTb CUCTEMY Ha COXpa-
HEHWe NONTHOro Aamna NaMsaTyv B cryyae
aBapuu («MMaHenb ynpaenexnus — Cuc-
Tema — [lononHuTensHo — 3arpyska
1 BOCCTaHOBNEHNE — 3anucb 0TIagoy-
HOM nHdopmaumm — lMonHbIR gamn na-
MSTU) UM YCTAHOBWTb OTNaAYmK soft-ice,
nepexsaTbiBalOLWMN «ronybble akpa-
Hbl CMepTW». B cnyyYae BO3HWKHOBEHMA
OLUMOBKM 3TO MOMOXET MOHATh, YTO Xe,
CO6CTBEHHO, MPOMU3OLLMO U Kakue nep-
CNEeKTUBbI B MnaHe BbinosiHeHus shell-
Koaa OHO faeT. [maBHOe — He 3a6bIBaTh,
YTO OLUMOKN CMHXPOHU3ALMUM HOCAT Be-
POSATHOCTHbIN XapakTep, ¥ NOTomy 06-
pYyLEHUs MOryT NPOUCXOANTL B pas-
NNYHBIX MECTax, OOHW U3 KOTOPbIX [O-
nyckarT nepegady Ha shell-kog, a gpy-
rme — HeT.

B kayecTBe unnwcTpaymm mMox-
HO MpPMBECTW Mapy AamMnoB namsaTy,
nonydeHHbix Johnny Cache: http://
www.802.11mercenary.net/~johnycsh/
prone_to_deletion/dd/crash2.zip u http://
www.802.11mercenary.net/~johnycsh/
prone_to_deletion/dd/crash3.zip. O6bek-
TOM aTaku BbICTynun gpamnsep 6ecnpo-
BogHoro yctpovicTea Intel Centrino PRO,
KoTopomy noceinanvces UDP-nakeTbl pas-
mepom B 1400 6aiiT, 3anonHeHHbIx CCh-
6antamu, 1 nocbinaemole Ha 2048-nopT
(npocnywmBaembin yTUAUTON netcat)
C nHTepBanoM B 400 MMKPOCEKYHA,

File Edit Yiew Debug Window Help

EE e E R R E R R e == == E N

Command

* ThE Symbol Path can be set by
% using the _HT _SYMEOL PATH environment warisble

*  using _sympath and _synpatht

Command =]
* Synbols can not be loaded because sywbol path is not initialized. x ]

kd using the -y <symbol path> argument vhen starting the debuggsr. *

= ET

#xx ERROR: Symbol file could not be found

Product: Uinlt. suits: TerminalServer SinglelserTS Persona.
Built by: 2600 xpsp_sp2_gdr.050301-1513

Kernel base = 0x804d7000 PsloadedModulelist = 080552420
Debug session tine: Tus Mov 15 08:37:52 2005

Systew Uptime: 0 days 0:09:46

Defaulted to export symbols for ntoskrnl.exe —
Windows XP Kernel Version 2600 (Service Pack 2) UP Free x86 compatible

% The Symbol Path can be set by
% using the _NT_SYMBOL PATH eavironnent variable

% using .sywpath and .synpatht

* Synbols can not be losded becsuse symbol path is not initialized

*  using the —y <synbol_pathy argument vhen starting the debugger

R

xx« ERROR: Symbol file could not be found.
Loading Kernel Symbols

Losding unloaded module list

Loading User Symbols

Defsulted to export symbols for ntoskrnl . exe —

* Bugcheck Analysis
*

Use lanalyze —v to get detsiled debugging information

BugCheck D1. {6e3c2081. 2. 0. £7433678}

Probably caused by : w22n5l.sys ( w22nSi+24678 )

Followap: MachineOwner

|

xxxxx Hernel synbols are WRONG. Please fix synbols to do analysis

*xx ERRCOR: Module load completed but symbols could not be loaded for w22n51 sys

I;|4I

=1

[ Ln0.Col0 | SpsOD:Memp | Proc 0000 | Thid D000 [50 [0VF [CAFS NUM

PucyHok 3. AHamm3 faMna maMaTy B oTnamumke Microsoft WinDbg

Yepes HenpoLoMmKUTEeNbHOE Bpems
nocre Hayana atakv onepaumoHHas cuc-
Tema (KOTOPOW B AaHHOM cryyae sBns-
nack Windows XP) BbibpackiBaeT «rony-
601 9KpaH» 1 CoXpaHsaeT famn namaTi B
thaiin memory.dmp.

[Ona ero aHanu3a Heob6xoau-
MO umeTb otnagynk Microsoft Kernel
Debugger, Bxoadawmin Kkak B pacnpo-
cTpaHaembii no nognucke DDK, Tak n
B AOCTYMHbIA ANA 6€CnnaTtHOro ckavu-
BaHus Microsoft Debugging Tools: http:/
www.microsoft.com/whdc/devtools/
debugging/default.mspx.

3arpyska pgamna B 0Tnag4uk B 06-
LLieM cryyae ocyLLEecTBNAETCA TakK:

JmcTuHr 1. KoMaHAHas CTpoka
[N Barpysky jaMmna B OTJAfUMK

i386kd -z C:\WINNT\memory.dmp .
y SRV*D:\sym* .
http://msdl.microsoft.com/ J
download/symbols

3neck:

B i386kd — nms ncnonHsemoro canna
KOHCOMNbHOW BEPCUM OTNaA4MKa, eCn
Bbl npegnoyntaete GUI — ucnonb3yn-
Te BMecTo Hero windbg. OH Harnsg-
Hee, Ho 6efHee No (PYHKLMOHASIbHOC-
TV, OLHAKO A1 HALLUX 33424y BMOSHE
XBaTWT W €ro.

B C:\WINNT\memory.dmp - nyTb
K (hainy namsaTu, No yMO4aHUo Co-
3[aBaeMOM B CUCTEMHOM KaTtanore
Windows.

B SRV*D:\sym*http://msdl.microsoft.
com/download/symbols —nyTb K Ka-
Tanory, B KOTOPOM XpaHATCA hainbl
C CMMBONbHOW MHGOpMaLme (B faH-
HoMm cnyyae — D:\sym) n agpec cepse-
pa Microsoft, oTkyga otnagymk éyget
aBTOMATUYECKMN CKa4YMBaTb 3TW CUM-
BOJIbI PU Heo6xoaMMocT. CUMBOSb-
Hble haisibl 3aHUMalT 3Ha4UTESb-
Hbll 06bEM, M HA MEOEeHHbIX KaHa-
nax ux 3arpy3ka MOXeT 3aHsTb 3Ha-
yuTenbHoe Bpems. o ymonyaHumio
3arpyxarTcs TOfbKO CUMBONbI fA-
pa, nocne 4ero OTNag4vK BbICBEYM-
BaeT MpurnalleHne n MepuatoLLmnii

Kypcop.

Ecnu Tenepb fatb KOMaHAgy «u eip»
(omn3accembnmposaHme no agpecy EIP),
TO OTNAf4YMK MOKaXeT OTHIOAb HEe uC-
TUHHOE MecTO €604, a npouenypy 06-
paboTKu ownbKK (B AaHHOM chy4ae,
KiTrapOE+0x233), KoTopas He HeceT Hu-
Kakow None3Hom nHopmaumm:



JiucTMRD 2. B BarpykeHHOM jaMne namsTu permcTp EIP ykassBaer
He Ha MeCTo cB0os, a Ha afipec, Jexamyui BHYTpu obpaBoTumka
MUCKIIOUEHUS

kd> u eip

804e187£ £7457000000200  test
804e1886 740d jz

dword ptr [ebp+0x70],0x20000
nt!KiTrapOE+0x249 (804e1895)

OnpepnennTb 3HaveHne peructpa EIP B MOMeHT c60s nos-
BOSIAET KomMaHfa «!analyze -v», pesynbraTr paboTbl KOTOPOW
MPUBEOEH HUXE:

JmcTurr 3. AHanus fgaMmna naMsTH, BhSBaBuwero BSOD,
HO He OKaBaBllero BOBJENCTBMS Ha perucTp EIP

kd> 'analyze -v

DRIVER IRQL NOT LESS OR EQUAL (dl)

Arguments:

Argl: 6e3c2081, memory referenced

Arg2: 00000002, IRQL

Arg3: 00000000, value 0 = read operation, 1 = write operation
Arg4: £7433678, address which referenced memory

Debugging Details:

READ ADDRESS: 6e3c2081
CURRENT IRQL: 2

FAULTING IP:

w22n51+24678

£7433678 8all dl, [ecx] ds:0023:6e3c2081=??

STACK TEXT:

8054e9e0 65537365 2£3c746e 656d616e 200al0d3e w22n51+0x24678
7479426c 00000000 00000000 00000000 00000000 0x65537365

IMAGE NAME: w22n51.sys

O 4em 3710 roBopuT? Bo-nepBbix, Mbl BUGUM, 4TO OLLUMGKA
npow3oLuna Ha ypoeHe IRQL, paBHOM 2, 4TO COOTBETCTBYET
DISPATCH_LEVEL, Ha KOTOPOM BbINOSIHAKTCS OTNOXEHHbIE
npouepypbl. Ecin 661 601 Nnponcxogun B 06paboTynke npe-
pbiBaHus, To ypoBeHb IRQL 6bin 6bl BhiLLe, HO B 60SIbLUMHCTBE
cny4aeB 06paboTHVK NPEPbIBAHNS HE BbINOMHAET peasibHoN 06-
paboTKM LaHHbIX, & NOpy4aeT 3TO OTNO-
XEHHBbIM MpoLEeaypam, KOTopble BbIHYX-
LeHbl paboTaTh C pa3fensieMbiMn AaHHbl-
MU 1 KOTOPbIE MOTYT OJHOBPEMEHHO Bbl-
MOMNHATBLCA HA HECKOJTbKMX NpoLeccopax
(kaK hm3nyeckmx, Tak 1 BUPTYyanbHbIX).
VIMEHHO B OTNOXEHHBIX NpoLegypax co-
CPefoTOHEeHO HambOonbLIEE KONMYECTBO
OWMOBOK CMHXPOHM3auun. B pesynbta-
Te OQHOM M3 TakMx OWMOOK apanBep M
MbiTaeTcs NpoyecTb f4erky 6E3C2081h,
HaxXO[ALLYIOCSA B CTpaHULEe NamsaTu, Bbl-
TECHEHHON Ha JUCK (KakK yXe roBopu-
nocs, Ha yposHe DISPATCH_LEVEL nog-
Kayka He paboTaeT). B MOMeHT c6o4 pe-
rucTp EIP paBeH F7433678h n ykasbiBaeTt
Ha MaLlMHHY0 Komangy «mov dl, [ecx]»,
roe ecx == 6E3C2081h, npuHapne-
xawyt pparneepy (IMAGE_NAME)
w22n51.sys, LWENKHYB Ha CBOMCTBA KO-
TOPOro MOXHO Y3HaTb, YTO 3TO M €CTb
TOT cambl AblpsBLIA Apansep, paspa-
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OcrTaetcs TONbKO BbICHWTL Kak nonapaeT B pernctp ECX
HenpaBWbHbIA yKa3aTenb N MOXHO M Ha Hero NoBnuATh. [a-
em KomaHgy «u f7433678-10», 4Tobbl gM3accembampoBatb
3a 10h 6avT [0 MecTa c60s U CMOTPUM:

JincTyHr 4. OKPEeCTHOCTM KOMaHZH, BHBHBABIIEN
«TOoNyBoi SKpaH CMEpTU» M3-3a OUMOKM CHMHXPOHMBauuu

kd>u £7433678-10

£7433668 0fb745f0 movzx
£743366¢c 83f801 cmp
£743366f 0£8e25240000
£7433675 8b4df4

eax,word ptr [ebp-0x10]
eax, O0x1
jle w22n51+0x26a% (£7435a9a)

mov ecx, [ebp-0xc]

£743367a 8855ea
£743367d 8b45f4
£7433680 8a4801
£7433683 884dff
£7433686 8b55£4
£7433689 83c202

[ebp-0x16] ,d1
eax, [ebp-0xc]
cl, [eax+0x1]

[ebp-0x1] ,cl

edx, [ebp-0xc]
edx, 0x2

Mol Bugmm, 4to cogepxumoe ECX 3arpyxaercsa u3 no-
KanbHoW nepemeHHorn [EBP-0Ch]. BHe 3aBucmMmocTn OT TO-
ro, Kak OHO Tyfa nonagaeT, gpansep KONupyeT oguH 6ant
n3 [EBP-0Ch] B [EBP16h]. O6e nepeMeHHbIX HaxoaaTcs B CTe-
Ke, 4TO y>Ke XOPOLLIO (aTaKu Ha CTEK XOPOLLO M3BECTHbI M 1JaBHO
oTpaboTaHsl). JonycTum, Ham yganock 3acyHyTb B [EBP-0Ch]
yKasaTesb Ha OnpefenieHHyl0 SHenKy namatu, Torga, ecnu
Mbl CMOXeM noamennTs [EBP-16h], naHHasa KOHCTpyKums 6y-
LeT peiictBoBaTh Kak onepaTtop POKE f3bika belicuk, 3anu-
CbiBaKLLas Npon3BOSIbHbIM 6ANT MO NPOU3BOSILHOMY afpe-
CY, KOHEYHO, NpW YCINOBUM, HTO OH NIEXMUT B HEBBITECHEHHON
Ha JUCK CTpaHuLe namsaTy, BOCTYMNHOW Ha 3anunch, HAaNnpUMep,
CTeKe afpa, B KOTOPOM XpaHWTCs agpec Bo3spaTa U3 yHK-
umn. K coxaneHuo, MOgndUKaLmm ogHOro-e4UHCTBEHHOMO
6anta gna nepepadyn ynpaenexus Ha shell-kog (pasmelleH-
HbI 30ECb Xe, B CTEKE, B KOTOPOM NPOUCXoanT cbopka nake-
TOB) IBHO HEJOCTATO4HO, HO He Byaem oT4amBatbesi! Begb ata-
Ka, KaK Mbl MOMHVM, HOCUT BEPOSATHOCTHbIN XapakTep, 1 c6ou

60TaHHbIN Intel.
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MOTYT NPONCXOANTb B pa3Hbix MecTax. [Monpobyem HanpaBuTb
Ha XXEePTBY LUTOPM NaKeToB eLle pas, MOXET ObITb, TOrAa Ham
noeeseT 60bLUe.

Hwxe npvBeneH aHanua gamna namati, B KOTOPOM MoO-
MMMO paspyLleHns namsaTyi MPOU30LLI0 BO3LENCTBME Ha pe-
ructp EIP:

JcTuHr 5. AHanMs JaMna naMsTH, OKaBaBller'o BOBJEHCTBUe
Ha peructp EIP

kd> 'analyze -v

DRIVER IRQL NOT LESS OR EQUAL (dl)

Arguments:

Argl: 5c0labf7, memory referenced

Arg2: 00000002, IRQL

Arg3: 00000001, value 0 = read operation, 1 = write operation
Arg4: cccccccf, address which referenced memory

Debugging Details:

WRITE ADDRESS: 5c0labf7

CURRENT _IRQL: 2
FAULTING IP:
+ffffffffcccecect
cccececf 01963b10££d6

add [esi+0xd6££103b] ,edx

LAST CONTROL TRANSFER: from ££103b96 to cccccccf
STACK TEXT:

ccccececce ££103b96 01c486d6 00000000 00000000 Oxcccccecf
01c486d6 00000000 00000000 00000000 00000000 0xf£103b96

YposeHb IRQL octanock npexHum (DISPATCH_LEVEL),
a BOT 3Ha4veHue peructpa EIP nameHunocb gpamaTnyecku
¥ BbINIETENO Aaneko 3a npeaesnbl aparisepa, nonae B CTPaHMU-
uy ¢ agpecom CCCCCCCFh, kaknm-TO Yyaom OKasaBLUYOCS
B NaMATU 1 BbI3BABLLIYIO UCKIIOYEHWE MO 3aMnCKh B UHCTPYKLIMK
«ADD [ESI+0XD6FF103B],EDX». Agpec CCCCCCCFh nopasu-
TESIbHO MOXO0X Ha «HAYMHKY>» aTaKyLLMX NakeToB, HO ECIN 3TO
Tak, 0TKyga Torga B3snock 4mcno CFh? Beb ncxoas na cambix
06LLMX PacCyXAEeHNI, UCKIOYEHNE [OIKHO ObIN0 BO3HWUKHY Tb
no agpecy CCCCCCCCh!

Ho, kak roBopuTCs, eCnn hakTbl He COBNAAAIOT C TEOPUEN,
Tem xyxe ons axktoB. C Kakow 3TO CTaTu UCKIOYEHNE [OSXK-
HO BO3HMKaTb No agpecy CCCCCCCCh? 310 6bIno 6bl Tak, ec-
11 6bl CTpaHULA OKa3anacb BbITECHEHHOW Ha OWCK, HO MO BO-
ne cnyyasi OHa o4yTunack B onepaTtuBHOM namsaTu. BoinonHe-
HMe koMaHp Hadanocb ¢ agpeca CCCCCCCCh n npoponxu-
NOCb BMOTb 4O MHCTPYKLMM, Bbi3bIBABLLEN UCKITHOYEHUE, KO-
TOpOW M okasanacb komaHaa «add [esi+0xd6ff103b], edx», 06-
patuBLuascs kK syeiike 5CO1ABF7h, oTcyTCcTBYHOLLE B Onepa-
TUBHOW NaMATU. ECnu 6bl He OHA, BbIMOSTHEHWE MPOAOIXAN0Ch
6bl 1 ganbLue!

Kak 370 MOXHO foKasaTtb? XM, MMest OOVH NULLIb famn na-
MSATU Ha pyKax, HA4Ero gokasarb yxe Henb3s, Ho! Ecnu Hawwm
paccyXaeHus BePHbI (@ OHM BEPHBI), TO KOMaHAbI, HAXOAALLM-
eca mexgay agpecamu CCCCCCCChn CCCCCCCFh, gomxHsl
BbINOMHATLCA 6€3 UCKITKHYEHWIA, YTO TIErKO NOATBEPANTL NYTEM
Lmn3accemobnMpoBaHmns.

«CkapmnuBaem» otTnag4uky komangy «u CCCCCCCC»
¥ Mony4YaeM crnepyoLwuii pesynsrar:

JiucTHHT 6. JIMBacCeMONepHH JUCTUHT OKPECTHOCTEN
MecTa c6ost

kb>u ccceecce

ccceccce dé

Carry Flag

ccceceed 86¢4
ccccceef 01963b10££d6
[esi+0xd6££103b] ,edx
cccceedS 86¢4
ccceeed7 0100
ccceeed9 0000
cccceedb 0000
cccecedd 0000

??? ; setalc Set AL to

xchg
add

ah,al

ah,al
[eax] ,eax
[eax] ,al
[eax] ,al
[eax] ,al

xchg
add
add
add
add

HenocpepcteeHHo no apgpecy CCCCCCCCh pacnona-
raeTcs HemsBecTHasa oTnag4vuky i386kd HeJOKyMeHTUpo-
BaHHasa komaHga SETALC (Set AL to Carry Flag), ¢ mawm-
HbIM Kogom D6h (Ho, Hanpumep, ToT xe HIEW ee npekpac-
HO NOHMMaET), a cnepom 3a Helt — XCHG AH,AL. O6e komaH-
Ibl He o6pallaloTca K onepaTtuBHOW NamaT U Npu N60M
packfiage BbIMNOSHATCA 63 UCKNOYEHNA. A BOT KOMaHaa
«ADD [ESI+0xD6FF103B], EDX», pacnonoxeHHas no agpecy
CCCCCCCFh, o6paLiaeTcs K s4eiike namaTu, onpenensieMon
perncTpom ESI, KOTOpbIN B f@aHHOM CnyYae okKa3asncsi paBeH
7AFD6444h, B pe3ynbrate Yero npon3oLuna nonbitka 3anvcu
LBoWHoro cnosa no agpecy 5C01ABF7h, pacnonoxeHHoMy
(onATb-TakM BONeEo Cnyvas) B BbITECHEHHOW CTpaHuLe nams-
TV, CIEACTBUEM YETO CTAN0 UCKMOYEHME, KOTOPOE W BbI3BANO
rony6on aKpaH CMepTy.

Takum 06pa3oM, MCNoNb30BaHMEe OWNOOK CUHXPOHM3a-
ummn ons Bo3genctems Ha pernctp EIP Bce-Takm BO3MOXHO!
Shell-kog MOXHO pa3mecTuTb NPSMO B NakeTe 1 Npu ygadyHoM
CTeYeHUn 06CTOATENbCTB Ha Hero OyAeT nepenaHo ynpasne-
Hue. MNpy Heyga4YHOM — XepTBa OKaXeTcs CBMAETENEM «rOny-
60ro sKpaHa cCMepTu».

OcTaetcs TONbKO BbIACHUTb, KAKOE UMEHHO iBOMHOE CMOBO
nonaget B perncTp EIP npu yoadyHom atake. 3T0 CNOXHO onpe-
LenuTb MyTEM aHanM3a gamna namsTy, Tak 4To JlyHile AeNCTBO-
BaTb 9KCNEPUMEHTASTbHO, 3aMNOfHAS pa3Hble YacTy nakeTa pas-
NNYHBbIMKU 6arTamu. Jlerko nokasatb, 4TO, AENCTBYS METOLOM
«BUJIKW», Mbl HANOEM HY)XXHO€e 3Ha4YeHne MeHee 4eMm 3a 30 no-
nbiTok. OfHaKo cnefyeT NOMHUTb, YTO B CUIY BEPOATHOCTHO-
ro xapaktepa ataku B pernctp EIP moryT nonagatb pasnuu-
Hble IBOVHbIE CNOBA, B PE3ynbTaTe Yero KOnn4ecTBo HeOoOXo-
LMMBbIX NMOMbITOK BO3PACTET B HECKOMbKO pas, HO BCE PaBHO OC-
TaHETCS CPaBHUTENBHO HEGOMBLLKM.

Mexanuamol 3alnUTbl OT CUHXPO-aTaK

B Windows Vista komnanus Microsoft peannsosana MHoXec-
TBO 3aLUWTHbLIX MEXaHW3MOB, r1aBHbIM 06Pa30M HaLeNEHHbIX
Ha nepenosiHsALunecs 6ydepbl, HO TakXe 3aTpyLHALLNX
n gpyrue Tunbl atak. [pefcraBnseT MHTEPEeC BbIACHUTD, Kak
06CTOUT [efI0 C arakaMu, OCHOBAHHbIMM Ha OLLUMOKAX CUHX-
pOHM3aLWM.

Bce ckasanHoe Hmxe oTHocutes K Windows Vista RC1 —
CamoM CBEXeN BepCUMN Ha MOMEHT HanmcaHusa aTux cTpok. Ko-
HEYHO, C BbIXOAOM (PUHANBHON BEPCHM (M MHOTOUYMCNEHHBIX 3a-
MnaToK K Hel) MHOrMe acnekTbl HABEepHsKa N3MeHATCA (B CTO-
POHY YCUNEHWS 3aLUWTbl), OOQHAKO HUKOMY He [aHo npegyra-
[atb, kakon nyTb Bbi6epeT Microsoft, noatomy 6yaem nay4yatb
TO, YTO AaKoT (B CMbICIIE, YTO OHA pa3faer).

Camoil 3Ha4YMTenbHOW MHHOBALMEN cTana BO3MOXHOCTb
nepeHoca 4YacTv ApariBepoB C HYNEBOro KoMbLa Ha npuknag-
HOW ypoBeHb. HoBas gpanBepHas Mofenb, HasBaHHasa «User



Mode Driver Framework» n sBnstowias-
€A 4acTbio 06LLEN apXUTEKTYPbI Apanse-
poB «Windows Driver Foundation» Bnep-
Bbl€ 3@ BCIO UCTOPUIO CYLLIECTBOBAHMA
Windows, HakoHew-TO NpefocTasuna Ha-
60p API-hyHKLMIA, NO3BONSAIOLLMX yNpaB-
nstb USB un Firewire-ycTponcTBamu He-
noCcpeacTBEHHO C NPUKNAAHOrO YPOBHSI.
To e camoe 0THOCUTCS U K JpariBepam-
dunbrpam.

[nsa obecneyeHns 06paTHON COBMEC-
TumocTu User Mode Driver Framework
Takxe goctyneH un gna Windows XP,
4TO NO3BONAET pa3paboTymkam nucatb
LpanBepsbl, paboTatoLine B 0benx one-
pauunoHHbIX cuctemax. Becb Bonpoc
B TOM, KAKOW NPOLLEHT U3 HUX 3TUM BOC-
nonb3yeTcs U Kak CKOPO Ha4yHeTca Mac-
coBasf Murpauus gpanBepoB Ha npu-
KnagHon ypoBeHb. CucTeMHble Npo-
rpamMMmUCTbl KpalHe HaCTOPOXEHHO OT-
HOCATCA K N0ObIM MHHOBALMAM U He CTa-
HYT NEpPEenucbIBaTh yXe HanuCaHHbIN
Ko A0 TeX Nop, Noka He Mo4vyBCTBYHOT
SBHOM Bbirofbl. [MockonbKy 6e3onac-
HOCTb ApanBepa He ABNAETCA OCHOB-
HOM NOTPebUTENbCKON XapakTepucTu-
KO, eCTb BCe OCHOBaHWA npegnonararsb,
YTO B GnvKanLlMe HeCKONbKO NeT H1Ka-
KUX pagnKanbHbIX U3MEHEHWUIA He npo-
n3omnpger.

A BOT pgpaviBepbl 415 HOBbIX YCT-
powcTs, No-engnumomy, 6ygyT nucatb
¢ ucnons3osaHvem User Mode Driver
Framework yxe xoTs 6bl TOTOMY, YTO 3TO
3HAYUTENbHO YMNpoLLaeT UX OTNafaKy.
N yTo Torga? Owmn6KM CMHXPOHM3A-
LMK Kak Bbinun, Tak U OCTaHYTCH, TOIb-
KO BMECTO HYNEeBOro Kosblia 3/10yMbILL-
NEHHWK NonyyaeT NPMBUAErUM NPUKNag-
HOro pexuma. Kasanocb 6bl — HEBENK-
ka pasHuual K Tomy xe nporpammmpo-
BaTb shell-kog Ha NpuknNagHoOM pexwu-
M€ HaMHOro npoLle, MOCKONbKY MOX-
HO MCMONb30BaTb BbICOKOYPOBHEBbIE
API-oyHKUMM.

Ha camom pene peanusosatb ata-
Ky Ha User-Mode gpanBepbl Ha gBa
nopsagka cnoxHee! (Bo scakom cny-
4yae TeopeTuyeckn). Bce peno B Tom,
yto B Windows Vista nossunacb paH-
LOMU3aLMs afpecHoOro NpocTpaHcTea
(Address Space Layout Randomization,
unu cokpalleHHo ASLR), u cuctemHble
61bNNOTEKN TENEPb FPY3ATCA NO OfHO-
My 13 256 BO3MOXHbIX 6a30BbIX agpe-
coB, a gns o6xoga annapatHoro DEP
(cm. cTaTblo «Cygbba shell-kopa Ha cuc-
TEMax C HEUCMOSHAEMbIM CTEKOM» [2])

Heobxoaumo 3HaTb agpeca API-yHk-
unin KERNEL32.DLL ewe go Havana ata-
kun! O4eBUAHO, 4TO TENEPb BEPOATHOCTb
yCneLHOro 3axeara cucTemsl B 256 pas
HMXe, 4eM paHbLue! Ho He HyXHO 6bITb
cneunanucToM B Kpuntorpadum, 4To-
6bl MOHATB, 4TO 1/256 — 3TO O4EHb 60/b-
LLIOE Yncno, Tem 6onee 4To NPy BO3HMK-
HOBEHWW UCKIIOYEHUA B Afpe BCMbIXW-
BaeT «roflybon aKpaH cMepTu», yBOas-
LM cucTeMy B Nepesarpysky, a gpai-
BEPbI NPUKNAAHOrO pexvma npocTo ne-
pesanyckawTcs, M03BONAA Xakepy ne-
pebupaTb pasnnyHble 6a30Bble agpeca
KERNEL32.DLL 6e3 ocTaHoBa cucTte-
Mbl. CnefoBatenbHoO, peasibHble LaHChI
Ha YCMeLLHYI0 aTaKy He TOMNbKO HE CHU-
3UNNCb, HO Jaxe BO3POCNU, MPUYEM
BECbMa 3Ha4uTenbHo. Cutyauusa Hano-
MVHaET KapTVHY: BbITALLMIW FONOBY —
XBOCT YBfi3.

Ho Bce-Takn BepHeMcs K ApPY, B KO-
TOPOM HaM eLLe NPeACTOUT NPOBECTY He-
CKOIbKO NneT. XopoLuas HOBOCTb (414 Xa-
kepoB) — B Windows Vista nossunocb
MHOXeCTBO HOBbIX native-API-hyHKuUmMA,
CYLLECTBEHHO ympoLlarLWwux npowecc
kogmpoBaHua rootkit. B yactHocTm, no-
asmnacb dyHkums NtCreateUserProcess,
3anyckarnLias HoBbI MPOLecC Ha Bbl-
nonHeHue. [o aToro mpoueccel (M3 A4-
pal!) npuxogunock 3anyckaTb Npuénnaun-
TENbHO Tak: 0TKpbiBaeM PE-ghaiin ¢ cona-
ramv SYNCHRONIZE n FILE_EXECUTE,
cO3[aeM HOBYH CEKLUI BbI3OBOM
ZwCreateSection(,,,SEC_IMAGE), co-
34aeM npouecc (BepHee, He cam npo-
Llecc, a HEKOTOpY «3aroToBKy») ye-
pe3 ZwCreateProcess, nHuymanmanpy-
em 650K napameTpoB npouecca QyH-
kuunen RtlCreateProcessParameters,
BblfeNseM B npoLecce namaTb, nog-
rotaBnvMeaemM 650K napameTpoB U yc-
TaHaBNMBAEM Ha HEro ykasaTenb
Peb->ProcessParameters, Bbigensem
namsaTb 4N CTEKA U MHULMANU3npyem
KOHTEKCT CTapTOBOro MoToKa mpouec-
ca, nocne 4ero CO34aeM cam noToK Bbl-
30BoM ZwCreateThread. HakoHel pe-
rMCTPUPYeM NpoLiecc B KIIMEHT-CepBep-
How nogcucTeme win32 (CSRSS), nocne
4ero nbITaeMCA NOHATb, FAEe Mbl AOMNYC-
TUAK OWMOKY 1 NOYeMy MpoLecc He 3a-
nyckaeTcs.

[pyras xopowas HOBOCTb — C MoO-
SIBMEHNEM B NpoLeccopax nognepxkm
annapaTHon BupTyanusauyumn (y AMD
OHa CKpbIBAETCHA 3a KOJOBbIM Ha3Ba-
Hnewm Pacifica, y Intel ato — Vanderpool/
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Pucynox 5. Ipoueccop AMD Athlon 64
C NOAJEPKKON! TEXHOJOTWMM amnnapaTHOM
BupTyamusauym Pacifica

VM Entry

VM Monitor

PucyHok 6. BmmosnHerme kxoMaHzsl VMXON
Ha Intel Pentium mpumBogwT k ycTaHOBKe
MOHMTOPA BUPTYaNbHHX MallMH

(B TepMmHOmorum AMD - runepsmuzopa),
NEPEBORSLETO ONEPALMOHHY CHUCTEMY

B «T'OCTEBOM» PEXMM, MNOJHOCTBI
KOHTPOJIMPYEMSIi TMIEPBIM30POM

VM Exit VM Exit

VMXOFF

VMXON

Silvervale pns 1A32/IA64-apxuTekTyp
COOTBETCTBEHHO), XaKepbl OTKPbINW 48
ce65 BO3MOXHOCTb Nepexofa B pexum
runepeusopa, NnepeBoAdALLNiA onepa-
LIMOHHYIO CUCTEMY B FOCTEBON PEXUM
M He Jalowmnn cebs 06HaApPYXNUTb HU-
Kakumu cpegcteamu. O 60ofbLUeM no-
papke paspaboTymku rootkit He mornu
n meuTatb! MNep.bi rootkit HoBoOro no-
Konenus (HasBaHHbIN «[ony6on Munio-
nen» — Blue Pill) 6611 npofemMoHCTpu-
posaH XaHHon PyTkoBckon (Joanna
Rutkowska) Ha KoHdepeHumax SyScan
(Cunranyp) v Black Hat (CLUA, INac-Be-
rac), coctossLumxcs 21 nonsa n 3 asryc-
Ta 2006 roga cootseTcTBeHHO. OHa xe
paspaboTana MeTOAUKY CKpbITON ne-
pefayn Tpaduka, KOTOpbIA HEBO3MOX-
HO O6GHapPYXWTb HUKAKWMU CyLLECTBY-
oLWMMK cpefcTBamu KoHTpons. TekcT
npeseHTaummn (BMecTe € UCXOAHBIMM
KoAamn HEKOTOPbIX XakepCKWUX yTUauT
¥ LEMOHCTPALMOHHBIMU avi-ponmKamu)
MOXHO HanTW Ha cante XaHHbl: http:/
www.invisiblethings.org.

MonbITkK paspaboTtatb «KpacHyto
Muntonio», oNpeaenstoLLyo NPUCyTCTBMUE
rmnepem3opa, Noka Hu K Yemy He npw-
Benu. EAVHCTBEHHOE, YTO MOXHO Cae-
natb — OTKNIOYUTL annapatHylo BUpTya-
nun3auuio B BIOS (ecnm BIOS 10 no3Bso-
NSET), HO 3TO CAENAaeT HEBO3MOXHBIM 3)-
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bypassing patchguard on windows X64 - skaps & Skywing

The wversion of the Windows kernel that runs on the x84 platform has introduced a newi feature,
nicknamed PatchGuard, that is intended to prevent both malicious software and third-party
wendors from modifying certain critical operating system structures. These structures include
things like specific system images, the SSDT, the IDT, the GDT, and certain critical processor
MSRs. This feature is intended to ensure kemel stability by preventing uncondoned behavior,
such as hooking. However, it also has the side effect of preventing legitimate products from
working properly. For that reason, this paper will serve as an in-depth analysis of
PatchGuard's inner workings with an eye toward techniques that can be used to bypass it
Possible solutions will also be proposed for the bypass technigues that are suggested
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Pucynok 7. CraTesl, OonMcHBawlias pasmuuHee NyTM o6xogma MexanmsMa Patch-Guard,
Cllefsmero 3a LENOCTHOCTBW SApa ¥ MOSBOJSKIIETO €ro MOAMOMUMPOBAaTH

hekTUBHYIO aMynaLMIO NpoLeccopa, pa-
LV KOTOPOW annapaTHas BUpTyanusaums
1 3aTeBanachb.

TpeTba xopowas HOBOCTb W He
MPOCTO Xopollas, a faxe CHOrCLUM-
6atenbHas: B 64-6UTHOW pefakuyum
Windows Vista nosBunca mexaHusm,
KOHTPONMPYIOLWNIA LENOCTHOCTb AA-
pa u Ha3BaHHbI Patch-Guard, Takxe
peann3oBaHHbI B Naketax o6HOBIe-
Hus ana XP 64-bit n Server 2003 64-bit
(http://www.microsoft.com/whdc/driver/
kernel/64bitpatching.mspx).

OTHbIHE 3anpelyaeTcsi nepexeaTtbl-
BaTb f4epHble (YHKUUK, MOAUDULN-
poBaTb Tabnuuy AeCKpMNTOpoB npe-
pbiBaHUA U COBEpPLUATL ApYyrue «npo-
TUBOMpPaBHbIE» LENCTBUSA, 6€3 KOTO-
PbIX CYLLECTBOBAHME HALEXHbIX aHTU-
BMPYCOB M MepcoHanbHbIX 6paHamay-
3pOB HEBO3MOXHO cebe npefcTaBuThb!
Mpepnorom Ans 3TOro Liara nocnyxw-
na HebpeXHOCTb 6ONbLUMHCTBA KOM-
MepYeCKMX 1 HEKOMMEPHECKUX NPOAYK-
TOB, HEYMENO MOAUGMLIMPYIOLLMX AP0
1 BbI3bIBAKOLLNX HECTAOWNbLHYO pa6o-
TY CUCTEMbI, BNAOTb 4O HEBO3MOXHOC-
TW 3arpy3ky WM HacTbIX MOSABSIEHWI
BSOD. Hy a nonb3oBartenu, Kak 06bI4-
HO, BO BCeM BUHAT Microsoft n ee «kpu-
Byto» Windows.

Ha camom gene Microsoft npocto
BbITECHSIET UTPOKOB C PbIHKa, npoTars-
KnBas CBOM COOCTBEHHbIE U flaNeKo He
camble nyywune pelleHns. Ho gaxe ec-
N 66l OHW BbIAW IYYLIMMKU — YTO C TO-
ro? 3apgava 06xoaa NPoM3BONbHOMO aH-
TuBMpyca/bpaHgmayapa B obLiem cny-
Yyae HepaspeLumma, a TaluTb 3a Co60M
Ky4y crneumanvM3npoBaHHbIX PeLLEHN —
CNILLKOM COXHO, FPOMO3AKO U Head-
hekTuBHO. Tenepsb xe 3TOro He NOHaA0-
6UTCS, MOCKOMbKY aHTUBMPYC W BpaH-
mMayap O6yayT WHTErpMpoBaHbl B 94pO0,

a MpoAyKTbl CTOPOHHMX pa3paboTHMKOB
pab6otatb He cMoryT. M xota Microsoft
npegoctasuna pag APl-cdyHKUMA ons
KOHTpONsA 3a OTKpbiBaeMbIMK haina-
MW 1 CETEBBLIM TPAOUKOM — TaKyto «3a-
LLUTY» O4eHb nerko o6ontu. OgHo npwu-
NoXeHue (aHTUBWPYC) ycTaHaBnvBaeT
uneTp, Apyroe (BuMpyc) CHUMaeET ero
nerasnbHbIMU CPELACTBAMM, U @HTUBUPYC
HUKaK He MOXET 9TOMY BOCMNPensiTCTBO-
BaTh (B Nyywem cryyae OH NpoCTo y3-
HaeT, 4To unbTp cHAT). Camoe 3abaB-
Hoe, 4yTo Patch-Guard o4eHb nerko «or-
nomatb», 0 4eM NoApPOBHO pacckasa-
HO B cTaTbe «Bypassing PatchGuard on
Windows x64» (http://uninformed.org/
index.cgi?v=3&a=3&t=sumry), HO ne-
rasnbHble pa3paboT4ynKM He MOTyT NOJib-
30BaTbCsA NOLO6GHbIMWU XaKepCKUMU
cpeacteamu! Vim npupetcs nnbo 3abpo-
CUTb CBOW BU3HEC, MO0 CMEHUTb Opw-
eHTaLuIo (HanpMmep, OrpaHNYnTLCA aB-
TOHOMHbIM (hain-CKaHepoMm).

Ho kak 6bl TaM HW 6b1J10, Xakepbl Ha-
XOLSATCH B 60N1EE BbIMIPLILLHOM MO0XE-
HWK, YeM BCe ocTasbHble. OCTaeTcs TOMb-
KO HagesATbCa, YTo 64-6UTHbIE MPOLIECCO-
Pbl HUKOTAa He 3aiMyT roCMOLCTBYHOLLEe-
ro MOJSIOXEHWS, U OCHOBHOW apXUTEKTY-
povi ocTaHeTca IA32.

3aKknyeHne

3allUnTHbIe MeXaHU3Mbl HAa HECKOJNbKO
LIaroB OTCTAlOT OT NepeoBO Xakep-
CKOW MbICNW, U XOTS BPEMSI OT BpeMe-
HW 3TOT pa3pbliB COKpaLLaeTcsi, «4or-
HaTb W neperHaTb» Nosy4yaeTcs TOMb-
KO Ha 6ymare, a B peasibHOW XM13HU Xa-
Kepbl MpogonxatwT npouseTtatb. Mpu-
4yeM 3Ta npobnema KacaeTcs He TOSib-
Ko Microsoft, HO 1 ocTanbHbIX NPOU3-
BOJMTENEN nNporpamMMHoro obecneye-
Hus. Benb gpariBepa gns ceTeBbIX YCT-
povicts coBceM He Microsoft nuwet! A B

Intel n Toshiba BoBCe He gypaku cugsr.
MoyemMy xe Mbl UMEEM TaKyl nniayes-
Hyto cutyauuo? OpgHa u3 npuymH — 6e-
LeHasa «roHKa BOOPYXeHuin». Becakas
hmpma cTpeMuTcs BbI6GPOCUTb CBON MPO-
LYKT nepBoii. CxaTble BPEMEHHbIE pam-
KV HE MO3BONISIOT KaK CleayeT NpoTecTu-
poBaThb KOZ, 1 ecnin pa3paboTynkam yaa-
€TCs [OBECTY €ro 0 MUHUMASbHO pabo-
4ero COCTOSHMA (3anyckaeTcs U He na-
[,aeT), 3TO yXKe XOpOoLo.

[o Tex nop, noka 6e30MacHOCTb
He BOWZET B psafbl NOTPEOUTENbCKUX
KpUTEPUEB, ONpeaensoLwmx 06bembl
NMpojax, HAKTO HE CTaHeT el BCEpb-
€3 3aHumaTtbes. Microsoft npuenekna
60/bLLIOe KONIMYECTBO XaKepoB s Tec-
TuposaHusa Windows Vista, HO 4ero oHa
pobunace npu atom?! Moxanyn, Huye-
ro (3a ucknw4veHmem peknamol). Tpya-
HO MOBEPUTb, YTO Xakepbl NPONyCTu-
nv Takue Bonuowme fedekTbl cucTe-
Mbl 6€30MaCHOCTH, O KOTOPbIX Hanuca-
HO BbILLE (4TO Xe€ 3a Xakepbl 3TO Obl-
nn?!). Ckopee BCero, UM He MO3BONN-
N BO3LECTBOBATb Ha KOHLENTyasb-
Hble apXUTEKTYPHbIE PELLUEHNS, NPUHS-
Tble «cBbIWe». Microsoft He 3aHnmaeT-
ca 6esonacHocTblo Windows (Tonbko
pasBoauT «nuap»), U He ByfeT et 3a-
HUMaTbCH, TOYHO Tak Xe, Kak He bygeT
ncnpaensATb cTapble ownbkK 6e3 Jo-
6aBneHns HOBbIX, MOTOMY 4TO «pabo-
Ta Hapg owmbKamu» TpebyeT BNOXEHNS
OFPOMHBIX [EHET, HO He MPWHOCUT HU-
Kakoro goxopa.

Moatomy B 6nmxanLimMe HECKONbKO
neT cnefyet 0XugaTb HOBOW BOMHbI Xa-
KepCKMx artak, OT KOTOPbIX MOXHO 3a-
LUNTUTLCS TONbKO NEPEXOLOM Ha HAfEeX-
Hble OnepaLMoHHbIe CUCTEMBI, HANpPUMeEp,
OpenBSD, Ho, yBbI, 3TO PELLEHNE NOAX0-
OWT TONbKO 15 CEPBEPOB.

Co3spnaHne oh1CHbIX paboymnx CTaH-
UM Ha Yyem-To, oTnnyHoM oT Windows,
co3paeT ropasgo 6onblle npobnem,
4YeM MX peLUaeT, He roBOpPS yXe 0 [o-
MaLLUHUX KOMMblOTEpax, fBAALMECS
Mo COBMECTUTENLCTBY UrPOBLIMU MPU-
cTaBkamu. @
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