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TexHuka cHaTus namrié C 3aWMLLeHHbIX
NpUNoXXeHun

AusLAND |

Kpuc Kacnepckn

B npownoi cTaTbe 3TOr0 LMKA Mbl NPOLLAK CKBO3b PacnaKoBLMK, L0OpaBLUUCL 10 OPUrUHANBHOK
TOYKM BXOf1a, U TENEPb, 4TOObI OKOHYATENbHO NO6GEANTL 3aALUUTY, HAM HEOO6XOAUMO CHATL Aamn.
CywecTByeT MHOXECTBO YTUAUT, NPeAHa3HAYEHHbIX NS 3TOW LIENKn, HO aNeKo He Bceraa
nonyyYeHHblit Aamn oka3biBaeTca paborocnocobHbIM. [oyemy? Monpobyem pasobpartbes!

poTekTopbl TMNa Themida (B «ae-
I_I BunyecTBe» eXtreme Protector)

n Star-Force, KoTopbiMK 3aLu-
LLieHbl MHOT e NONYSsipHbIE NPOrpaMMmbl,
04eHb ryboKo «Brpbi3aroTca» B onepa-
LIMOHHYIO CUCTEMY, YTO CHUXAET Npom3-
BOAMUTENBHOCTb U NOPOXAAET HaCTHbIE
BSOD. Ux «konneru» BegyT cebs He Tak
arpeccuBHo, HO NpobnemM ¢ COBMECTH-
MOCTbIO BCE pPaBHO XBaTaeT, 0COOEHHO
npu nepexopge Ha 64-paspsgHble one-
pPaLMOHHbIE CUCTEMbBI UM MHOrOSAEp-

Hble MPOLEeCcCcopbl, 3HA4YUTENBHO OTINYa-
foLymecs oT Tex, Nof KOTOpble MPOeKTU-
poBanach 3aliuTa, aKTMBHO WUCMOJb3Y-
foLias HefOKYMEHTUPOBAHHbIE BO3MOX-
HOCTW. YK CKONbKO pa3 TBepAUN MUpy —
HE UCMONb3YNTE HUYEro HE[OKYMEHTUPO-
BAHHOrO B KOMMEPYECKUX MPUIIOXEHN-
X, 4@ TONbKO BCe He Bnpok! BoT u npu-
XOAMTCH 6paThCs 32 XaKepPCKUA UHCTPY-
MeHTapuin 1 0cBO6GOXAATLCA OT MPOTEK-
TOPOB, laXe Koraa nporpamMma Kynnexa
neranbHbIM MyTEM U «JIOMaTb» €e Hesa-

yem. A Befib npuxopuTcs! Kak cTpaHHo
YCTPOEH MUp.

MpocTbie cnyyan gamnuHra

MpencTtaBum cebe, YTO pacnakoBLUMK
yXe oTpaboTan, nporpammMa ocTaHoBIe-
Ha B opurmHansHo To4ke Bxopa (OEP)
1 Mbl FOTOBbI COXpaHUTL 06pa3 garna
(file image) Ha gmck, TO eCTb COPOCUTL
pamn. Otnaguuk soft-ice He npepocTas-
NAET Tako BO3MOXHOCTU, NO3TOMY Mpu-
XOOWTCS fieiicTBOBATb 06XOAHbLIM NYTEM..




Ho ons Hayana Heo6X04MMO BbISICHUTb, KaKOW UMEHHO peru-
OH MamMsATV HEOBXOAMMO COoXpaHsTb. [Npu ycnosuu, 4To 3aLimTa
He NPELNPUHUMAET HUKaKNX BPaXAEOHbIX AENCTBUN, HYXHas
MHopMaLma MOXET ObITb J06bITa komaHgamv MOD n MAP32
(cm. puc. 1 u nuCTUHr 1),

JmcTurr 1. OnpefeneHue AMCIOKAUMM MOZYNS B HaMATH.
3nece «test dump» — umMs mpomecca, C KOTOPOTO Mi CoBupaemcs
cHATBL mamn (soft-ice orTobpaxaeT ero B mMpaBOM HIKHEM YIUly)

# ompepnensieM 6asOBHII afpec BarpysKyM MOAYJNS B NaMATh
:MOD test_dump

hMod Base PEHeader

004000D0

File Name
\TEMP\test_dump.exe

Module Name
test dum

# cMoTpuM Ha kapTy MOmyNs B maMsTH
:MAP32 test dump

Owner
test dump

Obj Name
text
rdata

Address
001B:00401000
0023:00405000
0023:

Size
00003B46
0000080E

Type

CODE RO
IDATA RO
IDATA RW

test dump
test dump .data

BasoBbin appec 3arpysku (hMod base) pacnonaraet-
ca no agpecy 400000h. MocnepHas cekumsa (.data) HaumHa-
eTcs c agpeca 406000h n npogonxaeTtcs BNNOTL A0 afpeca
(406000h + 1DE8h) == 407DE8h. Takum 06pa3om, Ham Heo6xo-
aumo coxpanute 7DE8h 6anT namsaTti, Ha4nHas ¢ 400000h. Ho
B soft-ice Takoi KomaHgbl HET! 3aTO eCTb «MCTOPUA KOMaHL».
Haem komangy «DB 400000 L 7DE8», BbIxogMM M3 OTnag4u-
Ka, 3anyckaem symbol loader n «ropopum»: «file — save soft-
ice history as» (npv 3TOM paamep camor UCTOPUM JOMKEH ObITb
npeaBapuTensHO yBenuyeH xoTa 6bl 8o 30 MB: «edit — soft-ice
initialization setting — history buffer size»). B pesynsrarte o6pa-
3yeTcsi TEKCTOBbIV hain (CM. IMCTUHT 2), KOTOPbIA HEOOX0aU-
MO Npeobpas3oBaTb B €xe, AN Yero noTpedyeTcs Hanucarhb cre-
LManbHyto yTUANTY UK NMOWUCKATb YXXE FOTOBYIO.

JucTuHT 2. JlaMn naMsT, CHATHN depes history

:db 400000 L 7DE8

:00400000 4D 5A 90 00
100400010 00 00 00
100400040 1F BA OE
73 20 70
20 62 65

00 00 00-04 00 00 00 FF FF
00 00 00-40 00 00 00 00 00
B4 09 CD-21 B8 01 4C CD 21
6F 67 72-61 6D 20 63 61 6E
72 75 6E-20 69 6E 20 44 4F
0D 0D 0A-24 00 00 00 00 00

:00400050
:00400060
100400070 6D 6F 64 65

is program canno
t be run in DOS
mode....$.......

Kak BapnaHT, MOXHO BOCMOJSIb30BaTbCA 6ecnnaTHbIM nna-
rmHom IceExt (http://stenri.pisem.net), 3HauUMTENBHO pacLuMnps-
oMM PYHKLMOHaNbHbIE BO3MOXHOCTH soft-ice. Ecnn IceExt
OTKaXeTCs 3anyckartbCs, YBenuybTe pasmep Ky4m u cTeka
[0 8000h 6ainT, oTpeaakT1poBas CneayoLLyo BETBb peecTpa
HKLM\SYSTEM\CurrentControlSet\Services\NTice.

Komanga IDUMP (cM. puc. 2 v nIMCTUHT 3) N03BONSET CO-
XpaHsATb 6JI0KM NaMsATW Ha OUCK B BOVYHOM BUAE, HTO O4eHb
YyOO6HO:

JucTvur 3. JlaMm naMsiTy, CHsITRIA KOMaHfmoyu !'DUMP nnarmHa IceExt

: | DUMP

Dump memory to disk
!dump FileName Addr Len
Ex:

!dump c:\dump.dat 400000 1000
'dump \??\c:\dump.dat 400000 1000
'dump \??\c:\dump.dat edx+ebx ecx

:'DUMP C:\dumped 400000 7DE8
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ERX=00300E40  EBX=TFFDFOOO
EDI=00000060 EBP=0012FFCO
Cs:=001B DS-=0023  $5=0023

ECX=004060B8  EDX=00000003
ESP:=0012FF84 EIP=00401001
ES-0023 F3S-0038 GS-0000

ESI:=00000000
odIszaPec

001B:00401001 68 30 60 40 00 E§ 05 ©0-00 60 59 C3 96 90 90 53 ho~ e.a.
001B:00401011 56 BE 68 60 40 0O 57 S6-E§ 4B 01 00 00 8B F8 8D U.h'@. MUéK
001B:00401021 44 24 18 50 FF 74 24 18-56 E8 04 02 00 00 56 57 D$.P.t$
001B:00401031 8B D8 E8 BE 01 00 00 83-C4 18 8B C3 SF SE SB C3

061B: 004816001 PUSH 00406038
001B: 00401006 CALL 00401010
001B: 00401008 POP ECX
001B:0040160C RET

0O1B: 00401060 NOP

0O1B:0040100E  NOP

601B:0040160F NOP

0O1B: 00401010 PUSH EBX
001B:004081611 PUSH ESI

001B: 00401012 HOU ESI, 00406068

:MOD test_dump
hMod Base PEHeader Module Name
00400000 004000D0 test_dump
:MAP32 test_dump
Ouner Obj Name
test_dump .text
test_dump .rdata
tist_dump .data

File Name
\TEMP\test_dump.exe

Address

001B: 00401000
0023 : 00405000
0023: 00406000

Obj#
0001
0002
0003

Size Type

00003B46 CODE RO
0B00O8GE IDATA RO
00001DES IDATA RW

PucyHok 1. OnpefieneHue peruoHa NaMsTH OIS CHATUS FaMmna

EAX=00300E40  EBX=TFFDFOO0
EDI-00000000 EBP=0012FFCO
C3S-=001B  DS=0023  $3-0023

ECX=004060B8  EDX=00000003
ESP=0012FF84  EIP-00401001
ES=0023 F3S-0038 G$=-0000

ESI=00000000
odIszaPec

(@)
©010:00400000 4D 5A 90 00 03 00 00 06-04 60 60 ©0 FF FF 00 00 M2ZE.
0010: 00400010 B8 00 00 00 00 00 00 DO-40 0O 0O GO 00 00 00 00
0010: 00400020 00 00 00 0O 00 00 OO0 DO-00 00 0O 0O 00 00 00 0O
0610: 00400030 00 00 00 00 00 06 60 00-00 60 06 60 DO 60 00 60

001B: 00401001 PUSH 00406030
001B:00401006 CALL 00401010
001B:0040100B POP ECX
001B:0040100C RET

001B:0040160D NOP

001B:0040100E NOP

001B:0040100F NOP

001B:00401010 PUSH EBX

PUSH ESI

ESI, 00406068

061B: 00401011
001B:00401012 HOU

: tDUMP

Dump memory to disk

tdump FileName Addr Len

Ex:
tdump c:\dump.dat 400000 1800
tdump \??\c:\dump.dat 400000 1000
tdump \??\c:\dump.dat edx+ebx ecx
: *DUMP C:\dumped 400080 T7DES

DUHP: \?7\C:\dumped 400000 7de8

PucyHok 2. CHaTue gamna B soft-ice c moMompk mmarmHa IceExt

Opyrov nnarmi — icedump (programmerstools.org/system/
files?file=icedump6.026.zip) Toxe ymeeT famnuTb NamsTh,
N TaK Xe, Kak u IceExt, oH pacnpocTpaHseTcs Ha 6ecnnaTtHomn
OCHOBE BMECTE C UCXOAHbIMY TEKCTAMM.

[Mony4yeHHbIN famMn MOXHO 3arpy3uTb B gusaccem6-
nep tuna IDA Pro, HO OT ero 3anycka ny4lle Bo3fepxaTb-
cs (0COBEHHO Ha COCELHMX KOMMbOTEpPax), MOCKONbKY Ans
KOPPEKTHOW paboTbl HEO6XOAMMO BOCCTAHOBUTbL Tabnu-
Ly MMnopTa M pecypcbl, HO 3TO HACTONbKO O6LUUPHBINA BOM-
poc, 4TO 3[eCb Mbl He OyfieM ero kacaTbCs, TeM 6onee 410
CyLLeCTBYyIOT rotoBble yTunuthl: Import Reconstructor (http://
www.wasm.ru/baixado.php?mode=tool&id=64) BocctaHoBUT
umnopT, a Resource Rebuilder (http://www.wasm.ru/baixado.
php?mode=tool&id=156) — pecypcb!.

Ona otnapymka OllyDbg cywecTsyeT nnaruH OllyDump
(http://dd.x-eye.net/file/ollydump300110.zip) co BCTPOEHHBLIM
PEKOHCTPYKTOPOM Tabnuubsl umnopTa (CM. puc. 3).

HakoHel, MOXHO BOCMONb30BaTbCH ¥ aBTOHOMHbIM LaM-
nepom. CambIM NePBbLIM (M CaMbiM HeyMesbIM) 6bin ProcDump,
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DllyDba - test_dump.exe
File Yiew Debug Plugine Oplions Window Help

=2 N T T e = il |

& CPU - main thiead. module test_dum

PUSH EBP
Hou
PUSH
PUSH
PUSH
HOU ERX
PUSH EAX
Hou

SUB ESP
PUSH EBX

00481642
00401044
00481046
00401048
00401050,
00401056
00401057
06481 85F
06461661
00481862
06461863
06401864
00481867

EBP,ESP

OllyDump - test_dump.exe

PUSH EST
PUSH EDI
HOU

L I Fix Fiew Size & Offset of Dump Image

Base of Code: 1000 Baseof Datar (5000

|<| Registers (FPU)
W enx eoe00000
ECX 00008161

88000
101041 test_dun.<HoduleEntryPoint>

0023 32bit O(FFFFFFFF)
i 0018 32bit B(FFFFFFFF)

Witual Offset
00001 000
00005000
00005000

0040186D || .
0040186F || .
00481071
00401077
00401079
00401 07F
06481085
00401088
06481880
06401698,
06401693

KOR EDX,EDX el
10U

e Scane
HOU ECX,ERX 00001DES
AND ECX

rou

SHL EEX

ADD ECX,EDY

¥ Febuid Import

Raw Size

00003646
0000080E
00001DES

. 0023 32bit B(FFFFFFFF)
0023 32bit O(FFFFFFFF)

; 0038 32bit 7FFDEDOD(FFF)
0900 NULL

Rt Qifset
00001000
00005000
00005000

Charactaristics

40000040
0000040

hstErr ERROR_SUGCESS (80000000)
00246 (NO,NB,E,BE,NS,PE,GE,LE)

& Method] : Search JMPIAPI] | CALLEAPI]in memory imags

C Method2  Search DLL & API name string in dumped fils:

79458989
00000060
00000008
7FFDFBB8
00000088
0012FFCS
00000009
FFFFFFFF
TOUBIFSY
79432818
00000000
00060000
00060000
00401841
00000908

8612FFCE

00406038 34 1B 40 08|61 66 0P 0A|4EA.B...
00406040 28 51 16 51 48 08| 0G.H0E.
06406648 EG 6D 40 00|00 88 88 88| and.

8612FFFC

00406078 01 00 00 00|00 08 00 00|%
aalga a0 _an oo

fongsaza a0 6o oo
Analysing test_dum: 79 68 8 callsto Paused

ST5 enpty 8.
ST6 enpty 8.
ST7 enpty —UNORM D8GB_BABAGS26_BOBOBASH
RETURN to RERNEL32.794560989

End of SEH chain
SE handler
KERNEL32.79432B18

test_dun.<HoduleEntryPoint>

Pucynok 3. CHsrue mamna B OllyDbg c nomomeio mnarmea OllyDump

3arem nosieuncs Lord PE, yuntbiBaroLLmii
FOPbKUI OMbIT CBOEr0 NPeALLEeCTBEHHMKA
1 CNOCOGHBIN COXPaHATL Aamn Aaxe B TeX
cny4asx, korga PE-3aronoBok yMbiLLeH-
HO VCKaXKEH 3aLLWTHOW, @ BOCTYM K HEKOTO-
pbIM CTPaHWLaM NamsTy OTCYTCTBYeET (aT-
pnbyT PAGE_NOACCESS). BeHLom 3Bo-
ntoumn ctan PE-TOOLS (cm. puc. 4), ¢ Ko-
TOPbIM Mbl 1 6yaem paboTatb. ba3osbin
KOMMNIEKT MOCTaBKN MOXHO HaNTU Npak-
TUYECKM Ha JIOO6OM XaKepCkoM cepBepe,
Hanpumep, Ha WASM (http://www.wasm.
ru/baixado.php?mode=tool&id=124) nnu
Ha CrackLab (http://www.cracklab.ru/
download.php?action=get&n=MTU1),
a CBeXMWe 06HOBEHWS NexaTt Ha «pof-
HOM» cainTe npoekTa http://neox.iatp.by,
KCTaTW roBOpPS, YXXE€ HECKOSIbKO pas no-
MEHSIBLLUMM CBOW agpec (M0 HEMOHATLIM
npuynHaMm 6a30Bblii NAKET HA HEM OT-
cyTCTBYeET).

Ecnn mbl pabotaeM ¢ oTnagynkom
npuknagHoro yposHs (Tuna OllyDbg)
un ctoum B OEP, T0 CHATL flamn ¢ nporpam-
Mbl 04eHb NPOCTO. [l0CTaTO4HO NEPeKSIto-
yutbes Ha PE-TOOLS, BbiGpaTh HyXHbliA
npouecc B cnncke u ckadatb «dump full»,
0[HaKo, C oTnagyvkamu ypoBHS sapa
(soft-ice, Microsoft Kernel Debugger) atot
HOMEep He MPoXoaWT W TYT NpMXOQuTCA
XUTPUTb. 3anoMUHaeM (B rofioBe UM Ha
6ymMaxke) nepsble ABa 6anTa oT Havana
OEP wu 3anucbiBaem cioga EBFEh, yTo
COOTBETCTBYET MaLUMHHON UHCTPYKLMK
JMP short $-2, 3auuknuBatoLlein npo-
uecc. Tenepb MOXHO CMESO BbIXOAUTb U3
oTnag4yuka, uatm B PE-TOOLS, cHumatb

Jamn 1 BocCTaHaB/MBaTb OPUrMHasIbHble
6anTbl B Nt060M hex-pegakTtope.
O6bIKHOBEHHbIE YNAaKOBLUMKK (TNa
UPX) He conpoTMBASAIOTCSA CHATUIO Aamna,
MOCKOJIbKY 60pbba C Xxakepamu B Ux 3aga-
4y He BXx0oAMT. IHOe feno — NpoTeKTopsbI.
DaKTUYeCKM 3TO Te Xe camble YNakoBLLM-
KW, HO CHabXeHHbIe LieSibiM apceHasniom
cucTeM, NMPOTUBOAENCTBYIOLWMNX B3NO-
My. 3alUUTHbIE METOAUKM MOXHO pa3ge-
NUTb Ha aKTMBHbIE M naccueHble. K nac-
CMBHbIM OTHOCATCS BCe Te, 4TO pabora-
IOT TOJIbKO Ha CTaduu pacrnakoBKW U He
BMELLMBAKOTCS HU B CaMy NMPOorpaMmy, Hu
B OMepauuoHHYI0 cucTemy. AKTUBHbIE —
nepexsarbiBaloT API-yHKLUUM BHYTPU
apecHoro NpocTpaHcTBa 3auLaemo-
ro rnpouecca wnu gaxe yctaHaeuBawT
cneuuarsnbHbIN fpansep, MOANMULMPYIO-
LMIA A8p0 OnepaunoHHOM CUCTEeMbI Ta-
KM 06pa3oM, YTO NPSIMOE CHATUE Jamna
CTaHOBMWTCS HEBO3MOXHbIM. O4YeBUNaHbIM
No604YHbIM 3P EKTOM aKTUBHbIX 3aLLUT
CTaBUTCA UX HEY>XXUBYUBOCTb C HOBbIMU
Bepcuamu Windows, 3a4actyto npueo-
JAwas K Kpaxy onepauvoHHOW cucte-
Mbl. lNevanbHee BCero 1o, 4TO, 3anyckas
setup.exe, Mbl laxe ¥ He Nnofo3peBaem,
YTO TaM MOXET 0KasaTtbCs, fa 1 faneko
He BCe NPOTEKTOPbI NOALEePXMBAKOT KOP-
PEKTYPHYIO OeUHCTaNNAumIo. ..

B nouckax camoro cebs

CHATWe gamna Ha4vHaeTcs ¢ onpegene-
HUA pervoHa namsaTu, npuHagnexatiye-
ro ucnonHsemomy canny (Mnu guHamu-
Yyeckomn 6ubnmoteke). MNpuemsl, onucaH-

Hble BblLLe, BCeLeno onupatotcsa Ha PE-
3aronoBoK 1 Tabnmuy CekLmin, UCnosb3y-
€MYI0 OnepaLMOoHHON CMCTEMON NPaKkTy-
YECKM TONbKO Ha CTagumn 3arpy3ku gan-
na. B vactHocTH, Hac MHTepecyloT no-
ns ImageBase (apgpec 6a30Boii 3arpys-
kn), SizeOflmage (pa3mep ob6pasa) u co-
LepXumoe Tabnuubl cekuuii. MpoTekTo-
pbl MOGAT 3aTMpaTh 3TV MO nocne 3a-
BEPLUEHNS pacnakoBKU MW NOACOBbI-
BaTb 3aBEJOMO HEKOPPEKTHBIE 3HAYEHMS.
Jamnepbl NepBOro NOKONeHns OT 3TOro
«cxogmnm ¢ yma», Ho PE-TOOLS B 60onb-
LUMHCTBE CNy4aeB BOCCTAHABMNMBAET He-
LOCTaLLyl0 MHPOPMaLKID CaMoCcTos-
TeNbHO, HO MHOTAA OH BCE-Taku He cpa-
6artbiBaeT. M yto Torga?

Camoe npocToe —unccnenoBarb kapTy
namsTh NOAOMbLITHOrO NpoLecca, BO3Bpa-
waemyto API-cbyHkumsamum VirtualQuery/
VirtualQueryEX. PernoHsl, noMe4eHHble
kak MEM_IMAGE, npuHagnexar ucnos-
HAemMoMy dhaviny unm OQHOM U3 UCNOSb-
3yembix um DLL (B PE-TOOLS 3a nocT-
pOEHMe KapTbl OTBEYAET KOMaHAa «dump
region» (CM. puc. 5)).

AKTVBHbIE 3aLLMTbI MOTYT NEPEXBaThI-
BaTb 3T PyHKLMK, MOACOBbIBAS NOAJIOX-
Hble AaHHble, N TOraa NPUXOAUTCS Cryc-
KaTbCs Ha OfMH YpPOBEHb Brnybb, obpa-
Lwasck K pyHkumm NtQueryVirtualMemory,
KoTOopas, kak 1 cnegyeT 13 ee Ha3BaHus,
cywiectsyeT T0/1bko B NT-nogo6HbIx one-
PaLMOHHbIX CUCTEMAX M AKCMOPTMPYETCH
6nonunotekon NTDLL.DLL, Ho B HekoTo-
PbIX CNy4asx NepexsaTbiBaeTCs U OHa, Bbl-
Hy>xaas Hac obpatiatbest K yHKLummn NtQu
erySystemInformation. [lonroe Bpems oHa
oCTaBanacb COBEPLUEHHO HE[OKYMEHTM-
POBAHHOM 1 MHOT e NPOTEKTOPbI O CyLLEeC-
TBOBAHUW MNOJ0OHON Na3eiKn faxe v He
nogo3pesanu. Tenepb Xe ee onucaHue
poctynHo Ha MSDN: http://msdn.microsoft.
com/library/default.asp?url=/library/en-us/
sysinfo/base/ntquerysysteminformation.
asp, C rpo3HbIM NpeaynpexneHnem,
4TO NOBEAEHME (DYHKLMKU MOXET U3Me-
HUTbLCS B NOO6ON HOBOW BEPCUU, @ NOTOMY
B JOMrOCPOYHbIX MPOAYKTaX Ha Hee nyy-
LLle He 3aKnafblBaTbCs.

B camom kpaiiHem cnyyae (korga
nepexsadeHa u NtQuerySystemInform
ation) npuxogutca npuberaTb K nocrne-
[oBaTenbHOMy pa3bopy CTPYKTYp haH-
HbIX, OTHOCSLLIMXCS K NamsTy npoLecca
(soft-ice MMeHHO Tak ¥ nocTynaeT), oa-
HaKO ropasfo npoLLe 1 HagexHee npoc-
TO CKONMPOBaTb KYCOK afpecHoro npo-
cTpaHcTBa. Ecnv o6pas He 6bin nepeme-



LLieH, 6a30BbIN afpec 3arpy3ku TOT Xe cambli, 4To 1 B PE-3a-
ronoeke exe-tavina. Mpu paboTe ¢ nepeMeLLeHHbIM 06pa3om,
6a30BbIi aAPEC NPUXOLUTCA ONPERENATb BPYYHYHO NyTeM Mno-
ncka curHatyp PE n MZ, geurasice ot OEP BBepx (T.e. B CTO-
POHY MNaALLIMX aapecoB). K HaLLleMy cHacTbio, MOMHOCTbLIO 3a-
TepeTb PE-3arofioBoK 3aLyuta He MOXET, NOCKOMNbKY Toraa ne-
pecTaHyT paboTtaTb HekoTopble API-hyHKLMM, B3aUMOLENCTBY-
toLLiMe C pecypcaMu U T. A.

Ecnun H1 ogHUM 13 cnocob0B ONpenenuTb rpaHnLbl obpa-
3a He ygaetcs, NpUXoauTCa 4amnuTb hparMeHTbl afpecHoro
npocTpaHcTBa, 3arpyxas ux B IDA Pro kak gBOVYHbIN charn,
€CTECTBEHHO, C COXPaHEHWEM HavanbHOro agpeca parmeH-
Ta. [lna aHanusa paboTbl 3aLUTHONO MEXaHU3Ma 3TOrO B 60/1b-
LUMHCTBE CNy4yaeB OKa3blBAETCS BMOMHE JOCTaTO4HO, TeM 60-
nee 470 IDA Pro no3sonsieT nogrpyxartb HegocTatoLime yac-
T/ «HaneTy».

[amn n3BHe

Mpexpe 4em 4nTaTh afpecHoe NPOCTPAHCTBO HYXOro mpo-
Llecca, [0 Hero elle npefctout gobpatbea. Windows nsonu-
pyeT npoLecchl Apyr OT Apyra Ha crny4ai HenpegHamepeHHo-
ro ygapa no namstu (KOTOpbIv CUIIbHO JocaXaan nonb3oBare-
nsm Windows 3.x), HO NpeaocTaBnsieT cneyuanbHbii Habop API-
PyHKLMIN ONS MEXNPOLECCOPHOro B3anMogencTems. Knaccu-
YecKun nyTb: nony4aem 06paboTyMK npoLiecca, KOTOpbIiA Mbl
cobpanucb gamnutb Bbi3oBoM OpenProcess n nepenaem ero
dyHkummn ReadProcessMemory BMecTe ¢ ocTasfilbHbIMU NapameT-
pamu (OTKyAa v CKONbKO 6anT yntatb). Mpu 3ToM HE06XOAUMO
YYMUTBIBATb, YTO HEKOTOPbIE CTPAHWLbI MOTYT ObITb MOMEYEHDI
3aLMTON Kak He[OCTYMHbIE U Nepef obpaLleHneM K HUM Heob-
X0AMMO BbI3BaTh (hyHKLMO VirtualProtectEx, paspeLuns NosHbIN
poctyn (PAGE_EXECUTE_READWRITE) unu, no KpariHei mepe,
OTKpbIB CTpaHuLbl ToNbKO Ha YTeHne (PAGE_READONLY).

EctecteHHo, (hyHkumm OpenProcess/ReadProcessMemory/
VirtualProtectEx moryT 6bITb NepexBayeHbl 3aLMTon, U TOr-
[a BMECTO famna Mbl Nosiy4nm error, a To u reboot. Hu3kKo-
ypoBHeBble pyHKUmn NtOpenProcess/NtReadVirtualMemory/
NtProtectVirtualMemory nepexsaTblBatOTCH C TON Xe NEerko-
CTbIO, K TOMY X€ HEKOTOPbIE 3aLLWTbl UBMEHSAIOT Mapkep 6e30-
MacHOCTY npoLecca, 3anpeLLas OTKPbITUE ero NaMsATh Ha YTe-
HWe Jaxe agMuHucTpartopy!

CuwnTaetcs, YTO CHATME AaMna Ha YPOBHE AApa OTKPbIBAET
601bLUVE BOSMOXHOCTY A1 PEBEPC UHXMHUPWHIA U MPOTUBO-
CTOATb 3TOMY HMKaK HEBO3MOXHO, MOCKOJIbKY AparBsep pabo-
TaeT C HauBbICLLUMM YPOBHEM MPUBUAErUA, KOTOPbIA NO3BONS-
eT Bce. Ho Befb 1 pariBepy 3aLmTbl, paboTaroLLeMy Ha YPOB-
He fiApa, TOXe JOCTYNHO BCE, B TOM Y/CNE U MOAUMUKaLms aa-
pa onepawLMoHHOM CUCTEMBI, B KOTOPbIX HYXAAaeTcsa gpansep
pamnepa. Npuyem HUKaKMx AOKYMEHTUPOBAHHbIX (YHKLMM
LN19 YTEHUs NamsATy YyXoro npouecca (3a UCKITIOYEHNEM Bbl-
LLeyNnoMsIHYThIX) B cUCTeMe HeT!

YT1o6bl YnTaTh NAMATH NpoOLecca HanpaMyto, gpaneep os-
XXEH K HeMy NOOKII0UMTbLCS, Bbi3BaB doyHKkuUmo KeAttachProcess
unu ee coBpemMeHHbIi aHanor KeStackAttachProcess, nos-
BMBLLMIACA 1 BNepBble JOKYMeHTMpoBaHHbI B Windows 2000.
Monb3oBaTtbCcst 06EMMU PYHKLMAMU CredyeT C Bennyanlen
OCTOPOXHOCTBIO M Mpexpae, YeM NOKMo4aTbCs K Lpyromy
npoueccy, HE06X0AMMO OTCOEANHUTLCS OT TEKYLLEro, Bbi3BaB
KeDetachProcess/KeStackDeattachProcess. OgHako a1 qoyHK-
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(®PE Tools v1.5 RC6 by NEOx/[uinC], http://www.uinc.ru/

M= |

File Wew Tools Pluglns Options Help

(@ EFZ=EE 60 o

Path PID
00000244
00000204
Q00O0Z9C
O00A02CC
00000394
O00001FS
0000230

Image Base [«
n1000000
01000000
00400000
oo400000
00400000
oo400000
o0400000

Image Size
00014000
0001F000
00032000
0002F000
0003C000 s
00000000
00016000

™ c:winntisystem3z|regsve. exe

[ c:\winntisystem3z|mstask.exe

(&ilc:\program filesivmwarelvmware toolsivmwareservice.exe
S8 c{winntysystem32iwhemiwinmart  exe

(= criwinntiexplorer.exe

(il \program Flesivmware|vmwars boolsivmmaretray.exe
™ c:program Filesivmwarelvmmars toolsivmwareuser xe

C 3 00000254 01000000 00007000
Apragram FlesiFe  Dump Partial,., 00000140 00400000  0DOAZOO0
[@)F:imainframe!pe-t Dump Region... 000003B4 00400000 00053000 =
Debug,., Image Base | Image Size -
B cwinntisystem3 | gad It PE Editar » 01000000 00007000
[%] ci{winntisystem3z 77FE0000  00O7AO00
[=] PE Sniffer v
[#] cxiwinntisystemaz 77EBOOO0  OOCE7O000
ciwinntisystemaz  Priority » FFEI0000  0OO6S000
[8] ertpinntisvetema: ) rak foen 7IF40000  0003CO00
[#] cxiwinntisystemaz 77850000 0DOBAOO0
c\winntisystem3z  Explorer.., 77DE0000  0OOSAOOO
[3] extminntisystema: o e [ 77040000 OODSFOOO
BEI\WInr\t\S tem3z 7SEO0000 0001A000
[®] c:\winnthsystem3zZ|setupapi.di 77EE0000  OOOBZ000 i
5|
[#] criwinntisystemazimsvert.di 78000000 OOD46000
ciiwinntisystem32iusereny.dl 77C10000 00050000
e S o
[Processes lnadsd: 20 [Memory: 52692 kbj309816 Kb 7
PucyHok 4. BHewmmit Bup yTunmrst PE-TOOLS
P aln RLG H wIVLY = =
Region Dump E
Address Size | Proteck | Skate | Type ||T|
00201000 O0OOFO00 MO ACCESS FREE NONE
O0ZE0000 00004000 READ COMLY MAPPED
O0ZE4000 0011000 MOME
""""""" LY TMAGE
00401000 00004000 EXECUTE READ COMMIT IMAGE
00405000 00001000 READ OMLY COMMIT IMAGE
00406000 00001000 WRITE COPY COMMIT IMAGE
00407000 00001000 READ/WRITE COMMIT IMAGE
00405000 FIAFE000 N ACCESS FREE MOME
F7ESO000 00001000 READ OMLY COMMIT IMAGE
F7EG1000 000SEQOD EXECUTE READ COMMIT IMAGE
F7EDFOO0 00002000 READWRITE COMMIT IMAGE
F7EE1000 00056000 READ ONLY COMMIT IMAGE lz‘
Dump Informations
(Addressl 00400000 | Size | ooootoon | | Dump || Refresh || close |‘

[Memory: 57025 KDfoUSaZU kD iz

Pucynox 5. [lpocMorp kapTi namstu B PE-TOOLS

LMK MOTYT 6bITb NepexBayeHbl 3aLLUTON CO BCEMU BbITEKAIO-
LWKMMK oTcloda nocneacTemsamu (npotektop Themida nMeHHO
Tak v noctynaer).

BaXxHo 0TMETWTb, YTO yHMBEPCAbHbIX CMOCO60B NepexeaTa
HE CYLLeCTBYET — MPOTEKTOP MOXET MOAWNMMLMPOBATL Tabnu-
Lly 3KCrnopTa, BHEAPSATb CBOV jmp B HA4Yano Uiu faxe Cepeau-
HY CEPBUCHbIX (DYHKUMIA SApPa U T. A. A 9TO 3HAYMT, 4TO Ha AP0
nonaraTbCs HEMb35 Y BAPUMAHTOB Y HAC TOMbKO fBa: UCMOMb30-
BaTb Te oyHKLMW, KOTOpbIe He forafanach NepexeaTuThb 3aLly-
Ta, WU NepekoyaTh afpecHbie NPOCTPaHCTBA BPYUHY!HO.

CneuwnansHbin nnarvH K PE-TOOLS (http://neox.iatp.by/
eXtremeDumper.zip, http://www.wasm.ru/pub/21/files/dumping/
eXtremeDumper.rar), HanucaHHbin MS-REM, npobusaeTtcs
K mpoLeccy 4epes CreayoLLyto LenoyKy CepBUCHbIX BbIZOBOB
PsLookupProcessByProcessld — ObOpenObjectByPointer —
ObDereferenceObject, koTopyto NoKa eLLe HUKTO HE NepPexBaThbl-
BaeT, 4TO NO3BOJIAET CHUMATb MM AaXE C 04EHb CUIBHO 3aLLU-
LLieHHbIX NPOrpamM, OBHaKO, CKOIbKO 3TOT CNOCO6 eLLe npofep-
XUTCS, CKasaTb HEBO3MOXHO. Co3aaTenu NpoTEKTOPOB He Cu-
OAT CNOXa PyKU U Ha XaKepcKUX hopyMax Toxe OblBatoT.

B nonroBpemeHHo nepcneKkT1Be HaAEXHEE BCEro UCMOSb-
30BaTb HEJOKYMEHTMPOBAHHYIO (M K TOMY Xe HE3KCMOpTUPY-
emyo!) dyHkumuio KiSwapProcess, agpec KoTopoi MeHseT-
€S OT CUCTEMbI K CUCTEME, YTO 3aTPYLHSET Nepexaar. B 1o xe
BPEMS JaMnep MOXET NIErko onpenenuTb ero nocpeacTBoM
Tabnuubl OTNAf0YHbIX CUMBOJIOB, 6ECMNATHO pacnpocTpaHs-



6esonacHocTb

embix Microsoft. [ns paboTbl ¢ HUMKM NOHARO6MTCA BUBINO-
Teka dbghelp.dil n3 komnnekta Debugging Tools (http://www.
microsoft.com/whdc/devtools/debugging/default.mspx) n ytu-
nuta symchk.exe, B3dTas otTyga xe.

®yHKums KiSwapProcess — 310 ogHa U3 camblX HU3KOYpPOB-
HEBbIX (YHKLMIA, Hanpsimyto padoTatowumx ¢ peructpom CR3,
B KOTOPbIV 3aHOCUTCA yKa3aTerb Ha KaTasior CTpaHuL, BbiGpaH-
HOro mpouecca, Nocne 3Toro ero afpecHoe NpPoCTPaHCTBO
MOXHO 4MTaTb Kak CBOE COOCTBEHHOE MAaLUMHHON KOMaHaom
MQVSD, B rpy6om npuonnmxeHWn npenctaBnsoLmin cobon
aHanor memcpy. [Mpefsnan Tako ncxom CoobITUIA, HEKOTOPbIE
3aLUMThI NOLLM HA OTHasAHHbIV Wwar: nepexsaTne SwapContext
N psag apyrux dyHkuui, padotatowmx ¢ CR3, oHun ctanu pas-
pyLLaTh KaTanor CTpaHuL, «CBOero» npoLecca Ha Bpems nepe-
KITIOYEHWS KOHTEKCTOB 1 BHOBb BOCCTAHaBNMBATb €ro, korga
B HEM BO3HMKAeT He06XOAMMOCTb. HacTosLee BapBapcTBo!
O6palLeHure K KaTanory CTpaHuL, MPOUCXOANT N3 LECATKOB He-
LOKYMEHTUPOBaHHbIX (DYHKLMIA, KOTOPbIE B KAXA0M BEPCUM A1-
pa peanu3oBaHbl N0 CBOEMY. A 3TO 3HAYUT, YTO Takas arpec-
CUBHas 3aLUMTHAs NONUTUKA PUCKYET «CBANUTLCS» B CMJIOLL-
Ho BSOD, He ocTaBnsOLLMIA NONb30BaTESt0 HUKAKMX LLIAHCOB
LNs HopMmarsnbHoON paboTbl!

Ho 370 eLe He camoe cTpallHoe. Bee 6onblue v 60nbLue
MPOTEKTOPOB NEPEXOAAT HAa AMHAMUYECKYIO pacnakoBKy, pac-
LUMPOBbLIBAS CTPaHMLbI N0 Mepe 06paLleHns K HAM, a 3aTem
3aWmngpoBbIBas MX BHOBb. [laxe ecnu Mbl Npobbemcsi CKBO3b
3almMTy M JOpBEeMCs OO mpouecca, JaMnuTb 6yAeT Heyero...
BEpHee, NOoNy4YeHHbIn fgamn 6yaeT npaktudeckn Ha 99% 3a-

Mexanu3mbl AUHaAMHU4YECKoi paciuugpoBKu
ANropuTM OMHaAMWYECKON pacLUMdpPOBKM, peann30oBaHHbI
B npotekTope Armadillo n n3sectHbii nog umeHem CopyMem,
B 06LMX YepTax BbIMMAQWT Tak: 3aliuMTta nopoxpaeT oTna-
LOYHbIV npouecc, nepepasas ¢yHkuum CreateProcess B ka-
4eCTBE MMEHWN HYNIEBOW apryMeHT KOMaHOHOW CTPOKM, «6na-
rogaps» 4emy B ucnetyepe 3agadv o0TobpaxaroTcs ABe KO-
N 3anyLeHHon nporpammbl. OpgHa M3 HUX — cepBep (yc-
NOBHO), Apyras — knueHT. CepBep nocpencTsoM (yHKL MK
VirtualProtectEx genaet Bce CTpaHuUubl KNMEHTA HEQOCTYM-
HbiMu (aTpnbyT PAGE_NOACCESS) n nepepaet emy ynpas-
NeHve, 0Xnaas oTnagoyHbIX COObITUA C MOMOLLBIO (OYHKLMK
WaitForDebugEvent, a cobbITna fonro xaats cebs He 3acTas-
NAT ¥ NPW NEepBON Xe NOMbITKE BbINOMHEHNS KO4A B HERO-
CTYMHOM CTpaHuLEe BO3OYXAAETCSA UCKITOYEHNE, NepeaatoLLee
cepsepy 6pas3abl npaenexus. Cepeep paclungpoBbIBaET TEKY-
LYK CTpaHuLy, B3aMOLENCTBYA C KIIMEHTOM NMOCPEeACTBOM
API-cbyHkumii ReadProcessMemory/WriteProcessMemory, yc-
TaHaBnnBaeT HeobxoLuMble aTpubyTbl 4OCTYNa 1 BO3BpaLLa-
€T KIIMEeHTY ynpaBneHue.

OcTanbHble CTpaHuLbl 0CTaKTCA 3aLUMBPOBAHHBIMU, U MPK
06palLeHNn K HAM BHOBb BO30YX[AETCA UCKIOYEHUe, KOTO-
poe nepenaetcsi cepsepy Yepes WaitForDedugEvent. Cepeep
3alUMPOBbLIBAET NPEabIAYLLYI0 CTPaHULy, 0TéKpas BCe aTpu-
6yTbl LOCTYNA, KaKne y Hee TONbKO eCTb, U pacLUMGpPOBbLIBAET
TEeKyLLYI0 CTpaHuLy, BO3OYAMBLLYIO UCKIKOYEHNE (B OENCTBU-
TeNbHOCTU NS YBENWNYEHVS NPOM3BOANUTENBHOCTY 3aLUmMTa Nog-
LEPXUBaeT MPUMUTUBHBIA K3LL, NO3BOMAS KNNEHTY UMETb He-

LUNPOBAH.

«He4yecTHble» 3aWUTHbIE NPUEMbI
HopmanbHble ynakosLmku (UPX, PKLITE,
PECOMPACT) cxvmaroT UCnonHsaeMbIi chainsi
6e3 noTepb, W Mocsie 3aBepLueHns pacna-
KOBKV OH BO3BpaLlaeTcs K CBOeMy NnepBo-
HavasibHOMy BUAY, YTO AenaeT NPoLecc CHs-
TS Aamna TpuBuansHon 3agadeit. MpoTek-
TOPbI B CTPEMJIEHUN YCUNWUTB 3aLLUMTY 3a4ac-
TYI0 UAYT Ha JOBOIbHO PUCKOBAHHBIN Lar —
OHM crierka «kopexar» obpabaTbiBaemblii
chavin ¢ Takum pacyeToMm, 4Tobbl OH MOr pa-
60TaTb TOJMbKO MOJ MPOTEKTOPOM, a nocne
0CBOOOX/EHNSA OT HEro CTaHOBUTCA HEXM3-
Hecrnoco6HbIM. Hanbonee nonynspHele cno-
C06bl NOAOOHON «HEYeCTHOW» 3alUuThl pac-
CMOTPEHBI HUXe.

Kpaxa 6aitT ¢ OEP. Camas npocTtas
1 LUIMPOKO pacnpocTpaHeHHas noansaHka, uc-
rosib3yemas faxe B Takux 6€306MaHbIX NPo-
TekTopax Kak, Hanpumep, ASProtect. CyTb ee
3aK/04aeTCs B TOM, YTO YNAKOBLLMK «KpadeT»
HEeCKONbKO MHCTPYKLMIA U3 OpUrMHaNbLHON
TOYKM BXOAA, COXPaHSAET UX B NOTANHOM MecC-
Te (BO3MOXHO, B 3aMacKMpOBaHHOM UK 3a-
LUMhpOBaAHHOM BUAE), & MOCHEe 3aBepLUEHUS
pacnakoBKW1 aMYNMPYET BbINONMHEHWE Kpaae-
HbIX 6aiT. Yalle Bcero ass 3Ton Lenm ncnosnb-
3yeTcs CTeK (Toraa KpageHble 6anThl 06bI4HO
CTaHOBATCS onepaHgamm MHeTpykuuin PUSH),

CKOJIbKO PacLUM(POBaHHbIX CTPaHML, OLHOBPEMEHHO).

pexe — NpsMoe BO3AEeNCTBME HA PerncTpsbl
1 namaTb (MpY 9TOM KpageHble MHCTPYKLWK
TpaHCcOpMUPYOTCS B NCEBLOKOL U B ABHOM
BUAE HUTAE He coxpaHsatoTes). CyTb B TOM, 4TO
B TOYKe BXO[a pacrnakoBaHHOro o6pasa opu-
rMHAJTbHbIX 6aWT yXXe He OKa3blBaeTCH U CHSA-
ThbIW AaMn CTAHOBUTCA HepaboTOCMNOCOOHBIM.
K Hawemy cyacTblo, nogaenswooLiee 60/b-
LUIMHCTBO MPOrpaMm Ha4ynHaeTcs Co CTapTo-
BOr0 Kofa, KOTOPbI ABNSETCA HYaCTbo 616IIN-
OTeKU BpemeHu ucnonHenus (RTL), noctaens-
eMoW BMecTe ¢ KomnunaTopamu. Vicnonbays
OCTaBLUMUICH «XBOCT» CTAPTOBOr0 KOAa, Mbl
NErko OTOXAEeCTBUM KOMMUIATOP U BOcCTa-
HOBMM KpageHble 6anTbl U3 ero 6GM6NnoTeKM.
Ecnu xe faHHoro komnunatopa B HaLlem pac-
MOPSXKEHUN HE OKaXETCS, NepBble HECKONb-
Ko 6anT ctapToBoro koga B 9 u3 10 cnyyaes
BMOJIHE NpefcKasyeMbl, N 3a4acTyro X yaa-
€TCA BOCCTAHOBUTb CaMOCTOSATESNIbHO (eCTec-
TBEHHO, /151 3TOr0 HEO6XOAUMO UMETb OMbIT
pa6oThbl ¢ pas3nuyHbiMm RTL). Ketatu, IDA Pro
pacrno3HaeT KOMNUASATOP UMEHHO MO NEPBbIM
6anTam CTapToBOro KoAa, W, ECAIN OHWN OTCYTC-
TBYIOT UM UCKaXKeHbl, MexaHn3m FLIRT pa6o-
TaTb He ByfeT. ATO 3HAYUT, YTO Mbl OCTAHEM-
cs 6e3 UMeH 6MONMNOTEHHbBIX (DYHKLIUIA 1 Mpo-
Llecc Am3acceM6MpoBaHnsa 3aiMeT HaMHo-
ro 60sbLLEe BPEMEHMW.

MonumopdHbii mycop B OEP. BmecTo
TOro 4To6bI KpacTb 6anTel ¢ OEP, HekoTopble
NPOTEKTOPbLI MPEAnoYNTaT MOAUMOULNPO-
BaTb CTAPTOBLIN KOf, pa3baBnss 3Ha4nMble
VHCTPYKLIMM 6€CCMbICIIEHHBIM MONMMOPMHBLIM
MyCOpPOM. OTO HUKaK He BANSET Ha paboToc-
MOCO6HOCTb CHATOrO Aamna, Ho ocnennser
«FLIRT», BbIHYXAas Hac Moo BblYMLLATL MO-
NMOPHBIA MyCOp, JIMO60 OMNpefensTs BEPCUI0
KOMMNUAATOPA «Ha rN1a3ok», 3arpyxas curHa-
Typbl Bpy4Hyto (IDA Pro 310 no3Bonser).

MepexoaHuKM B TabnuLe UMNoOpPTa K Ky-
ye. [TpotekTop Themida ncnonbayet cnegyro-
LI NPUeM, Cepbe3HO 3aTpyaHAIOLLMA BOoCCTa-
HOBMNeHwe TabuLbl uMmrnopTa. HenocpeacTeeH-
Hble afpeca API-thyHKLMIA 3aMeHatoTes nepe-
XOAHMKaMM Ha 0651aCTb MaMATH, BbIAENEHHY0
VirtualAlloc (.. Ky4y), KoTOpast no yMon4aHuio
B Alamn He nonagaeT, No3ToMy BOCCTaHaBIIN-
BaTb MMMOPT NPUXOAUTCA BPYYHYH. 3TO He-
CII0XXHO, HO YTOMUTESTbHO — ULLIEM BbI30BbI API-
PyHKLWIA, BeyLLME K Ky4e (TO, 4TO 3TO UMEHHO
Ky4a, a He 4YTO-TO [ipYroe, MOXHO OnpeaenuTb
10 KapTe), AaMMM COOTBETCTBYIOLLIMIA PEr1OH
naMsAT! Ha AOWCK, yaansem nepexofHuku, 3a-
MEeHSS NX AeNCTBUTESIbHBIMU afpecamu, noc-
ne Yero 3anyckaem Import Reconstructor nnu
LPYryto YTUIUTY aHanorn4yHoro HasHa4eHus
W... HET, 37O eLLe He Bce! D10 ToNbKo Havano!



MoTpebHoCTh B 0TNAJ0YHOM MpoLecce-cepBepe 06bACHS-
€TCA TEM, YTO MO JPYrOMY TIOBUTb UCKHOHEHNS HA NPUKNaAHOM
YPOBHE NPOCTO HE NoJy4aeTCcs. A KaK Xe MeXaHu3Mm CTPYKTyp-
HbIX MCKITIOYEHWIA 1K, cokpalleHHo, SEH? Pervctpupyem ceoit
COBCTBEHHbI 06pabOTHMK 1 TOBUM UCKITHOHYEHWS, YTO Ha3blBa-
€TCA M0 MECTY BO3HWKHOBEHWS. ITO n3basnset Hac oT API-BbI-
30B0B, 06ECNEHMNBAIOLLIMX MEXTPOLLECCOPHOE B3aMMOLEVCTBYE,
KOTOpbIE 3/IEMEHTAPHO NepexBaTbiBalOTCsA Xxakepom. YBbl! Ec-
v 3almwiaemoe npunoxexune ncnons3dyet SEH (a nopasns-
toLee 6OMbLUMHCTBO MPUIIOKEHUI ro UCNosb3YIOT), Hall 06-
paboTUMK OKaXeTCs NepekpbIT ApyruM. CTONKHYBLUUCH C «Ha-
LUMM>» UCKIOYEHUEM, OH MONPOCTY He 6yAeT 3HaTb, YTO C HUM
Lenartb, U C BEPOATHOCTbIO, 6/IM3KON K eMHULE, NPOCTO 3aBep-
LUWT NPUNOXEHNE B aBAPUAHOM pexXume.

TeopeTnyecku yCTaHOBKY HOBOIO 06paboTymKa J1IErko oTcre-
OVWTb, yCTAHOBMB annapaTHyro TOHKY OCTaHOBa Mo JOCTYNy K na-
mATK Ha agpec FS:[00000000h]. OnepauynoHHble cUCTEMBI Ce-
meiictea NT no3BonsaT NpUKNagHbIM NPUNOXEHNAM MaHUMYN-
poBaTb C OTNIAaA04HLIMM PErUCTPAMY HePe3 KOHTEKCT, MpUyeM OT-
Nafio4HbIN PErncTp OENCTBYET NULLIL B paMKaXx «CBOEro» npoLec-
ca, He MeLLas paboTaTb BCeM 0CTaslbHbIM, HO 9X «3abblBaeT» CO-
XpaHsTh OTNIaf04HbIE PETVCTPbI B KOHTEKCTE «CBOEr0» NpoLecca,
1 OHW NPMOBPETAIOT rNOBANbHbIV XapakTep, BO3LENCTBY LN
Ha Bce npouecchl! Tak 4To B HEN 3TOT TPHOK HE NMPOXOQMT.

A BOT gpyroun cnoco6: yctaHaBnvMBaem ppansep, nepe-
XBaTblBaKOLLMIN UCKIOYEHNS Ha ypoBHe IDT u B3aumogenct-
BYIOLLMIA CO CBOMM npoueccom nnbo Yepes DeviceloControl,
nn6o 4vepesd NtReadVirtualMemory/NtWriteVirtualMemory/
KeDeattachProcess/KeAttachProcess. 310 BrnonHe HafexHo,
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OfHaKo HanuncaHue [panBepoB — 3aHATNE YTOMUTENBHOE U COB-
ceM Hebe30MacHoe B MaHe «rofyobix 9KpaHOB cMepTu». K To-
My e pa3paboTHMKy 3aLLuTbl NPUAETCA NMM60 HA0TPES OTKA3bI-
BaTbCS OT NOAAEPXKKM 9X (KoTOpas Bee eLe xwmaal), nnbo peanu-
30BbIBaTh Cpady ABa Apavisepa! TeM He MeHee 3alUmnTbl TAKOro
TVNa BCce-Taku BCTpeyatoTcs. HeaaBmucrmo OT TOro, kak npouc-
X0QmMT 06paboTKa NCKIIOYEHNS, CIIOMAaTb TaKyH 3aLLWTy O4EHb
npocto! Y1utaem nepayto CTpaHULy, OXULAEMCS 3aBEpPLUEHNS
pacLunpoBkm, COXpaHsem ee Ha AUCK, obpallaemcs K cnegy-
IOLLEN CTPaHULE W... BENCTBYEM TaK [0 TeX Nop, NokKa B HaLLMX
pyKax He oKaxeTcs BeCb 06pa3 Lennkom. CTOUT TONbKO BHef-
puTb KO Aamnepa B afpecHoe NPOCTPAHCTBO 3aLLMULLEHHOrO
npouecca... U NpoTekTopy 6YAET O4EHb CIIOXKHO OTNINYNUTL 06-
paLLeHus camon nporpammbl OT obpaLleHnin jamnepa.
MocnepHune Bepcuu npotekTopa Armadillo, HegasHo nepe-
MMeHoBaHHOro B Software Passport, peannaytoT HaMHOro 6onee
HaOeXHbI, XOTH 1 YPe3BbIHANHO HNU3KO NPON3BOANTESNbHBIN Me-
XaHU3M TPaccupyoLLen pacLuMppoBKu, Npn KOTOPOM BECh KOA,
nporpammbl 3aumndpoBaH LenukoM. Cepeep TpaccvpyeT Knu-
€HTa, pacluMgpoBbIBas N0 OQHON MHCTPYKLMKM 3a pas (npeabl-
JyLas UHCTPYKLMSA NPy 3TOM 3aLundpoBbiBaetcs). CHATb gamn
TynbIM 06PALLEHNEM K NAMSATM yXKe He NMonyYaeTcs, NOCKOMNbKY
3aLLUMUTY MHTEPECYIOT TOMBKO UCKITIOYEHMS, BO3HUKAKOLLME NP
NCNOMHEHUW. Bce, YTO Mbl MOXEM, 3TO «BKIIMHUTLCSH» MeXZy
3aWNdPOBaHHLIM MPUIOXEHNEM U pacLUMdPOBLLNKOM, «KOJSI-
NEeKLUMOHMPYA» pacLUnpOBaHHbIE MHCTPYKLMK, 06pasytoLLve
Tpaccy noToka BbinonHeHus. Mockonbky, goctnyb 100% Mok-
PbITUA KOAA NPAKTUYECKM HEBO3MOXHO, MOMYYEHHbIN gamn 6y-
LeT HENOJTHOLIEHHBIM, HO TYT €CTb OAWH ManeHbKui HioaHc. Io-

MomMrMO co3aaHs NEPEXOJHVKOB HEKOTOPbIE
(pyHKLIMM KONMPYIOTCS NPOTEKTOPOM LIENMKOM!
Monpo6Hee 06 3TOM NprMeme MOXHO NPOYNUTaTb
B cTaTbe «T04KM ocTaHoBa Ha win32 APl 1 npo-
TUBOZENCTBME UM>» — pasgen «KonvpoBaHve
API — (hyHKLMIA LLeNMKOM», KOTOpas HaxoguT-
cs1 Ha http://kpnc.opennet.ru/adt.zip.

3ameHa jx ¢ nocnepyowien aMynsum-
eW. lNpu «oTBsI3Ke» NporpamM OT NpoTeKTopa
Armadillo camoe cnoXxHoe — 3T0 BOCCTaHOBSIE-
HUE OpUrMHANBHOIO KOAA Mporpammbl. 3aluy-
Ta Ausaccemonmpyet obpabdartbiBaembii dhan,
HaxoOuT B HEM YCIOBHbIE 1 6€3YCNOBHbIE Me-
pexonbl, 3anNMCcbiBaeT NOBEPX HUX KOMaHAZy
INT 03h, a cam nepexof CoxpaHseTcs B CBO-
eVi BHyTpeHHel Tabnvue nepexomos. MNpouecc-
CEPBEP NepexBaThIBAET UCKOHEHNE, BO3BYX-
pnaemoe nHetpykumein INT 03, «cMoTpuT», OT-
KyAa OHO MPWLLITO, M3BMEKaeT 13 Tabnuubl co-
OTBETCTBYIOLLMI 3TOMY afipECY MEPEXOS U SMY-
NIVPYET ero BbIMOTHEHWUE C MOMOLLIbIO apudme-
TUYECKMX MaHUNYNALUA C permcTpom chnaros
(To CTb B ABHOM BULE NEPEXOAbI HAFAE He Xpa-
HsTCs!). BOT TpY rnaBHbIX MUHYCA TaKoro pe-
LLIEHUS: BO-MEPBbIX, HET HUKAKOWM rapaHTuy,
YTO 3aLLmTa MpPaBubHO An3accemonmpyer 06-
pabaTbiBaemyto NporpaMmy 1 He CryTaet ne-
PEexof, ¢ Apyro KOMaHgon; BO-BTOPbIX, IMYNS-
Lms TpebyeT BPEMEHH, CYLLECTBEHHO CHMXas

NPOU3BOAMTENBHOCTb U, HAKOHEL], B-TPETLUX,
OT B3/10Ma 3T0 BCe paBHO He cnacaet! [iusac-
CEMOIMPOBAB 3MYSIATOP NEPEXOAOB (a Ansac-
CeM65IMpoBaTb €ro HECNIOXHO) U 06HAPYXMB
TabnuLy NepexoLoB, Xakep B CYUTAHHbIE MUHY-
Tbl HanmweT ckpunT ans IDA Pro unum OllyDbg,
ypansowmn sce INT 03 n BoccTaHaBnvBa-
IOLLMIA opuUrMHanbHble nepexoabl. CyliecT-
BYeT Aaxe MonyaBTOMaTUYECKWIA B3NOMLLMK
Armadillo, HanvcaHHbI ABYMSA 6oramu pacna-
koBkU —infern0 n dragon (http://www.wasm.ru/
baixado.php?mode=tool&id=220), B cneny-
IOLLMX BEPCUSAX KOTOPOro obelliaHa monHas
aBTOMAaTMYeCKasi pacnakoBKa W Le3aKTuBa-
uma Armadillo.

Mpeo6pa3oBaHue B 6aiT-Kof. MpoTek-
Topbl Themida n Start-Force no3sonsiot npe-
06pa3oBbIBaTh YacTb MALUMHHOIO Kofja 3a-
LLMLLIAEMOI NporpaMMbl B A3bIK BUPTYasb-
HOV MaLLMHbI, TO €CTb B 6aNT-KOA (TakXe Ha-
3bIBaeMbIi p-kogoMm). Ecnu BupTyanbHas ma-
LUMHA rNy60KO «BXMBREHA» BHYTPb MPOTEK-
TOpa, TO OT/IOMATh 3aLUUTY, HE «YMEPTBUB»
npu 3TOM NPUIIOXEHNE, CTAHOBUTCSA Mpak-
TUYECKN HEBO3MOXHO, Kak HEBO3MOXHO He-
NMOCPEeACTBEHHO Am3accembnmpoBatb 6ainT-
kog. Mo mMeHblUEn Mepe Ansi 9TOr0 Heo6Xo-
OMMO pa3obpatbCs C anroputmMom padoThbl
BMPTYanbHOW MallWHbl U HanucaTb cneuw-

asnbHbIV MpoueccopHbin Mogysb Ans IDA Pro
WU CBOM COOGCTBEHHLIV fu3accemonep. 1o
04eHb TPYLOEMKOE 3aHATUE, OTHUMaKLLee
y UCCriefoBaTens Ky4y CUn v BpeMeHu, a Befb
6aNnT-KoL BUPTYanbHOW MalluWHbl B Crepyto-
LMX BEPCUSIX MPOTEKTOPA MOXET 6biTb M3-
MEHEH 1 paHee HanMCcaHHbIN NPOLECCOPHBINA
MoAyb/au3accemobnep OKaxeTCst HeMpUroa-
HbIM. OTO Hanbonee CToNKas 3aLLuTa U3 BCex,
CYLLIECTBYIOLLMX HA CErOAHALLHWIA AeHb, OfHa-
KO HE CTOMT 3abbIBaTh O ABYX BELLAX: BO-MEP-
BbIX, ECNN MPOTEKTOP CTAHOBMTCA MOMyNsip-
HbIM, @ €ro HOBbIE BEPCUM BbIXOAAT PEOKO, CO-
3aH1e NPOLLECCOPHbIX MOLYNIEN CTAHOBUTCS
9KOHOMMYECKM OMpaBAaHHbIM U 3aLLUTYy Ha-
YMHAIOT IOMaTb BCE XeatoLLme, ECA Xe Ho-
Bbl€ BEPCUM BbIXOLAAT Yy Th JIN HE EXXEAHEBHO,
TO HaBPAL N y paspaboTymka npoTekTopa by-
LeT 0OCTAaTO4HO BPEMEHW A1 paguKanbHOM
NepecTporKN BUPTYasbHOW MaLUWHbl U emMy
NPUXOLUTCSH OrPaHNYMBATLCH MENKUMU 13-
MeHeHnAMM 6anNT-KoLa, KOTOPbIE BbINIMBAKTCA
B MENKWNE N3MEHEHMSA MPOLECCOPHOr0 MOAY-
N, U NPOTEKTOP NPoJoXaT nomatb. Bo-BT0-
pbIX, XaKep MOXET «0ToApaTh» BUPTYanbHYO
MaLLIVHY OT MPOTEKTOPA, COBEPLLUEHHO HE BHU-
Kas B TOHKOCTW MHTepnpeTtauun 6anT-Koaa,
NULLIHWIA pa3 NOATBEPXAas U3BECTHbIN TE3NC:
CrioMaTh MOXHO BCE... CO BPEMEHEM.
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KOMaHAHas paclungpoBKa HE MOXET MUCMOSb30BaTh HY 6J104-
Hbl€, HN KOHTEKCTHO-3aBUCUMbIE KPUMTOANrOPUTMbI, MOCKOMb-
Ky TpaccupyoLLmii pacLLMPOBLUMK HUKOTOA HEe 3HAET Hanepes,
Kakas MHCTpyKLUmMa 6yAeT BbinonHeHa cnepyolen. OcTatotes
TONbKO NOTOKOBbLIE anroputMbl Tna XOR munu RC4, koTopble
0Y4€Hb NIETKO PacLLUNPOBaTL — CTOUT TOMBKO HAWTW raMMy, KOTO-
Pyt NPOTEKTOP, HECMOTPS HU Ha KaK1e YCUMS, CINLLKOM rny60-
KO 3anpaTaTtb BCE paBHO He CMOXET! ECTECTBEHHO, NOMHOCTLIO
aBTOMATM3MPOBATh NPOLLECC CHATUSA Aamna B 3TOM Cnyyae yxe
He y#acTCs v NPUAETCSA NPUBErHYTb K A1M3aCCEMOIMPOBAHMIO,
a 6bITb MOXET, faxe K oTnagke. K cyacTbto, NogobHbIe CXeMbI
3aLUMThI HEe NOJTYHMNM LUMPOKOrO pacnpoCTPaHEHNs U HaBpsg
NM nony4art ero B 0603puMoM 6yayLiem. Tpaccuposka 3ames-
NAeT CKOPOCTb PabOThbl MPUIOXEHNS B [ECATKM pas, B pesyrb-
TaTe Yero OHO CTAHOBUTCS HEKOHKYPEHTOCMOCOOHBIM.

Aamn nsnytpu

CHaTve paMna vyepes MeXaHn3Mbl MEXMNPOLECCOPHOr0 B3anMo-
LENCTBUA — 3TO BYEPALLHMI AeHb. [1na 60pbbbl C aKTUBHLIMU
3alimMTamMm Xakepbl BHeLPSAOT KOf Aamnepa HenocpeacTBeH-
HO B «MOAONbITHBIA» MNPOLECC, YTO NO3BONSET 060NTU Kak ne-
pexsat API-chyHKUMIA, Tak 1 no6eanTb AUHAMUYECKYHD LWNg)-
poeky Tna CopyMem.

Knaccuyeckuii cnocob BHegpeHUs Koga peanmayeTcs Tak:
OTKpbIBaeM npouecc yHkumen OpenProcess, Bbiaensem 6110k
namsaTtu BbizoBoM VirtualAllocEx, konupyem kog gamnepa vyepes
WriteProcessMemory, a 3atem 1M60 co3gaem yhaneHHsblit no-
ToK ¢hyHKupmen CreateRemoteThread (Tonbko Ha NT-nopo6HbIX
cuctemax), nméo nameHsiem peructp EIP B KOHTEKCTE HyXOoro

notoka, obpawasce k SetThreadContext (qencTByeT Ha BCex
cuctemax). EctectseHHo, npeabligywmin EIP gonxeH 6biTb CO-
XpaHeH, a cam NoTOK — OCTAHOBIIEH.

MocTtonte! Ho Beab 3TO mMano Yem OTNMYAETCA OT 00OblY-
HOr0 MEXMnpoLueccopHOro B3anmogenctemal OyHkuum
NtAllocateVirtualMemory/NtSetContextThread/NtCreateThread
no6as 3almTa nepexsaTmt co cMakom! (HUKakoni owmnbkn TyT
HeT, APIl-cdoyHkums CreateRemote Thread B pencTBuUTENbHOC-
TW NpeLcTaBnseT cobon «06epTKy» BOKPYr ALEPHOW (yHK-
umn NtCreateThread.)

XopoLuo, BOT fpyron knaccuyeckunin nyTb. MNomelaem gam-
nep B DLL n nponucbiBaem ee B HKLM\Software\Microsoft\
Windows NT\CurrentVersion\Windows\Applnit_DLLs, B pe-
3ynbrarte 4ero oHa 6yget oTobpaxaTbCs Ha BCe NpoLiecchl, Ka-
Kve TOMNbKO eCTb B CUCTEME, U Nepes nepefaden ynpaeneHus
Ha o4YepenHON 3anycKaeMbln MPoLEeCcC NepBovi NONYYUT ynpas-
neHwne Hawa DLL! K coxaneHuto, 06 3TOI BETKe 3HAIOT He TOMb-
KO NPOTEKTOPbI, HO U APYrWe MPOrpamMMbl (HTUBMPYChbI, Nepco-
HanbHble GpaHamayapbl) 1 cnedaT 3a Hel. Halwa 3anucb mMo-
XET ObITb yAANeHa eLle [0 TOro, Kak famnep npucTynuT K pa-
60Te! Ecnun xe eMy BCe-Taku yaacTcs nosyyYnTb ynpasfieHune,
nepBoe, YTO OH [OMKEH CAenaTb, — BblAenuTb cebe 650K na-
MSATU BHYTPU npoLecca, CKOnMpoBaTb TyAa BeCb HEOOXOau-
MbIA Kog 1 BepHyTb BeTKY Applnit_DLLs B ncxogHoe coctos-
Hue. MockonbKy Aamnep nonyyaet ynpaeneHue eLle fo Toro,
Kak 3aluta Ha4yHeT paboTaTb, OHa HUKaK He CMOXET o06Hapy-
XUTb, 4TO 30ECH KTO-TO yXe nobbiBar.

VcknioyeHne coCTaBNAT aKkTUBHbIE 3aluTbl Pe3VAeHT-
HOro TVNa, NOCTOSIHHO NPUCYTCTBYIOLLME B CUCTEME Jaxe ec-
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NN 3alyiiaemMbln hann He 6bin 3anyLeH. Ho B aTom cnyvae
OHW CTaJIKMBAKTCA CO CnegyroLlein npobaemon — Kak oTnu-
YUTb «CBOW» MPOLECC OT BCEX OCTanbHbIX? M0 MMeHN dhan-
na? 370 He CNULLIKOM HafeXHo... JlyyLue ncnonb3oBatb «MeT-
KYy» — YHUKasIbHOE coyeTaHne 6anT no onpegeneHHomy agpe-
cy. C Takvmu 3almtamu CnpaBuTbCA O4EHb CMOXHO, HO BCe-
Takn BO3MOXHO. lNepenpo6oBaB HECKONbKO BapuaHToB, aB-
TOP OCTAHOBWJICA Ha ClegyloLleM anroputMme, KOTOpbIn 06-
XOQWT BCE CYLLECTBYIOLLUME HA CErOOHALLIHUIA AeHb aKTUBHbIE
1 NacCuBHbIE 3aLUUTHI:

B Konupyem opuriuHanbHbIi chaiin (¢ 3almton) B tmp.tmp.

B OtkpbiBaeM opurmHanbHbIv hain B hiew, nepexogum B To4-
Ky Bxoaa (EP) n ctaBum jmp Ha cBO6OAHOE MECTO, FAe U pas-
MeLLaeMm Kog aamnepa, KoTopbIi npy NonyyYeHnmn ynpaene-
HUS OCYLLECTBNAET CnegyoLme LENCTBUS:

B BbigenseT 610K NamMaTV U KOMUpYeT Tyga CBOe Teno,
06bI4HO MOArpYyXaemoe ¢ ancka (aMHaM1Heckyto 616-
NNOTEKY NyHLle He 3arpyXaTtb, MOCKOSIbKY HEKOTOPbIE
3aLWnTbl KOHTPONMPYOT cnucok DLL v ecnn BbI3oB naeT
13 HEM3BECTHOWN UHAMMWYECKON BUBNNOTEKM, pacLeHu-
BalOT 3TO KaK BTOPXEHWE);

B ycraHaBnuBaeT Tarimep vepe3 API-cyHkumto SetTimer
C TakuM pacyeTom, 4To6bl Npoueaypa gamnepa nosny-
yuna ynpasneHue, Korga Becb kop OygeT MONHOCTbIO
pacnakoBaH unu, B cnydae ¢ CopyMem, korga 3aiiu-
Ta ycneeT yCTaHOBUTbL OTNAA04HbIV NPOLLECC (KOHEYHO,
cHATb gamn B OEP B 3TOM crnyyae yxe He nonyyutcs,
HO Jaxe Takon Jamn fiyyile, 4em COBCEM HUYEero);

B nepenMMeHOBbLIBAET OPUrMHaNbHbINA hain (TOT, 4TO Uc-
MONHSAETCA B JaHHbIN MOMeHT!) B tmp.xxX, a dhaviny tmp.
tmp BO3BpaLLaeT OpUr1MHanbLHoe UMs;

B BbiuMLIAET cebs M3 namsaTn, BocctaHaBnmBaeT EP u ne-
penaeT ynpasneHue 3alluLLeHHON NporpaMme;

B ecnv aKTVBHaA 3aLLMTa OXpaHSaeT CBOM (hais, ono3Ha-
Bas €ro no curHatype, MCnofib3yeM Kakon-Huoéynb 6e-
300MIHbIN YNaKOBLUMK C «HYN1eBbIM NO60YHBIM 3dhdhek-
ToM» TMna UPX, npu 9TOM BCe BbllLeyKa3aHHble OenCT-
BUS CNEAYET BbINOMHATH HA OTAENbHO 3aBEAOMO «CTe-
pYNbHOW» MaLUWHE;

B 3anyckaeM MOgUGMLMPOBaHHLIV (haiin Ha BbINOIHEHWE.

Takum 06pa3om, 3aLimTa He CMOXET 0OHapPYXUTb N3MEHe-
HWV HU B (haine, HY B NamaTu (Mpu NonbITKe onpeaeneHms nme-
HM TekyLlero hanna onepauuoHHas cuctema byget BO3Bpa-
Latb TO MMs harna, Kakoe OH MMeN Ha MOMEHT 3anycka, ur-
Hopupys hakT ero «OHNanHOBOro» NepemMeHoBanms). Ho aTo
CIMLUKOM rPOMO3KMI M HABOPOYEHHbIA anropuTM, K TOMY Xe
aKTWBHOW 3aLLMTE HUYEro He CTOWT NepexsaTtuTb SetTimer v 3a-
NpeTWTb YCTaHOBKY TaliMepa BHYTPU «CBOEro» npoLuecca Ao 3a-
BEpLLEHMS pacnakoBku/nepepayn ynpasnexus Ha OEP.

3ab6aBHO, HO MHOTrMe 3alnTbl 3a6bIBAOT O YHKLUK
SetWindowsHookEx, nossonstoLei BHeapaTh cBoto DLL B ag-
pecHoe NpoCTPaHCTBO Yy>XXOro npoLecca. Bnpouem, faxe ecnu
6bl OHV NOMHWNY O HEW, OCYLLIECTBUTL KOPPEKTHBIA Nnepexsat
BECbMa He nNpocTo. MHorue neranbHble NPUNOXEHUS (Hanpw-
Mep, MynbTUMEANAHbIE KNaByUaTypbl N MbILLK C BOMOSTHUTENb-
HbIMW KHOMKamMK o 6okam) ucrnonsaytot SetWindowsHookEx
LN paclumpenuns OYHKLMOHANBHOCTH cucTeMbl. He cylyecT-
BYET HMKAKOro crnocoba OTNMYUTL «HECTHOE» MPUNOXEHNE
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OT famnepa. 3almTa MOXET pacno3Hatb (hakT BHeApeHWs
yyxon DLL B afpecHoe NpoCTPaHCTBO OXPAHAEMOrO ee Mnpo-
Liecca, HO OTKyAa emn 3HaTb, 4To 3Ta DLL genaet?! MoxHo, Ko-
HEYHO, NPOCTO BbIFPY3UTb €€ U3 NamaTu (Unn BOCNPENATCTBO-
BaTb 3arpy3ke), HO KAKOMy MOb30BAaTES0 MOHPABUTCS, YTO Ne-
rasibHO NpuobpeTeHHan nporpamma KOHMINKTYET C ero Kpy-
TOW KNaBuaTypou, MbILLbKO UM APYTMM YCTPONCTBOM? Tak 4To
SetWindowsHookEx npw Bcel cBoe He3aTeinmnBoCTM — [O-
BOJIbHO HEMI0XOM BbIOGOP A1 Xakepa!

Cambiin pagvKanbHbIii Cnocod BHEAPEHNS B HyX0e afgpec-
HOe MPOCTPaHCTBO — 3TO NpaBka CUCTEMHbIX OUGMOTEK, Ta-
knx kak KERNEL32.DLL vnn USER32.DLL. MNpaBnTb MOXHO
Kak Ha [ucKe, Tak ¥ B NamsTy, OQHAKO B NOCNEeAHeM cnyyae
3alMTa MOXEeT Nerko pasobnadnTte pakT BTOPXEHWs npoc-
TbIM CPaBHEHWEM CUCTEMHbIX BUBNIMOTEK C X 06pas3oM. BHep-
PVBLUMCbH B CUCTEMHYIO BUOSIMOTEKY, HE 3abyLbTe CKOPPEKTU-
poBaTb KOHTPOSIbHYtO cymmy B PE-3aronoeke, uHade NT oT-
KaxeTcs ee 3arpyxatb. Coenatb 3T0 MOXHO Kak C MOMOLLb0
PE-TOOLS, Tak n ytunuton rebuild.exe, BxoaaLlen B coctaB
SDK. BHeppsTbca nydiue Bcero B API-¢oyHKLMK, BbI3biBAEMble
CTapTOBbIM KOAOM OpurnHanbHoro npunoxexus (GetVersion,
GetModuleHandleA n T. g.), onpenensisi «CBOWM» NpoLecc (yHK-
umen GetCurrentProcessld unu no cogepxumomy garina (noc-
nepHee —HagexHee, T. K. GetCurrentProcessld MoxeT 6bITb Nne-
pexBayeHa 3aLlnTON, KOTOpas O4eHb CUITbHO «YANBUTCS», ECNN
API-cbyHKuma GetVersion HeOXMAAHHO 3aMHTEPECYETCA ULEH-
TUMKaTopOM TeKyLLero npowecca). Bo nsdexarune no6o4HbIX
3(h(heKTOB 3anyckaTb TakoW famnep CrnepyeT Ha «BblOeseH-
HOM» OMepaunoHHOW CUCTEME, CneunanbHO npefHas3HayYeH-
HOW 0119 BapBapCKMX 3KCMEPUMEHTOB 1 06bIYHO paboTaroLLen
nog BupTyansHon mawmHon Tuna BOCHS nnn VMWare.

3akniouenue

MNpaBunnbHO CNPOEKTUPOBaHHAA M JOSMKHBIM 06pa3oM peanu-
30BaHHaA 3aLluTa JOMKHA NPensTCTBOBATb HeneranbHoOMy Uc-
MONb30BaHMIO NPOrpamMMbl, HO HE UMEET H1 MOPanbHOTO, HU KOpU-
LMYECKOro npasa MeLlaTb YeCTHbIM MOIb30BATENAM U YK TEM
6onee BTOPraTbCs B ONEPALMOHHYIO CUCTEMY, MPON3BOLSA HUKEM
HE CaHKLMOHMPOBaHHbIEe n3MeHeHus. MNocnegHue Bepcum npo-
TekTopoB Themida n Software Passport BNnoTHyt0 npuénmxa-
toTcs K rootkit. ELLle HEMHOMO 1 OHM NPEBPATATCS B HACTOALLME
BMPYCbI, CO3LaHNe KOTOPbIX MPECNERyeTCs No 3aKOHy. @

Mone3Hble CCbINKK:

1. CoBpeMeHHble TEXHONOrUW AaMmnuHra u 3awmTbl ot Hero. OT-
nnyHas cTatba OT codfarens eXtremeDumper gocTynHo paccka-
3blBatoLLAs O TOM, KaK MPOTEKTOPbI 3ALLMLLAIOTCS OT CHATUSA AaMm-
na, n 06bSACHAIOLLAs, KaK 3TW 3aLnTbl 060MTH (Ha PyCCKOM A3bI-
ke): http://www.wasm.ru/article.php?article=dumping.

2. 06 ynakoBLlMKax B nocnegHuii pa3s. O6LeMHbIN Tpya, Co3aaH-
HbIi KONNEKTUBOM JyHLIMX OTEHECTBEHHbIX XakepoB BO rnaBe
C nereHgapHbiM Bonopei 1 oxeBaTbiBaOLLMin BCE acnekTbl pabo-
Tbl YNAKOBLLMKOB, NPOTEKTOPOB 1 CAMOW OMepaLMOHHON cucTe-
Mbl (Ha pycckoMm a3bike): http://www.wasm.ru/article.php?article
=packlast01 (nepeas 4yacTb); http://www.wasm.ru/article.php?
article=packers2 (BTopas 4acTb).

3. Kacnepcku K. leHHas nHxeHepus Ha cnyx6e pacnakosku PE-chan-
noB. — XXypHan «CuctemHbI agMuHncTpatop», Ne5, mai 2006 T. —
58-68 c.



