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Intel core

Kpuc Kacnepcku

Mpoueccopob! Intel Core 2 Duo (M He TONLKO OHK OAHM!) COAEPXAT MHOXECTBO OLUMOOK, NPUBOAALLUX
K c60AM nporpamMmHoOro o6ecne4yeHus, 3aBUCaHUAM ONepaLUoOHHON CUCTEMbI U JaXe BO3SMOXHOCTH

YAaneHHoro 3axpata ynpasnesus komnbrotepom! YacTb oIMGOK 06X0AMTCA NPOrpaMMHbIM NYTEM,

yacTb - 06HoBneHuem mukpokoaa LM unu npowusku BIOS, ocTaswmecs - Heucnpasumbl U TPEOYHOT
CMeHbl npoueccopa. Hackonbko peanbHbl 3TH yrpo3bi? Monpobyem pasobpatbes!

Linux) 3a 60nblloe KOMMYECT- NMCb pa3paboTynkamMym KOMNMAATOPOB. AeEKTOB (38 UCKIOYEHUEM 3HAMEHM-

BO NPOrpammHbIX OWKM60K, Mbl  Ceivac OHW NPeACcTaBAAOT pasBe Y4TO  TOW OLUMOKWM OEneHWs, ONUCaAHHOW B Of-
«M0 YMOSHaHWIO» 3aKNaAblBaeMcs Ha He-  NO3HaBaTeNbHbIA MHTEpeC. JlereHaap- HOUMEHHOW BPe3Ke) 4O LLUMPOKOM 06LLe-
NMOPOYHOCTb annapaTHoro obecneye- Holl «Hamarsoft's 86BUGS list», Hacun- CTBEHHOCTM TaK W He JOLLEN, OrpaHnymB-
HWS, NPOEKTUPOBLLUKM KOTOPOrO HUYEM  ThIBAOLLMIA CBbILLE COTHU OLUMOOK, HEAO-  LUMCb KPYroM NPOU3BOAUTENEN MaTEPUH-
He OT/IMYaloTCa OT pa3paboTyMKOB One- KYMEHTMPOBAHHbLIX MaLUMHHBIX KOMaHg — ckux nnart, npowwmsok BIOS, paspa6oTyum-
paumoHHbIX cucteM. [1o Tex nop, noka ¥ OCOBEHHOCTEN UX NOBEAEHUS, NOCNER- KOB OMNepaLyOHHbIX CUCTEM/KOMMUASATO-
npoLeccopbl 66111 NPOCTBIMU (OTHOCK-  HWI pa3 06HoBNANCS B 1994 rogy, noc- POB U NPOYEN TEXHUYECKOW NUTON.
TENbHO ONEPaLMOHHBLIX CUCTEM), BbIXO-  Jl€ HEro OTNPaBMIICS Ha CBanNKy UCTOPUN, Bo3bMeM, K NpuMepy, UHCTPYKLMIO
QWM peaKo M TeCTUPOBANWCh TLLATENb-  3aXNeBHYBLUMCH B NOTOKE Ae(eKTOB, 06- BUTOBOro CkaHuposaHusa «BSF dst, src»,
HO — OLUMOKM «KPEMHUEBBIX KOHEN» HO-  Hapy>eHHbIX B NepBbix Mogensax Pentium-  konupytowyto B dst nHaekc nepsoro yc-

KpVITMKyﬂ Windows (M oT4YacTy CWUNIM €AMHUYHBIA XapakTep W y4uTbiBa- NPOLIECCOPOB, NPUYEM HU OAMH U3 3TUX




TaHOBJIEHHOro 6uTa B src. Kak Bam Hpa-
BUTCS TOT (DaKT, YTO €CMN SIC PaBEH Hy-
nto, To cojepxumoe dst CTaHOBUTCS He-
onpefeneHHbIM, TO €CTb TaM MOXET OKa-
3aTbCs 11060 MyCop, YTO Cepbe3HO OC-
NOXHSET OTNAAKY NporpamMm. Jonyctum,
Ha MaluMHe paspabdoTumka yCTaHOBIMEH
LM, octaBnsowmnin dst HEM3MEHHbIM,
M paspaboTymK (MM ero KOMNUISTOP)
3aKnajAblBaeTcs MMEHHO Ha Takoe noBe-
fenune LM, A BOT y KOHEYHOro MoSib30-
Bartens dst MoXeT copachbiBaTbCA B HYfb,
HapyLlas paboTocnoco6HOCTb Nporpam-
Mbl 1 3acTaBnss pa3paboTyvka TepsThb-
Cfl B goragkax, C Kakoro MOMeHTa npo-
rpamma nowna pasHoc. O6bI4HO B TaKMX
cny4yasx Bce cnucbiBaetcs Ha Windows
UNu «y BaC Ha KOMMbIOTEPE BUPYChI, Me-
peycTaHOBMTE ONEPALMOHHYI0 CUCTEMY. ..
ax, Bbl yXXe ee nepeyctaHoBmnn?! Hy Tor-
[a Mbl He 3HaeMm, pasbupanTech Co CBO-
el MaLLMHOWN caMu»,

KcTatu, 370 yXe gaBHO He ownb-
Ka, a BnosHe JOKYMEHTUPOBaHHas 0Co-
6eHHOCTb. Intel paxe npMBOAMT NceB-
pokon komaHasl BSF Bo BTOpom Tome
«Instruction Set Reference»:

JncTurr 1. IceBmokon koMams BSF
C «YBaKOHEHHON» OWMBOKO

IF SRC = 0
THEN
ZF := 1;
DEST is undefined;
ELSE
ZF := 0;
temp := 0;
WHILE Bit(SRC, temp) = 0
DO
temp := temp + 1;
DEST := temp;
OoD;
FI;

C TaknuMmn «0COBEHHOCTAMU» MOX-
HO eLle M CMUPUTBLCSH, HO Kyda mpuka-
XeTe AeBaTb ANN30AMNYHECKN BO3HUKALO-
e ncknoyeHns Ha 486+, BO3HUKAIO-
Lme npm 3arpy3ke pernctpa CR3 (ykasa-
TeNb Ha KaTanor CTpaHul) B peructp ob-
Lero HasHaveHns? KoHevHo, Henpeagu-
LEHHbIE UCKITIOYEHNS MOXHO M NOJAaBMTh,
yTo genaet Linux n OpenBSD. [lenatb-To
OHa 3TO [ienaeT, Ho... MecTamu. A Mec-
Tamu He pgenaet. O6palleHns K peruct-
py CR3 npoucxogaTt n3 MHOrmMx oyHKLMIA
f0pa, a a4po nuLleT uenas apMus pas-
paboTYMKOB, HACTb U3 KOTOPLIX OCBEAOM-
neHa 06 9TOM feghekTe, a YacTb — faxe
He nopo3peBaert. B pesynsrate Mbl ume-
€M HecTabusibHO paboTatoLLyo CUCTEMY.

Windows He nbiTaetca cpaxaTbes
¢ aTnM. A 3psa. 3anpeLleHne KaLWmpo-
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Owno6ka penenus B Pentium
Camas rpomkas owumbka B Pentium 6bina 06-
HapyxeHa B 1995 rogy 1 NpoaeMOHCTPUpO-
BaHa Ha cnefyloliemM npumepe: x — (x/y)*y,
pesynbTar KoToporo (ecnu Tofibko y != 0),
[OJIXeH 6blTb paBeH Hymo, 04HAKO Mpu on-
peAeneHHbIX 3HaYeHnaX X 1y (x = 4195835,
y = 3145727) npoueccop Bbigasarn... 256!
lMoTpscatoLasn TOYHOCTb, OAHAKO!
JKypHanucTbl nogXxsaTuim CEHCaLmIo, Bbl-
HyauB Intel NoiTv Ha 3aMeHy NpoLEeCCOpoB,
4ero oHa M3HavarnbHO fenatb He xoTena, Ao-

BaHWA Ha 3anucb B HEKOTOPbIX MOAENsX
MpOLIECCOPOB paspyLLaeT CofepxXumoe
K3la, oTKyaa npoueccop npoponxa-
€T 6paTb paHee CK3WMPOBAHHbIE AaH-
Hble (Y>Xe pa3pyLUEHHbIE), U YTOObI NPO-
rpaMma He «rpOXHynacb», K3Ll HEeo6Xo-
OMMO OYUCTUTb MPOrPamMMHbIM 06pa3oM,
nocnefoBartenbHO CYNTLIBAA AYENKM Na-
MSATU — HEBAXHO Kakue — nullb 6bl 3a-
MOMHWUTB ero. MNoCcKobKY CYMThIBAEMbIE
[aHHble He 6blM MOAUMMLMPOBAHBI,
TO Npw nocneaytoLLem NoCTyneHUN fan-
HbIX B K3LU paHee NpoYnUTaHHbIE SHENKM
namsTy He 6yayT BbITECHATLCS HY B KLU
BbILLECTOSLLEro YPOBHSA, HU B ONepaTune-
Hyl0 NamsiTb, 3aMeLLasiCb HOBbIMM AaHHbI-
MUW. Ha npuknagHoM ypoBHe Takas cuTy-
auus, KOHeYHO, MarnoBeposTHa, Aa W He-
Nb35 HA NPUKNaaHOM YPOBHE yNpasnsTh
K3LLMpOBaHWeM, HO BOT ApaliBepbl COB-
cem apyroe geno! Ecnu HekoTopbIv pe-
FMOH NamATK MCNONb3yeTcs AN obmMeHa
[aHHbIMU C BHELLUHUM YCTPOWCTBOM (BU-
[EOKOHTPONNEPOM UNu NnaTon TenemeT-
puw), BNagenblibl «<HenpaBuibHbIX» Npo-
LIeCCOPOB OKaXYyTCH O4eHb «pafpl» BCE-
BO3MOXHbIM apTedakTaM Ha 3KkpaHe
MOHUTOPA W HEBEPHLIM TenemeTpuyec-
Kum pesynetatam. CTOMT nn yamBNATb-
A, 4TO X86 He Mcnonb3yTCA B KPUTYU-
4ecKuX MHApacTpyKTypax, rae pabota-
t0T NPOCTblE U TLLATENbHO NPOTECTUPO-
BaHHbIe MUKPOKOHTpONNepbI?

Brnpoyem, Mbl OTBNIEKNUCD, XOTS 3TO
BECbMa MONe3Hoe OTBfeYeHune, No3so-
nAOLMe YyuTaTenio NoHaTb, YTO fane-
KO He BCe CTPaHHOCTW NOBEAEeHUa npo-
rpaMMHOro 06ecneyeHns UMeKT npo-
rpaMMmHyo Npupoay v fedeKTbl npoLec-
COpPOB B CMOHTAHHO BCMbIXMBAKOLLMX «[0-
ny6bIX 3KpaHax cCMepTU» UrpatoT Aaneko
He NOCNefHIO Ponb.

Mpoussoautenu UM sepyT ¢ pe-
hekTamm NPOEKTUPOBAHNS OXECTOYEH-
HYI0 60pbOY, NPOroHAA KaXayl KOMaH-
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KasblBas, 4To NAAM, AaneKUm OT MaTtemaTu-
KW, TOYHbIE BbIYUCIIEHNS HE HYXHbI, @ BEpO-
ATHOCTb NPOSBNEHNS OLUMOKM HA MPOU3BONb-
HOM (2 He YMbILLSIEHHO MOATOTOBIEHHOM) Ha-
60pe JaHHbIX 613Ka K Hyno.

C Tex nop coobLueHnit 06 owmnbkax B LiM
Kak 6yaTo 6bl He oTMeyanoch. W notomy 3a-
siBneHue Teo ae PaapTa, 4to Core 2 Duo co-
LEPXUT OrPOMHOE KONMYECTBO OLLUMOOK, MHO-
rme U3 KOTOPbIX LONYCKalT yaaneHHbIn 3a-
XBaT ynpaeneHus, CTano o4epeHON ceHca-
umen roga.

oy (a 7o v KoM6MHaLMK KOMaHA) Yepes
CepuWio arpecCuBHbIX TECTOB, pesynbTa-
Tbl KOTOPbIX TaK UMM MHAYe OTpaxarTcs
B OOKyMeHTauuu unm xe «specification
updates». B yactHocTW, nocnegHue
o6HOBNEHUS cneundukaumum Ha Intel
Core 2 Duo B n060iA MOMEHT MOXHO
ckayatb ¢ ohmumansHoro camnta Intel:
http://www.intel.com/design/core2duo/
documentation.htm#specupdt, pasgen
erraata KOTOporo Ha MOMEHT Hanuca-
HWS 3TUX CTPOK (Maii 2008) HacunTbIBaET
126 OLWMBOK, MHOTME M3 KOTOPbIX KPUTK-
YecKue 1 3aTparmBaloT He TOMbKO fdep-
HbIA, HO U MPUKNAAHON YPOBEHb.
HemHormum nyyiue o6¢cTouT cUTyaums
C cepBepHbIMU NpoLeccopamu: Intel Xeon
Quad-Core 5400 1 ero mnagLumii cobpar
Xeon Dual-Core 5100 HacumTbIBatOT N0 54
ouuMansHO NPU3HAHHBIX fedekTa Kax-
obla. U gaxe ltanium 9000, pekomeHao-
BaHHbIN hmpmoii Intel 4na KpUTUHECKMX
MHGhpacTPyKTYp (massive, mission-critical
computing), xpaHWUT B CBOWX Heppax 85
«©KYKOB», CMOCOGHbBIX 06PYLUUTL CepBep
B 11060/ MOMeHT. A Befib 3TO Of1HO U3 ca-
MbIX JOPOrMX W TLLATENBHO NPOTECTMPO-
BaHHbIX NPOu3BeaeHwii Intel, opmeHTHpo-
BaHHOE Ha KOPMOPaTUBHbIA CErMEHT PblH-
Ka, KOTOPbIN OLUMOOK HE MPOLLAET U Ha KO-
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Pucynox 1. Intel Core 2 Duo co BcemMn
om6kaMu, KOTOpHEe B HEM TONBKO eCThb
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TekcT coo6uenus Teo ge Paanra,
ony6yMKOBaHHbIN B KOHLLE UIOHSA
2007 ropa

B HacToswwmMn MOMEHT pa3paboTynkn Npo-
rpaMMHOro 06ecrneyeHuns 1 Npou3BoauTe-
NN Xenesa 3aHATbl pa3paboTKON «KOCTbI-
neii», UCMPaBAAIOLLMX CEPbE3HbIE OLUMOKM
B npoueccopax cepun Intel Core 2, copep-
Xallyx afckoe Konm4yecTBo 6aroB, U HEKO-
TOpbIX U3 3TUX 6aroB He NPOCTO Menkue ae-
(beKTbl NPOEKTUPOBAHWS, a peasbHble blpbl,
KOTOPbIE€ HECOMHEHHO MOTYT ObITb MCMOMbL30-
BaHbl AN aTak ¢ NPUKNagHoro ypoBHs. Pag
OLLMGOK HEBO3MOXHO HU UCMPABUTh, HU Hal-
TV 06XOJHOE pELLEHE AN NPEAOTBPALLEHNS
UX BO3HUKHOBEHWS. Intel orpaHnymBaeTcs Tem,
4TO NPEeOCTaBNSET TEXHUYECKYIO MHGOPMa-
umio npounssogutenam BIOS v Begywium pas-
paboTynKam KOMMEPYECKUX OMEPALMOHHbIX
cuctem. Open Source-coo6LLecTBO 6pOLLEHO
Ha Npon3Bon cyAbob.

BoT nonHas (Tekywas) errata: http://
download.intel.com/design/processor/
specupdt/31327914.pdf (ccbinka He pabo-
TaeT, T.K. HOMep cneynguKaLum nocTo-
SHHO OGHOBNSIETCS, U NOCNefHsAs Bepcus
MOXeT 6bITb HanfeHa no 6a30BOW CCblIfI-
ke: http://www.intel.com/design/core2duo/
documentation.htm?iid=prod_core2duo+
tab_techdocs#specupdt. — NMpum. nepesoa-
YUKa):

V1 Mbl roToBbI 6UTbCS 06 3aKnaf, YTO OLLK-
60K Ha caMmoM fene ropasfo 6onblue,
4eM aHOHCHMPOBAHO — C KaXAbIM MECSLIEM
errata cTaHOBWTCS BCe 60NbLLE W GoNbLUE
(Tak OHO W OKa3anocb B MOCNELCTBUN. —
Mpum. aBTOpA).

I Intel cyLeCTBEHHO NPEYMEHbLUIAET 3HAYN-
MOCTb 06HaPYXXEHHbIX OLLMGOK — NPaKTy-
4eckU BCe OMepaLMOoHHbIE CUCTEMBI BNS-
natTcs B 3T 6aru.

I B cywHocT MMU (Memory Management
Unit — 6110k ynpasneHns namaTbio) noa-
BEPrcs CYLLUECTBEHHBIM KOHCTPYKTUBHBIM

N3MEHEHUAM M pabOTaET COBCEM He Tak,
Kak B npefblayLlem nokoneHun x86-npo-
LieccopoB. Masno Toro, YTo OH MpeBpaTuI-
CS B CMJIOLIHOE CKOMULLE «TapakaHoB»,
Intel caenana pelunTenbHbIN LWAT BNepes,
Onpegenvs, No e BbIPaXEHWIO, «<HOBbIE
MeTOoAbl 06paboTKM CTPaHWUYHbIX TabauL»
(cM. CTp. 58 — TYT He COBCEM MOHSATHO, YTO
WMEHHO CMOTPETb W rae, NOMCK no dpa-
3e B Google BbIAAET CCIKM TOMLKO Ha
coobLieHne Teo ge Paagra u HU 0AHOIO
LOKyMeHTa oT camoli Intel. — Mpum. aB-
TOpa).

[V HekoTopble OLLINGKM MMEIOT NPAAMOE OTHO-
LLEHME K TEXHUKE «MepenonHeHus byde-
poB» (camas nonynspHas pasHoOBUAHOCTb
aTak Ha CerofHALWHUN aeHb. — Mpum. aB-
TOpa), rae 3awmTa oT 3anucu unu aTpu-
6yT «HEUCNOMHAEMbI» Harl0 UrHOPU-
pytoTca npoueccopoM. Apyrue owmoKu
CBA3aHbl C HEKOFEPEHTHOCTbLIO (T.e. He-
COrNacoBaHHOCTHIO) MHCTPYKLMIA CONpo-
Lieccopa unu e NpoM3BoaaT paspyLue-
HUA NaMSATW — BHE 06nacTu, 0TBEAEHHON
B NOfb30BaHWe NpPUKNagHoOro npoLec-
ca, NocpeacTBOM MoCnenoBaTenbHOCTH
«0BbI4HbIX» (T.€. HENPUBUNETVPOBAHHBIX)
MaLLUMHHBIX MHCTPYKLUA.

[/l Bce 370 KaxeTcs COBEpPLUEHHO HEeBepo-
ATHBIM, HO 3TO0 chakT!

BoT KpaTKui CBOAHbIN KOHCMEKT OLLNGOK
Core 2 Duo ans HeTexHn4eckux nogen: http:/
www.geek.com/images/geeknews/2006Jan/
core_duo_errata__2006_01_21__full.gif (TyT
Theo de Raadt cnerka npotuBopeyut cam ce-
6e, NOCKONbKY MPUBOAUT KOHCMEKT COBCEM
Apyromn errata, ¢ ApyrMMu oLLIMGKaMu 1 Bpyroi
HymMepauui, N03TOMY NePeYUCIeHHbIe HUXe
HOMepa OLUMBOK He UMEeIOT K HeMy HUKaKoro
OTHOLIeHus. — MpuM. aBTOpA).

MpumeyaHue: HekoTOpblE OLIMGKU TU-
na Al65, Al79, Al43, AI39, AI90, Al99 nyra-
IOT Hac TakK, 4To AyLla, MUHYS NATKK, Crycka-

€TCA NPAMO B NMPENCNOLHION. TN «LLUTYHKM»
He MOryT 6bITb UCNpaBeHbl NPOrpamMMHbIM
nyTem, T.e. NOCPEACTBOM MOAuMUKaLum mc-
XOAHOr0 Koda onepauyoHHON CUCTEMBI U/nnn
NPUNOXEHNI, U HEKOTOPbIE U3 HUX 3aTparu-
BalOT BCE OMEpaLMOHHbIE CUCTEMbI, BbINy-
LLieHHble o cepeauHbl 2008 roga, NocKonbKy
MMU nto6bix Intel/AMD 1 cOBMECTUMBIX C HU-
MW NPOLIECCOPOB BCErAa YNpasnsanca ogHUM
1 Tem xe cnocobom. M Bot Teneps Intel roeo-
puT Ham, 4to TLB-6ydepsbl, BXoAsLLME B CO-
ctaB MMU, gonxHbl «cOpacbkiBaTbCi» Ha CO-
BEpLUEHHO MHOW MaHep. Ho gaxe caenas
370, OLWMBKKU NpoLieccopa, NepedUCsiEHHbIE
B errata, He M03BONAT CO3AaTb CTabUNbHO pa-
60TatoLLeln onepaLoHHON CUCTEMBI.

Kak yxe rosopunocb, B 0603Ha4€HHOM
cnucke ckpbiatotcs 20-30 oLIMGOK, KOTOpble
He MOoryT 6bITb NPEoLONEHbI MPOrpamMMHbIM
nyTEM Ha YPOBHE OMepaLnoHHOW CUCTEMBI,
1 3TN OWMOKM CO3LAKT NOTEHUMANbHYO yr-
pOo3y Ans aTaku Ha MaLnHy. [0TOB NOCTaBUTb
Ha 3aknap Kydy AeHer, 4To No KpaHel mepe
2-3 13 HUX peanbHO CMoCcO6HbI Ha 3TO.

Hanpumep, AI90 nogxogut ana ataku
Ha HEKOTOpbIE ONEPALIMOHHBIE CUCTEMBI (4BO-
nyHble coopkn OpenBSD B KoHUrypauum
M0 YMOJIHaHMIO K HAM He 0THOCATCS). B HacTo-
ALLMA MOMEHT 51 6bl HE PEKOMEHA0BAS MPUO6-
peTaTb MaLLWHbI, NOCTPOEHHbIE Ha 6a3e Intel
Core 2, o Tex Nop noka AedeKTbl MPOEKTH-
poBaHWs He 6yayT ucnpasneHbl (4To, MO MO-
1M nogcyetam, 3aimeT 6onbLue roga). Intel
[OIKHa cTaTb 60siee «Npo3payHoi» (a He 3a-
XUMaTb TEXHUYECKME AeTanu, paccblnas nx
Tonbko paspabotynkam BIOS n kommepuec-
KUX OMepaLnoHHbIX cucteM. — Mpum. aBTo-
pa). Mexay Tem MHe XOTenocb 6bl OTMETUTD,
410 AMD C KaXabIM QHEM CTAHOBUTCS BCE Me-
Hee 1 MeHee nonesHoi gna Open Source-co-
06LLEeCTBA, MOCKOMbKY KONMMYECTBO OLUNOOK,
06HapyXeHHbIX B ee mpoLeccopax, pacteT
He MeHee CTPEMMUTENLHO.

TopoM noMumo Intel metoTcs M Apyrue Urpokm, BNpoYem, ctan-
KM1BaIOLLMECH C TEMU Xe caMbliMK Npobremamm.

Mup He coBepLUeHEH, HUKTO U3 Hac He 6e3 rpexa. O6HOB-
nate Mukpokog LM, npowwmeky BIOS (a B KpuTuyeckmx cnyya-
fIX — M Camu npoLeccopbl!) HYXHO Tak Xe perynspHo, Kak Ha-
KnapabiBaTb 3annaTtku Ha onepauyoHHble CUCTEMbI U MpoYee
nporpammMmHoe obecnedeHune. Ax fa, onepalyoHHbIe CUCTEMBI...
C Hux-To BCE M Hayanocs!

... FPAHYN rpom

O3HakomMuBLUUCH C o4epeHon errata Ha Core 2 Duo, Teo ge
Paagar (Theo de Raadt), BegyLuuin pazpaboTymk onepaLlyioHHON
cuctemsl OpenBSD, cnagsiLencs cBoel HaAeXXHOCTbIO 1 3a-

52

LUMLLEHHOCTBIO, NPULLIEN B APOCTb, M HABPOCKIICA Ha NPOV3BO-
nutenei Core 2 Duo ¢ 061MYNTENBHBIMM 3aABNEHUSIMU B CTU-
ne: «Kak ganbLue XuTb 1 4TO HaMm fenatb?!», TyT Xe Noaxea-
YEHHBLIMM NPECCOM 1 CTaBLUMMW [OCTOSHUEM LUIMPOKOW 06LLe-
CTBEHHOCTW, NMOCTENEHHO HAYMHAIOLLEN OCO3HABATb, YTO MO-
MOLUM HET ¥ He 6yneT. CuTyaums o4eHb cepbesHa — gocTa-
TOYHO 6OJIbLLOE YNCNO OLUMOOK He TOMBKO MPUBOAMT K Kpaxy
CUCTEMBI, HO 1 (TEOPETUYECKM) AOMYCKAET BOSMOXHOCTb yaa-
NEeHHOro 3axBarta YnpaBfieHWs, NOCKONbKY HEKOTOPbIE MHC-
TPYKUMW NpW ONpefesieHHbIX 06CTOATENbCTBAX BbIMONHSAOT-
€Al He TakK, KaK 0Xu1aanoch, HanpuMep, NporpammMa, Hanmcax-
Haa Ha JavaScript, MHTeHCMBHO paboTaroLlas C Kllem, Mo-
XET BbI3blBaTb HANPABJEHHbIV yaap No NamMaT, nckaxas af-
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pec BO3BpaTa WM gpyrue ykasarenu
Ha (OyHKLNN.

Pag owmboK npoueccopa «CoTpya-
HW4aeT» € OWMOKaMM MPOrpaMMHOro
nepenonHenus. WWnpoko pacnpocTpa-
HeHa owmbKa HESBHOrO NPUBEAEHNS TH-
noB (kacTuHra) — signed int B unsigned int.
OrpomHoe Konm4ecTBo Nporpamm, Hamnu-
caHHbIx Ha Cu, XpaHaT gnvHy Konvpye-
MOro 6510ka NamsT B NEPEMEHHON TK-
na signed int, nepepasas ee yHKLMK
TMna memcpy() 1 BbIMOSIHAS NPU 3TOM
nposepky «if (len > MAX) return -1», 3a-
6bIBasi 0 TOM, 4yTo ecnu len < 0, To gaH-
Has NpoBepka NPOXOAUT Ha «ypa», & BOT
B npouecce nepepaym aprymenra len
hyHKLMM memcpy() NPOMCXOANT HesB-
Hoe npeo6pasoBaHWe TUMoB B unsigned
int 1, NOCKONbKY Ha X86-npoLeccopax
3HAKOBbLIN OUT ABNAETCA CTapLinMm 6u-
TOM, TO Memcpy NbiTaeTca CKONMpoBaThb
no MeHbLUel mepe 2 ['6 namatu (npu 32-
paspsgHoMm int). BOT MMeHHO, 4YTO «Mbl-
Taetcsa». B xoge konupoBaHnsa yHKLUMS
HENpeMeHHO «Bpe3aeTca» B PErUOH, He-
LOCTYMHbIA HA 3anuChb, U rEHEpUpyeTCs
WCKNOYEHNe, NMPUBOASLLEE K aBapui-
HOMY 3aBEpLUEHUI0 MporpaMmbl (XoTs
B Windows-cuctemax ecTb Hagexaa, 4to
B NpoLiecce KonMpoBaHus ygacTces nepe-
3anucarb agpec 06paboTymKa UCKITYe-
HUI IO HACTYNNEHNS UCKNIOYEHNS, nepe-
XBaTblBas YNpaBfiEHWs NpW ero reHepa-
Lmun, Ho TexHnka SafeSEH npepoTtepatya-
€T TaKoW BapuaHT pas3BUTUA COBLITUI).
OpHako B npoueccope Core 2 Duo nme-
eTCa Lenbli Knacc owmnboK, NpuBoOAs-
LUMX K NPeXAeBpeEMEHHOMY NPepbIBaHMI0
KOMMpoBaHWs 611oKa namsaTi, Korga ero
pa3mep npeBbILLAET pa3mMepbl aApPeCHOro
npocTpaHcTea. B HopmanbHbIX nporpam-
Max Takme OLLNGKM HUKaK He MPOSIBASIOT-
C$1, NOCKOMNbKY HUKTO U3 NPOrpaMM1CTOB
He KonupyeT 6,10k1 naMaTi no 4 e unm
6onee TOro, HoO BOT XaKepsbl... UM npe-
XOEBPEMEHHOE MpepbIBaHne KonMpoBa-
HUS O4YEHb Ha PYKY — OTIIMYHOE CPEACTBO
ONs «J03MPOBAHHOI0» NEPENONHEHMNS
6yhepa B YCNOBUSAX HESBHOIO npeobpa-
30BaHus signed int B unsigned int.

Paspa6otinkun OpenBSD nonbiTa-
NUCb 3aTKHYTb CaMble KPYMHbIe AbIpbl,
nepenucas Kof agpa TaK, YTobbl UCKITO-
YUTb NN XOTS 6bl CHU3UTb BEPOATHOCTb
COObITUIA, BEAYLUMX K MPOSIBIIEHNIO OLLUN-
60K, HO BOT OCTaslbHble MPOrpamMMmucT-
CKME KOMNNEKTUBLI, Bblpaxaacb 06pas-
HbIM I3bIKOM, [laXe He no4vecanucs,
1 B NepByt 04epeab 9TO OTHOCUTCS K HO-
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BomogHomy Server 2008, ang KOTOPOro
3annartok HeT 1 He npeaBmanTcs. Y10 Xe
TOrga roBopuTb O «MOpasibHO yCTapeB-
LUeM», HO BCE eLle paboTatoLleM napke
Windows 2000, XP, Server 2003?!

Ho BepHeMCA K MCXOOQHOMY COO6LLe-
Huio Teo ge Paapra, ony61mMkoBaHHOMY
B KOHLe utoHa 2007 roga, korga obHapy-
XEHHbIX OWNOOK ObINO BABOE MEHbLLE,
4yem cenyac: http://marc.info/?I=openbsd-
misc&m=118296441702631.

CeHcayusa unu peanbHas
yrposa?

NHTepecHo pa3obparbCs, 4TO Xe Tak Ha-
nyrano Teo e Paafra v HacKosbko Be-
nuKa BeposiTHOCTL ataku Ha Core 2 Duo,
Tem 6onee, 4TO 3a Bpems, npoLuefLiee
C MOMeHTa Ny6/mKaLlum, Konm4ecTso 06-
Hapy>XeHHbIX OLIMOOK yaABOMNOCL. AHa-
nN3npoBaThb OLMOKK Mbl Byaem B nopaa-
ke, 0603Ha4eHHOM fe Paanrom, c y4e-
TOM cneunduku onepaLmoHHbIX CUC-
Tem cemerictea NT (Windows 2000, XP,
Server 2003/2008, Vista), Linux n nu-
Hevikn BSD - Free, Net n Open, npuso-
5 odmumanbHyo MHopmaumio n3 errata
CO BCEMV BbIK/TAKaMM W paccyXaeHus-
MM, & MecTaMu — CLeHapusMu peanusa-
LMK aTaku.

Al65: TemnepatypHoe

npepbiBaHue He reHepupyerc

NPy BbIXoJle TeKyLieH

Temmepatypbl 3a Npefebl

B MNMpo6nema: korga DTS (Digital
Thermal Sensor — ungpoBon Tem-
nepaTypHbI CEHCOP) AOCTUraeT of-
HOr0 W3 YCTAHOBJIEHHbIX MOPOro-
BbIX 3HAYEHWI, NPOLLECCOp reHepu-
pyeT npepbiBaHue, NpOTOKONUPYS
[laHHOe cobbiTne B xypHane (IA32_
THERM_STATUS MSR (019Ch) 6u-
Tbl [9,7]). BcnencTene KOHCTPYKTUB-
HOro fedexTa npy JOCTUXEHUM NOPO-
roBOW TEMMepPaTypbl (4TO UHAMLMPY-
etca MSR-pervnctpom IA32_THERM_
STATUS 61T [31]) DTS He renepupyeT
npepbIBaHNs 1 He yCTaHaBNUBAET 61~
Thl XXypHana, faxe ecnu 6bino npou-
[,EHO OHO U3 NOPOroBbIX 3HAYEHWA.

B MocnepcTtBuA: Npu BbIXOAe Temne-
patypbl KpucTanna 3a noporosble
rpaHvubl NpoLeccop He reHepupyet
npepbiBaHus.

B PelueHue: He HalifeHo.

B o6Lem, He Takon yX v CTpaLUHbIN
LedekT, X0TS... y4uThIBas, 4To:

6esonacHocTb

B 99% MaLUMHHOrO BPEMEHM NPOLieccop
«CMUT», NPaKTUHECKMN HE HAarpeBasch;

B npun aKTMBHOM paboTe OJHOrO UK HEeC-
KONbKUX BIIOKOB npoLieccopa Tenno-
BbleNeHne pe3ko BO3pacTeT;

B nqa oTBoga Tenna ¢ KPOXOTHOW nno-
LaamM NpUXOAMTCH NPUMEHSTb BbICO-
KOOBOPOTHBIE BEHTUNATOPbI, XapakTe-
pU3yIOLLMECS BbICOKMM YPOBHEM LLY-
Ma, C KOTOPbIM O4YeHb CITIOXHO (M [o-
poro!) 6opoTbes. Bot nponssogutenu
1 nepeLuny Ha afanTUBHYI CXEMY OX-
naxpaeHusl, aBTOMaTU4ECKM MOBbILLIA-
fOLLYI0 060POTbI BEHTUIATOPA NPU Ha-
rpeBse KpucTanna v npakTU4eckn oc-
TaHaB/IMBAIOLLYIO NOMNacT BO BPEMS
MPOLLeCCOPHOro CHa.

HekoTopble npov3BoguTeNny UCMONb-
3YHOT BHELLHWA TEPMOAATHMK, HO 60sbLIASA
4acTb MOMnaraeTcs Ha NOKa3aHus npouec-
copa — TaK 1 [eLleBne, U TOYHEE, HO ec-
nn DTS He paboTaerT, TO BO3HUKAET Mpsi-
Mas yrposa neperpesa kpucranna, oco-
6EHHO ecnn xakep 3arpy3uT ero Ha non-
HYI0 MOLLIHOCTb, 4YTO OY4€Hb NIErKO CAe-
natb Java-ckpunutom unu Flash-ponmkom.
KpaTkoBpeMeHHbIn neperpes gns LM
B 06LLIEM-TO HE OMaceH, HO BOT cucTema-
TUYECKWIN «Nepekan» BedeT K HeobpaTu-
MOW gerpagauuu kpuctanna. epsbim,
Kak npaBuno, rM6HET K3LL, U cUcTeEMA Ha-
YMHAET BbiAaBaTb KPUTMHECKME OLLMOKM
NPUNOXEHUI 1 BbIOpackIBaTh rofyoble K-
paHbl CMepTy.

Takum 06pa3om, aTakoBaTb CUCTEMY
He HyxHo. OHa 1 cama ympeT 4epes Ka-
KOe-TO Bpems.

AI79: MHCTRYKLMK

3anucH ¢ npethukcom

REP npu onpefieneHHbIX

o6cTOATeNLCTBAX MOTYT

3aBecutb LN

B Mpo6nema: BO BpeMs BbINOSHEHMUS
Cepun MHCTPYKUMIA 3anucu, npep-
BapeHHbIx npedumkcom REP (REP
STOSx/MOVSx), cogepXxumoe npo-
MEXYTOYHOro 6ychepa MOXET BbIrpy-
XaTtbCsA B MamaTb A0 TOro, kak Tyaa
MOCTYNAT akTyanbHble AaHHble. o-
BEEHME NpoLieccopa 3aBuncuT oT no-
psiKa BbINOMHEHWA MHCTPYKLWIA, Bpe-
MEHHbIX XapakTePUCTUK «CMeKyns-
TUBHbIX» MEPEXOAOB U BPEMEHHbIX
XapaKTePUCTUK HEKILUMPYEMOTO By-
thepa 3anucu. ITOT AedheKT pacnpo-
CTpaHseTCs Ha BCE onepauum 3anmcu
¢ npedmkcom REP.
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Cores Duo/Solo Errata
as of January 21, 2006

AE1

Classification / Impact

x87 fFPUSOS5 [Debugger

FET {Floating Point Store--taking data out of the FPU and putting it into
memary with humeric and null segment exceptions may cause General
Protection Faults to be missed and FP Linear Address mistmatch

Show-Stopper, but only
observed by Intel so far

AEZ

begins at byte 0.

Code Segment lirmit violation dwhen the CPU checks to see if the instruction
pointer for the currenthy running prograrm is valid) may occur on 4-Chyte
lirnit check when the code stream wraps around in such away that one
instruction ends at the last byte of a 4-Chyte limit, and the nextinstruction

Show-Stopper. Could be
exploited by a virus—-though
unlikely. Only observed by Intel
s0 far

AE3

POPF and POPFD {pop flags and pop flags double, which restores the
internal FLA&CS register from the memaory stack) instructions that set the
Trap Flag {TF} bits in the EFLAGCS register {causing the processor to enter
Single-Step mode) may cause Unpredictable processor behawiar.

AE4

page with a different memaory type.

REP MOWS (RepeatfMove a string frorm ane mmemary location to another)
operation in fast string mode continues in that mode when crossing into a

Show-Stopper, but only
observed by Intel so far

AES

CPU Memory

such as bad mermory).

Mernory aliasing fusing common mermory *Page Table Entries”) with
inconsistent A {Accessed--rmeaning the page has been usedy and D
{Dirty--rneaning the page has been updated) bits may cause processor
deadlock {such as saying it's “D"irty without saying it's been "AYccessed,
which will only occur with an errant operating systern or a hardware failure,

Show-Stopper, but only
observed by Intel so far

AEG

CPU{OS

EFLACS, taking the processor out of WMEE mode.

WM Qirtual Mode) bit will be cleared on a Double Fault Handler. Following a
task switch to a Double Fault Handler that was initiated while the processor
was in virtual-50586 (WM56) mode, the WM bit will be incarrecthy cleared in

Show-Stopper

AEF

CPUJOS fMemory

{Uncacheable} may consolidate to UC.

Page with PAT (Page Attribute Table) setto USWC (Uncacheable, Speculative,
Wirite Combine) while associated MTTE (Memory Type Eange Eegister)is Ui

AES

x87 JFPUfDebugger

Selectar).

FxSAYE after FMINIT without an intervening FP (floating point) instruction
tray save uhinitialized values for FOP (287 FPU Instruction Operand {Data)
Pointer Offset) and FDS (x87 FPU Instruction Operand (Data) Pointer

AE9S

CPU{OS

containing the descriptor data,

Under certain conditions, LTE (Load Task Register) instruction rmay result
it a systern hang. The conditions are: 1) Invalid data selectar of the TR
(Task Register) resulting in a £GP or #MP fault, 2) SOT (Clobal Descriptor
Table) is not §-bytes aligned; 3) DataBP (breakpoint) is set on cache line

Show-Stopper, but only
observed by Intel so0 far. Also,
any 05 developer who codes like
this deserves this one.

AEID

CPUJOS

Irvalid entries in the Page-Directory-Pointer-Table Register (POPTR) rmay
cause General Protection (£GF) exception if the reserved bits are set to one.

AEI1

CPU fMemory

crossing into a page with a different memory type

REP MOWS operation in fast string mode continues in that rmode when

AE1Z

x87 {FPU

thre frigh soeed of tre FPLL

FP inexact-result exception FLAG (bit 5 of the Status Word) may not be set
if the #lnexactResult occurs in amy FPU instruction with one of these
instructions occurring immediately after: FST/P m32 /64, FSTP &0, FIST{P
ml6 {32, FISTP méd. ANote: frexact orecisiom aocues witest te FFL (Floatimg
Fogt Liit) i werable to fulle represent the resuft i & Fadte mramrer, Fuch a5
A3 Since there are & fiite murtber of Dty i tive FPL fone of 33, 85 or
Fi--depending o e FPLNE currestt precision smodel, aot sl mrrhers can
Xy el T v ) D s Tl =g el ety WAy el gty -t eyt A e A L i e -y workaround of inserting 2 NOPs
o0 e 5T SAgeral e 00 erating s et that s frexact precision faf occurred
This [5 amarke o DECUSe MAFT eeF) SR UCtio s camtot fe reprerested
exactl)y, antd & Frrralf acceptable armourtt of rourtding i uruall toferable for

Potentially catastrophic! If
exact precision is required, the
computation may fail because
the handler has no idea why it
occurred. All numeric
exceptions are routed to EMF,
which is Interrupt 16. Intel's

{No Operation) between the
offending instructions would

notabfy degrade FPU
performance.

PucyHok 2. CBOZHBNI KOHCNEKT OCHOBHHX oummBok Core 2 Duo, Ha KOTOPHIA CChUIAeTCS

Theo de Raadt

B Mocneacteua: npossneHus gedekta
BapbMPYIOTCA OT 3aBUCaHWS NpoLec-
copa unv onepaumMoHHON CUCTEMBI.

B PeweHue: geekt MOXHO 060/TH
Ha yposHe BIOS.

[a... TyT ecTb 0 4eM 3agymaTtbcs.
WHeTpykumm REP STOSx/MOVSx oTHo-
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CSITCS K YUCITY CamblX NOnynsipHbIX. OYHK-
LM MHALMANM3aLMM 1 KONMPOBaHWS na-
MSATW B GONbLUMHCTBE Cly4YaeB peanu-
30BaHbl UMEHHO Tak, U pa6oTaloT OHU
KaK Ha NnpuKnagHoM, Tak 1 Ha SOEpHOM
ypoBHe. TpyoHO NpefcTaBuThb, YTO Npo-
U30MLET, ECN BMECTO 3anuCbIBAEMbIX
[aHHbIX B NaMATb 6YeT BbIrpyXeH My-

cop, CIy4anHo oKasasLuuics B bydepe
WAW... YMbILMEHHO 3aCyHyThbIA Tyaa xa-
KepoM («3acyHyTblli» B CMbIC/IE OCTaB-
LWMIACS OT npegblgyLlen cepun onepa-
LWiA 3anmcw).

K coxaneHuto, Intel He packpbiBa-
€T TEXHUYECKMUX peTanen, u Ham ocTa-
€TCA TOMbKO JorafbiBaTbCs, NPU Kakux
MMEHHO YCNOBUAX BO3HUKAET NPexXaes-
PEMEHHBIN «BbIBPOC» AaHHbIX B NaMATb.
To, 4TO AeekT ycTpaHMM Ha ypoBHE
BIOS, — 310 X0poLLIO, HO BOBCE He (haKT,
4TO 3a 3TO HE NMPUAETCH pacnnaymBaTb-
CSi NPOM3BOAMUTENBHOCTLIO (ECTb MOA03-
peHwe, 4To BIOS npocTo nameHseT gua-
Ma30Hbl BDEMEHHbBIX XapakTeEPUCTHK Noa-
XOASLLMM 06pa3om).

Ncnonb3oBaTb AaHHbIN fedekT
ONS aTaku TeopeTM4eckn BO3MOXHO,
HO NPaKTUYECKM NS 3TOr0 He06X0AMMO
Hay4MTbCA TOYHO BOCNPON3BOANTB YCIO-
BUS, MPU KOTOPbIX MPOUCXOAMT NPeXaeB-
PEMEHHbLIN BbIBPOC AaHHbIX B NaMATb.
W Torpa — xakep CMOXeT ¢ npuknagHo-
o YPOBHS MPOHVKHYTb BHYTPb fApa Nio-
601 onepaLyoHHOM CMCTEMbI, U onepa-
LIMOHHAA cMCTema He B cunax aTomy no-
mewlaTtb. Besi Hapexaa Ha BIOS.

Al43: Napannenbhbie 3anucu

B «4YWUCTbIE» CTPAHULbI NAMATH
Ha MHOronpoLeccopHbIX
CHCTemax BefjyT

K Heonpe/eneHHoMy noBefeHuio

B Mpo6nema: Korga norvyeckuin
npoueccop ocCyLlecTBNSeT 3anucb
B «4UCTYI0» (T.e. paHee He Moau-
(pMUMpOBaHHYI0) CTPaHUUy nams-
TW, a OpYyron Normyeckuin npouec-
COp B 3TO Xe CaMoe Bpems 6o ocy-
LLEeCTBNAET 3annCh B 3TY XE CTPaHu-
Ly, Unn ABHbIM 06pa30M yCTaHaBMW-
BaeT 6UT MogundmKaL M B COOTBETC-
TBYIOLLEM MOfIe CTPAHWMYHOro Kara-
nora, «BHyTPUYCOOHbIE» BOVHbI MEX-
Ly NornveckumMu npoueccopamu, 3a-
KNIOYEHHBIMU B OANH PU3NYECKUI
KpucTann, npu onpegeneHHbix 06-
CTOATENbCTBAX NPUBOAAT K Heomnpe-
LEeNEHHOMY MOBELEHMIO CUCTEMBI.

B MocneacTBuUA: faHHLIA fedekT npu-
BOAWT K HENpeACKa3yemMoMy NoBefe-
HUIO CUCTEMbI U BO3MOXHOMY 3aBU-
CaHmio.

B PeweHue: neekT MOXET BbITb YCT-
paHeH Ha ypoBHe BIOS.

Ox, CTONMbKO MyLpOCTW B 9TUX CJIO-
Bax «HeomnpenesieHHoe nosefeHne». MH-

CHCTEMHELILaAMUHUCTPATOD



XEHepbl X 04eHb Nt06AT. IHXEHepb! BO-
obLe NobAT HEOXMOAHHOCTK, NoacTe-
peratwoLiue ux B HenpeaBuaeHHbIX Mec-
Tax. Ho yero TyT ragate. Bce npepens-
HO SICHO.

®nar mogudukaumm, SBRdsaCb pas-
LenseMbiM pecypcom, BecbMa npuamp-
YMB K MOPSALKY, M BCE Onepaunu C HUM
LOJKHbI ObITh YNOPAZOYEHbl TEMU WUIU
WHBIMW MEXaHW3MaMMn CUHXPOHU3a-
umn. [laxe He CKONbKO cam 3TOT 6uT,
a ero okpyxexve. MogunduumnposaTb
oThenbHble 6UTHI NpOLECCOp He 06Yy-
YEH W OH onepupyeT MaLUVHHBIMU CNO-
BaMu (ONMHA KOTOPbIX He 06fA3aTefb-
HO paBHa ABYyM 6anTaM, B JaHHOM KOH-
TEKCTE — 3TO MUHMMAanbHas nopuus 06-
MeHa ¢ namsTbio, koTopas, Ha Core 2
Duo no ogHMM gaHHbIM cocTaBnsieT 16,
no apyrum — 32, a no TpeTeum — 64 61-
Ta). [poueccop cHavana YiTaeT MaLlvH-
HOE C/I0BO LIeSIMKOM B CBOW BHY TPEHHWI
6ychep, B3BogMT/cOpaCLIBAET OLUH UK
HECKONbKO 6WT, NOCMe Yero 3anvcblBa-
eT ero o6paTHo.

A Tenepb npencTaBuM, 4TO npouec-
COpOB y Hac fBa U OHW OJHOBPEMEHHO
o6paLLalTca K O4HOMY ¥ TOMY Xe COBY.
Torga noBTOpHAs YCTaHOBKA yXe ycTa-
HOBJEHHOMO 6UTa NpMBEdeT K ero copo-
cy! OnepaumoHHas cuctema 6ygeT cum-
TaTb, 4TO JaHHasA CTpaHuLa He 6bina Mo-
OnduumpoBaHa 1 NoToMy Npu HeXBaTke
namsTh He CTAHET BbIrpyXaTb ee B haiin
noaKayku, 4To NpMBeLET K He06PaTUMON
noTepu faHHbIx!

Kak 370 MOXHO MCMonb30BaTh Ans
atakn?! 3aBecuTb CUCTEMY —3TO EPYHAA,
Npw XenaHnm MOXHO pa3pyLunTb LUCKO-
BbIA K3LU, A5 3TOr0 HYXHO OpraHv3o-
BaTb OMEpaLuM 3anucu OJHNUX U TeX Xe
thannos ns aByx (nnv 60nee) pasHbix No-
TOKOB, MapanfienbHo ¢ 3TUM «Cbefan»
BCIO CBOGOJHYI0 ONepaTuBHYI0 NamsTb.
Ha NTFS cambIM rnaBHbIM hainiom se-
nsetcst $MFT, xpaHsLmin nHGopMauuto
060 BCeX OCTanbHbIX (hannax toma. Nps-
Moe o6palleHne K HeMy onepaumoHHas
cuctema 6710KMpYET, HO BOT KOCBEHHOE —
co3faHve/yganeHve/mameHeHne atpuoby-
TOB OfHMX U TeX Xe (hainos U3 pasHblx
NOTOKOB — [OMNYCKAaeT faxe C rocTeBbl-
MW npaBamu. A Kpax AUCKOBOro Toma —
3TO NOCTpaLLHee 3aBUCaHNS.

KctaTtu roBops, aBTopy yxe He nep-
Bblii pa3 NpUxoamnoch BOCCTaHaBNMBaTh
LVCKM, pa3pyLUeHHbIE UMEHHO TakuM 06-
pa3oM. lNpryem o4eHb HEOObIYHBIM 06-
pa3oM. O6bI4HO, ECNM BHE3AMHO OTKJIO-
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Cores Duo/Solo Errata
21, 2006

as of Januar
AE13

6esonacHocTb

Classification / Impact

CPUfMemory

IFUJBSL deadlock may cause system hang.

Show-Stopper, but only
observed by Intel 5o far

AE14

CPUfDebugger

MOV with debug register causes debug exception.

AE1S

CPUfMemory

IMIT does not clear global entries in the TLE.

AE16

CPUfMemory

hang.

Use of memory aliasing with inconsistent memaory type may cause system

Show-Stopper, but only
observed by Intel so far. Also,
any OS5 developer who codes like
this deserves this one.

AE17

CPUfMemory

different mermaory types

Machine check exception may occur when interleaving code between

Show-Stopper, but only
observed by Intel so far

AE18

has planned to fix._

Processor Digital Thermal Sensor {DTS) Readout stops updating upon
returning from C3§C4 state. This is the only errata Intel currenthy

Potentially catastrophic! If
returning from C3fC4 state and
this fails, and then the H5F fails,

the machine could observe

catastrophic failure--though
unlikely.

AE19

CPUfCore Duo only

core.

Data Prefetch Ewvent Manitor (EMOMN) Events can only be enabled an a single

AEZD

CPUJSMP Environment

unexpectedly deassert.

LOCK# asserted during a special cycle shutdown transaction may

Potentially catastrophic! Ina
cooperative, shared CPU
resource environment, if one
CPU needed to be rebooted, it
could potential by leave the other
CPU= in an indeterminate state,
thereby causing a full server
failure--though unlikely.

AEZ1

CPUfCore Duo only

between cores.

Disable "Execution-Disable” bit {(14352_MISC_EMAELES[34]) is shared

Potentially catastrophic! The
“Execution-Disable” bit was
added to help keep hackers

from launc hing viruses. Since
the “Disable” setting is s har ed
across both cores, it could be
such that a state exists where
hackers could gain access ——
though unlikely._

AEZ22

LastBranch Records {LER) updates may be incorrect after a task switch.

Mote: Wfres & task switoh occuwes sttt & OPL Fuch a5 ruetnisng vo oF mroce
DrOgrams at tite Farrre tierre, drfoeemation vefated to the task are stored by
tie procesFor. b BT care, wftere it cairre Troemrerray be arsigired o wirere

SEE godhg o

AE23

CPU{Memory

ECC errors may be incorrect.

Address reported by Machine-Check Architecture (MCAY on single-bit L2

AEZ24

POPFD (Pop FLACS Double) instruction.

Disabling of single-step On Branch Operation may be delayed following a

AEZ5

CPU{OS {Chipset

Performance monitaring counters that count external bus events may
repartincorrectvalues after processor power state transitions.

PucyHok 3. CBORHBII KOHCIEKT OCHOBHHX oumbok Core 2 Duo, Ha KOTOPHN CCHJIAeTCs

Theo de Raadt (npomomxenne)

4aeTca MUTaHWE UK 3aBMCAET CUCTEMA,
TO coflepXnmMoe Kalw-bydepa TepsaeT-
CAl LIeNIMKOM, B pe3ynbTare Yero ToMm oc-
TaeTcs B 60nee unu mMeHee pabortocno-
COBHOM COCTOSIHUM, HO BOT KOrga Teps-
€TCH NULWb 4acTb M3MEHeHUI (paBHas,

Kak Hu cTpaHHo 4 K6 — T.e. paamepy og-
HOW CTPaHWLbI), TO 3TO [aeT BCE OCHOBA-
HUA ONS 3aKMIOYEHWSA, YTO KOHCTPYKTUB-
HbI AedekT B npoLeccopax nposens-
eTCA HaMHOro yvatle, 4em 3TOro cnepo-
Bano OXuaartsb.



0e30nacHoCTb

[py6bIM peLleHem nNpobriemsl ABS-
€TCs Nepexof B 0OHOMPOLECCOPHBIN pe-
XUM, YTO ocyLlecTBnaeTca fobaBneHun-
em kntova /ONECPU B boot.ini). KoHeu-
HO, NPOM3BOAMTENBHOCTL NPU 3TOM Ma-
L,AeT, HO eCNN LLeNIOCTHOCTb A@HHbIX Mpe-
BblLLIe NPON3BOANTENBHOCTU — 3TO He Ta-
Kas yX 1 6e3ymMHasn mepa. A HagesTbCs
Ha npoussoguTenen BIOS... roe rapaH-
TUS, YTO OHU JENCTBUTENBHO CNPaBATCA
C OLLUMGKON?!

AI39: 3anpoc KIW-NMHEAKN

L1-K31ua H3 ofjHoro fAfpa

paspywaer MoguthHIMPoOBaHHYI0

K3IW-NUHEAKY ApYroro Aapa,

npuBoAA K HenpeAckasyemomy

NoBE1EHHI0 CUCTEMbI

B Mpo6nema: korga 3anpoc faHHbIX
n3 fgpa 1 NpMBOAUT K «npomaxy»
L1-kawa, 3anpoc nepeHanpaenset-
cA K L2-kawwy. Ecnu xe gaHHas Kaww-
NUHerka yxe Haxogutca B L1-kawe
fopa 2 u 6bina UM MogucmumpoBa-
Ha, NP onpeaeneHHbIX 06CToATENb-
ctBax fAapy 1 Bo3BpallaeTca HeBep-
HbI pe3ynbrar.

B MocnepctBuA: Henpeackasyemoe
NoBEeJlEHNE CUCTEMbI.

B PeweHue: BIOS moxeT cnpaeuTbea
C 9TOW NPO6IEMON.

Kak 1u3BecTHO, MHOrosiiepHble Mpo-
Lleccopbl UMeT pasfensieMbln (OAuH
Ha Bcex) L2-K3alW u «MHOMBMaOYasnbHbIE»
L1-KkaLwun, hakTMHecKm ansoLmecs vac-
TblO Agpa. B rpy6om npubnvxeHun Mol
MMeeM 06bIKHOBEHHYIO MHOronpoLec-
COpPHYIO CUCTEMY C Pa3fenseMon BHELL-
HENn NamsATbIO Y BHYTPUNPOLECCOPHON
K3lW-namaATblo. Ana nogaepxaHusa na-
MSATU B COrNacoBaHHOM COCTOSIHUW WC-
nonb3yKTCA crneunanbHble KOrepeHT-
Hble NPOTOKONbI, pa3paboTaHHble fecsT-
KK neT ToMy Hasapf. Kazanochb 6bl, B 4eM
npo6nema?!

A B TOM, 4TO co3partenu Core 2 Duo
Unu 3a6bInn 0 KOrEPEHTHOCTU (HY 3TO YX
BpA4 nn), 60, 4TO 60NEE BEPOATHO, pe-
anu3oBanu ee HenpasunbHO. Hackonbko
4acTo pasHble Aapa paboTatoT C OfHUMMU
U TeMK Xe nopumsMu AaHHbIx? OueHb
yacTo! Begb npu nepekioveHnn KOHTEK-
CTOB NOTOKW, CTAPTOBABLUME HA OLHOM
fOpe, paHo Wnv MO3[HO OKa3blBaKTCA
Ha gpyrom! [NocnenHve Bepcumn onepawm-
OHHbIX cucteM nuHeriku NT, Linux n BSD
HaKOHEL-TO Hay4UnnChb OTNMYATh AApa oT
thrnanyeckmx npoLeccopos (B MHOronpo-
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LIeCCOpHbIX CUCTEMAX) U MOTOMY cTapa-
I0TCA MO BO3MOXHOCTU M36eraTtb nepe-
6pOCKM NOTOKOB C OFHOrO AP0 Ha Apy-
roe, NOCKOMbKY Mpu 3TOM NpUAeTcs 3a-
HOBO 3anonHaTh L1-kaw. EcTb gaxe cne-
umaneHble API-GoyHKUMKM Onda 3akpenne-
HUS MOTOKOB 3a ONpeAeNieHHbIM npoLec-
COPOM (SAPOM), HO Ha NMPaKTUKe OHU He
MCNonb3yroTCs, U NPOrpaMmMuCThbl Npeg-
NOYNTAKT LOBEPATb CUCTEMHOMY Nna-
HUPOBLUWKY, anropuTtM KOTOPOro onTu-
Mu3mpyeTca paspaboTymkamm onepa-
LIMOHHOM CUCTEMBI C YHETOM «XapaKkTe-
pa» NpoLecCcopoB, UMEILLMXCA HA PbiH-
Ke. Ho B pacnopsixxeHuu nnaHMpoBLK-
Ka — COTHM NOTOKOB ¥ 06bI4HO TONBKO ABA
(pemko YeTbipe) sappa. Tak 4To n3bexarb
«nepegucnoKaumnii» NOTOKOB HEBO3MOX-
HO, TOYHEE, BO3MOXHO, HO YX CIINLLIKOM
Hea(ppeKkTMBHO.

Kak MOXHO MCnonb30BaTh [AaHHbIN
nedekT ansa atakn? Camoe NpocToe — Hu-
4ero He penatb ¢ cuctemon. OHa 1 cama
ynageT. Pa3pyLueHne AUCKOBbIX faHHbIX
[OCTaTO4HO MarioBEpPOSTHO, XOTS U HE UC-
KnoyeHo Ha 100%, a BOT KpUTH4eckue
cO0M NPUNIOXEHWUIA U ronybble 3KpaHbI
CMepTMN — BMOJIHE OXMOAEMOE SBNIEHME.
[eicTBUTENBHO, €CNW NporpaMmma 4To-
TO 3anucana B namsTh (Ha camom fene
B K3LU, HO 3TO Y€ He BaXHO), a Np1 noc-
nepyloLeM YTEHUN He oBHapyXuna Hu-
KaKnMX M3MEHEHWI, TYT MOXET NPON30i-
TV BCE YTO YrofHo.

ABTOpY yaanoch peanu3osatb paspy-
LUEHME KYYM (AMHAMMUYECKON NamsaTH) ny-
TeM LMKIIMYECKOrO BbIAENEHNS/0CBOBOX-
[EeHUs KpoLLeYHbIX 6510K0B B Java-cKpun-
Te, CNeACTBMEM Yero fBunca kpax 6pa-
y3epa. YncTo TeopeTmHeckn BOSMOXHO
paspyLmnTb Ky4y Tak, 4TobObl nepegartb
ynpasneHue Ha shell-koa, HO gns aToro
HEO6XOAMMO Y4MTBIBATb MHOXECTBO Cre-
LUMdUWYHbIX geTanen, Hem3BeCTHbIX yaa-
NEHHOMY aTakytoLLemy, X0Ts B NpuHLmne
[OCTaTO4HO NPEefCcKasyeMblX.

Ltopm 3anpocoB K no6oMy gpain-
Bepy (Hanpumep, wTopm IP-nakeTos)
TakXe NoTeHUManbHO CnocobeH Bbi3bl-
BaTb Kpax CUCTEMbI, HO, y4UTbIBaS, 4TO
LWTOpPMa 3a4acTylo Bbi3biBatoT BSOD
[axe Ha «NpaBWiibHbIX» NpoLeccopax
(3-3a OLWMBOK CMHXPOHM3aLuuu, fony-
LLEHHbIX pa3paboTynkamu OpanBepos),
0YeHb TPYOHO OMpefenuTb, C KakuM ge-
(heKTOM Mbl UMEeM [eno: ¢ nporpam-
MHBIM UNK annapartHbiM. TeM HE MeHee
XaKepcKui noTeHuman y atak faHHO-
ro Tna BeCbMa BECOMbIN, YTO rMaBHbIM

o6pa3om 06ycnaBnmMBaeTCca NpPoCTOTOM
UX peanusauum.

Camoe HenoHATHOE B 3TOW UCTO-
pvn — Kakoe oTHoweHne umeet BIOS
C «pasbopkam» BHYTpu npoueccopa?!
EOnHCTBEHHOE pasdymMHOe npennonoxe-
Hue — BIOS npocTo 3anmBaeTt 06HOBNEH-
HbIi MUKPOKOA, NpefocTaBneHHbIn Intel.
Mo-gpyromy cnpaeuTbCsA C Npobrnemon
HaBpsA NY NONTy4NTCS.

AI90: ATpu6yT flocTyna

K CTpaHuLe naMATH MOMKeT

6bITb YCTaHOBJEH [10 reHepayum

NCKNI0YeHns

B Mpo6nema: ecnm IMMAT cermeHTa
Kopa ycTaHOBNEH 61IM3KO K KOHLY KO-
LOBOW CTpaHuLbl, TO NPW ONpeaeneH-
HbIX 06CTOATENbCTBAX CreayoLen
3a Hel CTpaHuLe NamsaTh NpoLeccop
MOXEeT HasHa4yuTb aTpubyT focTyna
[0 TeHepaummn UCKITIoYeHns obLue-
ro HapyLUEHWs 3aLiMTbl MK BbiXxoda
3a npepesibl TMMUTOB KOQOBOrO Cer-
MeHTa.

B MocnepacTBUA: Npu NPosiBNEHUN fe-
dekTa cTpaHuua namsaTu, cnegyto-
was 3a nocnegHen cTpaHuUen Ko-
LOBOr0 CerMeHTa, rnosiyqaer atpu-
6yT [OCTYNa, JaXe eC/iv M3Ha4ansbHo
OHa 6blnia HeOCTYMNHA ANA YTEHMS.

B PeweHwue: nary6Hoe BnusHne ae-
hekTa MOXeT 6bITb HEMTPaAM30Ba-
HO NyTEM YCTAHOBKM CTOPOXEBOM
CTpaHuLbl (OTCYTCTBYIOLLEN B Nams-
TW UNWU HEUCMOSTHAEMOW), OTHAENSIO-
LLieV KOAOBbIA CErMEHT OT nocnegy-
fOLLIEro 3a HAM CemeHa.

BoT Mbl 1 gobpanuce go gedek-
Ta, 0c060 oTMeyeHHoro Teo ge Paap-
TOM B KQ4ecTBe NOAXOAsLLero KaHamaa-
Ta O aTakn Ha onepawuMoHHble cucTe-
Mbl (3a ucknoyeHmem OpenBSD B kOH-
durypayum no ymonyaumio). Yto xe ato
3a onepawlnoHHbIe CUCTEMbI Takne?!

B NT numuTbl cermeHToB kofa, AaH-
HbIX 1 CTeKa «pacraxHyTbl» Ha BCE af-
PEeCHOE MPOCTPAHCTBO, HWXHIOK MOMO-
BMHY KOTOPOro 3aHMMaeT NpuKiagHom
Kof, BEPXHIO — onepauMoHHas cucTe-
ma. Tak 4To 3a npepenamm KOJOBOro
cermeHTa Boo6LLe Hu4ero HeT. [1a u 4To-
6bl fobpaTbCsa OO ero KoHua, Heobxo-
OMMO CHavana Kak-To nmomacTb Ha ypo-
BEHb AApa, rae MOXHO fenatb 4To Yrog-
HO 1 6e3 BCAKMX fedeKTOB npoueccopa
(npaBga, B Core 2 Duo ecTb eLle oguH
NHTEPECHbIN fedeKT, 06HapyXEHHbIN

CHCTEMHBIAAMUHUCTPATOP



aBTOPOM W HE OMWCAHHBIV B NOCNeaHEN
errata — NpuW BbINOMHEHUN KYCOYKa WMHC-
TPYKLMK, HaxoasLLerocs B CAMOM KOH-
Lle KOJOBOro cermeHTa, gekomep, onpe-
LEenas ONUHY UHCTPYKLUM NO NEPBbIM
6anTam, nNbiTaeTcs cumTatb ee NpPoLon-
XEHWe, KOTOPOro HET, B pesynbraTe ye-
ro NPOMCXOQMWT «3aBOPOT» B HAYano cer-
MeHTa, NepBON CTpaHWLIEe KOTOPOro Tak-
Xe npuceauBaeTtcs aTpubyT goctyna,
nocne 4ero reHepupyeTcs UCKYeHue,
KOTOpOE Xakepy HEOO6XOAVMMO OTOBUTb,
4yTO6bI CMCTEMA He cBanunacsk B BSOD,
HO 4TO 370 pgact?!

MnagLuve cTpaHvLbl agpecHOro npo-
CTpaHCTBa cneuuanbHo caenaHbl Hepo-
ctynHbiMu B NT s otnosa obpatleHus
no HyneBbIM yKasaTtensm, CBMOETENbC-
TBYIOLLMX O TOM, 4TO MporpamMma o6pa-
LAeTCcs K HEBbIAENEHHON 06nacTu na-
msatn, n Windows nepegaet en UCK0-
YyeHue, KoTopas Ta MoxeT obpaboTaTb
TEM UNU UHBIM 06pa30oM, HO Yalle Bce-
ro 06paboTyYNK KOHCTPYKTUBHO Henpe-
LYyCMOTpeH, 1 Torga cuctema 3asepLua-
eT paboTy NpPUIOXeHWs B aBapuiiHOM
pexume.

YcTaHoBKa atpnbyTa focTyna Ha nep-
BYO CTPaHWLy NpuBeLET K NOLABNEHNIO
UCKMNIOYEHNA, U nporpamMma ynapér
He B MOMEHT obpaLleHns K HyneBomy
ykasarenio, a 4yTb MO3Xe — Korga no-
nbiTaeTcs 06paboTaTb CYATAHHLIN OTTY-
fa Mycop. He cnuwwkom-to 60nbLUoe fo-
CTMXEHUe, K TOMY Xe Nerko peanunsye-
MO€ Ha NpUKNagHoOM ypoBHe 6e3 obpa-
LeHns K gedbekTam npoLeccopa).

Mpasga, 16-paspagHble nNpunoxe-
HUS MUMEIOT CBOU COOCTBEHHbIE 16-pas-
PAAHbIE NUMUTBI, U TEOPETUYECKM Bnaro-
[aps owmbKe B NpoLeccope atakyoLwmii
MOXET NONY4NTb JOCTYN K JaHHbIM, KOTO-
pble eMy 4MTaTb HE NOSIOXEHO. B cMbic-
ne no atpmbyTam CTPaHUL, HE NMONOXEHO,
a TaK... eCfn aTakyLuin MoXeT 3anyc-
KaTb MPUNOXeHns, To 0TchopMaTMpoBaTh
LUCK UV yaanuTb Bee haisibl — 6bicTpee
U HagexHee.

A BOT 13 32-pa3psigHOro npusoxe-
HWA Bbi3BaTb 16-paspagHoe, HYy He TO
4T06bl HEBO3MOXHO, HO BCE-TAKWN J0-
CTaToO4HO CMOXHO (MMEETCs B BUAY Bbl-
30B 13 shell-kopa, ncnonHswLlerocs
B 32-pa3pagHoM npunoxexuw). Opyru-
Mu cnosamu, Ha Windows aToT gedekt
HE 0Ka3blBaEeT POBHbIM CYETOM HUKAKO-
ro BO3eNCTBUS.

A 410 Ha cyeT BSD wu Linux? LUrar-
Hble Apa TakXe UCMOBERYT NNOCKYo
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6esonacHocTb

Classification / Impact

CPU{OS {Chipset

WERW MWERE [LSLFLAR instructions may unexpected update the Last
Exception Record {LER) MSE.

AEZ7

CPUfMemory

ignaled

Hote: This yellowigreen text has been replaced with that immediately below

I originally had this text:
“Should not affect anything in|
32-bit code ~

Since then, Stephane Hockenhull pointed aut ray errar. Itis updated as
follows: “General Protection (#GF) fault may not be signaled on data
segment limit violation above 4 Gigabyte limitwhen operating in a flat 32-
bit rmodel, with a base of 0 and a limit of 4 Cigabytes, This means two or
rmare bytes begin at an address close to 4 Cigabytes, and then would
extend beyond the 4CB lirnit for the last byte”

In those rare circumstances
where this occurs, the system
may overwrite data beginning at
0x0, which could prove
significant.

AEZ28

CPU{x87 {FPU

Performance Monitoring Events for retired floating point operations {C1h)
may hot be accurate.

AEZ9

CPUJDebugger

DR3 address match on MOVD MOV IMOWRNTO mermory store instruction
may incarrectly increment performance monitor count for saturating
instructions executed (EventB1h). Jt roweds to e Ske brtel needs to o
e SIME eirgivte Brougt @ Few aTrore de ST e et gy,

AE30D

CPU

Clobal Pages in the Data Translation Look-Aside Buffer (OTLE) rmay not be
flushed by ESM instruction before restoring the architectural state from
ShRA M.

Potentially catastrophic! Since
the Core Duo is designed to be
operated on a notebook, and
since notebooks typically enter
hibernation modes routinely,

any software using global
paging in SMM mode, upon
returning to nor mal mode, will
be loading data from the wrong
memory location!

AE31

CPUfDebugger

Data Breakpoint{Single Step on MOW 55 or POP 55 (update the Stack

Segment/Selectar) may be lost after entry into SR, Mote: S0 oo o

For ampe Foiftware to wre trere frrtruchions outside of task swaitcl or
debuggitg 00 erations. For tE Fearosn, debugging [ urualls divabied for
e SRR L O ke dfate e foffoming MOV S ar POP S T i

ahrerrahle it @ Firgle-step debugger D) executing ttofe instructions. e

SrEtruction imnre diatel) after will be executed before trapped back to the
debugger.

AE3Z2

CPU

C5 limit violation on RSM may be served befare higher priarity
Interrupts JExceptions.

Should not affect anything
significantly; however many
interrupt service handlers rely
on an order of precedence, such
that interrupt A of high priority
is known not to be an issue
when fif interrupt B of lower
priority is triggered. It could
become significant in certain
Circumstances.

AE33

CPU{OS {Chipset

Hardware Prefetch Performance Monitaring Events may be counted
inaccurately.

AE34

CPUfDebugger

Pending x87 FPU Exceptions (M following STI may be served before
higher priority interrupts.

See AE32.

Mote: This chart will be updated from time to time bazed on Intel's scheduled updates, which are:
Feb 15, Mar 15, spr 19, May 17, Jun 14, Jul 19, dag 18, Sep 13, Oct 18, Mow 15, Dec 13,

PucyHok 4. CBORHBII KOHCIEKT OCHOBHHX oumbok Core 2 Duo, Ha KOTOPHN CCHJIAeTCS

Theo de Raadt (npomomxenne)

mofenb. KofoBbIi CErMeHT HaxoauTces
B CAMOM KOHLIE a[peCHOro NpocTpaHcT-
Ba, W HUYEro MHTEPECHOro 3a HUM HeT.
HekoTopble 3aluTHbIE NakeTsl, paspa-
6oTaHHble eLLe B Ty AaleKyto 3Mnoxy, Kor-
[a npoueccopbl Nofaepxusany atpu-
6yT, «MCMONHAEMBI» TONbKO Ha ypOB-
HE CeneKkTopoB, a Heo6X0AMMOCTb 3a-
LUMTBI CTEKA, KYYU U AaHHbIX OT MChon-
HEeHMs 3a6POLLEHHOr0 Xakepom Tyaa

shell-koga yxe Haspena — NpoM3oLLno
BOT YTO: HeCTaHAapTHble fAEpHbIE pac-
LUMPEHUS ype3anu IMMUTbI CTEKa U cer-
MEHTa AaHHbIX (PaCMOMOXEHHbIX B Ha4a-
ne) 1 oTobpanu y HUX aTpubyT «UCnon-
HAEMbIA». A 32 HUMKU PACcNONOXUNK cer-
MEHT kofAa. BoT ecniv 6bl OHW MOCTYNUAK
B 06paTHOM nopsagke (cHavana Kog, no-
TOM CTEK W AaHHbIe), TO y XakepoB 6bina
6bl NOTEHLMANbHAA BO3MOXHOCTb AOCTY-
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0e30nacHOCTb

GDThase=8003FEO0 Limit=03FF

0008 Code32 00000000 FFFFFFFF
0010 Data3sz2 00000000 FFFFFFFF
BB1B Code32 00000000 FFFFFFFF
0023 Data32 00000000 FFFFFFFF
028 TSS32 80042000 QOOO20AB
0030 Data3sz FFDFFOOO OQOOOTFFF
QO3B Data32 00000000 QBOBOFFF
0043 Datale 00000400 OBOOFFFF
0048 Reserved 00000000 00000000
0050 T$s32 8O55E890 00000063
0058 T$s32 8O0S5E8F8 000000638
0060 Datalé 00022F20 OOBOFFFF

VU U=ZTUTUUUOUOUOUOUODO

¢]
0]
3
3
¢]
0]
3
3
0]
0]
<]
<]

PucyHok 5. Windows mMCHnonmb3yeT «IUIOCKYK» MOMENEL NaMsITH
C «pacCHaxHyTHMM» I'PaHMLAMM CEI'MEHTOB

na K HeJOCTYMHbIM AaHHbIM, BOT TOMBKO... CTEK 1 Ky4a JOCTY-
Mbl 1 TaK... 6€3 BCAKMX AehekToB npoLeccopa.

KoHe4HO, MOXHO NPeAnoNoXuTb, 4TO rae-To eCTb onepaLy-
OHHas cUCTEMA, B KOTOPOI cHavana uayT norb3oBartesibCkune
CErMeHTbl KOAa 1 AaHHbIX, & MOTOM PACMOOXEH CEerMeHT one-
paLWOHHON CUCTEMBI, XPaHALLWIA JaHHbIE, 3aLUMLLIEHHBIE OT YTe-
HUS, NOCKONbKY, 6YAYYN NPOYUTAHHBIMUW, OHW NO3BONSAT NOBbI-
CUTb YPOBEHL CBOUX NPUBUIETUIA, HAMPUMEP, HO... ECNW TaKasl
onepauuoHHas cucTema u ectb, TO 370 He Linux, He Windows,
He BSD v He QNX... a kakaa-To cTyneH4eckas nogenka. Bon-
pocC: Kakon UHTepec ee atakoeatb?! Kopoye, Ha 3TOT AedeKT
npoueccopa MOXHO Boo6LLe He obpalaTb BHUMaHus. Hy pas-
BE YTO Npu paspaboTKe HOBbIX ONEpPaLMOHHbIX CUCTEM, pafu-
KanbHO OTNUYAIOLLIMXCS OT YXKe CYLLECTBYIOLLMX.

A199: 06HoBNEHMe aTPHGYTOB JUPEKTOPHUM KOJOBbIX
CTpaHuy 6e3 «uHBanupayum» TLB MoXXeT npuBecTu
K HEeKOpPeKTHOH 06pa6oTKe McKNiouenns #PF
B Mpo6nema: ncknioveHne #PF (Page Fault — cTpaHnyHbIN
0TKa3) 06bl4HO 06pabatbiBaeTCA C APYrMMU UCKNIOYEHM-
SIMU, NEPEYUCNEHHBIMM B NOPSAKE YBENUYEHNUS NPUOPU-
Teta: #DB (Debug Exception — 0Tnago4Hoe UCKIOHEHME),
Segment Limit Violation (ckntoyeHune Bbixoaa 3a npegensi
CermenTa), #GP (General Protection Fault — obiiee Hapy-
LeHue 3awmThl). Benepcteue pedekta NpoekTUpoBaHus,
#PF ncknioveHne o6pabatbiBaeTcs HEKOPPEKTHO, NPU Ha-
CTYNAEHUN OQHOI0 U3 CRELyoLLUMX COBbITUIA:
I PDE (Page Directory Entry — 3anuck katanora ctpaHuL)
moauduumpyetcs 6e3 «mHeanupaumm» (to invalidate —
penatb HefeWCTBUTENbHLIM) COOTBETCTBYIOLLEN 3anu-
cu TLB (Translation Look-aside Buffer — 6ydep obpat-
HOWM TpaHCnALMu);
I TpaH3aKUUs UCMOMHEHWUsI MALUMHHOW MHCTPYKLMM Ha-
XOAWTCS Ha CTbIKE ABYX CTPAHWUL, NPUYEM BbIMOSHSAET-
CSl OBHO U3 CeayoLLIMX YCNOBUIA:
¢ nNWHeVHbIN LieneBor agpec COOTBETCTBYET MOANMU-
umposaHHon PDE;

¢ PTE (Page Table Entry — 3anucbk Ta6auubl CTpaHuL)
LJ151 LLeNneBoro NIMHeHOro agpeca UMeeT COPOLLIEH-
HbIR 6UT JOCTYNa;

M TpaH3aKLuWu NPeALLIECTBYET OAHO U3 ABYX CIIEAYIOLLMX
NCKMIOYEHUIA:
¢ #DB u #PF;
¢ #GP v #PF.

B MocneacTBUA: NporpamMMHoe 06ecrneyeHne fOMKHO Moo
OTCNeXuBaTtb HekoppekTHoe #PF ucknioverune, npeglect-
BytoLee #GP uckioHeHuto, Tak Xe Kak #PF ncknioyexuto
nepeg #DB.

B PelueHue: He HalaeHo.

HakoHeL-To Mbl fobpanucek fo gedekTa, KOTopbin Teo
Je Paafr xapakTepuayeT Kak «Hy BOT, Tenepb Ham Intel roso-
puT, 4To TLB HyXHO 06pabaTbiBaTh COBEPLUEHHO MHbIM My-
TEM, He MOXOXMM Ha cTapbii». Ox u BpeT! Intel HU4ero Tako-
ro He roBOpUT, NpU3HaBas 3a cobou AedekT U pacnuncbiBascb
B 6ECCUNNM HANTKW NpUemsieMoe 06xoaHoe peLlexune. [edekT,
KOHEYHO, Cepbe3Hblii, U OCTAETCH TOMNbKO YAMBAATLHCS, KakK Cy-
LLECTBYIOLLIME ONEPALIMOHHBIE CUCTEMbI YXUTPAOTCA paboTaTb
Ha Core 2 Duo, He nafatb Kaxppble LeCTb-CeMb MUHYT (XOTS,
BO3MOXHO, OHU 1 MafaoT, HO HE Tak 4acTo).

BbixoZ TONbKO OAWH — XAaTb HOBOW PEBM3MU NPOLIECCO-
pa, ¢ ucnpaeneHHoW owmnbKoih 06paboTkn TLB (nocne yero
Bce 6yOeT «kak npu 6abyLuke»), Nn6o xe MogMduLMpoBaTh
(Npuyem Becbma 3HAYUTENBHO) AAPO ONEPaLMOHHON cucTe-
Mbl, 4TOObl OHO CTabusIbHO paboTano u Ha gedekTHbix L.
Microsoft BbinyckoM Takon 3annaTtkv He 03aboTunach, XoTs
MOXO0Xe, YTO Npu ee MaHepax obpalleHnsa ¢ TLB 0603Ha4eH-
HbI dedbekT He 0co60 1 MewwaeT. A BoT ge Paaar gopaéoran
sapo OpenBSD, 3acTpaxoBaB CUCTEMY OT BO3MOXHbIX «CHOp-
npM30B» CO CTOPOHbI NpoLeccopa. EctecTBerHo, agpo ucnpa-
BUTb (Oa eLLe TaKMM HeoObI4HbIM COCOBOM) — 3TO HE MPOCTO
LBE CTPOYKM KOAA MECTaMM MOMEHSTb, TaK HTO ero MOXHO no-
HATb. KoMy x0o4eTcs 0TayBaThCs 3a Yyxue owmnokn?! A mexay
TeM OLLUMGOK B NPOLECcopax MHOro. ..

3aknio4yenve

Pa3paboTumkm nonynsapHbIX OnepaLmoHHbIX CUCTEM 3a Nocnes-
HUWe rofibl CYLLEECTBEHHO YCUITUIIN UX 3aLLMTY, U 30110TOE BpeMS
aTtak Ha nepenonHstoLmecst 6ydepbl 3akoHYMNOoCh. OCHOBHbIE
nasenKu yxe 3aKpbITbl, U MOUCK peanbHO «paboTaroLwmnx» abip
TpebyeT BCe 60MbLUMX U 60MbLUKNX yCHUnuin. Ho yeununo nm ato
o6Lyyto 6esonacHocTb?! EgBa nn. 310 TONbKO pa33agopwio
XakepoB, CMPOBOLMPOBAB aKTUBHbIA MOMUCK NPUHLMNMANBHO
HOBbIX METOLOB aTak.

HeTpoHyTyI0 UennMHy OedeKTOB Xefe3a Xakepbl TOJSIbKO-
TONbKO Havanu oceavBathb. [Jo cUx NOp HE NPeacTaBNEHO HU
opHoro proof-of-concept exploit n He 3admKcnpoBaHo cnyya-
€B BTOPXEHWS, OCHOBaHHbIX Ha owwmnbkax LI, ogHako... B aT-
Mocdepe OnpeneneHHo YTo-TO NPOMCXOauUT. YTo-TO Takoe..,
He NpeaBeLLaloLLee HUYero XopoLuero.

Bnpouem, He 6ygem nsobpaxatb 13 cedbs Npopokos., npe-
LOCTaBMB COObITUAM pa3BMBaTLCH CBOMM Yepefom, a camu
TEM BPEMEHEM MPUIOXMM MaKCUMYyM YCUniA No obecneve-
HWI0 COBCTBEHHON 6€30MacHOCTU, CKayYMBas CBEXME NPOLUMB-
kun BIOS u BbiGMpas npogyKumio Tex NPpoM3BOANTENEN, KOTO-
PbIM MOXHO BEPUTb U KOTOPbIE AEACTBUTENBHO BOPIOTCA C Aie-
thekTamm npoLeccopos, 0TMeYas CBOM LOCTMXEHUS B COMpPO-
BOOMTESbHbIX (hannax. YTo xe Kacaetcs onepaLoHHbIX CUC-
TeMm, To B IMHenke BSD — OpenBSD HecoMHeHHbIN nuaep, Linux
BCE Ha OQHO NNLO, 1 0COBOI pasHuLibl MeXay HUMM HeT (y 04-
HUX OfHW HepocTaTku, y Apyrux — gpyrue). Microsoft noxoxe
60pOTbCA B OLLMOGKAMM NPOLIECCOPOB BOOOLLIE HE cObMpaeTcs,
a 370 60JIbLLION MUHYC. @)
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