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Kak o6Hapyxutb malware-nporpamMmmbi?

YHuBepcanbHbi MeTOq

Kpuc Kacnepckun

B Windows nocTosHHO 06HapyXnBatOTCA HOBbIE AbIPbl, Yepe3 KoTopble ne3eT malware,
C03/1ai0LL4an HOBbIE NPOLECCHI MM BHEAPAIOLWancs B YXe cylecTeytowue. lpeanaraem pam
yHUBEpcanbHbIA MeTof 06HapyxeHns malware, 0CHOBAHHbINA HA ONpPefeseHnN NOAJIMHHOI O
CTApTOBOro agpeca NOTOKa, Yero Apyrue npunoXxeHusa (BKNOYaa Moryyuin otnapuuk soft-ice)

Aenatb He B COCTOAAHUMN.

HTMBMPYCbI, 6paHaMayapbl U Npo-
Aqme CUCTEeMbI 3aLUTbl XOPOLLO
CMpaBnsTCA C BUpycCamu U 4ep-
BAMW, HO B 60pbbe ¢ malware oHu bec-
CUMbHbI. YTOObI HE YTOHYTb B TEPMUHO-
NOrN4ecKoi myTaHuue, 34ecb v fanee
no TekcTy, nof malware-nporpammamm
6ynyT nonpasymeBaThbCs NMPOrpammbl,
CKPBbITHO MPOHWKAIOLLME Ha YAANEHHbIN
KOMMbIOTEP M yCTaHaBNMBAKOLLME TaM
back-door unu BopytoLime CEKpeTHYI0
MHopMaLMIo.
B nepByto o4epenb Hac 6ygyT uHTe-
pecoBaTb malware-nporpammbl, He cno-
CO6Hble K PA3MHOXEHWIO 1 3a4acCTyto

HanucaHHble UHAMBMAOYANbHO ONS KaXx-
OV KOHKPETHOW aTaku, a noToMmy Cy-
LLeCTBYIOLLME B EANHCTBEHHOM 3K3eMn-
nape. Mpu ycnosum, 4To OHU He pacnos-
HalOTCA 3BPUCTUHECKUM aHanM3aTopom
(a obMaHyTb 3BPUCTUYECKUI aHanu3sa-
TOP OYeHb NIerko), aHTUBMPYC HK 3a YTO
He NOMMaEeT WX, MOCKOSbKY TakUX CUrHa-
TYp eLLe HeT B ero 6ase, fa 1 0TKyAa 6bl
OHW TaM B3anuCb?!

MepcoHanbHbIi 6GpaHaMayap Toxe
He CNULLIKOM HafdexHas 3awmuta. MHo-
XeCTBO [blp AAlT 3N0YMbILINEHHUKY
npmeunernn SYSTEM (4To noebiwe ap-
MUHMCTpaTopa 6yLeT), C KOTOPbIMU MOX-

HO TBOPUTbL BCE YTO YrOAHO, B TOM YUCne
¥ NPUHMMATL/OTNPaBNATL MaKEeTbl B 06-
Xof 6panamayapa.

Tem He MeHee 06HapyXUTb NPUCYTC-
TBME malware Ha KOMMbIOTEpe BCe-Taku
BO3MOXHO. {1 npoaHanuavposan MHO-
XeCTBO 3/10BPeAHbIX Mporpamm u 06-
Hapy>Xun ux cnabble MecTa, BblgatoLime
hakT BHEAPEHUS C FONOBOA.

Kak malware BHeppsieTcs

B KOMNbHOTEP

Hanbonee npuMnUTUBHbLIE 3K3eMNNfA-
pbl malware-nporpamMmm co3gatT HO-
BbIi NpoLecc, KOTOPbIA BHUMATENb-




HbIA MONb30BaTENb JIEFKO 06HAPYXUT
B «gucneTyepe 3agay». KoHeyHo, ons
3TOro HeobXxo04MMO 3HaTb, Kakue npoLiec-
Cbl NPUCYTCTBYIOT B «CTEPUITBHON» CUC-
TeMe v rge pacnonaratTtcs ux ansbl.
B yacTHOCTK, explorer.exe, pacnonoxeH-
Hbin He B WINNT, a B WINNT\System32,
3TO yXe HUKakon He explorer, a camas
HacTosLas malware-nporpammal

Bnpouem, «gucneTtyep 3agay» kpan-
He yA3BMMas LUTYKa, 1 malware-nporpam-
Mbl 6€3 TpyAa CKpbIBAOT CBOE NPUCYTC-
TBME OT ero B3opa. To Xe caMoe OTHO-
cutca Kk FAR, Process Explorer, tlist v gpy-
TIM CUCTEMHbBIM YTUNTAM, OCHOBaHHbIM
Ha HeJOKyMeHTMpoBaHHOM API-qhyHKLMK
NtQuerySystemInformation(), akcnopTu-
pyeMON [UHaMUYeCKon 6UBbIMOTEKON
NTDLL.DLL » noToMy 04eHb Nierko ne-
pexBsaTbiBaeMoli C NpUKIagHoOro ypoBHS,
6e3 obpalleHns K Sapy v gaxe 6e3 ag-
MWUHUCTPATOPCKUX MPUBUErUA.

OTnapyuk soft-ice — eAUHCTBEHHbIN
M3BECTHbIA MHE MHCTPYMEHT, HE UCMOSb-
sytowmit NtQuerySysteminformation()
1 pas3buparoLLmin CTPYKTYpbI agpa «BpyY-
Hyto». CnpaTaTbCs OT HEro Ha NopsiAoK
CINOXHee, U B «KUBOW NPUpPOae» Takune
malware-nporpamMmbl NoKa He 3aMeYeHbl
(a nabopaTtopHble 3K3EMMNNAPbI HEXMN3-
HECNOCO6HbI M MOTYT 06MaHbIBaTb TOMb-
KO M3BECTHbIE UM BEPCUM OTNagvmMKa),
Tak 4To Ha soft-ice BNoMHe MOXHO Nono-
XuTbes. [Ins npocmMoTpa cnvcka npoLec-
COB [OCTATO4HO AaTb kKomaHgy «PROC»
¥ NpoaHanM3npoBaTth pesynbrart.

KcTtaTtn, malware-nporpamMmbl, CKpbl-
BaKoLLMecs OT «gucneTyepa 3apaq», He-
Me[NEHHO BbIAAIOT CBOE NPUCYTCTBUE
nyTEM CNMUYEHUs «nokasaHun» soft-ice
€ «gucneTyepom 3agay». OguH 13 Takux
crny4aeB NpoAeMOHCTPUPOBaH Ha puc. 1.
CwmotpuTe, soft-ice oTo6paxaet npouecc
sysrtl, HO B «gucneTyepe 3agay» OH...
otcyTtcTByet! CnefoBaTenbHO, 3T0 Nu-
60 malware-nporpamma, nMbéo Kakon-
HWOYOb XUTPOYMHbIV 3aLUWTHBIA Mexa-
HW3M, NOCTPOEHHBLIN MO root-Kit-TexHosno-
run. B o6Lwem — HexopoLuas nporpamma,
OT KOTOPOW MOXHO X[aTb BCE YTO Yrof-
HO M XenaTenbHO U36aBUTbCA Kak MOX-
HO 6bIcTpee!

[Ons pocTtuxeHna Hanbonblien
CKPbITHOCTU malware-nporpamma gorx-
Ha He co3[,aBaTb HOBbIN NMPOLIECC, a BHE-
PATbCSA B OAWH U3 YXe CYLLECTBYOLLMX,
4TO OHa C ycnexom u fenaet. Knaccu-
YECKUI anroputM BHeLpeHUs peanvay-
eTcA Tak:

B fucnetuep sagay Windows [_] EAX-0A46BDFB

EDI-BA46BB6A
CS=0088

Dafin MapaweTpel Bra  Cpaska

Mpnowena Meouscce! | Buctpogeitcrene |
:PROC

Ving ofipaza [ o] un] spemaun]
BesasHcTEme cHCTenEl 0w Dszle

System 8 oo 0:00:42

siss. exe 40 00 0:00:05

cerss.ene 164 00 00047

winlogon. exe 184 oo 0:00:16

services.exe 21z 00
Isass. exe 4 W
swehast.exe 400 oo
spoclsv exe 42 0
swehost.exe 468 oo
VMwareTray.exe 5 00
regsve.exe S48 00
mstask.exe 564 oo
YhwareService.e &0 00
taskmar.exe 24 03
explorer.exe M0 02
VMwarellser.exe 796
internat.exe

System

csrss
winlogon
services
Isass

suchost
spoolsy
suchost
regsve
nstask

0:00:14
0:00:07
0:00:01
0:00:00
0:00:04
0:00:00
0:00:00
0:00:01
0:00:01
internat
sysrtl

taskmgr
Idle

SamepunT npousy

[Mpousceos: 20 [3arpysca Lin: 7% [Mamarrs: 61524K [ 309628K

EBX=FFDFFABA
EBRP=FFDFF888
DS=8823

Process KPEB
B14827EA
snss B812Bv0z8
81257868
81251848
B8124aC20
812423FA
B1Z1F688
B8121A888
81209726
B11EABAB
B811E1C6A
VHuareService 811D554
explorer B8118DAEB
VHuareTray 8118F588
VHuarellser 811A7BAA -
B11ASDEB
Far 81199D68
81128888
Ba7ADK

804
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ES1=8846BDFA
odlszapC

ECX=FFDFF878 EDX=AAB3AFCD
ESP=BA46FD98 ETP=88B69A16
ES-8823 Fs=a838 GS-paen

55-pA18

Krnl Time Status
BAABAANS  Ready
pABPA148 Idle
BARBA7E1  Ready
BAABA4BC  Ready
8A0PA38S  Ready
BARBA1AS  Ready
BABBABSS  Ready
paepaazz  Idle
aAARAL16  Tdle
paopAR1l  Idle
BAABAA4A  Ready
BAABAZB? Ready
8A0PABZA  Ready
BARBAA3D Ready
BAABAAT4  Ready
pagpaazZ1  Idle
BARBA316
BAABAR4A

Threads Pri User Time
1 6ABBABEA
88880801
808BA46D
6888AB1A
088PA019
808BAB1A
6088ABBG
[
80BBABEF
89880801
808PABE2
68888817
08808073
BAZAABR2
8a80ABE7
BaBpABAL
8ABAABEA
68888881
16PABEF

B

FWRRRRNOAONOD NI DO

Pucynox 1. 3Bnospemmsnt mpouecc sysrtl saMackupoBan CBOe NPUCYTCTEME
OT «JMCmeTyepa Bajau», HO He cMor cmpaBurhcs ¢ soft-ice

B nonyyve naeHTUdMKaTop npotec-
Ca-XepTBbl (4TO MOXHO cAenaTtb, Ha-
npumMep, Yepes CEMENCTBO NpoLeayp
TOOLHELP32), malware-nporpam-
mMa «ckapmnueaeTt» ero API-dpyHk-
umn OpenProcess(), Bo3BpaLlatoLLEen
AecKpunTop npouecca (Mau oLIn6KY,
ecnu y malware-nporpaMmmbl Hefjo-
CTaTO4HO npas);

B Bo3BpaLleHHbIN AeCKpMnTop npo-
uecca nepegaetca APIl-dyHKLMK
VirtualAllocEx(), Bbigenstowien B ag-
PEeCHOM MPOCTPaHCTBE NpoLecca-xep-
TBbl 650K NAMATW TpEOYEMBIX pa3me-
pos c atpubytamm PAGE_READWRITE
nnv PAGE_READ (Ho Toraa Bce one-
paTuBHble AaHHbIE MPUOETCA XPaHUTh
B CTeKe);

B noeepx BbIAENEHHOro 6/10Ka KO-
nupyeTca 3n0BpefHbIn Kog (KOTo-
pbI AOMKEH 6blTb MNONHOCTLIO Me-
pemMeLLaemMbliM, T.e. COXPaHsATb CBOKO
paboToCnoCOOHOCTL HE3ABUCUMO
0T 6230BOro agpeca 3arpysku), 4To
ocywectensaetca API-dyHKunen
WriteProcessMemory(), KoTopyto Ha-
nn4ve atpndyta PAGE_READ HuuyTh
He CMYLLAET, MOCKOMNbKY OHa Hanu-
yne atpubyta PAGE_WRITE Hukak
He NPOBepsET;

B c nomoLlblo BCe Tex xe npouenyp
TOOLHELP32 malware-nporpamma
HaxoAuT rnaBHbIA NOTOK npouecca,
nonyyaet ero MAeHTUMKaTop, KoTo-
PbI TYT Xe npeobpasyeT B AeCKPU-
Top. B Windows 2000 (1 ee 6naro-
POAHbLIX MOTOMKAX) 3TO OCYLLECTBNSA-
etcsa API-gpyHkumen OpenThread(),
a B 6oree paHHWX BEPCUAX MPUXO-
AMnock NpuéeraTb K BbI30BY HEAOKY-
MeHTUpoBaHHoN native-API-dyHKLmK
NtOpenThread(), akcnopTupyemo
o6nonmotekor NTDLL.DLL. Mop 9x 3a-

faya peLlaeTcs «CepefuHHbIM» Bbl-
3080M API-cbyHKLmMK OpenProcress()
nyTem nepefayv yrnpaeneHus no cMe-
LLeHMI0 24h oT ee Havana v pacLung-
POBKOW MAEHTUMKaTOpa onepaLment
XOR co cnewuanbHbIM «Marn4ecknm»
CII0BOM;

B [06bIThIN AECKPUNTOP NOTOKA Nepefa-
etca API-cbyHkumm SuspendThread(),
oCTaHaBnuBawLLei ero BbINoSiHE-
Hue;

B cofepXumoe KOHTEKCTa OCTaHOB-
neHHoro notoka uutaetca API-cyH-
Kumen GetThreadContext() ¢ pnarom
CONTEXT_CONTROL, B pesynsrate
yero B cTpykType CONTEXT okasbl-
BaeTcs 3HaveHue peructpa EIP, yka-
3bIBAIOLLETO HA TEKYLLYIO MALLMHHYIO
VHCTPYKLMIO;

B 3anomHuB nony4eHHsIN EIP, malware-
nporpamma TyT Xe KOPPEKTUPYET ero
C TaKMM pacyeToM, YTO6bI OH yKas3bl-
BaJ1 Ha TOYKY BXOfa B paHee CKOonupo-
BaHHbIi 3N10BPEAHbIN KOA, U BbI3biBa-
eT API-cpyHkumio SetThreadContext(),
4TO6bI 3MeHeHus EIP BcTynunu B cu-
ny, nocne Yero «pasMopaxunBaet»
OCTaHOBMEHHbIN NOTOK MOCPEACTBOM
ResumeThread();

B B0 n3bexaHne yTe4YKM pecypcoB fe-
CKPUNTOPbI NpoLiecca 1 NnoToka 3a-
KpbIBAlOTCA — 60bLUE OHU He Mo-
Hapo6aTCA (XOTS faneko He BCAKas
malware-nporpamma 3a60TUTCS 0 Ta-
Knx menoyax);

B nonyyvB ynpaBneHue, 3noBpEAHbIN
KO CO3[aeT HOBbIN NMOTOK BbI30BOM
CreateThread() n BoccTaHaBnmBaet
ncxofHoe 3HaveHve peructpa EIP.

MpumeyaHue: 0o NosBneHMs npouec-
copoB, nogaepxusatomx 6utsl NX/XD,
npefoTBpaLlaloLLMX BbINOSIHEHME KOLA B
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:thREAD -x va_thread
Extended Thread Info for thread 22C
KTEB: 811ABBZA TID: Process: ua, t]\read(ZQB)
Base FPri: 8 Dyn. Pri: 8 Quantum:
Mode: Kernel Suspended ! B Suitches:
TickCount:
Status:

38938515
B8194B84 Wait Irgl: a

User Wait for WrLpcReply

Start EIP: HKERMEL3Z tSetUnhand ledExceptionFilter+BB1A (7?EB?EC1)
Affinity: BoBBaBae1 Context Flags:
KSS EBP: BE5A1D64 Callback ESP:
Kernel Stack: BESSFAPA — BESAZABAA Stack Ptr:
Kernel Time: BBBBBBEF User Time:
BE361276CABE3BAB

EEEEEEEE
BE5A1C18
[al<[a e Ta e
Create Time!

BABBBRAA Service Table: BOBBOAAE Queue:
PABABPPA SE Acc. Flags: BA1FA3FF
a1l 1o s ]

SpinLock: [alala el e
SE Token:

UTEB:
IRP Queue at B11ABZZC is empty

Thread Wait List:
Semaphore Object at 811AB288

Registers:
Restart

ESI=811ABAZA EDI=B11ABATC EBX=811AB288 EBP=BESA1CS8
EIP=88483ABD a.k.a. ntoskrnl?!Rt1MoveMemory+136D

BE5A1C58 8684B3DAB
BE5A1D58 8A461691
BE5A1D64 AABARBAA

ntoskenl tRt IHoveMenory+136D
ntoskrnl INtRequestlaitRep lyPort+B2DA
ntoskrnl tExRe lcaseResourceFor Thread +BBDS

Extended Thread Info for thread 26C
B811F9DAB  TID: 26C Process: va_thread(Z48)
8 Dyn. Pri: 8 Quantum: 3
Kernel Buspended: B Suitches:
BA194EZ4 Wait Irgl: 2
Rumming

KTEB:

Base Pri:
Mode !
TickCount :
Status:

BOBBABES

Start EIP:
AFfinity:

KSS EBP:
Kermel Stack:
Kernel Time:
Create Time:

KERNEL3Z tCreateFileA+PAC3 (77EI2C50)
BORBABA1 Context Flags:
BAABAABA Callback ESP:
BE72EBBA — BE7?31888 Stack Fir:
ArRBARRA User Time:
BE3I61276C1EF6IAR

;]
pARBARBA
BE736D34
ABBAB1S6

SpinLock: ©BAABBEB Service Table: BAAAAABE Queue: ARBARABA

PucyHok 2. Ornmagumk soft-ice, nmrammmiicss onpenennTs
CTapToBHE ajpeca MOTOKOB, HO BOBBpAlANMi BMECTO 3TOTO
HEUTO HeOBBICHMMOE

¥ Process Explorer - Sysintemals: www_sysintemals.com [KPNC\kiis kaspersky]
File Options View Find Help
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it e i va_thicad.cxe:1484 Propertics =1 E3
& = svchost exe TCPAP | Seowity | Envionment | Stings |
| DLLHOST.EXE image |  Pefomance | Petfomance Graph Thieads
= spaclsvene
I svchost exe [[cpy [ CSuwitch Delta [ Stat Address |
ElSme.ene va_thread exe+Dk1 405
W o 120_ve trcad eres0I000
1 I viware-authd.ex TR
Flvmwarevmere [ ¥hy =
= WinMamt. exe
ILSASS EXE
= TASKMGR.EXE s
B explorer. ene i
() pesk exe FDe
BACrDslThene Tasl
ELHTTPProw.exe Etin
Bl intematese Mha el 138
S mé:a;ﬁ e giﬁ itavl Tie: ;a-w:-sz 19.07.2006
Tware ke by | State eady il
bhexe Micr  Kemel Time: 0:00:00.000 —I
OLLYDBG.EXE O || ser Time 0.00:45.164 Suspend
opee P10 CortestSwiches: 9165
Hf WarTiaylcon ene N, . LR
5 winamp. exe Wi SR
=] ?: Far. exeu File Dynamic Priority: 8 Lﬂkl
B WINWORD.EXE Mot
% hhexe icr - Concel

27 procenp.exe Sysit
£ B CHD EXE 0

[ va_thvead exe 181352 19.07.2

rie war-fpd.exe 4 |

CPU Usage: 100.00% |Commit Charge: 41.46% [Processes: 39 |

PucysHok 3. Process explorer ycnemwHo ONpefeiui CTapTOBHe
afpeca ABYX «YECTHHX» [OTOKOB, HO CHOTKHYJICS
O «HEUEeCTHHI» NOTOK

CTeKe 1 Ky4e, malware-nporpammbl 06bI4HO BbIAENSN B LIENIEBOM
npovecce pernoH namsatu ¢ arpubytamv PAGE_READWRITE, a
Tenepb —PAGE_EXECUTE_READWRITE, 4T0, BNpo4eMm, CnuLu-
KOM 3aMeTHO, MO3TOMY rpamMoTHble malware-nucaTeny Bblge-
nstoT 610K ¢ atpubytamm PAGE_EXECUTE, 4T0 HUKak He npe-
natcTeyeT pyHkumn WriteProcessMemory() 3anuceiBaTb Tyaa
3M10BPELHLIN KOf.

OnucanHbIn anroputm paboTaeT Ha BCEM 300napke onepa-
LIMOHHBIX CUCTEM, HO AOBOJIbHO FPOMO3L0K M CIIOXEH B peanu-
3aumu, Nno3ToMy malware-nporpamMmmbl, OPUEHTUPOBAHHbIE TOMb-
Ko Ha nopaxexue NT, npegnouutatoT co3gasatb yaaneHHbIN
notok API-dpyHkuum CreateRemoteThread(), npu aTom nocne-
L,0BaTENbHOCTL BbINOSHAEMbIX €10 AEACTBUIN BbIrNAAUT Tak:

B nony4uB naeHTUMKaTOp NpoLecca XepTebl, malware-npo-
rpamma «ckapmnmeaet» ero API-cpyHkummn OpenProcess(),
BO3BpaLLlatoLLiert 4eckpunTop npouecca (Mnm owmnbkKy, ec-
nv 'y malware He,OCTaTO4HO Npas);

B BO3BpaLlEHHbIA [ECKPUNTOP mpouecca nepefaetcs
API-cbyHkumum VirtualAllocEx(), BbioensioLle BHYyTpU npo-
Liecca-XepTBbl 6J10K NamMsaTV TpebyeMbIx pa3MepoB C aTpu-
6ytamu PAGE_EXECUTE;

B nosepx BblAENEHHOro 6110Ka KONUPYETCS 31I0BPELHbIN KOA,
(KOTOPbIN TakK Xe, Kak 1 B NpedblayLLEM Cryyae, [OSKEH
6bITb NOTHOCTHIO MEPEMELLIAEMbIM), YTO OCYLLECTBNAETCA
API-cbyHkumen WriteProcessMemory();

B malware-nporpamma Bbi3biBaeT API-pyHKUMIO
CreateRemoteThread(), nepenaas e [eckpuntop npoLec-
ca 1 yKkasaTeslb Ha CTapTOBbIN afpec NoTokKa, HaXOQALLMA-
Csl BHYTpU 6noka namsaTy, BbigenenHoro VirtualAllocEx();

B feckpunTop npolecca v AeCKpUnTop yaaneHHoro noTo-
ka, Bo3BpalLleHHbIi CreateRemoteThread(), 3akpbiBatoT-
C$l, @ 3N10BPEHbIN KOJ TEM BPEMEHEM [IENAET BCE, YTO EMY
B3ymaetcs.

EQVHCTBEHHBIN HEQOCTATOK, NPUCYLLMIA NOCNEAHEMY CMO-
coby BHELPEHWS, — 9TO TpebOBaHNe nepemMeLLaeMocTn Koaa,
O3HayvaroLlee, YTo ero npugercs nucatb Ha Accembnepe, uc-
Monb3ys TONbKO OTHOCUTENbHYIO afpecaLmio, YTo BeCbMa 3a-
TPYAHUTESBHO.

YCOBEPLUEHCTBOBAHHbIA anirOpUT™M BHELPEHUS NMO3BONS-
€T 3arpyxarb BHYTPb YyXOro npoLecca CBOK COOCTBEHHYIO
OVHaMUYecKyto 6ubnunoTeky, AN 4ero [OCTaTouHO nepepartb
dyHkumm CreateRemoreThread() B Ka4ecTBe CTapTOBOro aj-
peca yganeHHoro notoka agpec API-cpyHkumm LoadLibraryA()
unu LoadLibraryW(), a BMeCTo ykasaTens Ha aprymeHTbl —
yKasaTesib Ha umsa 3arpyxaemon 6mbnuotekun. API-cyHKkLmA
CreateRemoreThread() BbizoBeT LoadLibraryA/LoadLibraryW
BMECTe C MMEHEM OGUONNOTEKN, B pesynbTaTe vero 6uénmo-
Teka 3arpysuTcs B NamsTb, a yNpaBfieHNe NOnyyuT npoue-
aypa DllMain(). 3noBpegHas guHamuyeckas 6ubnmoreka Mo-
XET 6bITb HanMcaHa Ha Nobom A3blke — X0Tb Ha C/C++, XOTb
Ha DELPHI, xoTb... Ha Visual Basic, 4TO 3Ha4uTENbHO pacLum-
psieT Kpyr noTeHumManbHbIX malware-nucarenien, nockosbky Ac-
cemobrep 3HaT HEMHOTME.

Bcs 6epga B TOM, 4TO UMsi GUOBNNOTEKN OOMKHO HAXOAUTb-
CSl B KOHTEKCTE yAaneHHoro mpouecca, a kak OHO TaM okKa-
xetca?! CyliecTByeT ABa MyTW: camoe NpOCToe, HO He camoe
YMHOe€, 3TO BblaenuTb 6510k namsaTh BeizoBoM VirtualAllocEx()
1 ckonupoBarth Tyaa ums yepes WriteProcessMemory(), Ho ans
3TOro NPoLecc AOMKEH ObITb OTKPBIT C hNaroM «BUPTyasbHbie
onepaumn» (PROCESS_VM_OPERATION), npaB Ha KoTopble
y malware-nporpaMmMbl MOXET U HE BbITb.

BoipydaeT 10T hakT, 4Tto 6ubnnotekm NTDLL.DLL
n KERNEL32.DLL B0 BCcex npoLeccax NpoeumpyoTcs no ogu-
HakoBbIM agpecaM. lMonyyns 6a30BbIN afpec 3arpysku
NTDLL.DLL nnn KERNEL32.DLL ¢ nomowysto LoadLibrary(),
malware-nporpaMma cKkaHnpyeT CBOe COOCTBEHHOE aipecHoe
npocTpaHcTBO Ha NpeaMeT Hannyma ASCIIZ-cTpoku, coBepLUeH-
HO YBEPEHHAs B TOM, 4TO B YAaNEeHHOM MPOLEecce 3Ta CTPoKa
OKaXeTCs pacrnonoXeHHON no ToMy xe camomy agpecy. OcTa-
€TCH TONbKO NepeNMEHOBATH 3110BPEAHYI0 AMHAMMYECKYH0 616-
NMOTEKY B 3Ty camyto CcTpoky. KcTaTtu, npusTHbIM NO60YHbIM

CHCTEMHEIEaAMUHNCTPATOP



DIlyDbg - va_thiead exe

3adhheKTOM TaKoro asropuTMa CTaHOBUTCA

Fle View Debug Plugis Opbiors Window Help
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aBTOMaTM4ecKas reHepaums ncespocny-
YarHbIX UMEH (ecnn, KoHe4Ho, malware-
nporpammMa He 6yAeT MCronb30BaTh nep-

80520808] 55
00520001| BBEC

ATTE)] Bs 01000000
00520008

Byto nonasLuytocs ASCIIZ-cTpoky). bop ap

RETN

0606LWKMB CkazaHHOe, Mbl Mosy4Yaem
CrnegyroLwum nnax:

B BLi6GpaB naeHTUGUKaTop npouec- 6 90s0000 | PusH
6% 00104000 PUSH

ca-XxepTBbl, malware-nporpamma 4 b busi
«ckapmnueaeT» ero API-cyHKLMM o

68 06100000 PUSH
68 06100000 PUSH

OpenProcess(), Bo3BpalyatoLlei ge-
CKpUNTOp npouecca (1nm ownoKy, ec-
nuy malware-nporpaMmbl HE[OCTATO-
HO Npas);

B onpepnenuB 6a30BbIi agpec 3arpys-
kn NTDLL.DLL mnm KERNEL32.DLL,
malware-nporpamMma uLeT noaxoas-
wyto ASCIIZ-cTpoKy, NepeMmMeHoBbI-
Bas CBOIO, 3apaHee CO3LaHHy, AnHa-
MUYECKYI0 BUBINOTEKY;

M onpegenus agpec APIl-gyHK-

6h 088 PUSH

T A L A L I RAR S A S =l |

HOU EBP,ESP
HOV EAX,
TEST EAX,EAX

| PUSH EBP
HOU EBP,ESP
SUB ESP,
LER EAX,
PUSH EAX

o =]
|Entry _IData block|Last error [Status | Priority|User time_ |Systen tine| - [[CLLPZLLN

000004CC | IDDBOO0 | 7FFDDO00 | ERROR_SUCCESS (Dl Active

Attached process paused at nidl DbgBreakPoint Paused

Process [Hame window

(e | | Corce

0062FFAC| 00000000

00000000

| 32 + 0 | 17.8857 5| 00100 = D062FFBS
6062FFBC
0062FFCO
0062FFCY
0062FFC8
B062FFCC
0062FFDO
8062FFDY
0062FFDE
0062FFDC
0062FFEQ

RETURN to KERNEL32.7943H

0062FFE
0862FFES
0862FFEC
0062FFF8

B062FFF8|
BB62FFFC

umm LoadLibraryA/LoadLibraryW,
malware-nporpamma nepegaet ero API-yHKLUK
CreateRemoteThread() BMecTe ¢ ykasartenem Ha ums 616-
NNOTEKM, KOTOPYH HEOOXOAMMO 3arpy3unTb BHYTPb LiENIEBO-
ro npouecca;

B peckpunTop mpouecca WM OeCKpUnTop yOaneHHOro noTo-
Ka, Bo3BpaLleHHbI CreateRemoteThread(), 3akpbiBatoTes,
a 310BpefHbIf Ko, pacnonioxeHHbin B DIMain(), genaet
BCE YTO My B3AyMaeTcs.

BoT Tpy OCHOBHbIX anroputmMa BHELPEHUS B aTtakyemblit
npouecc, KoTopbiMK Nosib3yeTca nopsaka 90% scex malware-
nporpamm.

Mo cnepam malware,

unu Kak o6HapyXutb BHepeHue

Ecnu KonnyecTBo NpoLeccoB B CUCTEME BMOMHE Npefckasye-
MO, TO MOTOKM MHOFOKPaTHO CO3LatTCA/YHNHTOXAKTCS B XOA€e
BbIMOJHEHUS NIEranbHbIX MPOrpamM, 1 BONPOC «CKOMbKO NOTO-
KOB JOMKHA MMETb «CTepuiibHas» NporpaMma fMLeH CMbICTa.
[ocTaTtouHO OTKPbITb «AUCNETHEP 3a4a4» W, HEKOTOPOe Bpe-
M$ MOHa604aB 3a KOTOHKON «MOTOKW», MPUIATK B MOJSIHOE OT-
yasHue. Ho... ecnu npucMOTPETLCS NOBHUMATESTbHEE, MOXHO
0OHapYXUTb, 4TO NOTOKK, CO3AaHHbIE malware-nporpammamu,
3HAYUTESNTbHO OTIMHAKTCS OT BCEX OCTAIbHbIX.

Mpw BHeOpeHnn malware-nporpammel N0 ABYM NEPBbIM
CLieHapusaM 3M0BPEAHbIV KOA pacnonaraeTcs B 6110kax namaTy,
BblaeneHHbix VirtualAllocEx() n nmetowmx Tun MEM_PRIVATE,
B TO BPEMS Kak HOpPManbHbIe UCMONHAEMble danbl 1 OuHa-
MUyeckme GUBNMOTEKM 3arpyxarTcs B 6510KM namaTn Tuna
MEM_IMAGE. lMpn BHegpeHUn No TPETbEMY CLieHaputo 310-
BpeLHbIN KOO Kak pa3 v nonajaeT B Takow 650K, HO cTap-
TOBbIA afpec ero nNoToka coBnagaeT C agpecom (PyHKLUM
LoadLibraryA() unu LoadLibrayW(), a ykasatenb Ha aprymeH-
Tbl COOEPXMT UMSA 3N10BPELHON GUBNNOTEKN.

Takum 06pa3om, anropuTM 06HaPYXEHNS BTOPXKEHUS CBO-
LVTCS K ONpefeneHunto CTapToBbIX apecoB BCEX MOTOKOB, U ec-
11 oH nexuT BHyTpyr MEM_PRIVATE vnv coBnagaet c agpecom
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LoadLibraryA()/LoadLibraryW() — 3ToT noTok co3fgaH malware-
NporpamMmmow Unu 4Yem-To CULHO Ha Hee MOXOXuM. BoT TyT-
TO M Ha4yMHaeTca camoe uHTepecHoe! Hu soft-ice, HM process
explorer Mapka PyccuHoBMYa onpefenatb CTapToBble agpe-
ca He ymMetoT (XoTb 1 nbiTatoTcst). OHM 0YeHb 4acTo owmnbarT-
¢S, 0COBEHHO Npu paboTe ¢ NoToKamu, co3aaHHbIMU malware-
nporpamMmmamu.

[aBaiTe Hanuwem «MakeTHyI0» NMPOrpammky, co3aato-
LLLYtO NOTOK TEM Xe caMbIiM METOLOM, YTO M malware-nporpam-
Mbl, ¥ TONPO6YEM 06HAPYXWUTb PaKT «BTOPXEHUSI» NPU MOMO-
LUK noapyyHbIX yTUAKUT. MMpenenbHO YNPOLLEHHbIN UCXOLHbIN
TEKCT «MaKeTHVKa» BbIrNAAUT Tak:

JimcTunr 1. «Makxerxas» nporpamma va_thread.c,
cozjanmasi MOTOK TEM Xe CaMiM METOZoM, uTO ¥ malware

// xop moToKa, KOTOpHY HMYEro He JeNaeT, a TONBKO MOTaeT LMKI
thread () {while (1) ;}

main ()
{

void *p; // nmepeMeHHass MHOT'OLENEBOT'O MCIHOJNBBOBAHMUS

// cosmaeM «4eCTHII» IOTOK
CreateThread (0,0, (void*) &thread,0x999,0,&p) ;

// cosmaeM «HeueCTH DD NOTOK TakK, Kak 3TO gejaeT malware

// BupensieM 6NOK maMsTH U3 KyuM, KOMMPYeM Tyma

// xogm moroxa u BusmBaeM CreateThread

p = VirtualAlloc(0, 0x1000, MEM COMMIT, .J
PAGE_EXECUTE_READWRITE) 2

memcpy (p, thread, 0x1000) ;CreateThread(0,0,p,0x666,0,&p) ;

// ®meM HaxaTMs Ha JMOOYH KIaBuULy
getchar() ;

Komnunupyem ¢ HacTpokamu no ymonyauuio. B crnyyae
MS VC++ komaHgHas cTpoka BbIFISANT Tak:

cl.exe va_thread.c

1 3anyckaem. 3arpyaka npoweccopa (4axe Ha ABYXnpoLeccop-
Hov mMalmHe!) cpasy nognpbirnsaet go 100%, HO Tak 1 JONX-
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HO 6bITb, MOCKOMbKY Mbl CO32€EM [1Ba MOTOKA, MOTarLLMX 6ec-
KOHEYHbIV LMK, OAMH U3 KOTOPbIX «HECTHbIN», @ APYrON «3510-
BpenHbI» (MMUTMPYIOLMIA malware-nporpammy). Mntoc rnae-
HbI NOTOK MPUMOXEHUS, OXMOAILLNA HAXATUA HA KNaBu-
LY, MO KOTOPOW NPOUCXOLUT 3aBepLueHne nporpammel. Mto-
ro Tpy NOTOKaA.

3arpyxaewm soft-ice 1 Haxumaem <CTRL-D>, poxmpasick
€ro BbI30Ba, NOC/E Yero faeM KomaHgy:

THREAD x va_thread

LNs 0TOBPaXeHUs getasnibHoN HpopMaLum 0 MOTOKax U CMOT-
pVM Ha Nony4YeHHbIn pesynsTtaT (cM. puc. 2). Oa! TyT ecTb
Ha YTO NOCMOTpPETh!

CrapToBbIi agpec nepsoro notoka (Start EIP) onpenenex
kak KERNEL32!SetUnhandledExceptionFilter+001 (77E878C1h),
a gByx octansHbix— KERNEL32!CreateFileA+00C3 (77E92C50h),
4TO BOOOLLIE HU B Kakve BOpOTa He NeserT.

OTt6pocue 6ecnonesHbii soft-ice B cTOpoHy, o6patnmMcs
K process explorer. LLienkHyB NpaBov KnasuLlei MbILLX N0 Npo-
ueccy «va_thread» (unu Haxae <SHIFT-F10>, ecnu Mbiwm
nog, pykow HeT), naem B «Properties» 1 0TKpbiBaeM BKNagKy
«Threads». Y10 Mbl BUAMM? Process explorer KOppeKTHO onpe-
penvn agpeca gByx notokoB (cM. puc. 3): va_thread+0x1405
(OCHOBHOI CMCTEMHBIN NOTOK — €CNK 3arnsHyTb gu3accemo-
NEPOM MO ATOMY afpecy, Mbl 06HaPYXMUM TO4KY BXofa B hamn
va_thread.exe) nva_thread+0x1000 («4eCTHbIA» NOTOK, CO3AaH-
HbI BbI3oBOM CreateThread(0,0,(void*)&thread,0x999,0,&p) —
3TO cnegyet u3 Toro, Yto no agpecy va_thread+0x1000 pac-
nonoxeHa npoueaypa thread). Ho BOT BMECTO CTapTOBOrO ag-
peca TpeTbero, «He4eCTHOro» NoToka, process explorer Bbi-
[an Kakyr-To epyHay, «3acyHys» ero BHyTpb KERNEL32.DLL,
aTo4yHee — KERNEL32.DLL + B700h, roe ero 3aBegomo He Mo-
XET ObITb.

Ecnu 6b1 process explorer owmnbanca ToNbKO Ha «Hevec-
THBIX» MOTOKaX, OH BMOMHE Obl CrOAMNCS ONA ONpefenexHuns
malware-nporpamMm, Ho, yBbl, OH OLUMGAETCA CIULLKOM 4acTo,
B TOM 4MCMNE U Ha NneranbHbIX NOTOKaX, CO3L4aHHbIX onepaly-
OHHOW CUCTEMOW 1Y ee KOMMNOHeHTamu.

McecnepoBaHus, NpoBeLEHHbIE MHOW, NOKa3anw, 4To UCTUH-
HbliA CTApTOBbIV apec NOTOKa NeXMWT Ha fHEe MOoNb30BaTeNb-
CKOro CTeka BO BTOPOM WNM TPETbEM [BOWHOM CIIOBE (CHW-
Tas OT eAMHULBI), a CNefoM Ha HAM MOET yKasaTenb Ha apry-
MEHTbI, B YEM JIErKO YOOCTOBEPUTLCA C MOMOLLBIO OTNag4u-
ka OllyDbg.

3anycTvB oTnagyvk, B MeHio «File» Bbibrpaem «Attach»
1 nogknoyaemcs K npoueccy «va_thread.exe», nocne 4ero
OTKpbIBaeM OKHO «Threads» (B MeHI0 «View») 1 BUAUM He Tpu,
a uenbIx YeTblpe notoka! Bce npaBuiibHO — YeTBEPTLIN MOTOK
CO3AaH 0TNaf4NKOM A CBOWX HYX[. OTO €AMHCTBEHHbI NO-
TOK, Ybe Mmone entry (Toyka Bxofa) He paBHO Hymwo. CtapTo-
Bble afpeca Tpex octasnbHbix notokos OllyDbg onpenennTb
HEe CMOr, NPeAOCTaBMB HAM BO3MOXHOCTb CLlenatb 3T0 caMo-
CTOATENBHO.

[Baxabl LENKHYB MbILLbio MO N06OMY U3 MOTOKOB, Mbl
nonajgaem BHYTpb €ro «3akpomos». OTnag4unk 06HOBASET CO-
LEPXMMOE perncTpos, okHo CPU, gamn namsaTi u OKHO cTe-
Ka, KOTOpoe Hac MHTepecyeT 6onblue Bcero. [NpokpyymBaem
MbILLIbIO MOMIBYHOK A0 CAMOr0 KOHLIA U 06HapyX1Baem Ha fHe

HEYTO OYeHb UHTEPECHOE (CM. puc. 4), a UMEHHO — iBa [BOW-
HbIX cnosa: 666h 1 520000h. MNMepBoe U3 HUX HAaNOMWHAET ap-
FYMEHT, NepefaHHblii «HeHeCTHOMY» MOTOKY (CM. IMCTUHT 1),
a no BTOPOMY pacnonoxeHa yHKLMs, moTarLas 6eckoHeY-
HbIA LMKI1, BECbMa HanoMuHawLas Hawy dyHkumto thready().
O6patuBLunch K KapTe namsatu («View — Memory»), Mbl ybe-
OMMCa, 4TO 9TOT agpec npuHagnexut pernody MEM_PRIVATE,
BblgeneHHomy VirtualAlloc(). AHanormyHbim 06pa3om onpege-
NATCA CTApTOBbIE aApeca W ABYX OPYrux NOTOKOB.

Ceepmnocs! Mbl Hay4unucb onpepensaTb NOAMMHHbIE
CTapTOBbIE AAPECA «HECTHBIX» N «HEYECTHbIX» MOTOKOB BMEC-
Te C nepefaHHbIM MM yKasaTenem Ha aprymeHTsl. OgHako uc-
nonb3oBatb ans atux uenen OllyDbg He cnmwkom yao6Ho. Mo-
TOKOB B CUCTEME MHOT0, M 1OKa 1X BCE BPYYHYIO NepebdepeLlsb...
pabounii OeHb OaBHO 3aKOHYUTCH W COMHLE 3angeT 3a ropu-
30HT. Boo6Lue-To MoXHO HanucaTb npocToit ckpunt (OllyDbg
NOAAEPXMBAET CKPUMTbI), HO NpW 3TOM OTNaguYuK npuaeTcs
BCIOAY TackaTb 3a co60W, 4To HanpsaraeT. Jlyywe (1 npaBunb-
Hee!) co3paTb CBOM COBCTBEHHBI CKaHep, TeM 6ofiee HTO OH
NErko yKnagblBaeTcs B COTHIO CTPOK U Ha ero paspaboTky yu-
LeT COBCEM HEMHOIO BPEMEHM.

MonHbIN MCXOAHBIN TEKCT codepXxmuTcs B thamne ProclList.c,
HaxodALlemMcs Ha caiiTe XypHana www.samag.ru B pasgene
«McxopHbIN KOL», @ 34€eChb AN 9KOHOMWUM MecTa NpMBOASATCA
NN KIKoYeBble parMeHTbI.

Ho npexge 4em yrny6natbcs B TEOPETUHECKYHO ANCKYCCHIO,
NpoBepuM ckaHep B paboTe. Habepem B KOMaHAON CTPOKeE:

proclist.exe > out

1 3arpy3umm obpasoBaBlumincs ain out B 060 TEKCTO-
BOW pepakTop (Hanpumep, BCTpPoeHHbIn B FAR). Haxmem
<F7> (search) n BBegem nMsi MHTEpPECYIOLLIErO Hac npolecca
(«va_thead.exe»). 3anoMHmm ero ngeHTudmkaTop (B faHHOM
cny4vae paBHbIn 578h) u, cHoBa HaxaB <F7>, BBeiemM ero
L9 movcKa npuHagnexalyux eMy noTokos. BoT oHu, nepe-
YMCNEHHbIE B IMCTUHIE 2, HAX0OATCA PSOOM.

JmcTuHr 2. $parMeHT oTyera CkaHepa proclist.exe,
ONpefieNsakIEro CTAPTOBHE afpeca BCEX MNOTOKOB BMECTE
C Tunamu GJIOKOB NaMsITH

79450221h
794502D2h

LoadLibraryA at :
LoadLibraryW at

szExeFile
cntUsage

th32ThreadID

handle
ESP

: 0012FD30h

point to args : 00000000n
[0012FFFOh: 00000000 00000000 00401595 00000000]

th32ThreadID

handle 8
ESP : 0051FFB4h

point to args : 0000099%h




[0051FFFOh: 00000000 00401000 00000999 00000000]

th32ThreadID

handle
ESP

: 0062FFB4h

point to args : 00000666h

[0062FFFOh: 00000000 00520000 00000666 00000000]

lNepBble aBa NoToka HaxoasaTcs BHyTpu 6noko MEM_IMAGE,
¥ HU Y OHOrO M3 HUX CTApTOBbIE aApECa He COBNAZaloT C appe-
camu cpyHkuwmin LoadLibraryA()/LoadLibraryW(), cnegoBatenbHo,
3TO «4ECTHbIe» NOTOKM, CO3[aHHbIEe NeranbHbIM nyTemM. A BOT
TPeTuin NOTOK Nexut BHyTpu pernoHa MEM_PRIVATE, Bbige-
neHHoro API-goyHkumen VirtualAlloc(). 3HaunT, 3T0 «HevecT-
HbI» MOTOK, U Mbl HE 6bEM TPEBOTY TONBbKO MOTOMY, YTO CaMu
Xe ero u cosganu.

Tenepsb, kKak 66110 06eLLaHo, 06CYaNM TEXHUYECKME AeTasn.
Mpexpe Bcero Ham NOTPebyeTCcs NONYy4UTb CIMCOK NMOTOKOB,
MMEIOLLMXCS B CUCTEME. DTO MOXHO CAeNaTh Kak JOKYMEHTUPO-
BaHHbIMK cpeacTBamm Yepe3 TOOLHELP32, Tak v HeoKymeH-
TupoBaHHoM native-API-cpyHkuuin NtQuerySysteminformation(),
Ha koTopon TOOLHELP32, co6CTBEHHO roBOpS, M OCHO-
BaH. KOHeYHo, ecnu oHa nepexesayeHa malware-nporpammon,
Mbl HUKOT@ He YBUOUM 3M10BPELHbIX NMOTOKOB, HO TEXHMKA
06HapyXXeHUA/CHATNA NepexeaTa — 3T0 TemMa OTHENbHON CcTa-
TbM, NOKA Xe NPUAETCH OrPaHNYMTLCS TEM, YTO eCTb (Ha BCS-
Kui cny4an cpaBHute nokadaHuns TOOLHELP32 ¢ komaHgon
«THREAD» otnaguuka soft-ice, Bopyr obHapyxarcs kakme-to
pasnuuus).

Kopoue, Cnncok noTOKOB B MPOCTEMLLEM CllyyYae nosyya-
eTcA Tak:

JucTuHT 3. $parMeHT Kofa, OTBETCTBEHHEN 3a NEpeunucieHue
BCEeX MMEKIMXCS MOTOKOB

#include <stdio.h>
#include <windows.h>
#include <tlhelp32.h>

print_thr (THREADENTRY32 thr)

{
printf ("cntUsage : %Xh\n", thr.cntUsage) ;
printf ("th32ThreadID : %Xh\n", thr.th32ThreadID) ;
printf ("th320wnerProcessID : .

$Xh\n", thr.th320wnerProcessID) ;

printf ("tpBasePri : %Xh\n", thr.tpBasePri) ;
printf ("tpDeltaPri : $Xh\n",thr.tpDeltaPri) ;
printf ("dwFlags : $Xh\n",thr.dwFlags) ;

main ()
HANDLE h; THREADENTRY32 thr; int a;

// cospaeM «cnemnok» MOTOKOB
h = CreateToolhelp32Snapshot (TH32CS_SNAPPROCESS,0) ;

// nepebupaeM BCe MOTOKM OZUH 3a HBPYTUM
thr.dwSize = sizeof (THREADENTRY32); .J
a = Thread32First(h, &thr);
if (a && print thr(thr)) J
while (Thread32Next (h, &thr)) print thr(thr);

Tenepb Ham HEOOGXOLMMO MPOYECTb KOHTEKCT KaX[oro
13 NOTOKOB, NONy4MB 3Ha4YeHne pernctpa ESP, ykasbiBatoLero
Ky[a-To BHYTPb CTeKa (KOHKPETHO Kyaa, He CyTb BaxHO). KcTa-
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TV FOBOPS, CYUTBIBATb KOHTEKCT MOXHO M 6€3 OCTaHOBKM NOTO-
ka. Ha Windows 2000 (1 ee noToMKax) 310 ienaeTcs Tak (6onee
paHHue Bepcum TpebyroT Ucrnonb3osaHus native-API-dyHKUMK
NtOpenThread() n, NOCKONbKY [,ONSA TAKUX CUCTEM CPABHUTENb-
HOr0 HEBENMKA, 3AECh OHN HE PacCMaTpUBAIOTCS):

JiucTmrEr 4. $parMeHT KOfa, CUMTHBAKUEro 3Hauenue ESP
noroka ¢ mpeHTMduxaropoM thr.th32ThreadID

HANDLE ht;
CONTEXT context;
context.ContextFlags = CONTEXT CONTROL;

// npeoBpasyeM MEeHTMOMKATOP NMOTOKA B HECKPUNTOP
ht = OpenThread (THREAD GET CONTEXT, 0, thr.th32ThreadID);

// cumTHBaEM peruCTPOBEN KOHTEKCT
GetThreadContext (ht, &context) ;

// BaxpeBaeM meckpunTOp
CloseHandle (ht) ;

3ameTum, 410 API-cpyHKkumna OpenThread() He BxoguT
HW B 3aronoBOYHble (hansbl, HY B 6ubnuoteky KERNEL32.LIB,
nocTasfiseMyto BMecTe ¢ komnunatopom Microsoft Visual C++
6.0, noaTomy, He06Xx0AMMO NGO ckadaTk ceexwuin Platform SDK
(a 3T0 04€eHb-04eHb MHOTO MerabanT), nMbo 3arpyxarb ee au-
Hamnyeckn Yepe3d GetProcAddress(), nu6o npeobpas3oBatb
KERNEL32.DLL 8 KERNEL32.LIB (nuHkep unilink ot FOpus Xa-
pOHa 3TO cenaeT aBTOMaTU4eCcKH).

3Has ngeHTudmkaTop npolecca, BnagetoLwmii faHHbIM no-
ToKOM (thr.th320wnerProcessID), Mbl MOXeM OTKpbITb ero API-
yHkumen OpenProcerss(), nonyyvB OCTYM K €ro afpecHoMy
NPOCTPaHCTBY (ECNN, KOHEYHO, Y HAC Ha 3TO eCTb NpaBa). OTKpbI-
BaTb Mbl 6ynem ¢ onaramm PROCESS_QUERY_INFORMATION
(npocmoTp BMpTyanbHon namatv) 1 PROCESS_VM_READ
(4TeHMe copepXXMMOro BUPTYasibHOM NamaTh).

Crepytowmii war — onpefenexsne gHa nosib30BaTeNbCcko-
ro cteka. Mepenas API-coyHkumm VirtualQueryEx() 3HaveHne
ESP, nony4yeHHoe M3 perncTpoBOro KOHTEKCTA, Mbl Y3HaeEM
6a30BbIN afpec BblgeneHHoro 6oka (mbi.BaseAddress) n ero
pasmep B 6antax (mbi.RegionSize). Mytem anreépanyeckoro
CNoxeHns 6a30BOro agpeca ¢ ero AfvHON Mbl NONY4YUM yKa-
3aTenb Ha NepBbln 6anT NaMaTK, Nexalynin 3a KOHLOM CTeka.
OTCTYNMB Ha HECKOMNbKO ABOMHbIX COB Ha3ag (Hanpumep, Ha
4eTbIpe), HaM OCTaeTCA TONbKO MPOYUTaTh €ro COAEPXUMOE
API-cbyHkumen ReadProcessMemory().

JincTyHr 5. $parMeHT Kofa, ONpPEefeNsiouyi MNONOXeHMUE
BHA cTeKa u cumTHBamuyii Gaur GET FZ c ero Koua
(B KOTOPHX XpaHMTCS CTapTOBEN afpec MOToKa)

#define GET_FZ 4

DWORD buf [GET FZ];
DWORD x; HANDLE hp;
MEMORY BASIC_INFORMATION mbi;

// Ha CKONBKO HBOVHHX CJIOB OTCTYNaTh

// oTkphBaeM mpouecc, BIafeluyi FAHHEM NOTOKOM
hp = OpenProcess (PROCESS_VM READ| .J
PROCESS_QUERY INFORMATION,O,thr.th320wnerProcessID) ;

// onpepmensieM mapaMeTps GOKa MaMATH, Ha KOTOPEHL
// yxasmBaer perucrp ESP
VirtualQueryEx (hp, (void*)context.Esp, &mbi, sizeof (mbi));

// BhuMCNsIEeM NONOXEHME OHA CTeKa
x = (DWORD) mbi.BaseAddress + mbi.RegionSize;

// umraem GET FZ cnoe co mHa crTexka B 6ypep buf

ReadProcessMemory (hp, (char*)x-GET_FZ*sizeof (DWORD) , .|
buf,GET_FZ*sizeof (DWORD) , &a) ;
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// BaxpsBaeM meckpunTop mpouecca

CloseHandle (hp) ;

BBuay TOro, 4To NOOXeHMe CTapToBOro agpeca OTHOCH-
TeNbHO JHa CTeKa HEMOCTOSHHO, MPUMEHSIETCS CNERYOLLNIA 3B-
PUCTUHECKINIA anrOpUTM: €CIIM TPETbE ABOMHOE CNOBO CO AHA
CTeKa paBHO HyIIO, TO CTAPTOBbIA aApec NOTOKa HaXOAWUTCS
BO BTOPOM ABOVHOM COBE, @ yKka3aTesb Ha apryMeHThbl — B nep-
BOM, B MPOTVUBHOM Clly4ae CTapToBbIV afpec HaXo4uTcs B Tpe-
TbeM [IBOVHOM CMOBE, & yKa3aTtesb Ha apryMeHTbl —BO BTOPOM.
KoHeuHo, NpeaioxeHHas cxema He 04eHb HaleXHa: B HeKOTO-
pbIX CNy4asx CTapTOBbIA afpec HAXOAUTCS B NEPBOM [BONHOM
cnoBse, a 6biBaeT (XOTb M pPefKo), YTO Ha AiHE CTeka ero Boo6-
LLie HeT. B o6Luem, 3TOT Bonpoc eLle TpebyeT AanbHENLLNX UC-
CnefoBaHvin v TWaTenbHOM NpopaboTKn, a noka BOCNob3y-
€MCs TeM, 4TO [atoT:

JincTurr 6. JlexomupoBaHMe comepiwmoro Gydepa buf u ompepmenenmne
CTapTOBOT'O afpeca NOTOKAa 3BPUCTUYECKUM METOHOM

DWORD st_adr;

// onpepensieM CTapTOBHI ajpec MNOTOKa
st_adr = ((buf[GET_FZ-3]) ?buf [GET_FZ-3] :buf [GET FZ-2]);

// BHBOREMM CTapTOBHI afmpec Ha SKpaH wiu DEADBEEF,

// ecnm cTapTOBHI afpec ONpemeNMTbL He YHaNoCh

printf("start address :
%08Xh\n",st_adr?st_adr:0xDEADBEEF) ;

// ompepensieM ykasaTenb Ha apTyMeHTH HOTOKa
// v BHBOZMM ero Ha 3KpaH
printf("point to args o d
%$08Xh\n", J
((buf [GET_FZ-3]) ?buf [GET FZ-2] :buf[GET F2-1]));

OcTaeTcst nocnefHee — «CKOPMUTb» MOJTyYEeHHbI CTapTO-
BbIi agpec notoka API-doyHkumm VirtualQueryEx() n onpege-
NUTb TN PErMOHA, K KOTOPOMY OH npuHagnexut (MEM_IMAGE,
MEM_PRIVATE unn MEM_MAPPED):

JincTuHr 7. $parMeHT KOfja, ONPefeNsnupii Tun 6J0Ka NaMsTH,
K KOTOPOMy NPMHAZJIEXUT CTApTOBEHNI afpec MOTOKa

// omnpepeneHue THNa perMOHa HaMsITH,
// ¥ KOTOPOMY NpMHAAJIEXUT CTApTOBHI ampec
VirtualQueryEx (hp, (void*)st adr, &mbi, sizeof (mbi));

// BexomMpoBaHME MONYUYEHHOTO pesynbTaTa

// » BHBOZ ero Ha 3KpaH

printf ("type : %s\n",
(mbi.Type==MEM IMAGE)?"MEM IMAGE":

(mbi. Type==MEM_MAPPED) ?"MEM MAPPED":
(mbi.Type==MEM PRIVATE)?"MEM PRIVATE":"UNKNOWN") ;

O6beanHuB Bce hparMeHTbl MO3anKu BOEAMHO, Mbl NOJTy-
YMM BMONHE paboTOCNOCO6HbBIV CKaHep, NoKasasLUWI Npu Tec-
TUPOBaHUM Ha B6ObLLLON KOMNEKLMM malware-nporpamm Bros-
HE YO0BNETBOPUTENbBHBIN PE3yNbTaT — HYU OGHOr0 NOXHOMO cpa-
6atbiBaHMa 1 0o 90% 06HApYXEHHOW «3apa3bl» (eCTECTBEH-
HO, peyb MAET TONbKO 0 malware-nporpammMax, BHeApLLMXCS
B Y€ CYLLECTBYIOLLME NPOLIECChI, @ HE CO3AAI0LLMX HOBBIM).

3akniouenue

OnvcaHHbIn MEeTOA BbISBNEHNS BTOPXeHUs obnapaet psagoMm
CYLLECTBEHHbIX HEJOCTATKOB, KOTOPbIE A AaXe W He MbITalCh
CKpbIBaTh. [lepBoe 1 camoe HenpusaTHOe — CTapTOBbIV agpec
noToka nonagaeT Ha [HO MONb30BATENbCKOro CTeka Nullb
no «Hefopas3yMeHnto». HUKOMY OH Tam He HYXeH, U BCAKUN
MOTOK MOXET CMENO0 ero 06HyNuTb UNn nogaenats. Ho ¢ aTum

eLle MOXHO XOTb Kak-TO 60pOTbCA, HaNpUMep, NPOCKaHNPO-
Batb Bce MEM_PRIVATE-6510k1 1 nonbITaTbCs HANTU B HUX
MalUVHHBIA KOA, NMOWCKaTb B CTEKe agpeca Bo3Bpara, CMOT-
pawwne 8 MEM_PRIVATE, v T. 4., ropasgo xyxe, 4To CyLlecT-
BYET BO3MOXHOCTb BHEAPEHMS B aTaKyeMbln npoLecc 6e3 co-
3aHusi HoBOro notokal

Camoe npocToe, YTO TOMbKO MPUXOAUT B rONOBY, — NPOYM-
TaTtb TeKywwmnii EIP ogHOro n3 notokoB atakyemoro npouecca,
COXpaHWTb NexaLline Nog HAM MaLLVHHbIE KOMaHAbI, NOCe Yero
3anuncarb KPOXOTHbIV KOA, BbidblBatoLmii LoadLibrary() ons 3a-
rPY3KW 3110BPeHOM BUONOTEKN B TEKYLLMIA KOHTEKCT U yCTa-
Haenueatowmi Tanmep API-coyHkuui SetTimer() ons nepepa-
4K 3110BPEHOMY KOAY YNpPaBIeHNUs Yepes perynspHble npome-
XyTkn Bpemenu. Coenas 310, malware-nporpamMmmMa BOCCTaHaB-
NMBAET OPUrMHanbHbIe MaLLUMHHbIE KOMaH[bI, U NpoLecc npo-
LOIKAEeT BbINMOMHATLCA Kak HW B 4eM He 6biBano.

Mpn xenaHun MOXHO o6onTnch 1 6e3 Tanmepa. [ocrta-
TOYHO BOCMONb30BATHCA ACMHXPOHHbIMK cokeTamu. B otnu-
4Me OT CUHXPOHHBIX, OHW HE GIOKMPYIOT BbINOSIHEHUE TEKY-
LLero noToka, a HEMEANIEHHO OTAAKT ynpaBneHue, Bbi3biBast
call-back-npouenypy npu HacTynaeHn onpeLeneHHoro coobl-
TVs (Hanpymep, Npy NOAKIIOYEHNM YAANEHHOI0 NONb30BaTENs
no back-door-nopTy, 0TKpbITOro malware-nporpammoi).

Takxe malware-nporpamMma MOXeT BHELPUTLCH B NpoLie-
Lypy BMUcnetyepu3anmm COOBLLEHWIA UN NOAMEHUTb agpec
OKOHHOI Mpouepypbl And rnaBHoro okHa GUI-npunoxeHus.
Bo BCex aTux cnyvasx 3n0BpenHblil Ko 6yaeT BbINOHATHCA
B KOHTEKCTE yXe CYLLECTBYIOLLIEr0 MOTOKA, M malware-nporpam-
Ma CMOXeT 060MTUCL 6e3 co3aaHnst HOBOro. Takmne cnocobbl
BHEApeHWs NPeLNOXEHHbIA CKaHep He obHapyxusaer. [Npas-
[, 3T0 HE CMITbHO eMy MELLAEeT, MOCKOMbKY B XWBOW NpupoLe
nofobHbIX malware-nporpamm Lo CUX Nop 3aMeyeHo He 6bIno.
YHuBepcasbHbIX cnocoboB 60pbObl MPOTUB HUX HET. EAnHC-
TBEHHOE, YTO MOXHO MPEAN0KMUTb, — NEPUOANYHECKN BbIBOAUTD
CMUCOK AMHAMUYECKMX 6UONMOTEK, M eCnv BAPYT CPEAMW HUX MO-
fBMUnacb HoBas — 310 curHan! Ho ecnu malware-nporpamma oT-
Kaxetcs ot 3arpy3ku DLL, pa3meLas cBom Kog B CBOOGOLHOM
MecTe (Hanpumep, B KOHLE KOLOBOW CeKLMM), Mbl ONSATb NPO-
urpaem BOMHY.

Bnpoyem, He CTOMT NbITaTbCs PeLnTb NPobsiemMbl 3a40i-
ro go ux nosiBnexHuns. Bo3amoxHo, 3aBTpa cnyuutcsa rnobasnb-
HOe onefeHeHve (3eMNeTPSICEHNE, HABOAHEHME), Mbl BCE YM-
pem, n 60poTbCs ¢ malware-nporpammamMu CTaHET HEKOMY
M He3a4eMm. @

1. OllyDbg — 3ameyatenbHbIi M a6CONOTHO 6eCnnaTHbIN OTNaAuMK,
Co6paBLUNIA BOKPYT CE65 LIeNoe CO06LLEeCTBO NMOKOHHMKOB: http://
www.ollydbg.de;

2. soft-ice — 3 anpens 2006 Compuware npekpaTuna npogaxy
DriverStudio, noxopoHuB soft-ice 1 0Tpe3as Bce NyTW ero nerasb-
HOro NPUOBPETEHMSA, TEM HE MEHee NPexHue BEPCUM A0 CUX MOop
MOXHO HaiTu B CeTun, B TOM Y/CNE U B Mara3uHax, TOPryoLmx
NALEH3NOHHBIMU OUCKaMK, 3aBaNsBLUMMMUCS Ha CKnage.

3. process explorer — B utoHe 2006 roga dpupma Mapka PyccuHo-
Bu4a 6bina kynneHa Microsoft n xota Mapk obelyaeT, 4To ero
YTUNUTBI OCTaHyTCA 6ecnnaTHbIMK, CKOpee BCero oHu 6yayT
6ecnnaTHbl TONbKO ANs neranbHbiX nonb3oBatenen Windows,
Tak 4To cnewumTe ckadmeaTh: http://www.sysinternals.com/Utilities/
ProcessExplorer.html.



