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bOPbbA C BUPYCAMMU
OMbIT KOHTPTEPPOPUCTHYECKMX OMEPALIMI

He poii asmy apyromy, 4To6bl OH He UCrO0Ib30Bas
ee kak okor!
Cornparckasi My4pocCTb

Yepsro LoveSan, paspyLumTenisHOM Cuiomn
CBoeVi anvigemmn nobyamBLLErO MEHSI HanvcaTb
3Ty CTarblo, NOCBSALLAETCS. ..
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...3HaNTE: KOrJa Bbl YATAETE 3TN CTPOKU, KAKOW-TO NapeHb Ha M1aHeTe OTNaxnBaeT 04epesHoi BUpYC,
KOTOPbIV HE CEerofHsA 3aBTPa HAHECET yAap v O4HOW U3 XePTB BUPYCHOI0 TePPOPa OKaxXeTech Bbl.

He nbiTanitece 0TMaxHyTbCA OT NPO6JIEMbI U HE HAAENTECh, YTO HA 3TOT pa3 Bac «IPOHECEeT»!
BupycHele atakn cTamm ClMLLIKOM UHTEHCUBHBIMU U HUKTO HE MOXKET YyBCTBOBATb CE0S

B 6€30macHocTn. Vicrnonb30BaHne aHTUBUPYCOB HUYEr0 HE MEHSIET: €C/IN Bbl aAMUHNUCTPUPYETE
JIOKasnbHYyH CETb KPYNHOM OpraHn3aymm, nepcoHaIbHo AJ15 BaC MOXET ObITb HANUCaH CreynanbHbii
BUPYC (TPOSIHCKAA nporpamma, LUN1UoH), MPOXOAALLMIA CKBO3b aHTUBUPYCHBIE 3AC/IOHbI, KaK HOX
CKBO3b Macso. [lpnyem eciv 4O HEAABHEr0 BPEMEHN BUPYChI ObliiN HETEXHNYECKOW MPO6IEMOV
«[PA3HBIX PYK», KOTOPAA PELIAnack 3/1eMEHTaPHbIM Bbl1aMbIBAHUEM JUCKOBOLOB U pPa3fayes no ylam
BCEM JIIOOUTENIAM JIEBOT0 «COhTa», TO OCHOBHAA MAacca COBPEMEHHbIX BUPYCOB MPOHUKAET B L|6J1EBbIE
KOMIbKOTEPbI CAMOCTOATENIbHO, HE TPEOYET HUKAKNX JeACTBUI CO CTOPOHbI M0J1b30BATEIA.

Besakwnin yBaxaroLymii ce6 agMUHNCTPATOP AOJIKEH YMETb HAX0ANTb U HENTPA/IN30BaTh UMEHLLNe

€ro BuUPYCkl CaMOCTOATEIbHO. TOMY, kak UMEHHO 3TO0 CAenatb, U MOCBALLEHA HACTOALLYAA CTATbS.

(P.S. peyb ngér o OC Windows NT/W2K/XP/9x/Ve)
KPHG KACTIEPGKH
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Pacnnara 3a 6e3ayMHOCTb

Yiwep6, NPUHOCUMBIV BUpYyCamm, TPOSHCKUMU KOHAMU U MPO-
YMMW 3110BPEHbIMM NMPOrpaMmMamm, TPYAHO NepeoleHnTs. U
[Eeno 30ecb He TOMbKO B paspyLUEHHON MHdopmaummn (npu
CBOEBPEMEHHOM PE3epBUPOBaHUM [aHHbIX UX BCErga MOX-
HO BOCCTaHOBMWTbL). [opa3no 60nbLune YObITKU NPUHOCKT na-
HWYECKMI CTpax nepen caMoi BO3MOXHOCTbIO 3apaXKeHus,
BbINVBAIOLLMIACA B HACTOSILLYIO BMPYCHYIO UCTEPUIO.

A BCAKWUIA CTpax 3mxaeTcs Ha He3HaHuu. [Mocne n3o6-
PETEHNSA FPOMOOTBOAA MOJIHAM MO-MPEXHEMY MPOJoIxXa-
0T ybuBaTb NOAEN, OfHaKo cenyac ux (MOMHUIA) yxe He
Tak 60ATCH M, OKa3aBLUNCb 3aCTUTHYTbIM MOSHWUEN OAMH
Ha OOWH, BCAKWUIA rPaMOTHbIN YeSlOBEK 3HAET, Kak CBECTU
PUCK NOpaxeHus K MUHUMYMY. HanpoTuB, nogaaBLUMCh
MaHuKe 1 OencTeys HaobyMm, Bbl uaeTe npsMon TPOMow K
cBoeMmy knapbwuuly. M nnaveBHble pe3ynbraTbl NOMbITOK
MPOTMBOCTOSIHUA BUPYCHbIM atakam — ny4llee TOMYy Mog-
TBEPXAeHUe. JInxopagoyHble nNepeycTaHoOBKM OnepaLmoH-
HOW CMCTeMbI, Yepegyrowmecs ¢ popMaTtupoBaHNEM BUH-
yectepa u otTpy6aHuem cebst ot Cetn — HUYYTb He addek-
TMBHEE OMOBEHWS CepBepa CBSATOW BOLOW MMM HakayuBa-
HUEM ero aHTM6UOTUKaMMW.

Vicnonb3oBaHWe aHTMBMPYCOB TakXe He peLuaeT npobre-
Mbl. YTO6LI TaM HM roBOpWNA peknama, a Ka4ecTBO aHTUBU-
PYCHbIX NMPOrpamm BCe €Lle OCTaBNSET XenaTb Jy4Llero.
3ayacTylo BUpYCbl HE Pacro3HaloTCA COBCEM WM pacnosHa-
l0TCSA, HO He ypansaTca. Msrkas nepeyctaHoBKa CUCTEMbI
(T.e. NepeycTaHOBKa «MOBEPX» paHee YCTaHOBMEHHON Bep-
CUMN) HEe rapaHTUpYET yaaneHus 3apasbl, 1 MHOTUE 3110Bped-
Hble MporpamMmMbl ee BMOJIHE 61arononyyYyHo nepexusaroT!
dopmaTtrpoBaHme gucka — BoobLLe 6e3yMHbIN Crocob feve-
HWUS, CPOAHWU CKUraHUI0 6OJTbHBLIX HA KOCTPE — XECTOKUI U
KpanHe HeaheKTnBHbIA. [Jo Tex nop, noka He 6ygyT nepe-
KpbITbl BCE KaHaslbl MPOHWKHOBEHUS BUpYCa B CUCTEMY, MO-
BTOPHbIE 3apaXKeHusi 6yayT NPOMCXOANTb BHOBb U BHOBb!

OcHOBHOW HeOoCTaToOK NoAaBNALLEro 60MbLUMHCTBA aH-
TUBMPYCOB Kak pa3 MU COCTOWT B TOM, YTO ydanss BUpYyC 3
CUCTEMBI, OHU JAXE W He NbITaloTCA 3aTKHYTh Te Ablpbl, KOTO-
pble BMPYC WUCMOMb3YeT AN CBOEro pacnpoctpaHeHus. Kak
CNEACTBYE, «IeHeHe» KOMMbIOTEPA, NOLAKITIOHEHHOIO K CETH,
NpeBpaLlaeTcs B NeperoH TapakaHoB M3 OAHOW KasapMmbl B
Zpyryto, a notoMm o6paTHo. JlagHo, 3apaxeHne nokanbHOM
ceTn — 3To elle nonbepbl («OCTaHaBNMBAEM» CETb, NIEYUM
BCE MalUWHbl, «3amnyckaem» CeTb), HO BOT MPOHWUKHOBEHWE
BUPYCOB B VIHTEpHET NpeacTaBnseT cobov BeCbMa HETPUBHK-
anbHyto Npobnemy. Beineunts BCe MallvHbl rnodanbHON CeTu
3a pas npocTo HepeasbHO... MOXHO (M HYXHO!) yCcTaHOBUTb
o4epenHoe obHoBneHve ot Microsoft, 3aTkHyB 6peLLb B CUC-
Teme 6€30MacHOCTU, HO... KTO AACT rofioBy Ha OTCEYEHME,
YTO 9TOT CNOCO6 [ENCTBUTENBHO cpaboTaeT? Psag obHapy-
XXEHHbIX Ablp napHsam u3 Microsoft yaanoch 3aTkHyTb NULLb
CO BTOPOro-TPETLEro pasa, a HEKOTOpbIe Ablpbl OCTaNMCh He
3aTKHYTbIMM U 0O CUX Mop (Mny 3anfaTky 6biIn BbiMyLLEHbI
He ana scex OC). Mpuyem HabnogaeTcs ApKO BbipaXKeHHas
TEHOEHUMSA B YXYOLWEHUN MOLAEPXKKN HETBEPTOWN BEPCUM
Windows NT. XoTb v gpeBHel, HO [0 CMX NOp paboTaroLlen.

B npeane kaxabin agMMHUCTPATOP OOMKEH 6biTb FOTOB K
CaMOCTOSATENBHOMY OTPaXXEHMIO BUPYCHO aTaku, He Haaesch
Ha nomopb n3BHe. CyluecTBoBaHWe NOLOOHbLIX OTPSOOB Ca-
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MOOBOPOHSI, paccpenoTodeHHbIx no Bcen Cetw, caenano 6Obl
pa3BuTHE rnodasbHbIX NMMOEMUN NPAKTUHECKN HEBO3MOXHbBIM
M CHU3MIMO YOBITKM OT XaKepCKUX arak K pasyMHOMY MUHUMY-
My. B cBoe Bpems cyLecTBoBarna npekpacHas kHura «Komrb-
toTepHble Bupycbl B MS-DOS» EBreHus Kacnepckoro, poxog-
YMBO OOBLACHANOLLAS METOOMKN PYKOMaLLHOW 60pbOLI C BUPY-
camu, [OCTYMHbIe NS OCBOEHWUS BCAKOMY CreuuanvcTty cpep-
He pykn. OgHako ¢ noseneHvem Windows 1 pa3sutmeM rio-
6anbHbIX CETEN, CTpaTerns 3apaxeHus ansos CyLLECTBEHHO
M3MEeHWnach, 1 cTapble peLenTbl nepectany padoratb, a Ho-
BbIX KHUI M0 3TOV TEMaTUKe C TEX MOP TaK U He BbIXOAWIIO.

[aHHas cTaTbs pacckasbiBaeT 0 Hanbonee TUMUYHBIX Cro-
cobax MHMULMPOBAHMA UCMOSTHAEMbIX (haioB U MeToAax ux
BbliBIeHWs. Martepuan opMeHTUpoBaH Ha CUCTEMHBIX afMu-
HUCTPATOPOB W MPUKIIALHbLIX NPOrpPaMMMUCTOB C MUHMUMASTb-
HbIM YPOBHEM MOArOTOBKM.

Y7o Ham noTpebyerca?
AHanu3 BMpycHOro kopa TpebyeT O6LLMPHBIX 3HAYEHWUI U3 pas-
NMYHBIX oBracTed NporpaMMM1POBaHKS, a TaKkxe creumanuau-
POBaHHOIO WHCTPYMeHTapus, 6e3 KOTOPOro Mccnenosaresisc-
Kas pabota pUCKYeT NpeBpaTUTLCA B OpyaAve CPENHEBEKOBOM
MbITKW. BCe 3T0 0TNyrMBaeT HOBMYKOB, KOTOPbIE MOPON Aaxe u
He MNbITAKTCA B3ATb B PYKW AU3aCCEMONEPHBIN MeY, CHUTas, YTO
6opbba C BUpyCammM CIULLKOM CroXHa ans Hux. OgHako 3To
MPeanosioXeHve HesepHo. beccrnopHo, HanMBHO HafeATbCA Ha
TO, YTO UCKYCCTBY AM3aCCEMONMPOBaHNSA MOXHO Hay4uUTbCs 3a
OfHY HOYb, HO BOT Napbl HeAerb YMOPHOro Tpyaa Ang LOCTUXe-
HWS MOCTaBMEHHOW Lienn JOMKHO 0Ka3aTbCsl JOCTATO4HO.
3HaHve a3blka accembnepa — ApeBHENLLEro A3blka npo-
rpamMMupoBaHus — 06s3aTesNibHo. 1 ogHMX Nub y4e6HUKOB
B cTune «ASSEMBLER»> tOposa v «[porpammupyem Ha s3bl-
ke accembnepa IBM PC» Pygakosa ans ero 0CBOEHWs Kata-
CTPOPUYECKN HEQOCTATOUHO, MOCKOSbKY BCAKMUI A3bIK MO3Ha-
€TCA NWLLb NPN 0BLLEHNN «BXMBYIO». CxoguTe Ha Moboi cu-
CTEMHO-OPUEHTUPOBAHHBIN CanT (Hanpumep, wWww.wasm.ru)
W MOMbITaTeCh YXBATUTL CyTb accembrnepa U3BHe, a He 13-
HyTpW. Ha dopymax, roe avkue noayu NPOU3HOCAT HEMOHAT-
Hble CrloBa, PyratoTCs MaToM ¥ 06CYXAAl0T PENPOAYKTUBHbIE
peLenTopbl BUPYCOB, BUTAET OCOOLIA CUCTEMHBIV AyX, dena-
IOLLWI BCE CNOXHOE TakUM NPOCTbIM U MOHSATBIM.

B KOHeYHOM cHeTe accemMbriep — 3TO BCErO NMLLb A3bIK, MPU-
4YeM OYeHb W 0YeHb MPOCTON. HekoTopble AaXe cpaBHWUBAIOT
€ro C 3CrnepaHTo — JECATOK KOMaH[, U Bbl YK€ MOXETE CHOCHO
roBOpWTb. EAMHCTBEHHAsA CMOXHOCTb COCTOMUT B TOM, YTO BYW-
PyCbl, B OTAMYME OT HOPMasbHbIX MPOrpamM, copepxXar MHO-
XECTBO acCeMOIepHbIX «WU3BPaLLEHNIA», CMbICTT KOTOPbIX MO-
HATEH TOMbKO NOCBALLEHHbIM. [ns HENOCBALLEHHbIX Xe 3TO UH-
TeNneKTyanbHbI BbI30B! OTO yBREKaTembHble nornyeckve (1
ricmMxonornyeckue!) rofoBoIOMKY; 3TO 6ECCOHHbIE HOYM, FOpbI
pacneyarok, spkue 03apeHus 1 HU C YEM He CpaBHUMbIE pa-
LOCTW HaNZEHHbIX BaMU peLleHnid! XoTs, eciv roBopuTb YecT-
HO... BCE YXe yKpafeHo OO0 Hac, Tbhy, BCE rONOBONOMKM OaB-
HbIM-JaBHO pa3rafaHbl, a 3afa4km peLleHbl. Pecypcbl rnobarb-
Hom CeTu K Bawwmm ycnyram! lNocetnTe calT yauBMTENBHOIO
yeroeeka W uccnegosarens nporpaMm Mapka PycuHosmya —
http://www.sysinternals.com, a Takxe OTbILLWUTE €ro KHUry
«BHyTpennee yctporctso Windows 2000». Elle sam npuro-
puTcs 3HaMeHuTbIn Interrupt List Panbta BpayHa, — xopoLuo
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CTPYKTYPUPOBaHHbLIN CPaBOYHUK MO noptam, s4erikam nams-
TV ¥ NpepbiBaHKaM (BKMOYasa HeJOKYMEHTUpoBaHHbIe). Moc-
nepHue Bepcun Platform SDK n DDK ot Microsoft n Basic
Architecture/Instruction Set Reference/System Programming
Guide ot Intel umeTb 06513aTENBHO. PycCKie nepeBombl TEXHN-
YECKOM [OKYMEHTaLMKW, KOTOpble 3aronoHUM KHXKHbIe Mara-
3UHbI, rOQATCSA pasBe YTO AnA CTYOEHTOB, paboTatoLmx Hap
o4epenHbIM petepaToM, KOTOPbIV BCE PABHO HE YUTAIOT, a AN
peanbHOM PadoTbl OHW He MPUrOAHBbI.

M3 nHcTpymMeHTapus Bam B NMepByto o4epenb NMoHanoouTcs
XOpOLUMIA OTnaguuK 1 gusaccemosnep. KoHeyHo, CBOM BbIGOP
KabK bl BOSIEH feniaTh Cam, HO HuYero nyyiue soft-ice o NuMega
(www.numega.com) u IDA PRO ot Unbhaka MNyunbhaHosa
(www.idapro.com) eLle HUKTO He Bugen. Oba aTvx npoaykTa
OTHOCATCA K Kaccy TAXENON apTUNepuu v no CnoXHoCTH CBo-
€ro yrpasneHns HUYyTb He YCTYMNaKT TakvM COOTBEPHLIM MOH-
cTpam, kak, Hanpumep, Photoshop mnm Corel DRAW. PagHo kak
n3yyeHne nHtepdeiica, Photoshop He 3ameHseT cobon ocsoe-
HWE TEXHUKV PUCOBAaHMSA, TaK U UCKYCCTBO BIIafeHWs OTiafuu-
KOM/OM3accemM6/1epOM He OrpaHWNHMBAETCs YTEHWEM LUTaTHOW
LOKymeHTaumn. Wwwre B marasuHax «Otnagka Windows-npu-
noxeHun» [xoHa Po66uHca, «Otnagymk soft-ice» PomaHa Ai-
panetsHa, «O6pa3 MbiwneHns — ausaccemoénep IDA» Kpuca
Kacnepcku n «®DyHpgameHTarnbHble OCHOBbI XakepeTsa — UCKYC-
CTBO [M3aCCEMONMPOBaHNS» Ero Xe.

Mecta Haubonee BepoSATHOro

BHeApeHna Bupycos

O6BbEKTOM BMPYCHOrO MOpPaXeHWsi MOryT BbICTyNaTh kak uc-
nonHsemble dannbl (QUHaMmu4eckme GUGNNOTEKN, KOMMOHEH-
Tbl ActiveX, nnaruHbl), gpaneepa, KOMaHgHble avrnbl one-
paumoHHon cucTeMsl (bat, cmd), 3arpysoyHble cektopa (MBR
n BOOT), onepatuBHaa namsaTb, (annbl cueHapues (Visual

WUcTounnkm yrpo3sbl

Mo panHbiM carta VX.NETLUX.ORG Ha Ha4ano ceHTts6ps
2003 rofa pemTuHr «MnomynsipHOCTU» BUPYCOB U TPOSIHCKMX
KOHeW BbIrnsagen Tak:

I-Worm.Sobig. £
Worm.Win32.Lovesan
Worm.Win32.Welchia
I-Worm.Sobig.a
Worm.Win32.Ladex
Win32.Parite
I-Worm.FireBurn
Trojan.Win32.Filecoder
I-Worm.Mimail
I-Worm.Klez.a-h

33.525
Worm.P2P.Harex.a
I-Worm.Tanatos.a
TrojanProxy.Win32.Webber
MBA.First

AJ family
Worm.P2P.Tanked
Andrey. 932
Worm.Win32.Opasoft
Worm.Win32.Autorooter

Pucysox 1. TOP-20 BMPYCHOV TOHKM Ha BEDKMBaHME

Bce aBaauaTth BUPYCOB 13 ABALLATY «CUNbHENALLNX>» Ypes-
Bbl4aHO MPUMUTUBHbIE U HECTIOCOBHbIE K Ka4eCTBEHHOM
MUMMUKPUM TBAPU U BCE OHM NIETKO OGHApPYXMBAOTCS Aaxe
npv NOBEPXHOCTHOM aHanuae uccrefdyembix aiinos no Me-
TOAMKAM, OMUCaHHBLIM HIXeE.

70

Basic Script, Java Script), cannbl gokymeHnTtoB (Microsoft
Word, Microsoft Excel) u... 310 ganeko He Bce! ®aHTasus
cospareneil BUPyCOB MOUCTUHE 6e3rpaHuyHa, v notomy yr-
po3bl CreflyeT OXuaaTb CO BCEX CTOPOH.

lockonbKy, 0XBaTUTL BCE BbILLENEPEeYnCIIeHHble TUMbI
00bLEKTOB B paMKax OfHOW-eWHCTBEHHOW CTaTbW He npep-
CTaBNAETCA CKOMb-HNOYOb paspeLLunMmon 3afaden, aBTop oc-
TaHOBWI CBOWN BLIOOP HA CaMbIX MHTEPECHLIX BUPYCOHOCUTE-
NAX M3 BCEX — Ha MCMonHsaeMbIx annax. Bo-nepsbix, BUpY-
Cbl, NOpaxaroLime UCNonHsaemMble hansbl (& Takxe TPOSHC-
Kue nporpammbl, pacnpoCTPaHSIOLLMECS Yepes HUX XE), -
LVIPYIOT MO YUCIIEHHOCTW CPEQW BCEX OCTasbHbIX TUMOB BU-
pycos BoobLle. Bo-BTOpbIX, MeTogonorus aHannsa new-EXE
(hannos Ha NpefMeT UX 3apaxeHus He B MpUMep CKYAHO Oc-
BeLlleHa. B-TpeTbux, Tema gmsaccem6iMpoBaHna [OCTATOY-
HO WHTepecHa v cama o cebe. [1ng MHOrMX OHa CIYXUT u1c-
TOYHWMKOM TBOPYECKOrO BOOXHOBEHWS [id U MPOCTO XOPOLLUM
CPefCTBOM BPEMANPENPOBOXLAEHNS.

Tak 410 He 6yeM MeLLKaTb Y COBEPLUMM HaLl peLunTeslb-
HbIA MapLU-6pPOCOK, CHOCA BCEX BUPYCOB, BCTPETUBLLMXCS Ha
HaweMm nyTu!

OcHOBHbIE NPU3HAKK

BUPYCHOro BHeapeHusa

EAQVHCTBEHHBIM rapaHTVPOBaHHLIM CMOCOOOM BbIICHEHUS,
SBNAETCA NN OAHHbIA hans «nnoxuM» ansioMm Unu HeT, sB-
nseTcsa ero nonHoe ansaccemoénmposaHve. He ckpoto, gusac-
cembmpoBaHue — KpanHe Kporotnineas paéora u Ha riy6o-
KYI0 PEKOHCTPYKLMIO MPOrpaMmbl pa3MepoM B NATb — AECATb
mMerabanT MOryT YWTV rogbl eCNu He OeCATKN YenoBeko-ner!
YynoBuLLHbIE TPy#o3aTpaThl AenatoT TaKon Crocob aHanmsa
YpesBblYaiHO HenpuBeKaTENbHbIM 1 6ECNEPCNEKTUBHBIM.
[asainte nydile oTTankueaTbCa OT TOro, YTO MOAABASIOLLEE
60IbLLUMHCTBO BUPYCOB M TPOSIHCKMX KOHEW MMEKT psag xa-
PaKTEPHbIX YEPT, CBOEOOPA3HBIX «POAUMbIX MATEH», OTNMYa-
IOLLIMX X OT BCSKOW «HOPManbHOM» NporpaMmbl. HagexHoCTb
TakuX «MHOMKATOPOB» 3aPaXEHHOCTW CYLLUECTBEHHO HUXE U
ONpeLEeneHHbIA NPOLEHT 3M10BPEOHbIX NPOrpaMM Mnpu 3TOM
OCTaHETCSH HE3AMEYEH, HO... KaK FOBOPUTCS, Ha 6e3pblbbe 1
CroHa 13 Myxu caenaetus!

KonnyecTBo BCEBO3MOXHbIX «POAMMBIX MATEH», MPAMO
MM KOCBEHHO YKa3bIBAOLLMX HA 3apaXXEeHHOCTb (harina, BeCb-
Ma BEJIMKO M HUXKE MEePEeUMCIEHbI NNLLbL Hanbomnee XxapakTep-
Hble M3 HUX. HO faxe OHM NO3BONAT OOHAPYXMTb A0 4/5
BCEX CYLLECTBYIOLLMX BUPYCOB, @ MO HEKOTOPbIM OLEHKaM U
6onee Toro (N0 KpavHem Mepe BCE «aypeatbl» BUPYCHOIO
TOP-20 o6HapyxwuBaloTcs).

TeKkcToBble CTPOKM

Mpexpe 4em mpuctynaTtb K TOTanbHOMY [M3accembnupo-
BaHMWIO uUccnegyemoro pamna, HenuwHe NpoamcTatb ero
AaMmn Ha npegMeT BbIBEHWS NOTEHUManbHO Hebesonac-
HbIX TEKCTOBbIX CTPOK, K KOTOPbIM, B YaCTHOCTU, OTHOCATCS
KomaHabl SMTP-cepBepa n KOMaHOHOro MHTEpnpeTaTopa
onepaumorHon cuctemsl («HELO/MAIL FROM/MAIL TO/
RCPT TO, DEL/COPY/RD/RMDIR coOTBETCTBEHHO), BETBEN
aeTo3anycka peectpa (RunServices, Run, RunOnce), arpec-
CVBHbIE IO3YHIN U BbICKa3blBaHWA («neranudyem mMapuxya-
Hy», «caM gypak») u T. A.

CHCTEMHBIHAAMUHMCTPATOP



data:0040E048 aQuit
data:0040E050

data:0040E058 aData
data:0040E060 aHeloS
data:0040E06C asc_40
data:0040E070 aMailFrom
data:0040E080 aRcptTo
data:0040F244 aSoftwareMicros
data:0040F279 aRun
data:0040F27D aRunonce
data:0040F285 aSystemCurrentc
data:0040F2A7 aSoftwareMicr_0
data:0040F2D1 aRunservices
data:0040F2DD alnternetSettin
data:0040F302 aHi
data:0040F306 aHello
data:0040F30D aRe
data:0040F311 aFw
data:0040F315 aUndeliverableM
data:0040F32E aReturnedMailS

db 'QUIT',0Dh,0Ah,0

db '.',0Dh,0Ah,0

db 'DATA ',0Dh,0Ah,0

db "HELO %s',0Dh,0Ah,0

db ">',0Dh,0Ah,0

db 'MAIL FROM: <',0

db 'RCPT TO:<',0

db 'Software\Microsoft\Windows\CurrentVersion\',0
db 'Run',0

db 'RunOnce',0

db 'System\CurrentControlSet\Services',0

db 'Software\Microsoft\WAB\WAB4\Wab File Name',0
db 'RunServices',

db 'Internet Settings\Cache\Paths',0

db 'Hi,',0

db 'Hello,',0

rable mail--"%s"",0
db 'Returned mail--"%s"",0

PucyHok 2. éparmeHT Bupyca I-Worm.Kilez.e, TekcToBEHE CTPOKM
copepxamyuecss B Tejle KOTOPOTO BHJAKWT arpecCHBHHE HaMEepeHMs
[OCJIEJHETr0 C T'OJIOBOM

KoHeuHO, BCe 37O eLLe He CBUAETENbCTBO HANMYNA BUPY-
ca (TPOSIHCKOW MporpaMmbl), a OTCYTCTBME KOMMPOMETUPYIO-
LLMX NporpaMMy TEKCTOBbIX CTPOK — He rapaHT ee NosiiibHOC-
TW, HO... NPOCTO MOPa3UTESIbHO, Kakoe KONMMYeCTBO COBpe-
MEHHbIX BMPYCOB JIOBUTCA TAKUM 3NEMEHTapHbLIM CroCO60M.
He nHaye Kak CHVXXeHue KynbTypbl NPOrpaMM1MpoBaHus aaet
0 cebe 3HaTh? [encTBUTENbHO, NOAaBNsAoLLEe 6ONbLUMHCTBO
nporpaMm (1 310BPEAHbIX MPOrpaMm B TOM YMUCIIE) CerogHs
pa3pabatblBaeTca Ha A3blkax BbICOKOrO YPOBHS, U Nporpam-
MUCTbI HE AatoT cebe TpyAa XOTb KaK-TO CKPbITb «YLLUU», TOP-
yalme 13 CEKLMM JaHHbIX (He 3HatoT, kak 3To cgenatb?). OT-
KOMMUAMPOBaHHas NporpaMma npocTo LngpyeTca ctatnyec-
KVMU YrakoBLLMKamu, KOTOPbIe NEerko nopaatTcs asTomartu-
4eCKOW/NoNyaBTOMaTUYECKOW pacnakoBke, Bbigasas uccrne-
[0BaTento UCXOAHbIA JaMn CO BCEMM TEKCTOBbIMU CTPOKaMM
Ha MOBEpXHOCTU (CM. paspgen «MpeHTudukaums ynakosLym-
Ka 1 aBTOMaTnyeckas pacrnakoBka»).

Bbilwe B KayecTBe npumMepa npusefeH parMeHT Bupyca
[-Worm.Kiliez.e, Ha Manon3BeCcTHOCTb KOTOPOro XasnoBaTbCs
He npuxoauTcs (Bax! Kak TPygHO B3rMAHYTb Ha Aamn Toro,
4TO Bbl 3anyckaetel).

WpnenTntpukaums ynakosiuuka

N aBTOMaTU4eckaa pacrnakoBkKa

YnakoBKa WCMOSHAEMbIX PannoB «HaBECHbIMW» YMaKoBLLM-
Kamm 6blna WMPOKO pacnpocTpaHeHa elle BO BpeMeHa roc-

Kputnyeckasa owméka B SVCHOST.EXE

Ecnu, pabotas nog Windows 2000/Windows XP, Bbl nonma-
eTe CO0OLLEHNE O KPUTUHECKOW OLLMOKE NMPUIOXEHNS B MO-
ayne SVCHOST.EXE un ata KkpuTuyeckas olumbka ¢ 3aBug-
HOW PEryNsPHOCTLIO CTAHET NOBTOPSATLCS BHOBb M BHOBb, HE
TOPONMTECH MEpPeyCcTaHaBANBaTb CUCTEMY, HE CHOCUTE BalLll
KOMMbIOTEP B PEMOHT! ICTOYHMK OLLMGKM CUAUT OTHIOAb HE B
HEM, a npuxoauT K Bam no CeTy CBOMM LLUAroM 1 UMs eMy —
DCOM RPC bug.

HebpexHoe TecTMpoBaHue onepauyioHHON CUCTEMbI BKY-
Me C UCMONIb30BaHNEM MOTEHLIMANIBHO OMACHbIX A3bIKOB MPO-
rpaMMMPOBaHWS MPUBENO K TOMY, YTO BCAKMIA HEXOPOLUWIA
YENOBEK MOJMYYMN BOSMOXHOCTb BbIMOMHSATb Ha Ballei Ma-
LUMHE CBOW 3M0BPEQHbIA MALUMHHBIA KO, YNpaBiieHne KOTo-
pbIM MepefaeTcs MyTeM HEXUTPOro MepenosiHeHus Gydepa.
OfHako COBpeMEeHHbIE XaKepbl B CBOEW Macce HacTOJSIbKO
TYnbl, 4TO AaXe NepenosiHUTL 6ydep, HE YPOHMB NPU STOM
MaLLWHY, OKa3bIBaKOTCS He B COCTOSHMM!
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nopctea MS-DOS u npecnefosana co6oi cnegyoLme Lenu:
B yMeHbLUEHME pa3MepoB NporpaMmbl Ha AWCKE;

B CoKpbITE TEKCTOBBLIX CTPOK OT MOCTOPOHHMX FNags;

B 3aTpynHeHWe aHanu3a nporpaMmb;

B «ocnenneHne» CUrHaTYpHOro Moucka.

[Ba nocnegHMx NyHKTa CTOMT OTMETUTL 0c060. Hanps-
Myl gu3acceMbnupoBaTh ynakoBaHHY nporpammy
Henb3s. MNpexpae nccnegoBaTento nNpeacTont pasobpatb-
CSl C YNaKOBLLMKOM, 3a4acTyto MOCTPOEHOM MO BECbMA He-
TPMBMASbHBIM anroputMam, a Takxe CoAepXaliuM 60rb-
LLIOe KONM4ecTBO pa3HoobpasHbiX NMPUemMoB NPOTUB OTnag-
YMKOB M An3accemb1epoB. Takxe CyLLECTBYIOT U NOMMOp-
(bHblE YNAKOBLUMKW, FEHEPUPYIOLLME MALLUMHHBIA poL pac-
MakoBLUMKA Ha «JIETY» W LenaroLmil 3anMpoBaHHble 3K-
3eMMNNSPbl OAHOW U TON Xe NPorpaMMbl HE MOXOXUMU Opyr
Ha gpyra.

[ns 60pb6bl C ynakoBLMKaMu 6bI10 co30aHo 60fbLIoe
KONMYeCTBO aBTOMATUYECKMX pacnakoBLUMKOB, paboTato-
LUMX MO NPUHLMNY TPACCMPOBKM UCMONHAEMOro Koga u oT-
CNeXunBaHUs MOMEHTa Mnepefadn ynpaBneHns Ha Opuru-
HanbHbIA Kof. [Ona 60pbbbl C aHTUOTNAAO4YHbIMK Mpuema-
MW MCMonb3oBanacb TEXHONOMUA 3MyNALMKU MpoLieccopa,
06XUTPUTL KOTOPYHO ObIIO HE Tak-TO MPOCTO, XOTSH U BO3-
MOXHO, HO Ha 3TOT Cly4ai B HEKOTOPbIX U3 pacnakoBLLM-
KOB OblST NPERYCMOTPEH PEXMUM PYHHOW pacnakoBKW, B KO-
TOPOM pacnakoBbIBanoChb BCE, YTO TOMbKO ObINIO MOXHO
pacnakoBarb.

C nepexopgom Ha Windows mMHoroe mamenunocb. Konu-
4ECTBO YNakKOBLLMKOB PE3KO BO3POCIO, HO HW OQHOMO YHM-
BepcanbHOro pacrnakoBLiMKa [0 CMX MOp Tak M He MosiBu-
Nocb, a NOTOMY aHanu3 ynakoBaHHbIX (hansioB NpeacTasns-
€T Co60V OfHY U3 aKTyanbHENLNX NPo6SIEM COBPEMEHHON
aHTUBMPYCHOW MHOYCTPUM.

Ecnu npu gusaccemM6nvMpoBaHnu uccnegyemoro aw-
na 60/bLUY0 YacTb MCMOMIHAEMOro koga Amnsaccembnep
npeAcTaBus B BUIe Aamna Unu Bblaan Ha BbIxofe 6eccMblc-
NeHHbIA Mycop (HEBEPHbIe OMKOAbI KOMaHf, obpalleHns K
nopTam BBOAa/BblBOAA, NPUBUIIErMPOBAHHbIE KOMaHbI, He-
CYLLECTBYIOLLME CMELLEHMS 1 T. A.), TO (halin ckopee BCero

HemenneHHo knukHute mbiom no Windows Update u
cKavarite BCe KpUTMYecKme 06HOBIIEHNS, KOTOPbIE Bbl MO CBO-
€ NeHn He ckadanu go cux nop! MoMute Xe HakoHeL, YTOo
aHTVBMPYChI MPOTMB 3TON 6efbl BaM BCE PaBHO HE MOMOrYT,
MOCKOMbKY OCYLLECTBAISIOT NeYeHne NocT-hakTym, Koraa 3a-
YacTyHo NIeYUTb YXKEe HeYero... Ha xypon koHew, 3akpownte 135
MOPT — TOrAa BUPYChI U TPOSHCKME KOHW HE CMOrYT pacnpoc-
TPaHSATbLCS.

svchost_exe - Dwmbka npUADXKEHHA
Q Wekmodenwe unknown software exception [Oxc000009E] & npunoskeHu no agpecy Dx0095(363.

"OK" - zaEEpWEHWE NPHADHEHWA
"DTmeHa’ - oTNanKa NpMADKE-MA

Oriena |

PucyHok 3. 3TO He NpMBHAK HECTaGMIBLHOCTM CHCTEMH. JTO - Hpu-
BHak BMpycHoi araku! Eciu HaxaTe Ha «OK» - mepecTareT pa6o-
TaTh Bydep o6MeHa M HEKOTOpHe ApyrMe QYHKUMM CHCTEMl, eciu
HaxaTe Ha «OTMEHy» - BanyCTMTCs OTNajuMKk (eciam OH y Bac
ecTB) M CMCTeMa NONHOCTBK BCTaHeT. Ecau xe He fenaTb Hu
TOTO, HM JPYrOr'O — CHCTEMa YCHEWHO NPOJOIKMAT CBOL Padory..

n
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ynakoBaH w/unu 3awmgposaH. 3a4acTyio pacLUngpoBLLMK
KpaviHe NpUMWTWBEH WU COCTOWUT U3 JecATKa-Apyroro ma-
LUMHHBIX KOMaH[, CMbICST KOTOPbLIX MOHATEH C MEepBOro
B3rnaga. B Takom cnydyae pacnakosartb hannn MOXHO 1 ca-
MocToATeNbHO. BaM gaxe He npuaeTtcs BbIXOAWUTb M3 Ou-
3accembnepa, BCO paboTy MOXHO BbINOMHWUTL U HA BCTPO-
EHHOM fi3bIKe (€CIM, KOHEYHO, Ball au3accembnep nognep-
XWBaeT Takol A3blK). Ans paclumdpoBkM NPOCTEeNLLNX
«KCOpOK» xopoLuo noaxoaut HIEW, a 3agaym nocnoxHee
peLuatotcs ¢ nomoLbio IDA. MogpobHoe n3noxeHne meTo-
OVKW pacndpoBKY UCMOMHAEMbIX (DANoB Bbl HAWAETe B
kKHure «O6pa3 mbiwnenns — gusaccembnep IDA» Kpuca
Kacnepcku.

JucTyar 1. [lpuMep TMOMYHOT'O «KCOPHOT'O» pacumppoBumKa
C KOMMEHTapusaMu

; CODE XREF: sub 401090+58?j
.text:004010DA loc_4010DA:
; sarpysurTk B DL cnegmywmmpit 6aiT

.text:004010DA mov dl, [esptecx+0Ch]
; pacumppoBaTs no XOR 66h
.text:004010DE xXor dl, 66h

; TOJOXKMTE Ha MecTo
.text:004010E1 mov [espt+ecx+0Ch], dl
; YBENMUMTH CUETUMK Ha EeJUHUIY
.text:004010E5 inc ecx

; elle eCTb UTO pacuMppoBHBATE?
.text:004010E6 cmp ecx, eax

; .ecnu ma, TO MOTaeM LMK

.text:004010E8 jl short loc_4010DA
; CODE XREF: sub 401090+48?j
.text:004010EA loc_4010EA:

Ecnu xe Kop pacwmndpoBLnKa MO CBOEN OpPeEMy4ecTu
HarnoMMHaEeT HernpoXOAMMbIN TaeXHbI Niec, y uccneposa-
HUA eCTb BCE OCHOBAHWS CYUTaTb, YTO UCCnemdyemas npo-
rpaMma ynakoBaHa OOHVM W3 HaBECHbIX YNakKoBLUMKOB, K
KOTOpbIM, B YacTHOCTH, NnpuHaanexat ASPack, UPX, NeoLite
n gpyrne. OTOXAECTBUTb KOHKPETHbIN YNaKkoBLUMK MPU Ha-
ANYUM JOCTATOYHOrO OMblTa MOXHO M CaMOCTOATENbHO
(Baxe nonuMopdHbIe YNakoBLUMKK NETKO pacrno3HarTcs
BMU3yaribHO, CTOWUT TONbKO CTONKHYTLCA C HUMW TPU-NATb pa3
Kpsagdy), @ BO BCeX OCTaslbHbIX Criy4asx BaM NMOMOryT creuu-
anbHbIE CKAHEpbl, CaMbIM M3BECTHbIM (M MOLLHbIM!) U3 KO-
TOpbIX fABNseTCA 6ecnnatHo pacnpoctpaHsembii PESCAN
(http://k-line.cjb.net/tools/pe-scan.zip). JaBante Bo3bMeM
tann ¢ supycom Worm.Win32.Lovesan (Takxe M3BECTHbIN
nog umernem MSblast) n Hatpasum Ha Hero PE-SCAN. Cka-
HEP TYT e COOBLLMT, HTO BUPYC yrnakosaH ynakosLukom UPX,
KOTOPbIN MOXHO CKayatb C cepBepa upx.sourceforge.net, a
Mpu HaxaTum Ha kHonky «OEP» onpegenut 1 agpec opuru-
HanbHOW TOYKM B hann (B AaHHOM clyvyae OoHa pasHa
0x00011CB). Hy konb CKOPO Mbl 3HAEM MMS YNaKOBLLMKA,
HaWTW rOTOBbLIN PACNakoBLUMK HE COCTaBUT GOSbLUMX MPO-
6nem («UPX» + «unpack» B nio6om nouckosuke)'. C opy-
FON CTOPOHbI, 3HAHWE OPUrMHANBLHOM TOYKM BXOda B dhamn
MO3BONAET YCTAHOBUTb HA 3TOT afpec TOYKY OCTaHoBa U
TOrga B MOMEHT nepefadyu ynpaefeHus TONbKO YTO pacna-
KOBaHHOMY (hainy, oTnag4yuk HeMeLneHHO BCMIbIBET (BHU-
MaHue! ycTaHOBKa NporpamMMHON TOYKM OCTaHOBA C KOLOM
CCh B nogasnsioLem 60MbLUMHCTBE Clly4aeB NPUBOAUT K
Kpaxy pacnakoBLUMKa, A1 NPefoTBPaLLEHNs KOTOPOro che-
AyeT BOCMOMb30BaTbCA annapatHbIMY TOYKaMU OCTaHOBA;
3a noApobHOCTAMU obpallanTecb K PYKOBOLACTBY MOJb30-
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BaTens Ballero otnagyvka, B 4acTHOCTH, B soft-ice ycTa-
HOBKa annapaTHON TOYKM OCTaHOBA OCYLLECTBAETCA KOMaH-
po BPM agpec X).

pe-zcan :: msblast exe !E[E
| = info ” = 0Ep | detection : |adv.scan|| | = ey |

zighature bytes

possible packer/encryptor o ups 0.80-1.23
http: A fupe. sourceforge. et

optiohs quit

Pucynok 4. PE-SCAN B gencTeum

A Kak 6bITb, ecnv PE-SCAN He CMOXET OnMpefennTb opu-
TMHaNbHYIO TOYKY BXOAA WAWM HU OOWH U3 HaWOEHHbIX BaMu
pacnakoBLLUVKOB He CnpaBnseTcs ¢ AaHHbiM davinom? Ecnu
nccnegyembli dain xoTa 6bl OOGHOKPATHO 3anyckancs (To
€CTb Balla MallMHa yxe MOTeHUManbHO 3apaxeHa), MOXHO
B3aTb ProcDump (http://ProcDump32.cjb.net) n, 3anyctus pac-
MakoBbIBAeMbIV (hann eLle pas, CHATb C HEro NosHbIA Jamn
namsaTtn (Task — ums npouecca — Dump Fill). KoHevHo, yTo-
Obl MONYYEHHbLIN Aamn NpeBpaTuscA B NOMHOLEHHbIR PE-
thann, Hap HUM NPUOETCS Kak cnefdyeT nopabotarb «pyka-
MUW>», HO 15t AU3acceMbmpoBaHus conteT u Tak. LaHcel pac-
nakosatb hann 6e3 ero 3anycka cpegcrtsamm ProcDump oT-
HOCUTENIbHO HEBEJIKK, 1d U Ka4eCTBO PacrnakoBKW OCTaBIIfl-
eT Xenatb fy4Llero. 3a4acTyro pacnakoBaHHbIN dhain He npu-
rofeH gaxe Afif AU3accembrimpoBaHns, He TO YTO 3aryckal

Ha xynow KoHeL, MOXHO nornpo6osaTh nepexsaTuTtb nepe-
[ady ynpaBreHus pacrnakoBaHHOMY KOAy, MPOCTO NOCTaBMB
Ha cootBeTcTBylowme API-pyHKUMM TOUkM ocTaHoBa. Mpu
onpefeneHHbIX HaBblkax padoTbl ¢ ABOUYHBLIM KOLOM Mbl
MMeeM BCE LUAHChbl OCYLLECTBUTb TAKOM nepexsart eLle o
TOrO, KaK BMPYC yCneeT BHEAPUTLCSH B CUCTEMY WAW YTO-TO
UCTIOPTUTb B HEN, OOHAKO HUKaKWX rapaHTWi Ha 3TOT CHET Y
Hac HeT W BUPYC B N0OON MOMEHT MOXET BbIpBaTbCA M3-N0A
KOHTPOIS, NO3TOMY MUCCefoBaHWs Takoro poga yulle Bce-
ro NPOBOAMUTL Ha OTAENLHOW MallvHe.

Wtak, Bbi3biBaeM Soft-ice 1 yctaHaBnMBaeM TOYKM OcTa-
HOBA Ha BCe MOTEHUManbHO onacHble yHKLMK, a Takxe BCe
Te PyHKUMK, KOTOPbIE OBLIYHO MPUCYTCTBYIOT B CTAapTOBOM
koge (cMm. paspen «CtapToBbI kKof»). Ecnn Bupyc HanucaH
Ha 3blke BbICOKOTO YPOBHSI, Mbl 3aXBaTWM BbINOSHEHVE eLLe
[0 Hayana BbINosiHeHus yHKUMM main. B npoTtvBHOM cny-
yae OTnaguMK BCNIIbIBET MPU NepBOW MOMbITKE BbINOHEHUS
MOTEHUMANbHO ONacHOM OYHKLMN.

Otnapuvku, yctaHasnmeawoLwwme rnobanbHble TOYKM OC-
TaHoBa (M soft-ice B UX 4ucrne), BCNbIBAIOT HE3ABUCUMO OT
TOr0, Kakoe NpUNOXeHve 1X BbI3biBAET, NO3TOMY BCeraa 06-
paLlanTe BHUMaHWe Ha MpaBbii HUXHWUIA Yron 3KpaHa, B KO-
Topom soft-ice BbIBOAMT MMs npouecca, «NoTPEBOXMBLLE-
ro» OTNagyvK, 1, ecnivm 3T0 He Uccneayembln Bamu npoLecc,
a YTo-TO eLle, Bbl MOXETe CMeJio MOKUHYTb OoTnagyvk, Lo-
XNOasch ero o4epenHoro BCNbITUS.

CHCTEMHBIHAAMUHMCTPATOP
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Tabmuua 1. dyHKUMM, [OMOTaKUye NEPEXBAaTUTHL YIpaBIeHKe
Yy PacnakoBaHHOTO BMPYCHOT'O KOAa, MONYYMBIIETO yNpaBleHMe

OCHOBHbIE (PYHKIIHH CTAPTOBOr0 KOJAA | OCHOBHbIE MOTEHIHAJLHO ONACHbIE GyHKIAA
GetVersion CreateFileA,

GetVersionExA RegOpenKeyA
GetCommandLineA RegOpenKeyExA
GetModuleHandleA LoadLibraryA

GetStartupInfoA FindFirstFileA

SetUnhandledExceptionFilter FindFirstFileExA

[aBarTe nNPoAEeMOHCTPUPYEM TEXHUKY PYYHOW pacnakoBKu
Ha npumepe aHanusa supyca IWorm.Sobig.f. PE-SCAN noka-
3bIBAET, YTO OH YNakoBaH NONMMOPMHBLIM YNaKOBLLUKOM
TelLock 0.98 (http://egoiste.cjb.net/), ooHako HalTV roTOBbLIV pac-
MakoBLLUMK B VIHTEpHETE 1151 3TOWM Bepcum He yoaeTcs (Te, yTo
€CTb, HE pacnakoBbIBaOT (pann COBCEM UMK PacnakoBbIBAKOT
€ro HenpasunbHO). MNoLwarosas TpaccMpoBKa pacnakoBLUMKa
(PaBHO Kak 1 MOMbITKM aHanM3a anroputMa pacrnakoBky) 3aBO-
OAT Hac B HUKYAA, MO0 KOf, OKa3bIBAETCA CANLLKOM CIIOXEH 1A
HaYMHAIOLLMX (& BOT OMbITHblE NPOrpaMMMUCTbI MOMyHaroT OT ero
PEKOHCTPYKLUMM HACTOsILLEE YOOBONLCTBME, MOO YNaKOBLUMK
BecbMa Hennox). MpocmoTp gamna B HEX-pegaktope Takxe He
MOKa3bIBAET HUYErO MOAO3PUTENBHOIO. TYMUK. ..

A Tenepb Ha CLEHY BbIXOOMT Hall MPUEM C KOHTPOJbHbI-
MM TOYKamm, 1 uccnegyemas nporpamMma Tot4ac noBuTCs Ha
GetModuleHandleA n CreateFileA. Ha MomeHT Bbl3oBa noc-
nefHWX BECb KO U BCE [aHHble 3apaxeHHoro damna yxe
MOMHOCTLIO pacnakoBaHbl v MPOCMOTP COREPXUMOro CErMeH-
Ta OaHHbIX HeMeLneHHO pasobnayaeT BMpYC NO arpeccus-
HbIM TEKCTOBbIM CTPOKaM:
001B:00419561
001B:00419571
001B:00419581
001B:00419591
001B:004195A1
001B:004195B1
001B:004195C1 55 5
001B:004195D1
001B:004195E1
001B:00419BD1
001B:00419BE1
001B:00419BF1

001B:00419C01 5C
001B:00419C11 62

00 00 00 62-61
00 00 00 74-63
6E 00 00 69-73
55 49 54 0D-0A
00 00 00 50-61
5 73 65 72 6E-61
4C 4F 47 49-4E
46 52 4F 4D-3A
43 50 54 20-54
5C 00 00 53-4F
6F 73 6F 66-74
72 72 65 6E-74
00 00 00 20-2F
6C 70 00 6D-68

ble....base64..S
MTP....tcp.text/
plain..iso-8859-
1..QUIT...EHLO

AIL FROM: <%s>..
«.RCPT TO: <%s>
.S\.SOFTWARE\
Microsoft\Window
s\CurrentVersion
\Run... /sinc..d
bx.hlp.mht.wab.h

PucyHok 5. PacmakoBaHHEN BpyuHyl I-Worm.Sobig.f cpasy xe
BHfjAaeT arpPeCCHBHOCTL CBOMX HAMEpPEeHM) XapaKTEpPHHMY TEeKCTOBBIMMU
cTpokamMu

CraproBbiii Kop

B peBsHOCTbIX rofax ABafuLaToro Beka, Korga BUpYChl CO-
30aBanuncb NPeMMYyLLECTBEHHO Ha accembnepe v nNucanvchb
npenMyLLecTBEeHHO npodeccnoHanamm, a KOMMep4eckme
nporpaMMuCTbl B CBOEM MOAABNSAIOLLEM GOMbLUMHCTBE NOS-
HOCTbIO OTKa3anucb OT accembriepa M NepeLuny Ha A3bIKK
BbICOKOIO YPOBHS, ANs pa3paboTYNKOB aHTUBMPYCOB HACTY-
MUK 30M0Tble OHW, NGO pacno3HaTh 3apaXKeHHbIn ann 3a-
4acTylo yaasanocb ¢ ofHoro B3rnsga. [deicTBUTensHo, Nio-
6as HopMarnbHO OTKOMMNUIMPOBAHHAsA NporpaMMa HadMHaeT-
Csl C TaK HasblBaeMoro crapTtoBoro Koga (StartUp code), ko-
TOPbIV IErKO OTOXAECTBUTb BU3YasbHO (Kak NpaBuiio, OH Ha-
4nHaeTcs ¢ BbidoBa yHKuMin GetVersion, GetModuleHandleA
nT. 4.), a gusaccem6nep IDA n BoBce ngeHTUmLmpyeT ctap-
TOBbIN KOZ, MO 06LUMPHOV BUONMOTEKE CUTHATYP, BblAasas TUM
M Bepcuio Komnunatopa. AcceM6riepHbie Xe rnporpammbl
CTapTOBOro Koda NWLLIEHbI, U NOTOMY, KOrga acceMbnepHbIn
BMPYC BHEOPSETCS B NPOrpamMy, HanncaHHyto Ha A3blke Bbl-
COKOro YypOBHS, CTAPTOBbLIN KO OTOABUraeTcs Kak Obl
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«BrNy6b» (hanna , AemMackmpys TeM cambiM (PakT CBOEro 3a-
paxeHus.

CerogHsi, korga accembnepHble BUMPYCbl CTAHOBATCS My-
3e/iHON pefdKOCTbI0, TAaKOW CNOCO6 OTOXAECTB/IEHUS Mano-
nomMany rnepecraet paboTarb, OAHaKo 4O MOMHOro Crnunchisa-
HUA B YTUNb OeNo He OOLUO.

Ctporo roBopf, HMKakumx opmalsibHbiX NPU3HAKOB
«HOopMasibHOro» start-up He CyLLeCTBYET M Kaxbli paspa-
60TYMK BOMEH peann3oBbiBaTb ero no-csoemy. OagHako
peaKuin pas3paboTyuK LennseT K nporpamme CBOW CO6-
CTBEHHbIN start-up 1 Bce Yalle g 9TUX Lenemn Ucrosbay-
eTcsl GUONNOTEYHBIA CTapTOBLIN KOf, NOCTaBMAEMbIA BMe-
CTe C KOMNUNATOPOM. HecMOTps Ha TO 4TO Jaxe B paMKax
O[JHOr0-e[JMHCTBEHHOI0 KOMMUATOPA CYLLECTBYET MHOXe-
CTBO Pa3HOBMAHOCTEN CTAPTOBOr0 KOJa, BCe OHU NErKo y3-
HaBaemsbl, ¥ hakT OTCYTCTBMS CTAPTOBOro Kofa HahexHo
o6HapyXuBaeTcs faxe cambiMy Ha4YMHAOLWMMU U3 Ucche-
nosatenen!

MpubnuantensHas CTpyKTypa TUMMYHOMO CTapTOBOro Koaa
TakoBa: cHa4ana uaeT nposor, 3ateM HacTpovika ob6paboTyu-
Ka CTPYKTYPHbIX UCKNoYeHu (ans Cu++ nporpamm), obHapy-
XunBatoLLas cebs no 06paLLEeHMto K CermeHTHoMY perncTpy FS.
Janee crnepyet BbI30oB pyHKUMI GetVersion (GetVersionEx),
GetModuleHandleA n GetStartupInfoA. MNMogpo6Hee 06 naeH-
TMUKaALMM CTApTOBOrO KoAa MOXHO Npo4YnTaTb B KHUre
«DyHOamMeHTarnbHble 0CHOBbLI Xakepctsa» Kpuca Kacnepcku
unn B «Hacker Disassembling Uncovered» ero xe.

30ECh XE Mbl HE MOXEM MO3BONUTL Cebe MOJPOBHO OcTa-
HaB/IMBaTLCA Ha 3TOM OO6LUMPHOM BOMPOCE M MPOCTO CPaBs-
HUM start-up Kof HOpManbHOW NporpamMMbl C KOLOM BUpyca
Win2K.Inta.1676:

JmcTuHr 2. Taxk
Visual C++ 6.0..

BHIVIIAMT HOpPManbHHM start-up or Microsoft

.text:00401670 start proc near

.text:00401670 push  ebp

.text:00401671 mov ebp, esp
.text:00401673 push  OFFFFFFFFh
.text:00401675 push offset stru 420218

.text:0040167A
.text:0040167F
.text:00401685 push eax
.text:00401686 mov large fs:0, esp
; Get current version number of Windows

push offset _ except handler3
mov eax, large fs:0

.text:00401696 call ds:GetVersion
.text:004016EC push

.text:004016EE call _ heap init
.text:00401704 mov [ebptvar 4], 0
.text:0040170B call _ ioinit
.text:00401710 call ds:GetCommandLineA

.text:00401716
.text:0040171B
.text:00401720

mov
call
mov

dword 424F44, eax
__crtGetEnvironmentStringsA
dword 4235C0, eax

.text:00401725 call _ setargv
.text:0040172A call _ setenvp
.text:0040172F call _ cinit
.text:00401754 call  main
.text:00401763 call _exit

JlucTuHr 3. .a TaKk BHIVIAAST OKPECTHOCTYM TOUKM BXOAa BUpyca
Win2K.Inta.1676

.text:00011000 start proc near

.text:00011000 mov eax, [esptarg 0]
.text:00011004 lea edx, loc 11129
.text:0001100A mov [eax+34h], edx
.text:0001100D lea edx, dword 117A0
.text:00011013 lea eax, aHh ; "HH"
.text:00011019 mov [edx+8], eax

.text:0001101C
.text:0001101C

mov [eax+4], aSystemrootSyst
; "\\SystemRoot\ \system32\\drivers\\inf.sys"
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.text:00011023 push  1200h
.text:00011028 push 0
.text:0001102D call ExAllocatePool
.text:00011032 or eax, eax
.text:00011034 jnz short loc 1103E
.text:00011036 mov eax, 0C0000001h
.text:0001103B retn

CmotpuTte! B TO Bpems Kak «xopoLlas» nporpaMma ne-
HUBO OnpalLMBaeT TEKYLLY BEPCUIO OrepaLyoHHON cucTe-
Mbl U UXe C HeW, 3NOBPefHbIN BUPYC CIOMSA rorioBy HECETCA
B 06bATbA Agpansepa inf.sys. MNpaBunbHble Nporpammbl Tak
cebq He BEOyT M KOBApPHOCTb BMPYCHBIX MaHoB pasobraya-
eTcsa ¢ nepsoro B3rnsagal

PasymeeTtcs, oTCyTCTBME CTAPTOBOrO KOAA ELLe He eCTb
cBMAeTensCcTBO BMpyca!l bbiTb MOXeT, uccnenyembl gain
Obl1 ynakoBaH vnu paspaboTyuK NpPUMEHUN HecTaHaapT-
HbIN KOMMUIATOP UM Habop 6ubnnoTek. Hy ¢ ynakoBkow
Mbl yXXe pasobpanuch, a ¢ MAEHTUMUKaLMEA KOMNUIATO-
pa nomoxet cnpaeuTtbest IDA v Haw AMYHBIA onbIT (3ame-
yaHue: Tekywue sepcun IDA PRO onpepensiot Bepcuio
KOMMUNSATOpa HENOCPELACTBEHHO MO CTapTOBOMY KOAY, U,
€CNin OH OTCYTCTBYET MNu 6bin U3MEHeH, MexaHW3M pac-
no3HaBaHWA [Ee3aKTUBUPYETCH U MOUCKOM MOAXOLALLEN
O6U6IMOTEKM CUTHATYP HAM MPUXOAUTCHA 3aHMMATLCS BPYY-
Hyt0, Yepe3 MeHio File — Load fle — FLIRT signature file). U,
€Crin 06HapyXuTcs, 4To HopMarbHbIv start-up y charna sce-
TaKw eCTb, HO BbIMOITHEHWE NPOrPaMMbl HAYMHAETCS He C Hero,
LLIAHCBI Ha MPUCYTCTBME BUPYCA 3HAYUTESNIbHO BO3pacTyT!

TposiHCKMe NporpamMMbl, B 60MbLLIMHCTBE CBOEM HanucaH-
Hble Ha A3blKax BbICOKOro YPOBHSA, MMEIOT BMOMHE cTaHpap-
THbIM Start-Up 1 NoToMy Ha Takylo HaXWBKY He OBHapyXu-
BatoTcs. B3aTb, Hanpumep, Toro xe Kilez, craptoBbin Kof,
KOTOPOro BbIMAAUT TaK:

JucTvar 4. UYepBr I-Worm.Kilez.h mMeeT cTaHmapTHHIf CTapTOBBIA
xoxm

.text:00408458 start proc near

.text:00408458 push  ebp ; sub_408458
.text:00408459 mov ebp, esp

.text:0040845B push OFFFFFFFFh

.text:0040845D push offset stru 40D240

.text:00408462 push offset _ except handler3
.text:00408467 mov eax, large fs:0
.text:0040846D push  eax

.text:0040846E mov large fs:0, esp
.text:0040847B mov [ebptvar 18], esp
; Get current version number of Windows
.text:0040847E call ds:GetVersion

.text:004084AF Xor esi, esi

.text:004084B1 push esi

.text:004084B2 call _ heap init

.text:004084C4 mov [ebptvar 4], esi
.text:004084C7 call _ ioinit

.text:004084cCC call ds:GetCommandLineA
.text:004084D2 mov dword 494E68, eax
.text:004084D7 call _ crtGetEnvironmentStringsA
.text:004084DC mov dword 493920, eax
.text:004084E1 call _ setargv

.text:004084E6 call _ setenvp

.text:004084EB call _ cinit

.text:004084F0 mov [ebptStartupInfo.dwFlags], esi
.text:004084F3 lea eax, [ebpt+StartupInfo]
.text:004084F6 push  eax ; lpStartupInfo
.text:004084F7 call ds:GetStartupInfoA
.text:004084FD call _ wincmdln

[Jaxe «HeBOOPYXEHHbIM» rMasoM BWAHO, YTO CTapTO-
BbIi KOO 4epBs MOEHTUYEH cTapTtoBoMy kogdy Microsoft
Visual C++ 6.0, 4TO M HEeyAMBUTENBHO, TAK UMEHHO Ha HeM
4epBb W Hanuca.
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Touka Bxoaa

MNpn BHegpeHun Bupyca B hains To4Ka Bxoda B HEro Heus-
6eXHO n3meHseTcs. JIwb HEMHOTME U3 BUPYCOB YXUTPS-
l0TCS 3apas3uTb haisl, He Mpukacasacb K TO4Ke OCTaHOBa
(BMpPYC MOXET BNMCAaTb N0 agpecy OpUrnHanbHON TOHKK OC-
Tanosa JUMP Ha cBoe Tesno, cnerka nognpasuTs Tabnuuy
nepemMeLlaemMbiX 3NEMEHTOB WU BKIIMHWUTLCA B MacCuB
RVA-agpec Tabnuubl UMnopTa, BHELPUTLCA B HE3aHATble
o6nacTun KogoBow cekuun canna v T. A.), OBHAKO apean
06UTaHNsA Takux ocober orpaHuyeH nNpenMyLlecTBEHHO
CTeHamu niabopaTopuii, a B OQUKOW MPUPOLE OHW NpakTu-
YeCKu He BCTpevaloTcs. He TOT ypoBEeHb NMOArOTOBKM Y BU-
pyconucaTtenewu, He TOT...

N ecnn «HopmarbHble» TOYKM BXOLA MPaKTUYECKMN BCe-
roa HaxomsdTcs B KOLOBOW CeKUMW UCMONHAeMoro danna
(«.text»), TouHee, B rywie 6M6AMOTEYHbIX PYHKLMIA (HABW-
ratop IDA PRO no ymonyanuio BbigensieT ux rony6oim LBe-
TOM), HEMOCPEACTBEHHO NPEALLECTBYS CEKLMN OaHHbIX, TO
TOYKa BXOAa 3apaKeHHoro danna TpaguuMoHHO pacrona-
raeTca Mexay cekuuen MHULMANM3NPOBaHHbLIX U HEMHULK-
ann3vpoBaHHbIX [AaHHbIX, MPAKTUYECKN Y caMoro KoHua uc-
nosiHsemoro cpawna.

Tak npoucxoguT NOTOMY, 4TO AOMUCbIBAsA CBOE TENO B
KoHeL, havna, «BuUpycHas» CeKLMA OKasbiBaeTCcs camow rnoc-
nepHen cekuven MHMLMANM3NPOBaHHbIX A4YeeK namaTu, 3a
KOTOPOW MPOCTUPAETCs OOLLUMPHBLIA PErvOoH HEeMHULMaNM3n-
POBaHHbIX fi@HHbIX, 6€3 KOTOPOro He 06XOAUTCS HX OfHA NPo-
rpamma. 3T0-TO ero (BMpycC) 1 pemackmpyeT!

Hv oanH M3 M3BECTHLIX aBTOPY YNaKOBLLMKOB UCMOSHSAE-
MbIX (DalnoB Tak ceba He BefdeT, U MOTOMY HeHOopManbHOe
pacrosnoXxeHne TO4YKN BXOAA C BbICOKOW CTEMEHbIO BEPOATHO-
CTW CBUOETENbCTBYET O 3apaxeHun danna supycom!

HectanpaptHbie cexuuu

MNpw 3apaxeHun mucrnonHsemoro gpamna MeToaom Lo3anucu
CBOEro Tefnia B €ro KOHel Yy BUpyca eCTb [iBe anbTepHaTVBbI:
nmMbo yBENMYMTL pasMep nocnegHen cekumm damna (a aTo,
Kak npasuno, cekuusa .data), npucsome en atpubyT
Executable?, nnu6o cozpaTb CBOK C06CTBEHHYIO cekumto. Oba
3TWX crocoba Jierko pacno3HarTcs BM3yanbHO.

Koz, pacnonoxeHHbI B KOHLE CEKLMW AaHHbIX, — BECbMa
XapaKTepHbIN MPU3HaK BUpYCa, PaBHO Kak u cekums .text,
3amMblKaroLas cobomn gamn n nocne HefoONrmx MbITapcT. re-
pefatoLlas yrnpasneHue «Brnepef» — Ha HOPMasbHYI TOYKY
BXoZa. TO Xe caMoe OTHOCUTCSA U K CeKUMsM C HecTaHdapT-
HbIMW MMEHaMW, 3a4acTylo COBMafawLyMn ¢ NMEHEM ca-
MOro BMpYyCa Win MackMpyoLLMMUCs nog Cekumu, cosgasa-
eMble YNaKoBLLMKaMWN UCTONHAEMbIX (DansioB (HO cam hain
Mpn 3TOM OCTaeTCs HeynakosaH!).

JocTaTo4Ho 4acTo BUPYChl BHEAPAOTCS B CO34aBaeMyto
VMU CeKLMIO .reloc, ITaTHO NpeaHasHavYeHHyo na XpaHe-
HUS MepemMeLLaemblX 3NeMEHTOB. BbITb MOXeT, BUpyconu-
caTenu pymaroT, 4To pas3paboTynKu aHTUBUPYCOB BCe
CMAOLWb KPYrible WAWOTBI U He 3HAKT, ANA Yero 3Ta Cek-
uMsi npegHasHaveHa?

Ho Tak unu nHaye, BCTPETUB B Uccrnegyemom panne
cekumio .reloc, cogepxallyto UCMOSHAEMbIN KO, 3HaNTe:
C BEPOATHOCTbLIO ONU3KON K eAnHuLe, Bbl UMeeTe [eno C
BMPYCOM.

CHCTEMHBIHAAMUHMCTPATOP
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File Edt Jump Seach View Options Windows Help

S == BER ] = M x| =|d] g - i - H K-
Dverview navigator Srale: 1 pixel = 128 bytes: Range: 00401000-00408000

|| Library function | Data

M Regular function Il Unexplored

M Instruction W Extemal symbol

:00483B6E
:88483B6E
:O0403BGE start
4 03B6E
403B6E
4 03B6E
403B6E
: BB483B6E
:00403B6E

public start
proc near

dword ptr -78h
dword ptr -74h
byte ptr -76h
dword ptr -6Ch
dword ptr -68h

483B6E
483BGE
483B6GE
:00403BGE
:88483B6E
403BGE
4 83B6E push ebp
LO3B6F mou ebp, esp
483871 push BFFFFFFFFh
:00483B73 offset unk_LB5988
s 00483878 offset loc_LB3CCC
483870 eax, large fs:@8
100403883 eax
188483884 large fs:8, esp

byte ptr -66h
_STARTUPINFOA ptr -5Ch
dword ptr -18h
dword ptr -14h

= dword ptr -4

40386 = byte ptr -64h

5 sub_u4B3BGE

= e e I I T e S A R R T =
o] I Y R = T

DA Viewh | IDA ViewB DA View |
:00014F60 start
:88014F68
:00614F60 =
:88814F68 = dword ptr
:00614F60
:88814F68 push ebp
:08614F51 mou ebp, es
:8B014F63 ELL esp, BFFFFFFDBh
:00614F66
:80814F66 loc_14F66:

:006814F66 pusha
:@0B14F67 call §+5
:006814F6C eax
19881 4F 6D eax,
100814F72 eax,
19081 4F77 eax,
:80B14F78 §45
:00014F7D esi,
:88014F7F
:00014F80
:808814F88 loc_14FB8:
:00014F80
:88014F85
:00014F87
:88014F8A
100014F20
:8B014F95
:00614F9A

proc near

dword ptr -4
111F8DFER

eax, 8FsDDffzgpn

esp, esi

[ebp+ 1. eax
[eax-BA22FC42h], ebx
ebx, 804000000

word ptr [ebx], 5A4Dh
short loc_14FAC

[The initial autoanalysis is finished AU idle |Down [Disk: 200ME [D0003BEE  |DO403BEE: start 7

[micro_request 13 A idle Down |Disk: 207MB [00004F80  |00014F60: start+20 v

PucyHox 6. Tak BEIVISANT AMSaCCEMONEPHEN JUCTUHT HOPMaJbHOT'O
daitma. Touka BxXOja pacnojioxXeHa BHYTPM cekuum .text B ryme
6MONMOTEUHEX QYHKUMI, NPUXOASICE NPUBIMBUTENBHO Ha CEpefuHY
barnna

& IDA - WinNT.Infis. 4608

Fi it Jump Search Yiew Options Windows Help
=8| =] mlem ] = N x| =[] 2l || ulk]-] g

| Library function | Data
W Regular function I Unexplored
M Instuction W Extemal symbol

Z0FBA383D start
= 0FBA383D
=0F BA383D
= 0F BA383D
=0FBA383D
=BFBA383D
= 0F BA383D
= OF BARS3D pusha
ZUF YALYIE call §+5

proc near

= byte ptr -4Ch
= byte ptr -Lbh
= byte ptr -3Ch
= byte ptr -38h

:8FBA3843 pop ebx
zOF BA38LL nou eax, 265h
zOFBABELY lea eax, [ebx+eax+8]

= BF BA3B4D add
z BF BA38BUF nov
ZOF DA385L lea
:0FBA3858 add
:8FBA385A nov
= OF BA38SF lea
zOFDA3863 add
:8F BA3865 nov
:BF BA386A lea
ZOF DABS6E add
:0FBA387 0 nov
:BF BA3B7S lea

[eax], ebx
eax, 27Dh
eax, [ebx+eax+4]
[eax], ebx
eax, 2F5h
eax, [ebx+eax+h]
[eax]., ebx
eax, 387h
eax, [ebx+eax+h]
[eax], ebx
eax, 31Bh
eax, [ebx+eax+i]

|Executing function ‘mair.. J&U: idle |Down [Disk: 195ME (00064230 [OFDA383D: start Y

Pucysox 7. Tak BHIVIIOMT AuM3acCeMONEpPHH! JNMCTMHT Qaitna, Ba-
paxeHHoro BupycoM WinNT.Infis.4608: mouka Bxofia pacmojoxeHa
B cekuuy .reloc, MOMEEHHOJ HENOCPEefCTBEHHO 3a KOHLOM MHM-
UMaNMSMPOBAHHEIX HaHHEX Yy CaMOM «KPOMKM» MCIOJNHSEMOTO (anna

Tabnuua nmnopra
OnepaumoHHble cuctembl cemericTea Windows nopaepxmsa-
tOT BA OCHOBHbIX CNOCO6a KOMMOHOBKM: CTaTUYECKUA U Ou-
Hamuyeckui. Npu cTaTM4ecKon KOMMNOHOBKE MMeHa (opau-
Hanbl) BbI3biBaeMbIX API-(yHKLUMIA BbIHOCATCS B crneuuanb-
Hyt0 Tabnuuy — Tabnuuy uMmnopTa, U3yyeHne KOTopon daet
6ornee Un1 MeHee MosiHOe NpefcTaBNeHNE O NPUPOLE Uccre-
Lyemoii nporpaMmsbl 1 Kpyre ee nHtepecos. K noTeHuuansHo
onacHbIM (PYyHKLMAM B NEPBYIO 04epelb OTHOCATCS CETeBble
byHKLMKM, DYHKLMM NOUCKA, BbI30BA U yAaneHus (annos,
TOOLHELP-tbyHKLMK, ncnonb3yemble ofis NpocMoTpa Cnmc-
Ka aKTVBHbIX NPOLIECCOB U BHEAPEHMS B HUX...

KoHeuHo, 3noBpeaHO NporpamMmMe HUYEro He CTOWT 3ar-
Py3WTb BCE 3TN PYHKLUMM M CaMOCTOSTENbHO, MyTEM AMHa-
MWYECKOW KOMMOHOBKM, B MPOCTEMLLEM CRyYae onvparoLlein-

No10(11), okta6pb 2003

JucTyHr 5. Tak BHIVIAOUT OMB3acCeMOJNIEPHHN JMCTMHT daina, Ba-
paxensoro BupycoM WinNT.Chatter: wucnonusiemsit xom, pacmoyo-
WEHHEI B CeKuuy .reloc, npefHasHAYeHHOM NJIsT XPaHeHMsl mepe-
MelaeMiX JNaHHHX, CUTHANMBMPYeT O HEHOPMaNbHOCTM CUTyaumu

cs Ha BbI3oB LoadLibrary/GetProcAddress, a T0 1 BoBce Ha
«py4HOr» nounck API-cpyHKUMIN B NaMsATK (aapec CUCTEMHOMO
06paboTyMKa CTPYKTYPHbIX UCKIIOYEHWI JaeT HaM agpec,
npuHagnexawwmn mogymo KERNEL32.DLL, 6a3oBbin agpec
KOTOPOro OMnpenensieTcsl CKaHMpOBaHMEM NaMsATW Ha npef-
MeT BbliBNEHWs curHatyp «MZ» n «PE» ¢ nocnegytowmm
pas6opom PE-3aronoBka), Ho B 3TOM Cily4ae TeKCTOBbIE CTPO-
KM C MMEHaMM COOTBETCTBYIOLUMX (DYHKLMIA JOMKHbI TaK Unn
MHaY4e NPUCYTCTBOBATL B TeNe NporpamMmbl (ECNN TOMbKO OHM
HE 3almdpoBaHbl U He UMMOPTUPYIOTCS NO OpaMHany).

OpHako cTaTtucTMKa nokasbiBaeT, 4To Tabnvua uMnopra
TPOSIHCKMX MPOrpammM HOCUT Pe3KO MONsPHbIN xapakTep. JInbo
OHa BOOGLLE NMPaKTUYECKW MYCTa, YTO KpailHe HETUMUYHO Ans
HOpPMaJTbHbIX, HEYMaKoBaHHbIX, MPOrpaMMm, M0 COOEPXMT 06-
paLleHmnst K MOTEHLMabHO OnacHbIM (oyHKLUMSIM B IBHOM BUTE.
KoHeuHo, cam hakT Hanuumns noTeHUManbHO OnacHbIX (PyHK-
LI eLle He CBMOETENbCTBYET O TPOSHCKOM NMPUPOAE Mporpam-
Mbl, HO 6€3 0COBOI HYX[bl €€ BCE-TaKW NyuLle He 3anycKaTb.

AHanma Tabnuubl IMNopTa NO3BOJIAET BbISBUTL TAKXE U Psif
BMPYCHbIX 3apaxeHnin. Co6CTBEHHO, Y BUpYCa eCTb ABa MyTu:
1CMonb30BaTh TabnuLy nMnopTa (anna-XepTebl UK CO3AaBaTh
cBot0. Ecnn Heobxogumbix Bupycy API-GoyHKLWIA Y XepTBbl HET
1 OHa He umnopTupyeT hyHKumm LoadLibrary/GetProcAddress,
BMPYC AOMKEH NIMB0 OTKA3aTbCA OT €€ 3apaxeHus, NiMbo Tem
UM UHbIM 06Pa3oM MMMOPTMPOBATL HEROCTALOLLME CDYHKLMN
CaMOCTOSTENBHO (HEKOTOPbLIE BMPYChHI MCMOSbL3YIOT BbI3OB MO
(h1KcMpoBaHHLIM agpecam, HO 3TO AeNaeT MX KpanHe HeXus-
HEeCnocobHbIMM, OrpaHM4MBas apean 06MTaHWs NnLLb TEMU BEP-
cusmmn OC, Ha KoTopble SIBHO 3akfagblBannchb BUpyconucare-
NW; Opyrvie xe OMnpeaensitoT agpeca yHKLUMA CaMOCTOSTENBHO:
MO CUrHaTypHOMY MOWCKY WM PYYHBIM aHaNM30M Tabnmubl M-
rnopTa: NepBoe — rPOMO3AKO M HEHAAEXHO, BTOPOE — CINLLKOM
CNOXHO B peanu3aumy Ans Ha4nHaoLLyx).

M BOT TYT-TO 1 Ha4MHaeTca camoe nHTepecHoe. Pasbepem
[Ba BapuaHTa: 1Cnonb30BaHNe roToBo Tabnuubl MMNopTa 1
BHELPEHME CBOEN. Ha nepBbIii B3rNsg KaXeTcs, 4To 0TCNeanTb
«JieBble» 0BpaLLEHNs K UMMOPTY XePTBbI NPOCTO HEPEAbHO,
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TaK Kak OHW HUYEM He OTIIMHAKOTCS OT «HOPMasbHbIX». Teope-
TUYECKM BCE TaK M ecTb. [1paKkTUYECKM Xe He BCce TaK 6e3Ha-
LEXHO. BonbLUMHCTBO cpef, pa3paboTky KOMAUAMPYET Mpo-
rpammbl C MHKPEMEHTHON NIMHKOBKOW M BMECTO Hemnocpep-
CTBEHHOTO BbI30BA BCAKOWN MMMOPTUPYEMON (PYHKLMWN, BbI3bl-
BaET «MepPexodHMK» K Heil. Takum 06pa3oM, Kaxpas Mmnop-
Tpyemas (OyHKLMSA BbI3bIBAETCS NULLb ofHax bl v IDA reHe-
PUPYET NULLb OfHY MEPEKPECTHYIO CCbIKY. MMpy 3apaxeHnn
thanna kapTrHa MeHseTcs U K API-CDyHKLMAM, MCNONb3yeMbIM
BMPYCOM, Tenepb BeayT fBE U 60ree NepeKpPecTHbIX CCbIIOK.

37O BEpHENLLIMA NPU3HAK BUPYCHOMO 3apaxeHus! BepHee
1 6bITb HE MOXET!

JiucTuHr 6. «Barmymka», NpeACTaBnsAwmas Co60i NEePexXOomHMK K
VMIOPTHPYEMO QYHKIMM M OTTATMBAKIAss BCE NEPEeKPECTHHE CCHUI-
KM Ha cebs

; CODE XREF: sub 432A58+C0?p
BRAT0:00648310 CreateFileA

; sub_432BCO+C0?p ...
BRAT0:00648310
BRAT0:00648310 FF 25 48 44+ jmp
BRAT0:00648310 CreateFileA endp

proc near
ds:_ imp CreateFileA

JucTuer 7. Tabauua #MMIOPTa MCCIEAYEMOTO NPMIOKEHUS: Halu-
uMe «mnapasuTHOM» cchnkyM Ha CreateFileA ykassBaeT Ha (akT
BUPYCHOT'O BapaxeHus

; DATA XREF: CreateDirectoryA?r

.idata:006A4440 extrn _ imp CreateDirectoryA:dword
; DATA XREF: CreateEventA?r

.idata:006A4444 extrn imp CreateEventA:dword

; DATA XREF: CreateFileA?r

.idata:006A4448 extrn _ imp CreateFileA:dword

; DATA XREF: sub 6A4140°r

.idata:006A4448

; DATA XREF: CreateProcessA?r

.idata:006A444C extrn imp CreateProcessA:dword
; DATA XREF: CreateThread?r

.idata:006A4450 extrn _ imp CreateThread:dword

A 4TO, ECNN BUPYC 3aX04eT CO3AaTb COOCTBEHHYIO CEKLMIO
“MNopTa UM Kak BapuaHT MOMbITAETCA PaCLUMPUTL YXe Cy-
LecTBytoLLyt0? Hy ABE CeKumn MMnopTa Ans onepawuyoHHbIX
cuctem cemenctea Windows — 3to cnmwkom! Xots... Moye-
My, COBCTBEHHO, HET? Bupyc co3paert eLle OfHy CEeKUMio UM-
nopTa, LONUChbIBasi ee B KOHeL, haina, KonvpyeT Tyda cogep-
XMMOE OpUrMHanbHON Tabnuubl MMNOPTa, A06ABNSET HEAO-
cratowme API-doyHKLmK 1 3aTeM Hanpaenset none Import Table
Ha «CBO» Tabuuy nmnopta. o dakTy 3arpy3ku taiina one-
PaLMOHHON CUCTEMON BMPYC MPOAESbIBaeT 0bpaTHyto onepa-
LMo, NepeTarueas Tabnuuy MMnopTa «Hasag» (He06XoaMMOoCTb
nocnegHen onepaumn 06bACHAETCA TEM, YTO CUCTEMA Haxo-
OWT Tabnuuy nmnopTa no cogepxvumomy nons Import Table, a
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HEMoCpenCTBEHHO CaM UCMOSHAEMbIN haiin paboTaeT ¢ Hen
Mo (hMKCMpOBaHHbIM agpecam). Hanvuve gsyx tabnuu, MMnop-
Ta B (paiine — BepHbIN NPU3HaK ero 3apaxeHus!

Kak BapwaHT BUpYC MOXET [06aBUTb K panny cekumio
BOUND IMPORT, 4TO 04eHb MPOCTO peannayeTcs U, Y4To ca-
MO€E MHTEepecHoe, 06HapyX1BaeTCs AaNleko He BCemMun gu3ac-
cembnepamu! OTkponTe nccnegyemblii chain 8 HIEW n no-
cmotpuTe Ha 12-n anemeHT Header Data Directories. Ecnu
TakoW 311IEMEHT [ENCTBUTENbHO NPUCYTCTBYET U XPaHUT B cebe
HEYTO OT/INYHOE OT HYIS, — BEPOSATHOCTb NPUCYTCTBUSA BUPY-
ca B (panne CTaHOBMTCS BECbMa BeNMKa (XOTH HEKOTOpbIe
neranbHble Nporpammbl, B 4acTtHOCTKH, nuHkep ULINK Opus
XapoHa Takxe cogepxat B cebe cekumo BOUND IMPORT,
HO BMpYCaMu, O4EBUIHO, He ABNSAOTCS).

PaclumpeHve yxe cyllecTtsyloLllen Tabnmusl umnopra
MeHee HarnsagHo, HO Mpy Hanuyuu onbita paboTsl ¢ PE-tan-
namu ero BCe-Takv MOXHO paso6nia4untb. Tak, 60nbLUMHCTBO
NNHKEPOB YNOPSAA0HMNBAIOT UMNOPTUPYEMbIE (PYHKLMMU MO
antasunTy 1 MYHKLMK, LONMUCaHHbIE BUPYCaMU B KOHeL, Tab-
Nkl MMNopTa, cpasy Xe obpallalroT Ha cebs BHUMaHue.
[axe ecnu MMNOPT M HE OTCOPTUPOBAH, MOBbILLEHHAsA KOH-
LieHTpauus xapakTepHbix ansa supyca API-dyHKuUmMiA BCe pas-
HO HE MOXeT He 6pocuTbCa B rnasa. [encTBnTensHo, nepe-
YyncneHne NMeH BCeX MMNOPTUPYEMbIX PYHKLMIA 06bIMHO MaeT
CMOLLHBLIM MOTOKOM OT MepBOV A0 NocnefHen ucnosb3aye-
mon DLL, npuyem 6mbnuoteka KERNEL32.DLL (koTopas Bu-
pycy M HyXHa!) oka3biBaeTcs B KOHLE Cnvcka HOCTaTO4HO
PEOKO W BMPYCY HUYEro He OCTAeTCs, Kak [omnucbiBaTb UM-
nopt n3 KERNEL32.DLL B xBOCT fpyron 6MbnvoTeku, B pe-
3yneTate 4yero ccoinka Ha momyns KERNEL32.DLL B Ta6nu-
Lie uMropTa 3apaxeHHoro dpanna npucyTcTeyeT Asaxapbl!

3akniouenue

BoT Mbl M paccMOTpeny OCHOBHbIE CrMOCOObI BbISBNEHMS 3a-
paxKeHHbIX hannos 1 Tenepb CMesio MOXeM npuctynatb K
PaCLUMPEHMIO 1 YrAyONEeHNIO NOYHeHHbIX 3HAHUM 1 HABbIKOB.
Yem GonbLLe BUPYCOB NPONAET Yepes BaLLK PyKU, TEM Jierye
6yAeT CnpaBuTLCA C KaXAbIM U3 HUX. B KOHLIE KOHLIOB He Tak
CTPaLUHbl BUPYCbI, KaK NIOAN. ..

! Ynakosuk UNPX Takxe conepxuT B cebe 1 pacnakos-
LMK, XOTSl 3TO CKOpee UCKIoYeHne, YeM npasuso.

2 Bnpouem, nog Windows 9x/NT 3TOro MOXHO 1 He fge-
naTb, TaK KaKk OHa paspeLLaeT BbIMONHEHWE Koda B CeKumm
AaHHbIX.

CHCTEMHBIHAAMUHMCTPATOP





