6esonacHocTb

OLLUBKU NEPENOJIHEHUA BY®EPA U3BHE
W USHYTPU KAK OBOBLLEHHBIN ONbIT
PEAJIbHbIX ATAK

Mbi xuBem B cypoBom mupe. [IporpaMmHoe 00ECIEYEHNE, OKDYXKAIOLLIEE HAC, COLAEPXUT Jibipbl, MHOTME
13 KOTOPbIX PA3MEPamMu CO CIIOHA. B Abipbl 183YT XaKepbl, BUDYChI U YEPBU, COBEPLLAIOLLINE HAOErN N30
BCEX KOHLOB CeTn. YepBam npoTuBOCTOST AHTUBUPYCHI, 3aMNaTKN, OPaHAMAYIpbl v APYr1e YMHbIe Cri0Ba,
CYLLECTBYIOLUNE NNLLIb HA OYMAre n 6ECCUITbHBIE CHBPXKAaTb PA3MHOXEHNE YEPBEM B PEASTbHONM XU3HU.
CeTb Hebe30nacHa — ato ghakt. MoxHO [0 noTepu nynbca 3akubiBate buna ledrca Tyxnbimn siLamm

1 KDEMOBbIMYU TOPTAMU, HO CUTYaLUS OT 3TOr0 BPSA SN N3MEHUTCS.

AHanmM3 NoKasbIBAeT, YT0 NMOAABAIOLEE GONbLUNHCTBO YEPBEN M XaKePCKUX aTak OCHOBAHO HA OLLMOKaX
nepenosiHeHns 6yghepa, KOTopble HOCAT (DYyHAAMEHTA IbHbIN XapakTep n KOTOPbIX HE N306Xano
NPaKTUYECKU HU OJHO NOJTHOBECHOE NPUIIOXEHME. [10MbITKa pa3o0patbCs B 3TOM, HA MepBbIi B3NS
JI0BOJIbHO CKYYHOM M HE3aTelinBos npobieme 6e30MacHOCTY MOrPyXaeT Bac B YAUBUTEIbHbIA MUP,
TOMIHbIA PUKIIIOYEHMI U UHTPUT. 3aXBaT YNpaBieHns CUCTEMO MyTeM nepenosiHeHns oygepa —
CII0XHAs UHXEHEPHAS 3ajaya, TPeOYIoLLask HETPUBNASIbHOTO MbILLIEHUS U MPEBOCXOAHON IKNINPOBKA.
LINBEPCUOHHBI KOZ, 3a0POLLIEHHbIA HA BbIMONHEHNE, HAXOANTCS B BECbMA XECTKUX U arPECcCUBHBIX
YCII0BUSIX, HE 06ECTIEYUBAIOLUNX U MUHUMAIIBHOTO YPOBHS XU3HELEATE/IbHOCTH.

Ecnv Bam Hy>KeH nyTeBOANTE b 110 CTPAHEe NEePEenosHALMXCS 0YepoB, CHAOXKEHHbIA NCHEPMbIBAIOLLMM
DYKOBOJCTBOM 10 BbDKMBAHWIO, — 3Ta CTaTbs Jyis Bac!

KPHC KACIEPCKH
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YyOoBuLLHAA CNOXHOCTb COBPEMEHHBIX KOMMbIOTEPHbLIX CUC-
TEM HeunsbexHo NMpuBOOUT K OLLUMOKAM NPOEKTUPOBaHWUSA U
peanusauum, MHOTMe U3 KOTOPbIX NMO3BOSIAIOT 3/10YMbILLIIEH-
HUKY 3axBaTblBaTb KOHTPOMb Haf yOaneHHbIM y3oM unu ge-
naTb C HAM YTO-TO Hexopollee. Takme OLMOKM HasblBaOTCS
Ablpamu nnm yassumocTamu (holes u vulnerability cooTseT-
CTBEHHO).

Mup Obip YpesBbl4aiHO MHOTOMNK Y Pa3HOO6Pa3eH: 3TO U
0T/1Iaf04HbIE JIIOKK, U cnabble MexaHU3Mbl ayTeHTUUKaLMK,
N (PYHKLMOHANLHO-M36bITOYHASA MHTeprpeTaums nosb3o-
BaTesIbCKOro BBOJA, M HEKOPPEKTHas npoBepka aprymeH-
TOBUT. A. Knaccudmkaums obip 4pesBbivyanHo pa3mblTa, B3a-
VMHO NPOTMBOPEUMBA U 3aTpyAHeHa (BO BCAKOM Cry4yae, CBO-
ero Kapna JIuHHes Obipbl eLle XayT), 8 MEeTOAMKM MX NoucKa
W «3KcniyaTauum» He nopaatroTcst 0606LWEHUI0 U TpebyloT
TBOPYECKOro noaxopa K Kaxxgomy oTaensHoMy ciiyyaro. beino
6bl HAMBHO HALEATLCS, YTO OfHA-EAVHCTBEHHAs MybnMKaums
CMOXET onucatb Becb 3T0T 3oonapk! [Jasante nydiue cocpe-
[OTOYMMCA Ha oLumbKax nepenosiHeHus 6ychepoB Kak Ha Hau-
6onee BaXHOM, MONYMSAPHOM, NEPCrEKTUBHOM W MPUOPUTET-
HOM HanpasneHuu.

BonbLuyto YacTe cTaTbn Mbl 6ygem BUTATb B HYMaXHbIX
abCTpakuusX TeOpeTUHECKUX NOCTPOEHUNA N NULLL K KOHLY
CNycTUMCSl Ha accemMbnepHyro 3eMnto, o6cyxaas Haubonee
aKTyanbHble Npo6remMbl NPaKTUYECKUX peanusaumnii. Het, He
nogymante! HUKTO He cobupaeTcs B COTbIN pa3 0ObACHATD,
4TO Takoe CTEeK, agpeca nNamsaTh K OTKyda OHu pacTyT! OT1a
ny6nmKauus paccymtaHa Ha XOpoLIO MOArOTOBJIEHHYIO Yu-
TaTeNnbCKylo ayauTopuio, 3HaLLyo acceMmbnep u 6erno
nsbsichsaowytocs Ha Cn/Cu++ 6e3 cnosaps. Kak npoucxo-
OUT nepenonHeHne 6ydepa, Bbl yXe NpefcTasnseTe n Te-
nepb XoTenu 6bl 03HAKOMUTLCS C MOJSTHBIM CMIMCKOM BO3MOX-
HOCTeW, NpefoCTaBNAeMbIX NepenonHaLLMMMCa Gydepamu.
Kakwve uenv MoxeT npecnegoBath atakyowmin? o kakomy
MPUHLMMY NPOUCXOQUT 0TOOP Hanbonee NpeanoyTUTENbHbIX
06BLEKTOB aTakm?

Opyrumu cnosamu, cHa4vana Ml 6ygem [omnro rosopuTs 0
TOM, 4TO MOXHO cienaTtb C MOMOLLLIO NEPENOHEHUS, U NMULLb
NoTOM neperfiemM K BONPOCY «Kak UMEHHO 3TO caenaTb». B
noboMm cnyyae 3Ta Tema 3acrnyXuBaeT OTAENbHON CTaTby.

OnucanHble 3gecb Nprembl paboToCNOCOOHbI Ha 6ObLLNH-
CTBE NPOLIECCOPHBIX apXUTEKTYP W ONepaunoHHbIX CUCTEM
(Hanpumep, UNIX/SPARC). MycTb Bac He CMyLLA@ET, 4TO Npu-
BOOUMbIE NpUMepPbl B OCHOBHOM oTHocaTcs K Windows NT u
NMpou3BOAHLIM OT Hee cucTeMaM. MNpocTo B MOMEHT Hanuca-
HWS cTatby OPYron onepauyoHHOW CUCTEMbI HE OKasasiochb
nog PyKomn.

MscHoii pyner owmM60K nepenosiHeHus,

WIN nonbIiTKa Knaccmhm(auuu

CornacHo «Hosomy cnosapto xakepa» Jpuka PanmoHga
OLUMGKM NepenosiHeHus bydepa — 3TO «TO, YTO C HEM3BEXHO-
CTbIO NMPOMCXOAMT MPW NOMbITKE 3aCyHYTb B 6ydep 60osbLue,
YyeM TOT MOXET rnepesapuTb». Ha camom fiere, 3To BCEro NmLb
4aCTHbIA Ccryyal NocnegoBaTenbHOrO NepenosiHEHNs Npu
3anucu. NoMnMo Hero CyLLecTBYeT MHOEKCHOe MepernosHe-
HWe, 3aknoyaroLleecs B JOCTYMNe K NPOU3BOSIbHOW s4einke
namsaTu 3a KOHLOM 6ydrepa, rae nog «4oCTYrnoM» NOHUMAKoT-
CSl KaK onepaumu YTeHMs, TaK 1 onepaumm 3anucu.
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MepenosiHeHne Npu 3anucy NpUBOAMT K 3aTMpaHuto, a
CnepoBaTesibHO, UCKaXEHNIO OOHOW UNWM HECKONbKMX nepe-
MEHHbIX (BKMoYas cnyxebHble NepeMeHHbIE, BHeOpAeMble
KOMMNUIATOPOM, Takne, Hanpumep, Kak agpeca Bo3spara um
ykasatenu this), Hapylwas Tem cambiM HOPMasibHbIN X0 Bbl-
NOSIHEHWS NPOrpaMMbl U BbI3bIBas OOHO M3 CNERYIOLUMX MO-
cnencTBui:

B HeT HMKaKWX NOCNeLCTBuA;
B nporpamma BblJaeT HeBEPHbIE AaHHbIE UMK, MONPOCTY ro-

BOPS, OENAET M3 YUCEN BUHETPET;

B nporpamma «BbIneTaeT», 3aBMCAET WU aBapuitHO 3aBep-

LIaeTcs ¢ coobLLeHneM 06 OLLMOKE;

B nporpamma U3MEHSIET NIOrMKY CBOErO NOBeEeH!S, BbINON-

HSS He3anaHMPOBaHHbIE OENCTBUS.

MepenonHeHne Npu YTEHWM MEHee OMacHo, T.K. «BCEro
NWLWb>» NPUBOAMUT K NOTEHLMANbHON BO3MOXHOCTU [OCTYNA K
KOHGhMAEHLMaNbHbIM JaHHbIM (Hanpumep, Naponsam Uav UaeH-
Tndmkatopam TCP/IP-coeguHeHus).

JucTuur 1. [lpuMep nocienoBaTEeNLHOI'O mepenojiHeHus Gypepa mpu
sanmcu

seq write(char *p)

{
char buff[8];

strepy (buff, p);
}

JiucTuHr 2. [lpyMep MHAEKCHOTO NepenojHeHMs: 6ybepa npy UTeHMH

idx write(int i)
{
char buff[]="0123456789";

return buff[i];

}

3a KoHL oM Bydepa MOryT HAXOAWUTLCS JaHHbIE CERYHo-
LUMX TUNOB: Apyrue 6ydepa, ckanspHble NEPEMEHHbIE U YKa-
3aTenm UM Xe BOBCE MOXET HE HaxogUTbCA HUYero (Ha-
npvmep, HeBbILENEHHAs CcTpaHMua namsTh). TeopeTnyecku
3a KOHLUOM 6ydhepa MOXET pacnonaratbCs UCMOMHAEMbINA
KOA, HO Ha NpPaKTUKe Takas CUTyalWst NOYTU HWKOrga He
BCTpEYaeTcs.

HavbonbLuyto yrpody ans 6e30nacHOCTV CMCTeMbI Nped-
CTaBNAT UMEHHO yKa3aTenu, MOCKOSbKY OHW MNO3BONAIOT aTa-
KYIOLLEMY OCYLLECTBNATL 3anuCb B NPOW3BOJIbHbIE SAYEKN
namaTh Unu nepegasaTb yNpaBneHne no NPou3BOSbHLIM af-
pecam, HanpuMep, Ha Ha4ano caMoro NepenosHsILLErocs
6ydhepa, B KOTOPOM pPacnofioKeH MalUMHHBIA Kof, cneuuans-
HO MOArOTOBJMIEHHBIN 3MOYMbILLNEHHUKOM U 06bI4HO Ha3blBa-
emblii shell-kogom.

Bydepa, pacnonaratowmecs 3a KOHLOM NepenonHsioLLe-
rocsi 6ydepa, MOryT XpaHUTb HEKOTOPYH KOHMpUAeHUMasb-
HYI0 MHopMaLmio (HanpumMep, naponu). PackpbiTue Yyxux
naposnen, paBHO Kak U HaBs3biIBaHWe aTakyeMol nporpam-
Me CBOEro Napons — BroSiHe TUNWYHOE NOBEAEHNE 4NA aTa-
KytoLLLero.

CkansipHble NepemMeHHble MOTYT XpaHUTb MHAEKCHI (1 TOT-
Ja OHW (haKTUYECKM NPUPABHUBAKTCA K yKasaTtensam), dna-
v, onpegenstolne Norvky noBeneHnst nporpammbl (B TOM
yncne U OTNafoYHbIe NIOKKM, OCTaBNEHHbIE Pa3paboTHUKOM),
1 NPOYYI0 UHGhOPMALIMIO.
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B 3aBMCMMOCTM OT CBOEr0 MECTOMOMNOXEHMSA Bydepa fe-
NATCA Ha TPW HE3aBUCUMbIE KaTeropuu:

B nokanbHble 6ydepa, pacronoXeHHbIe B CTEKE M YaCTO Ha-
3blBAEMblE aBTOMATUYECKUMUN NEPEMEHHBIMMU;

B ctaTnyHble 6ycepa, PacronoXeHHbIE B CEKLMM (CerMeH-
Te) AaHHbIX;

B nuHamnyeckue 6ydepa, pacnonoXeHHble B Ky4e. Bce oHu
MMEIOT CBOM CrneundmnyHble 0COOEHHOCTU NEPENONTHEHNS,
KOTOpble Mbl 06513aTeflbHO PacCMOTPMM BO BCEX Noapob-
HOCTSIX, HO CHa4Yana HeMHOro NogunocogCTBYEM.

HensbeXxHocTb OWIMG0K NepenonHeHus

B MUCTOPUYECKOI nepcnekTuBe

OWwK6KM NepenosiHeHns — 3TO (hyHOaMeHTasbHble Nporpam-
MMUCTCKME OLLMOKM, KOTOPbIE YPE3BbIYANHO TPYOHO OTCNEXM-
BaTb ¥ (hyHAAMEHTaIIbHOCTb KOTOPbIX 06eCneYnBaeTcsa camoii
npupofon a3bika Cu — Hanbonee NonynsapHOro f3bika npo-
rpaMMMpPOBaHWA BCEX BPEMEH WM HAPOJOB, — & TOYHEe ero
HU3KOYPOBHEBLIM XapakTepoM B3avMOLENCTBUSA C NamsTbIO.
Monoepxka MacCMBOB peann3oBaHa NMLb YacTWYHO, W pa-
60Ta C HAMK TpebyeT HYpe3BbIHANHOW aKKypaTHOCTU U BHU-
MaHWs CO CTOPOHbI NporpammucTa. Cpefcrea aBToMaTnyeC-
KOr0 KOHTPOMA BbIXo4a 3a rpaHuubl OTCYTCTBYIOT, BO3MOX-
HOCTb ONpefeneHns KONMYECTBA 3NEMEHTOB MaccuBa o yka-
3aTento U He HoYeBasna, CTPOKM, 3aBEPLUAKOLLIMECS HYNEM, —
BOOOLLE NecHsl...

[leno gaxe He B TOM, 4TO ManenLuas He6peXHOCTb 1 3a-
ObITas MM HEKOPPEKTHO peanv3oBaHHas NpoBepka Koppek-
THOCTW aprymMeHTOB NPUBOZUT K NOTEHLMANLHOW YS3BMMOC-
TV nporpammbl. KOppekTHY0 NPOBEPKY apryMeHTOB HEBO3-
MOXHO OCYyLLeCTBMTb B npuHuune! PaccMoTpum dyHKLuIO,
onpenenstoLLyo ASIMHY NepefaHHo el CTPOKM U MOCUMBOSIb-
HO YMTaIOLLYIO 3Ty CTPOKY A0 BCTPEYM C 3aBeEPLLAOLLNM ee
Hynem. A ecnv 3aBepLUAtOLLErO HYNS HA KOHLE HE OKaXeT-
ca? Toraa YHKUMS BbINETWUT 3@ Npepesbl YyTBEPXAEHHOIO
6noka namsaTy U NOMAET YecaTb HenaxaHyto LiesIMHy nocTo-
POHHeW onepaTtneHon Nnamatu! B nyyliem cnyyae 310 3aKOH-
4UTCA BEIBPOCOM MUCKNOYEHMSA. B XyaLem — BOCTYNOM K KOH-
tbrpeHumanbHbIM gaHHbIM. MOXHO, KOHEYHO, NepeaaTb Mak-
CUMasbHy0 AIMHY CTPOKOBOro 6ydepa ¢ OTAeNbHbIM apry-
MEHTOM, HO KTO MOpPYy4MTCA, 4TO OHA BepHa? Bepb 3TOT ap-
FYMEHT MpUXOANUTCA (hOPMUPOBATL BPY4HYIO, W, CefoBa-
TENbHO, OH He 3acTpaxoBaH OT OWM60K. Kopoye rosops,
BbI3bIBAEMOW (DYHKLIMM HUYEro He OCTaeTCs, Kak 3aknapgbl-
BaTbCH HA KOPPEKTHOCTb NepeAaHHbIX e apryMeHTOB, a pas
TaK — 0 Kakux npoBepkax Mbl BOOOLLE roBopnmM?!

C ppyroi CcTopoHbl — BblaeneHve 6ycdepa BO3IMOXHO
NWLWb NOCNE BbIMUCIEHNA ONMHBI NPUHUMAEMON CTPYKTYPSI
AaHHbIX, T.e. JOMKHO OCYLUECTBATLCA AUHAMUYECKU. DTO
NPensaTCTByeT pa3MeLLeHnto 6ydepoB B CTEKE, MOCKOMbKY
CTeKoBble b6ydepa UMET PUKCMPOBAHHLIA pasmep, 3aga-
BaeMblii €Lle Ha cTaguM KoMnunauuu. 3ato CTekoBble By-
thepa aBTOMaTMHECKM OCBOBOXAAIOTCSA NPU BbIXOAE N3 (hyH-
KUuuK, CHUMas 3To 6pems ¢ nyey nporpaMmMucTa u npegoTs-
paLlas noTeHumanbHble NPOGEMBI C yTeuKamu namatu. Ou-
Hamunyeckune 6ydepa, BblAeNsiemMble U3 Ky4M, HAMHOTO Me-
Hee nonynsipHbl, NOCKONbKY WX WCMONb30BaHWE ypoayet
CTPYKTYpy nporpamMmel. Ecnm paHblue o6pabotka TeKyLMX
OLWMBOK CBOAMNACH K HEMERJIEHHOMY return, TO Tenepb ne-

PER BLIXOAOM M3 (PYHKLMM NPUXOAUTCH BbINOAHATL CMELM-
anbHbIA Kofd, 0CBOBOXAAKOLIMIA BCE, YTO MPOrpPaMMUCT YC-
Men K 3TOMy BPEMEHW NoHaBblgenatb. bes KpuTukyemoro
goto aTa 3afja4a peLlaeTcs TONbKO rNy6oKO BNOXEHHbIMY if,
06paboTYMKaMmn CTPYKTYPHBIX UCKMIOYEHMWIA, MaKpoCaMm Un
BHELLUHUMM (DYHKLMAMM, YTO 3aX/1aMSET NUCTUHT U CIYXUT
MCTOYHUKOM MHOTOYUCIEHHBIX U TPYAHOYNOBUMBIX OLUMOOK.

MHorne 6mMbnmoTedHble yHKLMK (Hanpumep, gets,
sprintf) He MMeIOT HMKaKMX CPEACTB OrpaHNYeHNst AJIMHbI BO3-
BpaLLaeMbIX JaHHbIX U NErKo BbI3bIBAKOT OLUMGKM nepenorn-
HeHus. PykoBoacTsa no 6e30nacHOCTM 6yKBasbHO KMt Ka-
TEropuM4ecKnMmM 3anpetamm Ha UCnosib30BaHWe MOCNEAHUX,
pekoMeHays ux «besonacHble» aHanoru — fgets u snprintf,
SIBHO crneundumumpytowe npefensHo JONyCTUMYO ONUHY
6ydepa, nepefaBaemyto B cneumanbHOM aprymeHTe. MNMomu-
MO HeonpaBAaHHOrO 3arpOMOXAEHWUS NMUCTUHra NOCTOPOH-
HUMW aprymMeHTaMu 1 eCTECTBEHHbLIX NPOBMEM C UX CUHXPO-
HU3auwmen (Npu paboTe CO CNOXHLIMU CTPYKTYPaMu JaHHbIX,
Korga OAWH-eOMHCTBEHHLIN B6ydep XpaHUT MHOMO BCSAKOW
BCSI4MHBI, BbIYUCIEHNE ANMHbI OCTaBLUErocs «xBocTa» CTa-
HOBWTCA HE TaKOW YX O4EBUOHOW apudMeTUHeckon 3apa-
4yeln, U 30ecCb OY4EHb JIerko AOonyCTUTb rpybble OLWNOKN)
nporpaMMmCT CTankuBaeTcs ¢ HeOOXOAMMOCTbLIO KOHTPONSA
LIeNOCTHOCTMN 06pabaTbiBaeMblX AaHHbIX. Kak MUHUMYM He-
06X0aUMO Y6eaUTLCS, H4TO JaHHbIe He OblIM BapBapcku 06-
pe3aHbl UM yCeYeHbl, a Kak MakCUMyM — KOPPEKTHO 06-
paboTaTb CUTyauuio ¢ o6pe3aHnem. A 4TO Mbl, COGCTBEH-
HO, 34eCb MOXeM caenatb? YBenuuntb 6ydep 1 NOBTOPHO
BbI3bIBaTb (PYHKLMIO, Y4TOBLI CKOMMPOBAThL TyAa OCTaTOK?
He cnuvwKom-To aneraHTHOe peLleHue, K TOMY Xe Bcerga
CYLLECTBYET BEPOSATHOCTb NOTEPSATH 3aBepLUAIOLLMIA HYb
Ha KOHLle.

B Cu++ cutyaums ¢ nepenosiHeHNeM 06CTOUT HAMHOIO
nydwe, xoTa npobnem Bce paBHO xBaTaeT. MNopaepxka au-
HaMWYECKMX MaCCUBOB M «MPO3payHbIX» TEKCTOBbIX CTPOK
HaKOHEL-TO NoABUNACh (M 3TO O4EHb XOPOLLO), HO MOAABNS-
toLLiee 6ONMbLUMHCTBO peanv3aunini AMHaMUYecknx MaccuBOB
paboTaeT KpaliHe MeaIeHHO, a CTPOKM TOPMO3AT ELLE CUJlb-
Hee, NO3TOMY B KPUTMHECKMX y4acTKax Koga OT HUX NydLle
cpasy xe oTkasaTbCsl. MiHave n 6biTb HE MOXET, MOCKOMNbKY
CYLLECTBYET TOSIbKO OfMH CMOCO6 MOCTPOEHUs AMHaMMUYec-
KMX MacCMBOB NepeMEHHON ANMHbI — NpeacTaBleHne nx co-
LEPXUMOro B BUAE CChITOHHOM CTPYKTYpbI (HAaNpUMep, ABY-
HanpaBneHHOro cnucka). Ons 6bicTporo goctyna K npous-
BOJIbHOMY 3JIEMEHTY CMMUCOK HYXHO MHAEKCMPOBATb, a camy
TabnuLy MHOEKCOB rAe-TO XpaHWTb. Takum obpasom, uTe-
HWe/3anncb 0JIHOr0-eIMHCTBEHHEHHOrO CUMBOSIA BbIIMBAET-
CSl B AECATKM MALLMHHBIX KOMaH U MHOXECTBO 06palLeHNi
K namsaTtu (a namsaTb 6bina, ecTb ¥ NPOAOMXAeT ocTaBaTbCs
cambIM Y3KUM MECTOM, CYLLECTBEHHO CHUXAIOLLMM OBLLYHO
NMPOU3BOANTENIBHOCTL CUCTEMBDI).

Jaxe ecnv KOMNUNATOP BAPYT PELLMUT 3aHATLCSH KOHTPO-
Nem rpaHuy, maccuea (0HO OMONHMTENBHOE ObpaLleHne K
namsiT U TPU-Y4eTblpe MaLUMHHbLIX KOMaHAbl), 3TO He PeLmnT
npo61eMbl, MOCKONbKY NPy 06HAPYXEHWUU NEPENOSTHEHNS OT-
KOMMNUNMPOBaHHas nporpaMmMa He CMOXET CAenaTb HUYero
YMHee, YeM aBapuiHO 3aBepLUMTb CBOE BbiNOsHeHue. Bbl-
30B WCKIIIOYEHUA HE NpeanaraeTcs, NOCKOMbKY ecnu npo-
rpamMMmucT 3abyget ero obpaboTaTb (a OH HaBepHsKa 3aby-
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LET 3TO CAenathb), Mbl NOMY4YMM ataky Tuna oTkas B o6cny-
XvBaHUM. KOHEYHO, 3TO He 3axBaT CUCTEMbI, HO BCE PaBHO
HEeXOpOLLO.

Tak 4TO OLWMOKWM NepenonHeHus 6binu, ecTb u 6yayT! OT
3TOr0 HUKYLA He YT, U KOSIb CKOPO Mbl 0BpeYeHbl Ha oin-
TeNbHOE COCYLLECTBOBAHWE C NOCNELHUMU, BYAET HENULLHUM
MO3HAKOMMUTLCS C HAMK MOOSINXKE. ..

UKVTaHHbIe XeNTbiM TYyMaHOM

mMudhoB 1 nerexp

KypHanucTbl, NULWYLLME O KOMMNbIOTEPHOW 6€30nacHOCTM, 1
3KCnepThl Mo 6e30nacHOCTH, 3apabaTtbiBaloLne Ha XU3Hb
YCTaHOBKOW 3TWX CaMbIX CUCTEM 6€30MaCHOCTY, CKITOHHbI Npe-
yBENMYMBATb 3HAYUMOCTb U MOTYLLECTBO aTak, OCHOBaHHbIX

Ha nepenonHeHun 6ydepa. [eckatb, xakepbl 6ydepa rpedyT

nonaTow, U eCnn He NPUHATL afiekBaTHbIX (M BECbMa LOPOro-
cTosAWwMX!) 3alMTHBIX Mep, Balla MHopmauusa npespaTuTcs

B nenen.

Bce 370 Tak (Bedb 1 Ha ynuLy ULLIHWIA pa3 nyYlle He Bbl-
XOOUTb — CRy4vaeTcs, 4To 1 6anKoHbI NaaatoT), HO 3a BCHO UC-
TOPUIO CYLLECTBOBAHUSA KOMMbIOTEPHOM MHAYCTPUM HE HaCHm-
TbIBAETCA M JECATKA C/Ty4aeB LUMPOKOMACLUTa6HOro UCnosb-
30BaHWA NepPenosHSOLLMXCS 6yhepoB Ans pacnpocTpaHeHus
BUPYCOB uUnn atak. OT4acTV NOTOMY, YTO aTakym HaCTOSALLMX
npocheccnoHanoB npoucxogat 6ecluymHo. Ot4acTu — noto-
MY, YTO HaCTOALMX NPOECCMOHANOB Cpean COBPEMEHHbIX
XakepoB NPaKTU4YECKM COBCEM He OCTasoCh. ..

Hanunune ogHOro nnm HeCKONbKMX NEPENOTHAOLLMXCA 6Y-
(hepoB elLEe HM O YeM He rOBOPUT, U GONBLUMHCTBO OLUMOOK
NepenonHEHNs He MO3BOJIAET aTaKyLEMY MPOABUHYTHCA
fanble 6aHanbHoro DoS. BoOT HenosHbI NepeyveHb orpaHu-
YEHUIA, C KOTOPbIMM MPUXOQMTCA CTaNIKMBATLCA YEPBAM U Xa-
Kepam:

B cTpokoBble NepenonHstoLmecs Gydepa (a TakoBbIX cpe-
OM HUX GOSbLUMHCTBO) HE MO3BONAKT BHEAPATb CUMBON
Hyns B cepeamHy 6ydepa 1 NpensTcTBYyOT BBOAY HEKOTO-
PbIX CUMBOSIOB, KOTOPbIE MPOrpaMma MHTEPNPETUPYET 0CO-
6bIM 06pa3oM;

B pa3vep nepenonHstoLmxcs 6ydepoB 06bI4HO OKa3blBa-
€TCA KatacTpohnyeckn mMan Ans BMELLEHUS B HUX Jaxe
NPOCTELLErO 3arpy3ymka Uan 3aTmpaHus CKomnb-HUbyab
3HAYUMbIX CTPYKTYP OaHHBbIX;

B abcontoTHbIN agpec nepenosHsiioLerocs Gycepa aTaky-
IOLLEMY Hallle BCEr0 HEM3BECTEH, MO3TOMY MPUXOQMTCA
onepunpoBaTb OTHOCUTENbHLIMU aapecaMu, HTO OYEHb He-
NPOCTO C TEXHUYECKOW TOYKM 3PEHMS;

B afpeca cMCTEMHBIX 1 GUBNIMOTEYHBIX (YHKLIMIA MEHSIOT-
CS1 OT OAHOW OMepPaLMOHHON CUCTEMBI K IPYrOi — 3TO pas.
Hu Ha kakue agpeca ya3BMMOI Nporpammbl Takxe
HeNb3s 3aknagblBaTbCs, NOCKOSbKY OHWU HEMOCTOSHHBI
(ocobeHHO 370 akTyanbHo Ans UNIX-npunoxeHwin, Kom-
MUIMPYEMbIX KaXObIM NONb30BATENEM CaAMOCTOSATESb-
HO) — a 3T0 [B3;

B HakoHel, OT aTakyLlero TpedyeTcs rny6okoe 3HaHWe
KOMaHg npoLeccopa, apxuTeKTypbl ONepaLmOHHOA cucTe-
Mbl, 0COBEHHOCTEN Pas3nn4HbIX KOMMUISTOPOB A3bIKa, CBO-
60HOe OT aKkafeMMHYecKMX NPeapaccynkoB MbILLEHNE,
noc yrima cBO60JHOr0 BPEMEHU ANS aHanM3a, NPOeKTU-
poBaHusa 1 otnagku shell-kopa.
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A Tenepb Ans KOHTpacTa nepevncnum Mudbl NPOTUBOMNO-
NOXHOWM CTOPOHbI — CTOPOHbI 3aLUMTHUKOB MHopMaumu, ¢
KaKOI-TO OeTCKOW HaMBHOCTLIO CBATO BEPALLMX, YTO OT XaKe-
POB MOXHO 3aLUMTUTLCA XOTA Bbl B NPUHLMNE:

B He CyLLECTBYIOT HUKAKMX HAAEXHbIX METOAMK aBTOMaTK-
4ecKoro (Mnu xoTsa 6bl NONTyaBTOMATUHECKOr0) NounckKa ne-
penonHsowmxcs 6ygepos, falOLMX YOOBNETBOPUTEND-
HbliA Pe3ynbTat, U NO-HaCTOALLEMY KPYMHbIE Ablpbl HE 06-
Hapy>X1BatoTCA LiefieHanpasneHHbIM NOUCKOM. VX OTKpbI-
TWEe — urpa Cnenoro cny4as;

B Bce pa3paboTaHHble MeTOAMKM 60PLOLI C NePEnonHALLN-
Mucs 6ydepamm CHNXKAKOT NMPOM3BOANUTENBHOCTb (MOA Yac
04eHb 3HAYMTESNBHO), HO He UCKITHaloT BO3MOXHOCTY Ne-
PEnonHeHUs MONHOCTbLIO, XOTA U MOPTAT aTakyloLlwemy
XN3Hb;

B mexceTeBble 3KpaHbl OTCEKAOT NULLIb CaMbIX MPUMUTUB-
HEMLLMX U3 YEPBEW, 3arpyXaroLLmx CBOM XBOCT 4Yepes OT-
nenbHoe TCP/IP-coegmHeHve, oTcneamTb Xe nepepady
[aHHbIX B KOHTEKCTE YXXe ycTaHoBneHHbIx TCP/IP-coeau-
HEHWE HMKAKON MEXCETEBOMN 3KpaH He B cunax.

CyLUeCTBYIOT COTHM ThICAY Ny6MKaLMiA, MOCBALLEHHbIX
npo6sieme NePENONHEHNS], KPATKMIA CMIMCOK KOTOPbIX 6bI1 Npu-
BEOEH B npefplayLlen cTatbe 3Toro umkna. Cpegm HUX ecTb
Kak yHVKanbHble paboTbl, TaK U OTKPOBEHHLINA «MOPOCAYUIA
BUW3r», NOJOrpeBaeMblii COBCTBEHHOW KPYTU3HOW (MOS1, CMOT-
puTe, 7 Toxe cTek copean! Hy u 4To, 4TO B N1IabGopaTopHbIX
ycnoBusx?!). CTatby TEOPETUKOB OT NPOrpPaMMMPOBaHMS aJie-
MEHTapHO Pacno3HaloTCs 3aManymMBaHUeEM NPOGSIEM, C KOTO-
pbIMK Cpa3y Xe CTanKMBaeLbCa Npy aHaIn3e NMofHOBECHbIX
NPUIIOXEHWUA 1 NpoeKTnpoBaHuK shell-kogos (no cyTu ceoen
SBNAIOLMXCA BbICOKOABTOHOMHbIMU poboTamm).

BOMbLUMHCTBO aBTOPOB OrPaHNYMUBAOTCS UCKMIOHUTENBHO
BONpPOCaMW MOCNIEAOBATENILHOMO MEPENONHEHUS aBTOMATH-
4eCcKMX 6yhepOB, OTTECHSA OCTallbHbIE BUALI NEPENOSHEHNI
Ha 3afHuWiA NnaH, B pesynbraTe Yero y MHOrMX Yntartenen co-
3[aeTCs BbIXONOLLEHHOE NpPeacTaBfieHne o npobneme. Ha
camoMm fiefie, MUp nepenonHsaoLwmxcs 6ydepoB 3HaYMTENb-
HO LUMPE, MHOrOrpaHHee 1 MHTEPECHEE, B YEM Mbl Ceivac U
ybegummcs.

MoxopoHeHHbIli NOA rpyaoi pacnevaTok
UCXOAQHOro u nusaccemﬁnepuoro Koaa

Kak npovcxoauT novck nepenonHaoLmxes 6ydepoB 1 Kak
ocyuiecTenseTca npoektuposanue shell-koga? MepsbiM de-
noM BblbupaeTcs 06bLEKT HanafeHus, poNb KOTOPOro mrpa-
€T yA3BUMOE NpunoxeHue. Ecnv Bbl xoTute ybeanTbes B CO6-
CTBEHHOW 6€30MacHOCTM UMK aTakoBaTb CTPOro onpeaesneH-
HbIA y3€en, Bbl JOMKHbI UCCNenoBaTb KOHKPETHYIO BEPCUIO
KOHKPETHOr0 NPOrpaMMHOro nakeTa, YCTaHOBJIEHHOIO Ha
KOHKpEeTHON MaLumHe. Ecnu xe Bbl CTpEMUTECH NPOCNaBUTb-
CSl Ha BECb MMP WM MbITAETECH CKOHCTPYMPOBATH MOLLHOE
OpyXwue, AatLLee BaM KOHTPOMb Hafg OecATKamu Tbicad, a
TO M MUASIMOHAMM MaLLMWH, Ball BbIGOP CTAHOBMTCA YXe He
Tak OJHO3HaYeH.

C ofHOW CTOPOHbI, 3TO AOMKHA ObITh LUMPOKO pacnpocT-
paHeHHas 1 Mo BO3MOXHOCTY ManouccnefoBaHHas nporpam-
Ma, UCMOJHAKOLLAACA C HAMBbICLLUMMMW NPUBUNEMUSMU U CU-
Asilas Ha nopTtax, KoTopble He Tak-TO NPOCTO 3aKpbiTb. Pa-

67



6esonacHocTb

3yMeeTCs, C TOYKM 3PEHNS MEXCETEBOMO KpaHa BCe MopThl
PaBHOLEHHbI 1 eMy abCOsOTHO BCE PaBHO, YTO 3aKpbiBaTb.
OpHako nonb3oBaTenin CETEBbIX CNYX6 U aAMUHUCTPATOpSI
npuaepXxmeatoTca gpyroro MHeHus. Ecnm ot 135-nopta, uc-
nonb3yemoro 4Yepeem Love San, B nogaenstoLem 60bLLUIMH-
CTBE Cly4aeB MOXHO 6e360Me3HEHHO OTKa3aTbCs (IMYHO
aBTOp CTaTby MMEHHO Tak M NOCTynun), To 63 yciyr Toro
Xe Beb-cepepa obovaeLlbea easa nu.

YeM crnoxHee mccnegyeMmoe NpunoXxeHue, Tem 6orbLue
BEPOATHOCTb 06HAPYXMTb B HEM KPUTUHECKYHO OLLMOKY. Crie-
AyeT Takxe obpaliatb BHUMaHMe WM Ha hopmat npeacras-
neHust o6pabaTbiBaeMbIX AaHHbIX. Yalle BCero nepenosHs-
toLmecs bydepa 06HapYXMBAIOTCA B CUHTAKCUYECKMX aHa-
nnsartopax, BbIMOSHALMX NAPCUHT TEKCTOBbLIX CTPOK, Of-
Hako GONbLUMHCTBO 3TUX OLUMOOK YXXE AaBHO OBHAPYXXEHO W
ycTpaHeHo. Jlyylle uckaTb nepenonHatomecs 6ydepa tam,
rae A0 Bac MX HUKTO He nckan. HapogHas MyapocTh yTBep-
XOAeT: X04elllb YTO-TO XOPOLLO ChpsiTaTh — MOJIOXM 3TO Ha
camoe BugHoe MecTo. Ha ¢oHe HallymeBLINX 3nuaemui
Love San u Slapper ¢ 3TvM TpyAHO He cornacutbes. Kaxert-
CSl HEBEPOSATHbLIM, YTO TaKuWe 04eBUAHbIE NEePEenoHEHNs [0
nocnefHero BPEMEHN OCTaBa/IMCb HEOBHAPYXEHHbIMM!

Hannume ncxoaHbiX TEKCTOB OLHOBPEMEHHO XenaTesb-
HO W HexenaTtenbHO. YKenartesnbHO — NOTOMY HTO OHM CyLLe-
CTBEHHO YMPOLLAKT M YCKOPAKOT NMOWUCK MEPENOSTHALLMXCS
6yhepoB, a HeXenaTenbHo... Mo TOW Xe caMon npuyuHe!
Kak rosoputcsi: 60sbLUe Hapody — MeHbLUe Kucnopogy. dew-
CTBUTENbHO, TPYAHO paccyuTbiBaTb HaWTK YTO-TO HOBOE B
NCXOLHMKE, 3a4MTaHHOM BCemm [0 Ablp. OTCyTCTBME UCXOA-
HbIX TEKCTOB CYLLECTBEHHO OrpaHM4MBaET Kpyr Mccnenosa-
Tenewn, 0TceKas MHOrOHYMUCIEHHYIO apMUI0 NPUKALHbIX MPO-
rPaMMUCTOB U elle GOSbLUYIO TONMY OTKPOBEHHbLIX HEMPO-
theccroHanos. 3aeck, B NPOKypeHHOR atmocdepe accemb-
NepHbIX KOMaHA, BbDKMBAET ULLb TOT, KTO MPOrpaMmmpyeT
ObICTPeE, YeM oyMaeT, a iymaeT ObICTpee, HEM FoBopuT. TOT,
KTO MOXET YAepXaTb B rofIoBe COTHW CTPYKTYP AaHHbIX, OYK-
BasibHO Ha (HM3NHECKOM YPOBHE OLLyLLIas UX B3aMMOCBA3b W
KaKMM-TO LUECTbIM YyBCTBOM yrafblBasi, B KAKOM Hanpaene-
HUM HYXHO KonaTb. COBCTBEHHbBIN NPOrPaMMUCTCKUIA OMbIT
MOXET TONbKO NMPUBETCTBOBATLCH. Bo-nepBbIX, Tak nerye
BXWUTbCA B MPUBbLIYKM, XapakTep U 06pa3 MblLLNEHWS pa3pa-
60TuMKa MccnegyemMoro nNpunoXxeHus. 3agyManTech: a Kak
Obl Bbl PELUMSIM JaHHYI0 3afa4vy, OKaXWCb Ha ero Mecte?
Kakue 6bl MOrfM [ONYCTUTL OLWIMOKKU? Tae 6bl NPOSBUAN
HENPOCTUTENBHYI0 HEBPEXHOCTb, COBNA3HMNBLUMCL KOMMakK-
THOCTbIO KOAa W 31eraHTHOCTbIO NINCTUHIA?

Kctat 06 aneraHTHOCTU. BbITyeT MHeHUWe, YTO HepsL-
NVBbLIA CTWSIb NPOrPamMMHOro Kofa HeM36exHO NpoBOLMPY-
€T nporpammucTa Ha rpybble OLWnbKN (M ownbKK nepenorn-
HEHWs B TOM 4ucne). Hanpotue, nefjaHTMYHO NpuyecaHHas
nporpammMa OLUMGOK CKOpee BCEro He COAEPXMUT, U aHanw-
3MpoBaTb ee 03Ha4YaeT HamnpacHo TpaTuUTb CBOe BpeMms. Kak
3HaTb... ABTOpPY NMPUXOOMNIOCH CTaNKMBATLCA C BOMUIOLLE
HeGpeXHbIMU NUCTUHramK, KoTopble paboTanu Kak 4achl,
MOTOMY YTO 6bINIM CKOHCTPYMPOBaHbI HACTOALLMMI Npodec-
cuoHanamu, Hanepep 3HalLWyMK, rae NoacTennTb CONOM-
Ky, 4T06bl HE ynacTb. BcTpeyanuck u no-akagemm4ecku ak-
KypaTHble Nporpammbl, JOTOLUHO U He N0 OJHOMY pasy npo-
BEPSIOLLME BCE, YTO TONIKO MOXHO MPOBEPUTDL, HO 6YKBaSIb-

HO HalUMWroBaHHble OLIMBKamu nepenonHeHus. Twartenb-
HOCTb cama Mo cebe eLle HW OT Yero He cnacaeT. [ns npe-
LOTBPALLEHUA OLIMBOK HYXeH 6oratbln NporpaMmMmnCTCKui
OMbIT, ¥ OMbIT, OCTABNEHHbLIA rpabnamu B ToM yucne. Ho
BMECTE C OMbITOM 3a4acTyl MOABASETCA U BanbsXHas He-
OPEXHOCTb — CBOE06PAa3HbIN «OTXOOHSK» OT HOHOLLECKOro
yBneyeHus a@EKTUBHOCTLIO U ONTUMU3ALMEN.

Mpu3HaKom OTKPOBEHHOTO HernpodeccnoHanMama sBns-
eTca npeHebpexeHue #define nnm 6e3rpamoTHOE UCMONb30-
BaHWe nocnegHux. B yactHocTh, ecnn pasmep 6ydepa buff
onpegensetcs yepes MAX_BUF_SIZE, To u paamep Konupy-
€MOIN B HEro CTPOKM [OMMKEH OrPaHNYMBaTbCH UM Xe, a He
MAX_STR_SIZE, 3apaHHbIM B oTaensHom define. O6patiai-
Te BHUMaHWe U Ha XxapakTep apryMeHToB (yHKUMIA, paboTa-
tOLLMX C 6JIOKamMu JaHHbIX.

MNepenaya yHKUMM yKas3aTens 6e3 coobLLeHns pa3me-
pa 6510Ka — YyacTas oLwnoKa Ha4YMHaoLWMX, PaBHO Kak 1 3no-
ynoTpe6neHne GyHkumamu strepy/strncpy. Mepeas Hebeso-
nacHa (OTCYTCTBYET BO3MOXHOCTb OrpaHW4UTh MpefenbHO
LONYCTUMYIO ANMHY KOMMPYEMON CTPOKM), BTOpas HEHaZex-
Ha (OTCYTCTBYET BO3MOXHOCTb OMOBELLEHNS O (haKTe «06-
pesaHnsi» XBOCTa CTPOKM, HE yMeCcTUBLLErocs B 6ydep, 4To
camo o ce6e MOXET CIYXMTb BECbMA HEXMJIbIM UCTOYHU-
KOM OLUMBOK).

XopoLuo, oLumbKa nepenonHeHus HangeHa. YTto ganbwe?
A panblue ToNbKo ansaccemérep. He nbitaiTech BbIXaTtb M3
MCXOAHbIX TEKCTOB XOTb KaKyH-TO JOMOSHUTESNbHYIO MHAOP-
maumio. MopsiaoK pa3MeLLeHNsi NePeMEHHbIX B NMamaTh He
onpegeneH 1 nNpakTUYeCKW HMKoraa He coBnapdaeT Cc nopsig-
KOM 1x 06bsIBNEHMS B nporpammMe. MoxeT okasaTbest Tak, 4To
6ONbLUMHCTBA M3 3TWMX MEPEMEHHbBIX B NaMSATU NONPOCTY HET
1 OHM pa3meLLieHbl KOMMUISTOPOM B perncTpax nméo xe BOBce
OTOPOLLIEHLI ONTUMM3ATOPOM Kak HEHYXHbIE. (MonyTHO 3ame-
TUM, YTO BCE AEMOHCTPALIMOHHBIE NUCTUHIU, MPUBEOEHHbIE B
3TON cTaTbe, paccYUTLIBAIOT, YTO NEPEMEHHbIE pacrnonara-
l0TCS B NaMATV B NOPAAKE UX 0OBbSBNEHUS.)

Bnpouem, He 6ygem 3aberaTb Bnepeq — gu3acceMoénmpo-
BaHWe — TeMa OTAESbHOW CTaTby, KOTOPYIO NiaHmpyeTcs ony6-
NIMKOBATb B CIIEQYIOLLIMX HOMEpPaX XypHana.

Llenu n BO3MOXXHOCTU aTaku

KoHeyHas uenb nobon atakm — 3acTaBuUTb cucTtemy caenatb

4YTO-TO «HexopoLuee», 4ero Hesnb3A ,D,06VITI:CF| neranbHbIM ny-

TEM. CyLIJ,eCTByeT Nno MeHbLUen Mepe HeTblpe pa3nnyHbIX Crno-

coba peann3aunn ataku:

W yreHve CEKPETHbIX NepeMeHHbIX;

B Moaudukaums CeKpeTHbIX NepeMeHHbIX;

B nepepaya ynpaBneHusi Ha CEKPETHYIO (hyHKLMIO Nporpam-
Mbl;

[ | nepepa4a ynpasnieHna Ha Kop, nepe,anHbM XepTBe Ca-
MUM 3J10YMbILLNIEHHUKOM.

YTeHne ceKpeTHbIX nepemMeHHbIX. Ha ponb ceKpeTHbIX
nepemMeHHbIX B NepByl0 O4epeab NPeTeHaylT naponu Ha
BXO[ B CUCTEMy, a Takxe Nnaponu AoCTyna K KOH(UAEHLM-
anbHoM MHgopMauun. Bee oHM Tak unu uHadYe cofepxarcs
B afipeCHOM NPOCTPAHCTBE YA3BMMOro NPOLIecca, 3a4acTyto
pacnonarasch no (UKCUPOBaHHbLIM afpecam (Mog «BXOLOM
B CMCTEMy» 3AeCb NoapasyMeBatoTCs UM Nosb3oBaTens 1

CHCTEMHEIQAMUHUCTPATOP



naposnb, obecneynBatoLLme yoaneHHOe ynpaBreHne ys3Bu-
MbIM MPUNOXEHUEM).

Ewe B angpecHOM MpocTpaHCTBe MpoLecca comepxarcs
LECKPUMNTOPbI CEKPETHBIX halinoB, COKETbI, MAEHTUGMKATO-
pbl TCP/IP-coenuHeHnin 1 MHOroe apyroe. PasymeeTcs, BHe
TEKYLLEr0 KOHTEKCTA OHM HE MMEIOT HMKaKoro cmbicna, HO
MOTYT 6bITb MCMONb30BaHbI KOJOM, MEPEAAHHOM XEPTBE 3J10-
YMbILLMIEHHUKOM, W OCYLLIECTBNAOLLMM, HANpUmep, YCTaHOB-
Ky «HeBuaumoro» TCP/IP-coeanHeHns1, npsyach nog, «Kpbl-
LUE» YXe CYLLUECTBYIOLLErO.

FAdeiikn namaTi, XxpaHaLmMe ykasaTenum Ha gpyrue sven-
KW, «CEKPETHbIMW» CTPOro roBOps He ABNAITCS, OAHAKO, 3Ha-
H1E UX COAEPXKMMOr0 3HA4YUTENbHO 0bneryaeT ataky. B npo-
TUBHOM Cly4ae aTaKyloLlemy npuaeTca OnpefensTs onop-
Hble agpeca Bcnenyto. [JonycTum, B yA3BUMOIW NporpammMe
COLEPXUTCA Cnepyowumin Koa:

char *p = malloc (MAX BUF SIZE);

roe p — ykasatenib Ha 6ydep, cogepxaliui CeKpeTHbIN na-

ponb. [onycTuM Tak Xe, 4TO B NpOrpamMMe MMeeTcst oLwmb-

Ka nepenosiHeHus, NO3BONAOLLAS 3MOYMbILLMIEHHUKY YuTaTb

cofepXxmmoe nobon a4enkn appecHoro NpocTpaHcTaa. Becb

BOMPOC B TOM: Kak 3TOT 6ychep Hantn? CkaHupoBaTb BCHO

Ky4y LeNIMKOM He TONbKO JONro, HO U He6e3onacHo, T.K.

MOXHO NErkO HaTONIKHYTbCS Ha HEBbLILENEHHYIO CTpaHWUy

namsTV 1 TOrAa BbINOMHEHWE Npouecca aBapuitHO 3aBep-

LUMTCS. ABTOMATUYECKME U CTATUHECKME NEPEMEHHBIE B 3TOM

OTHOLLEHNUM Gonee npenckasyembl. [103TOMY aTakyoLmia
JOJDKEH CHavana npoyMTaTh COAEPXMMOE yKasaTens p, a
y)Xe 3aTeM — CEKPETHbIN Naponb, Ha KOTOPbIA OH yKasblBa-
eT. PasymeeTcs, 370 BCEro nuLUb NpUMep, KOTOPbIM BO3MOX-

HOCTV MEPENOJTHAIOLLErO YTEHWS HE OrpaHWUY1BalOTCS.
Camo Xe nepenosHsoLLEE YTEHUE PEann3yeTcs No MeHb-

LUEA MEPE YETbIPbMS CNERYIOWMMIN MEXaAHU3MaMW: «MoTe-
pevi» 3aBepLUalOLLLEro Hyns B CTPOKOBbIX Bydepax, moau-
ukaumin ykasatenen (CM. «Ykasatenu u MHOEKCbI»), UHOEK-
CHbIM MEPEnOSHEHNEM (CM. TaM Xe) U HaBA3bIBAHUEM (DYH-
Kumu printf (M gpyrum yHKUMAM HOpPMaTUPOBAHHOMO Bbl-
BOAA) NULLHMX CreundmnKaTopos.

Mopaughmkayms ceKpeTHbIx nepemMeHHbIX. BO3MOXHOCTb
MoaudMKaLMM NEPEMEHHBIX AAET 3HAYUTENBHO 60SIbLUIE BO3-
MOXHOCTEW A1 aTaku, No3BoNss:

B HaBA3bIBaTH YA3BMMOM NporpamMmMe «CBOW» Naponu, fec-
Kpuntopbl cannos, TCP/IP-npeHTMdMKATOPLI U T. 4.;

B moandmumpoBaTh NepeMeHHble, YNpaenstoLwme BeTBe-
HUEM MporpaMmbl;

B maHunynupoBaTb UHAEKCAMU U yKa3aTensMu, nepeasas
ynpaBneHue no NpousBoLHOMY afpecy (M agpecy, Coaep-
Xallemy Kof, crneumasnbHO NOArOTOBNEHHBIA 3M0YMbILL-
NEHHUKOM B TOM YUCTIE).

Yallle Bcero Moandukaums CEKPETHBIX NePEMEHHBIX pe-
anu3yeTcs NocpencTBOM MOCNEAOBATENLHOIO NePenosHe-
HUa 6ydepa, No 06bIKHOBEHUIO CBOEMY MOpaXaroLlero Le-
NbIA Kackag no6o4yHbIX 3chheKToB. Hanpumep, ecnm 3a KoH-
LioM nepenonHstoLerocs 6ydepa pacnonoxeH ykasaTens Ha
HEKOTOPYIO MEPEMEHHYIO, B KOTOPYIO NMOCIE MEPENOSHEHUS
YTO-TO MULLIETCA, 3MOYMbILLIIEHHUK CMOXET 3aTepeTb Ntobyio
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SYENKy NamaTh Ha CBOW BbIGOP (32 UCKMOYEHUEM SFYEEK,
SIBHO 3alUMLLEHHbIX 0T MoAMdMKauum, HanpMmep KOOOBOK
CEKLMM Unn cekumun .rodata, pasymeetcs).

lMepegaya ynpaBneHust Ha CEKPETHYIO QhYHKLUIO Mpo-
rpamMmbl. Mogudmkaums ykasaTtenen Ha UCNonHAEMbIR Kog
NPVBOAWT K BOSMOXHOCTU Nepeayu yrnpaefieHns Ha nobyio
yHKUMIO yA3BMMON Nporpammbl (Mpasga, ¢ nepegaden ap-
rYMEHTOB UMEIOTCA OnpefeneHHble Npo6nemsl). MNMpakTuyec-
KU Kaxgas nporpamma COREPXMUT (OYHKLMUM, BOCTYMHbIE
TOSbKO root, U NPeROCTaBASIOLLME TE UM UHbIE YNPaBIIEH-
4eCKMNe BO3MOXHOCTM (Hanpumep, CoO3aaHne HOBOM YYETHOM
3anncu, OTKPbITUE CECCUMM YAANIEHHOTO YNpaBieHus, 3anyck
dhavinos 1 1. 4.). B 60onee n3oLWwpeHHbIX cnyyasax ynpasne-
HWe nepefaeTcs Ha cepenuHy yHKUMM (MM gaxe Ha ce-
penuHy MalUMHHOW MHCTPYKLUMKM) C TAKUM pacyeToM, YTo-
6bl NPOLLECCOP BbLINOJIHUA 3aMbICEST 3MI0YMbILLNEHHMKA,
Jaxe ecnv pa3paboTyuk NporpaMMbl He NpeaycMaTpuBan
HMYero nogobHoro.

Mepenava ynpaBneHus obecrneynBaeTca 60 3a cHeT
N3MEHEHUS NOTMKMN BbINONIHEHMS NPOrpamMmbl, MO0 3a CHET
nofAMeHbI ykasatenen Ha kog. W 1o, u gpyroe onvpaetcs
Ha MoaMduKaLmto SHeeK NporpamMmbl, KpaTko pacCMOTPEH-
HYI0 BbliLLE.

lMepegayva ynpaBneHns Ha Kog, nepefaHHbIN XepTBe
camMuM 3J10YMbILLJIEHHUKOM, SIBNAETCA PasHOBULHOCTbIO
MexaHu3ma rnepefaqv ynpaBneHWUst Ha CEKPETHYIO (YHKLMIO
nporpamMmbl, TONIbKO CerAvac Posib 3TON (PYHKLUMM BbINOSHS-
€T KOf, NOArOTOBNEHHbIA 3/I0YMbILLIAEHHUKOM U TEM UMK
WHbIM CNOCO60OM MepefaHHbI Ha YOaNneHHbIA KOMMbIOTEP.
lns 3TOW Uenn MOXeT UCnoNnb30BaTbCs Kak cam nepenos-
HALWwMInca 6ydep, Tak 1 no6on apyron 6ydep, 4OCTYMHbIA
3/10YMBILUSIEHHWKY NS HENOCPEACTBEHHON MOaMMKaLmMm 1
B MOMEHT nepefayn ynpaeneHus Ha shell-kog npucyTcTBy-
IOLLMIA B aApECHOM MPOCTPAHCTBE YA3BUMMOrO MPUIOXeHUs
(Npw aTOM OH JOMKeH pacnonaraTbcs No 6onee N MeHee
npefckKasyeMbiM agpecam, MHadve nepefaBath ynpaBneHue
6yOeT HEKOMY M Hekyaa).

)KepTBbl nepenonHeHus nnun 00BbEeKTbl aTaKu
MepenonHeHWe MOXET 3aTupaTtbh SYEWKU NaMATU Creayto-
LMX TMNOB: yKasaTenu, ckanspHble NepemMeHHble u 6yde-
pa. O6bekThl A3blka Cu++ BKNOYAOT B CeOA Kak ykasare-
nn (ykasbiBawlimMe Ha Tabnuuy BUPTYasibHbIX (DYHKLNNA,
€CIIM TaKoBble B 06bEKTE ECTb), TaK U CKaNsApHble AaHHbIe-
uneHbl (ecnu oHu ecTb). CamMOCTOATENbHOW CYLLHOCTU OHU
He 06pasyloT U BNOMHE YKNaAblBAKTCA B NPUBEOEHHYIO
BbiLLe Knaccudukaumto.

YKa3atenu u UHEKCbl

B knaccuyeckom lMackane n gpyrux «npaBuiibHbIX» S3blKax
yKasatesim OTCyTCTBYIOT, HO B Cu/Cn++ OHM Be3gecyLum.
Yallle BCero npyMxogmTca UMeTb AeN10 € yKasaTensimum Ha AaH-
HblE, HECKOMNBbKO PEXE BCTPEYAOTCH yKalaTe/n Ha ucnon-
HAEMBI KOf, (YKa3aTenu Ha BUpTyanbHble YHKLMK, yKasa-
TENN Ha PyHKLUMW, 3arpyxaemble AMHAMUYECKON KOMMNOHOB-
Ko 1 T. b.). CoBpemeHHbI Mackanb (paHblue accoumupye-
MbIi ¢ KomnunaTopom Turbo Pascal, a Tenepb ewe u
DELPHI) Takxe HembicnuM 6e3 ykasaTenen. Jaxe ecnu B
SIBHOM BUE yKa3aTenm U He NOALEPXKMBAIOTCA, HA HUX Aep-
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XaTca AMHaAMUYECKMe CTPYKTYPbl AaHHbIX (Ky4a, paspskeH-
Hble MaccuBbl), UCMOMb3yeMble BHYTPY A3bIKa.

Ykaszatenu yao6Hbl. Ol genatot nporpaMMupoBaHue
MPOCTbIM, HarNsaHbIM, 3 MEKTUBHLIM 1 ECTECTBEHHBIM. B TO
XE BPEMS yKasaTesm BO BCEX OTHOLLUEHMAX KaTeropuyecku
Hebe3onacHbl. [Tonae B pyKW xakepa unv NULLEBAPUTESbHbII
TPakT YepBs, OHX MPEBPALLAIOTCA B OPYXMWe OMyCTOLUNTENb-
HOW MOLLIHOCTM — cBoeobpasHbiii aHanor BFG-900 nnu, no
KpaiiHel Mepe, nnasmoraHa. 3aberas Bnepes, 0TMETUM, YTO
yKasartesnm 0601x TMMNOB NOTEHLUMaNbHO CNoco6HL! K nepepa-
Ye ynpaBfieHUsa Ha HECAHKLIMOHMPOBAHHbIA MaLLMHHBIA KOA,.

BoT ¢ ykasatenei Ha MCMONMHAEMbIA KOO Mbl U HA4YHEM.
PaccMoTpum cutyaumio, Korga cnefom 3a NepenonHAoLMM-
cs 6ydepoM buff, pacnonoxeH ykasatenb Ha (yHKUMIO, KO-
TOpas UHULMANMU3VNPYETCA A0 U BbI3bIBAETCS NOCIE NEPEnon-
HeHus 6ydepa (BO3MOXHO, BbI3bIBAETCA HE Cpady, a CnycTs
HEKoTopoe Bpems). Toraa Mbl 3anonyynM aHanor yHKLMK
call wnmn, rosops opyrMmMun crnoBamm, UHCTPYMEHT A1 nepe-
fa4v ynpasneHus no nobomy (Hy unm noytu niobomy) ma-
LUMHHOMY afpecy, B TOM HYMCIE U Ha caM NEPEnOSTHSIOLLMIACS
6ydoep (Torga ynpasnieHne NonyyuTt Kog, nepefaHHbIn 310-
YMbILLMIEHHUKOM).

JucTuHr 3. @PaI‘MeH'I‘ IIpoTrpaMMsl, no,usepxennoit NepenojIHeHUI0
C SaTupaHueM ykasaTens Ha VICIIONIHAIEMEIA KOR

code ptr()
char buff[8]; void (*some func) ();
Erintf("passws:") ; gets (buff) ;

some_func () ;

}

Monpo6Hee 0 BbIGOPE LiENIEBLIX aApPECOB Mbl MOrOBOPUM
B APYroin pas, ceiivac xe COCPEROTOUMMCS Ha MOUCKe 3aTu-
paembix ykasartenei. MNepsbiM B FONOBY NPUXOAWT afpec BO3-
BpaTa 13 hyHKLMK, HaXoZALLMIiCs BHU3Y Kadpa cTeka (npas-
Aa, 4ToObl 40 HEr0 [OTAHYThCA, TPeByeTCs nepeceyb BECh
Kagp LENMKOM M He (haKT, Y4TO HaM 3TO yOacTcs, K TOMy xXe
€ro LieNIOCTHOCTb KOHTPOSIMPYIOT MHOMME 3alUUTHbIE CUCTE-
Mbl, NOAPOBHEe 0 KOTOPbIX MNaHMPYETCS pacckasath B Clie-
QyloLLen cratbe).

Jpyras nonynspHas MULLEHb — yKa3aTenu Ha 06beKThl. B
Cwv++ nporpammax 06bI4HO MPUCYTCTBYET OOSbLIOE KONMNYeE-
CTBO OO6BEKTOB, MHOIME M3 KOTOPbLIX CO3JAIOTCS BbI3OBOM
onepaTopa new, BO3BpaLLaloLLMM yKasaTeNlb Ha CBEXeCo3-
[aHHbIN 3k3emnsap obbekTa. HeBupTyanbHble yHKLMK-Ye-
Hbl Klacca BbI3bIBalOTCA TOYHO TaK Xe, kak U 06bl4Hble Cu-
PyHKLMM (T.€. NO UX (PaKTUHECKOMY CMELLIEHMIO), TOITOMY OHM
HEMNOABNACTHbI aTake. BupTyanbHble (hyHKUMM-HEHDI BbI3bl-
BalOTCH HaMHOro 6onee CNoXHbIM 06pa3oM Hepe3 LEMNOHKY
CrnepyoLmx onepaumii: ykasaTesb Ha 9K3eMnnap obbekTa —
yKasatesb Ha Tabauuy BUPTYasbHbIX YHKUMA — yKasaTtesb
Ha KOHKPETHYI0 BUPTYanbHYt0 (PyHKUMIO. YkasaTenu Ha Tab6-
nuLy BUPTYanbHbIX YHKUMIA HEe NpuHagnexar 06bekTy u
BHEOPSAIOTCA B K&XAbIA €ro 3K3emMnnap, KOTOPbIiA Yalle BCEro
COXpaHSEeTCA B ONEPATUBHON NaMSATH, PEXE — B PEFMCTPOBLIX
nepemMeHHbIX. YKasaTenm Ha 06bEeKTbI TaK Xe pasMeLLaloTCs
nmbo B ONepaTMBHOW NamsTh, NM60 B PErncTpax, Npu 3Tom
Ha OMH W TOT e 06BLEKT MOXET YKa3blBaTb MHOXECTBO YKa-
3aTeneii (cpeay KOTOPbIX MOTYT BCTPETUTLCS M Takue, KOTo-
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pble PacrnonoXeHbl HEMOCPeACTBEHHO 3a KOHLOM MNepenon-
HsoLLeroca 6ydepa). Tabnuua BUPTYanbHbIX YHKUMIA (Oa-
nee NPOCTO BUPTYyanbHas Tabnmua) NPUHaIEXNT He 3K3EM-
nnsipy o6bekTa, a camoMy O6bEKTY, T.€. YNPOLLEHHO roBOpS,
Mbl UMEEM OfHY BUPTYasbHYO TabnuLy Ha KaXOblii O6LEKT.
«YNpoLLeHHO» NOTOMY, YTO B JENCTBUTENBHOCTW BUPTYasb-
Has Tabnuua nomeLLaeTcs B Kaxapl obj-cain, B KOTOpom
BCTpeyaeTca obpalleHne K YneHam AaHHOro obbekTa (pas-
[eNbHas KOMNUNAUMA faeT o cede 3HaTb). M XoTa NnHKepb! B
nopaenstoLeM 60NbLUMHCTBE CNy4aeB YCMELIHO OTCEMBAIOT
NWLWIHWE BUPTYanbHble Tabnuubl, MHOrAA OHU BCe-Takn ay6-
NIMPYIOTCA (HO 3TO YXXE CIIMLLKOM BbICOKME MaTepun Ans Ha-
YymHawoLwmx). B 3aBUCMMOCTM OT «xapakTepa» BblOpaHHOM
cpefbl pa3paboTki 1 npodeccmoHannama nporpaMmucTa
BUPTYyasnbHble Tabnuupbl pasMeLLaoTcs nbo B cekumm .data
(He 3aLmMLieHHOW OT 3anucu), NMbo B cekuum .rodata (moc-
TYMHOW JIULLb Ha YTEHWE), MPUYEM NOCNEAHNUIA CnyYaii BCTpe-
YyaeTcsl 3HA4YMTENBHO Yalle.

[aBaiiTe ons nNpocToTbl PacCMOTPUM NMPUMOXEHNS C BUP-
TyanbHbIMU Tabnmuamu B cekumu .data. Ecnv 3noymbinen-
HUKY y#acTcs MOaMULMPOBaTL OAMH U3 3NEMEHTOB BUPTY-
anbHou Tabnuupl, TO NP BbI30BE COOTBETCTBYIOLLIEWA BUPTY-
anbHOWM (PYHKLMM yrpaBneHne Nony4uT He OHa, a COBCEM [pY-
roii kop! OgHako pobuTbes 3Toro 6yaeT HenpocTto! BupTtyans-
Hble Tabnuubl 06bIYHO pa3meLLaloTcs B caMOM Hadvane Cek-
UMM AaHHbIX, T.€. Nepeqn cTatndeckumu bydepamm n gocra-
TOYHO [laneko OT aBTOMaTUYECKUX ByhepoB (6051ee KOHKPeT-
HOE pacrnonoXeHWe ykasaTb HEBO3MOXHO, T.K. B 3aBMCMMOC-
T OT OMepaLMOHHOM CUCTEMbI CTEK MOXET HaXoOMTbCs Kak
HUXE, Tak W BbILLE CEKUMM AaHHbIX). Tak YTo nocnegoaresb-
HOE NepenosHeHWE 30eCh HEMPUIOZHO U NMPUXOAMTCA YNoBaTh
Ha MHOEKCHOE, BCE ELlle OCTaKLLEeecs TeOPeTUHECKON 3K30-
TUKON, POOKO MO3HAIOLLEN OKPYXAIOLLMIA MUP.

MoaudmumpoBatb ykasaTenb Ha 06bEKT W/ ykasaTenb
Ha BMPTyaslbHyl0 TabauLy HamMHOro MpoLLe, NOCKOSbKY OHU
HE TONbKO HaxoaaTcA B 06nacTy namsTy, AOCTYMHONM Ans Mo-
AnduKaumm, HO M 3a4acTylo pacronaralTcs B Herocpegn-
CTBEHHOM 6/IM30CTU OT NepenoiHsLLmMXCs 6ydepos.

Moandukaums ykazatens this npusoguT K nogMeHe BUp-
TyanbHbIX QPYHKLMIN 06bekTa. [JocTaTO4HO NWLLIbL HAWTK B Na-
MSATM yKa3aTesb Ha UHTEPECYIOLLYIO HAC (YHKLMIO (Mnn BpYY-
HYI0 chopMMpOoBaTL €ro B nepenosHsaoLlemca bydepe) u
YCTaHOBUTL Ha Hero this ¢ TakMm pacyeTom, 4T06bI agpec
crnenyroLlei Bbl3bIBAEMOW BUPTYasibHON (OYHKLMM nonan Ha
MOANOXHbIA yKasaTenb. C MHXEHEPHON TOYKW 3PEHMA 3TO
[OCTATO4HO C/IOXHAA onepaums, NOCKOSIbKY KpOME BUPTY-
anbHbIX (PYHKLUMA OBBEKTHI ELLe COAEPXKAT U NEPEMEHHbIE,
KOTOpble 60Nee UM MeHee aKTUBHO MCMONb3YHOT. MNepeyc-
TaHoBKa ykasaTens this uckaxaert ux «Copepxummoe» M
04€Hb MOXET 6bITb, YTO YA3BUMAs Nporpamma pPyxHeT paHb-
Le, YeM yCrneeT BbI3BaTb MOAJSIOXKHYO BUPTYaNbHYIO (yHK-
umto. MoXHO, KOHEYHO, CbIMATMPOBATL BECH OBLEKT LEnu-
KOM, HO He ¢hakT, 4To 310 yaacTca. CkazaHHOE OTHOCUTCA W
K yKasaTeso Ha 06beKT, MOCKOJbKY C TOYKU 3PEHUS KOMMNW-
nATOpa OHW CKOpee MOX0XW, YeM paznunyHbl. OgHako Hanu-
YMe OBYX PasfMYHbIX CYLLHOCTE AaeT aTakytoLemy cBo60-
Ay Bbl6opa — B HEKOTOPbIX CNyYasx npemnoyTuTeNbHee 3a-
TMpaTb yKasatenb this, B HEKOTOPbIX Clly4asx — ykasaTesb
Ha 0OBLEKT.

CHCTEMHEIQAMUHUCTPATOP



JincTvHr 4. $paTMEHT NpOrpaMMi, NOJBEPXEHHON NOCNENOBaTeNIbLHOMY
NMEepenoNHEHM NMpPY BamucH, C BaTUPaHMeM yKasarTels Ha Tabmuuy
BUPTYaNBHEX (QyHKIMI

class A{
public:

virtual void £() { printf("legal\n");};
b

main ()

char buff[8]; A *a = new A;

printf ("passwd:") ;gets (buff); a->f();
}

JmcTuur 5. [uBacceMONEpHEN JUCTMHT NEPENONHAKWMIACS NPOrpaM-
MH C KPaTKMMM KOMMEHTapWusIMU

; CODE XREF: start+AFip

.text:00401000 main proc near

.text:00401000

.text:00401000 var 14 = dword ptr -14h ; this
.text:00401000 var 10 = dword ptr -10h ; *a
.text:00401000 var C = byte ptr -0Ch
.text:00401000 var 4 = dword ptr -4
.text:00401000

.text:00401000 push  ebp
.text:00401001 mov ebp, esp
.text:00401003 sub esp, 1l4h

; OTKpHBaeM kafp CTeka ¥ pesepeupyeM 1l4h cTekoBoit naMaTu
.text:00401003
.text:00401003 ;

.text:00401006 push 4

.text:00401008 call operator new(uint)
.text:0040100D add esp, 4

; BHAeNseM NaMaTB AJs HOBOT'O 3K3eMmispa o6beKkTa A ¥ MonydaeM
; ykasaTens

.text:0040100D

.text:0040100D ;

.text:00401010 mov [ebptvar 10], eax
; BamMCHBaeM yKasaTelb Ha OGBEKT B NEPEeMEeHHYK var_10
.text:00401010

.text:00401010 ;

.text:00401013 cmp [ebptvar 10], 0
.text:00401017 jz short loc 401026
.text:00401017 ; npoBepka YCNEWHOCTY BHEENEHUS NaMSTH
.text:00401017 ;

.text:00401019 mov ecx, [ebptvar 10]
.text:0040101C call A::A
.text:0040101C ; BHSHBaEeM KOHCTPYKTOP O6BeKTa A
.text:0040101C ;

.text:00401021 mov [ebptvar 14], eax
; BaHOCMM BOSBpalleHHH ykasaTens this B nepeMeHHy®n var_14
.text:00401021

.text:00401021 ;

.text:0040102D loc_40102D: ; CODE XREF: main+241j
.text:0040102D mov eax, [ebptvar 14]
.text:00401030 mov [ebptvar 4], eax

; Gepem yxasarens this u nepenpsiTiBaeM ero B nepemMensyw var 4
.text:00401030

.text:00401030 ;

; "passwd:"

.text:00401033 push  offset aPasswd
.text:00401038 call  printf
.text:0040103D add esp, 4

.text:0040103D ; BHBOAMM mNpMIyIalleHMe K BBOJY Ha SKpaH
.text:0040103D ;

.text:00401040 lea ecx, [ebptvar C]

; INepenonHsoupitc 6ydep pacnonoxeH Hike yKasaTens Ha OOBEKT
; ¥ mepBMYHOrO ykasaTens this, HO BmWeE mopoxAeHHOro ykasaTens
; this, uTo nenaeT nocnemHMN YSABBUMEIM

.text:00401040

.text:00401040

.text:00401040

.text:00401040 ;

.text:00401043 push  ecx
.text:00401044 call  gets
.text:00401049 add esp, 4

.text:00401049 ; urenme cTpokum B Bydep

.text:00401049 ;

.text:0040104C mov edx, [ebptvar 4]
; BarpyxaeM yssBuMMEN ykasaTene this B permcTp EDX
.text:0040104C

.text:0040104C ;

.text:0040104F mov eax, [edx]
.text:0040104F ; msBnexaeM afpec BMPTYaNbHOM TaGumMuE
.text:0040104F ;
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.text:00401051 mov ecx, [ebptvar 4]
.text:00401051 ; nepemaemM QyHkumm yxasarens this
.text:00401051 ;

.text:00401054 call dword ptr [eax]
; BHISHBAEM BUPTYalbHYN QYHKUMIO — NEPBY® QYHKIMIO BUPTYalbHOM
5 TabumuE

.text:00401054
.text:00401054 ;

.text:00401056 mov esp, ebp
.text:00401058 Pop ebp
.text:00401059 retn
.text:00401059 main endp

PaccmoTpum cuTyaumio, Korga cnefom 3a nepenosHsio-
Lwmmesa 6ydhepoM MAET yKkasaTeNlb Ha CKaNipHYlo NepemMeH-
HYI0 P U cama NepeMeHHas X, KoTopas B HEKOTOPbIA MOMEHT
BbIMOSHEHMSA MPOrpaMmbl MO JAHHOMY YKasaTeslo 1 3anuchbl-
BaeTcs (NopALOK YEPERoBaHUs ABYX NOCNEAHUX NEPEMEHHbIX
HECYLLIECTBEHEH, rMaBHOe, YTOObI NepenonHaoLLmMiics bydep
3aTtmpan ux Bcex). JonycTuM Takxe, Y4TO C MOMEHTa nepe-
NOSIHEHWS! HY yKa3aTenb, HU NEPEMEHHAs He NpeTepnesatoT
HUKAKUX M3MEHEHWIA (MM U3MEHSIIOTCA MPEACcKasyeMbiM 06-
pasom). Torga, B 3aBUCUMOCTY OT COCTOSIHUSA sYeek, 3aTmpa-
IOLLIMX OPUrUHANbHOE COAEPXMMOE NEPEMEHHbIX X U P, Mbl
CMOXeM 3anucatb J1060e 3Ha4eHWe X Mo NPOW3BOSILHOMY
afpecy p, OCYLLECTBAAA 3TO «pykamu» YS3BMMOW Nporpam-
Mbl. pyrmMu crioBamu, Mbl nonyyaem aHanor dyHkumn POKE
n PatchByte/PatchWord a3bikos Belicuk n IDA-Cu cooTseT-
CTBEHHO. BoobLLe-T0, Ha BbIGOP apryMeHTOB MOryT 6bITb Ha-
NOXEHbI HEKOTOpPbIE OrpaHuyeHns (Hanpumep, yHKUUS gets
HE AOMyCKaeT CUMBONA HyNs B CEPEAMHE CTPOKM), HO 3TO HE
CIIMLLKOM XXECTKOE YCIOBUE W UMEKLLMXCA BO3MOXHOCTEN
BMOMHE [OCTATOMHO AN 3axBaTta ynpaBneHus Hapg aTtakye-
MOV CUCTEMO.

JmcTvHT 6. $parMeHT NPOTPaMME, MORBEPKEHHOM IOCHEHNOBATENLHOMY
NMEPenoNHe N0 NpY BammMcyu ¥ BaTUPaHMEM CKalspHOM IepeMeHHOM
¥ yxasaTejls Ha ZHaHHEHE, NOIVIOWAKWMMY SaTEPTYH NEPEMEHHYO

data ptr()

{
char buff[8]; int x; int *p;
printf ("passws:"); gets(buff);

¥p = x;

}

MHaexcbl ABNAIOTCA CBOe06pa3HON pa3HOBMOHOCTbIO YKa-
3ateneit. Mpy6o roBops, 3TO OTHOCUTESbHLIE yKa3aTenu, ag-
pecyemble OTHOCUTENIbHO HekoTopol 6a3bl. CmoTpuTe, pli]
MOXHO NPEACTaBUTb M KaK *(p+i), NpakTUYEeCKM NOSMHOCTHIO
ypaBHMBas p ¥ i B NpaBax.

Mopmndumkaums MHOEKCOB UMEET CBOM crnabble U CUbHble
CTOPOHbI. CunbHble — ykasatenu TpebyroT 3ahaHus abconioT-
HOro agpeca LieneBom a4enku, KOTopbi 06bIHHO HEM3BECTEH,
B TO BPEMS KaK OTHOCWUTENbHbIA BbIYUCNAETCA Ha ypa. WH-
[EKCbI, XpaHsALLMECS B NEPEMEHHBIX TUNa char, NULEeHbI Npo-
6nembl HyneBbIX CUMBOMOB. MHOEKCHI, XpaHsLiMeca B nepe-
MEHHbIX Tuna int, MOryT 6ecnpensiTCTBEHHO 3aTvpaTb f4ei-
KW, pacrnonoXeHHble «BblLLE» CTApPTOBOro agpeca (T.e. nexa-
LMe B MNafLLnX agpecax), Npy 3ToM ctaplume 6anTbl MHOEK-
ca cogepxart cumBorbl FFh, koTopble 3HaUMTENBHO Honee Mu-
POnO6MBbLI, HEM CUMBOJIbI HYIIS.

OpHako, ecnu 06HapyXuTb (haKT UCKaXEHUS yKasaTernen
NPaKTUYECKN HEBO3MOXHO (Oy6nmpoBaTb UX 3Ha4YeHMEe B pe-
3epBHbIX NEPEMEHHbIX He Npeafiarathb), TO OLEHUTb KOPPEKT-
HOCTb MHAEKCOB Mepef UX UCMONb30BaHWEM HE COCTaBNsiET

n



6esonacHocTb

HWKaKOro Tpyaa, ¥ MHOrMe NporpaMmmCThl UMEHHO Tak W Mo-
CTynatoT (npasda, «MHOT1e» eLle He 03Ha4vaeT «Bce»). [Opy-
ron cnaboi CTOPOHON MHOEKCOB ABNAETCS MX OrpaHnyeHHas
«[anbHOBOMHOCTbL>, cocTaBnsoan +128/256 6anT (ans uH-
AekcoB Tuna signed/unsigned char) n -2147483648 6aiT ans
MHOeKcoBs Tuna signed int.

JiucTvHr 7. $parMEeHT NPOTPaMMil, MNONBEPKEHHON MOCTENOBaTENBLHOMY
NEPENoNHEeHMO NPM BamMcyu, C BaTHMPaHMEM MHIEeKCa

index ptr()
{

char *p; char buff[MAX BUF SIZE]; int i;
p = malloc(MAX BUF SIZE); 1 = MAX BUF SIZE;

grintf("passws:") ; gets(buff) ;

// if ((i <1) || (i > MAX BUF SIZE)) omm6ka
while(i--) p[i] = buff[MAX BUF SIZE - i];

Cxangpnbie nepemeHHble

CkansipHble NePeMEHHbIE, HE ABNSAIOLLMECS HW MHAEKCAMMU, HU
yKasaTtensmu, HaMHOr0 MEHEE MHTEPECHbLI N1 aTaKyloLmX,
MOCKOMbKY B NOAABMAIOLLEM 6OMbLUMHCTBE Cly4YaeB MX BO3-
MOXHOCTU O4eHb [jaxe OrpaHuYeHbl, OOHAKO Ha 6e3pbibbe
CrofsiTCs U OHW (COBMECTHOE MCMOJIb30BaHWNE CKaNAPHbIX ne-
PEMEHHbIX BMECTE C yKa3aTeNaMU/MHAEKCaMM Mbl TOSTBKO YTO
paccMOTPesN, Cervac Xe Hac UHTEPECYIOT CKansipHble nepe-
MeHHble caMu no cebe).

PaccMoTpum criyyaid, korga Bereq 3a nepenonHALMM-
cs 6ydhepoM pacrnonoxeHa nepemeHHas buks, nHuurannau-
pyemas 0O NepenosiHeHWs, a Nocne nepenoiHeHNs UCMONb-
3yemas 419 pac4eToB KOIMHECTBA AEHET, CHUMAEMbIX CO CHe-
Ta (He o6a3aTenbHO cYeTa 3M0oyMbIWNEHHUKa). JdonycTum,
nporpaMma TLiaTeNbHO NPOBEPSET BXOAHbIE OaHHbIE U HE
[OMyCKaeT UCMOMNb30BaHMA BBOAA OTPULIATESbHBIX 3HAYEHWI,
OfHAKO, HE KOHTPOSIMPYET LieNIOCTHOCTb Camoii NepeMeHHON
buks. Torga, Bapbupys ee COQepXMMbIM NO CBOEMY YCMOT-
PEHMIO, 3MOYMbILLNEHHUK 6€3 Tpyaa 060MOET BCe NMPOBEPKM
1 OrpaHnyeHus.

JiucTuHr 8. $parMeHT NpPOTpPaMMil, NOJBEPKEHHEN! IEePEeNnoNHEHNMI
C BaTMpaHMeM CKaJspHOM NepeMeHHOM

var_demo (float *money account)

{
char buff [MAX BUF SIZE]; float buks = CURRENT BUKS RATE;
printf ("input money:"); gets(buff);
if (atof (buff)<0) oumbka! BBemUTE MONOXMUTENBHOE BHauUEHME

;money_account -= (atof (buff) * CURRENT BUKS RATE);

}

INpu BCEN CBOEW NCKYCCTBEHHOCTU NPUBELEHHBIA NpUMEp
ypes3BblHaiHO HarnaaeH. Moaudukaums cKkansapHbIX NeEpeMeH-
HbIX TOJbKO B UCKMIOYUTENBHBIX CIy4asx NpMBOAMUT K 3axBaTy
yNpaBfeHus CUCTEMOM, HO JIErko MO3BONAET Aenatb M3 Yu-
CeJl BUHETPET, a Ha 3TOM Y>Ke MOXHO cbirpatb! Ho 4To Xe aTo
3a MCKIIOUMTENbHbIE cnyqan? Bo-nepBbix, MHOMME nporpam-
Mbl COlepXar OTNafo4Hble NEPEMEHHBIE, OCTABMEHHbIE pas3-
paboTynKamm, 1 No3BONSIOLLME, HANPUMEP, OTKHUTL CUC-
TeMy ayTeHTUMKaLumn. Bo-BTOpbIX, CYLLECTBYET MHOXECTBO
MEPEMEHHbIX, XPaHALLMX Ha4asbHbIE UK NpegenbHO aonyc-
TUMbIE 3HAYEHMA OPYrUX NEPEMEHHBIX, HAMPUMEP, CHETHNKOB
ukna —for (a =b; a < ¢;a++) *p++ = *X++; 04EBUAOHO, YTO MO-
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ondmKauma nepemMeHHbiX b 1 ¢ npuBedeT K NepenonHeEHNIO
6yq3epa p CO BCeMuM OTCIOAa BblTEKAKLLMMW NOCNENCTBUAMMU.
B-TpeTbux... ga Mano nv 4To MOXHO npuogymatb — BCEro n He
nepeymcnuLLb! 3aTMpaHme CKaJ1APHbIX NepemMeHHbIX Nnpu ne-
PEenonHEHNN 06bIYHO HE NPUBOAUT K HemMeaneHHomy o6pyLue-
HUIO NporpamMmsbl, NO3TOMY Takue OLLINBKM MOryT Jonro octa-
BaTbCA He O6Hapy)KeHHbIMVI. 5y,D,bTe BHUMaTESbHbIMM!

Maccusbl 1 6ythepa

YT0 MHTEpecHOro MoXHO OBHapyXuTb B Bydepax? Mpexae
BCEro 310 CcTpoku, xpaHawmecs B PASCAL-copmare, T.e. ¢
MoneM AnWHbI BHa4Yane, 3aTupaHne KOTOporo NOPOXAAeT Kac-
Kaf BTOPWUYHbIX NepenonHeHuni. MNpo ya3suMocTb 6ydepos ¢
KOH(P1AEHUMaNbHON MHopMaLmMen Mbl yYXXe roBopunu, a Te-
nepb, NOXasynhcTa —KOHKPETHbIA, XOTS M HECKOMbKO HamrpaH-
HbIA NpUMep:

JucTuHr 9. $parMeHT NpPOTPaMMil, MONBEPKEHHON NOCTEeAOBaTENBHOMY
[IePernoNHEeHUO NpM Bamucy C SaTHPaHMEM NOCTOPOHHero Bydepa

buff demo ()

{
char buff[MAX BUF SIZE];
char pswd[MAX BUF SIZE];

Egets (pswd, MAX BUF SIZE, f);

printf ("passwd:"); gets(buff);
if (strncmp(buff, pwsd, MAX BUF SIZE))

// HenpaBMNBHEI NapoNb
else

// npaBunBHMM Dapoisb

Ewe nHTepecHsbl Bydepa, cogepxallime nmeHa OTKpbIBa-
eMbIX ()aiinoB (MOXHO 3aCTaBUTb NPUIIOXKEHWE 3annUcaTb KOH-
hrpeHumanbHble AaHHbIe B OOLLEAOCTYMHbIA (hain unm, Ha-
NPOTUB, HaBA3aTb O6LLEAOCTYNHLIV (hain B3ameH KOHULEH-
LMansHoro), TemM 6onee YTO HECKONbKO Noapsa maylmx 6y-
thepoB, BOOGLLE rOBOPS, HE PEAKOCTD.

3akniouenue

M3HauanbHO cTaTbsi 3aymblBanach Kak ucHepnbiBatoLLee py-
KOBOZCTBO, CHa6>XeHHOEe GOMbLUMM KONMHECTBOM JIMCTUHIOB
1 nsberatoLiee yraybnaTbC B akafeMUYecKne TEOPETU3M-
poBaHwWs. Tenepb, BbI4UATbIBAS CTATbIO NEPES, 3aKIOHUTESb-
HOI NpaBKOW M BHOCA B HEE MENKWUE, KOCMETUYECKME YNyY-
LEHWS1, i C TPYCTbIO OCO3HAI0, YTO BbIMOSTHUTL CBOW 3aMbICEN
MHe Tak W He ydanoch... [Jo NpakTU4eCKUX COBETOB pasro-
BOp BOOOLLE HE JOLUEN, U NbBMHAS YacTb NMOATOTOBMAEHHOIO
maTtepuana ocranacb 3a kagpom. Ox, U He CnepoBano MHe
NbITaTbCA 06bATb HEOOBATHOE...

Hapetock, 4TO cnepytoLLme cTaTby STOMO LMKIA UCTPaBsaT
rnonoxeHve. B nepsyto o4epeab NNaHMpyeTcs pacckasatb o ne-
PEeLoBbIX METOAMKAX MEPENONHEHUS Ky4M, NPUBOLALLIMX K 3ax-
BaTy yNpaB/eHNs yaaneHHoN MallMHON, 06CyaUTb TEXHUHECKUE
acnekTbl pa3paboTku shell-koga (nprvembl co3aaHns NO3ULIMOH-
HO-HEe3aBMCMMOrO Kofa, Npobrema Bbl30Ba CUCTEMHbIX (DYHK-
UM, oNTUMM3aumMs pasmepa U T. A.), 3aTeM MOXHO 6yfet ne-
PeVTV K pasroBopy O crocobax nomcka nepenosiHALLMXCs 6y-
thepoB 1 0 BO3MOXHbIX Mepax Mo 3a6s1aroBpeMeHHOMY NpeaoT-
BpaLLeHMto OHbIX. OTOENbHYI0 CTaTbio XOTENOCH 6bl MOCBATUTDL
Lenvkom YepesiM Love Sun u Slapper, NoCKonbKy X aM3accem-
6nepHble NMMCTUHMN COLEPXAT O4EHb MHOMO MHTEPECHOTO.

CHCTEMHEIQAMUHUCTPATOP





