obpa3oBaunue

BOCCTAHOBIIEHI/IE NTFS -

\) 13 dinin l
4.0 4N 40 100

UNDELETE CBOUMM PYKAMU

MeHsi cmyLaet 1o, YTO Chipbie ﬂpOﬂyKTbl cosfarorcs

Ha UHTYWLIMN 1 HA FeHNanbHOCTY X co3naresned.

Ho Benb 3a HUMKM ocTaeTcs BbIXKeHHas 3emris!

Ecrv OS/360 octaBuna 3a coboui Lunevich mpen, noaed,
410 OcTaBseT 3a cobovi Windows:

Anekcer babui
«V13 XKN3HM EPBOOBITHBIX MPOrPaMMUCTOB»

1N

NPOCTENLLIero AncKkoBoro pegaxktopa (tmna Disk-Probe)

W yTUnnTb! chkdsk, a Takxxe aanm HeCKOJIbKO COBETOB

110 10BOAY CO3[aHNS COOCTBEHHOIO UHCTPYMEHTapUA,
KOTOPBIV MOXET ObITb 3aNPOrPamMmmMupOBaH Ha-filooom

A3bIKe, UMerLLeM AOCTyrn K win32 API.

HapexHoctb NTFS — 310 0fHO, @ OLWMNBOYHO yaaneHHble gan-
nbl — coBceM gpyroe. dainosas cucTema, faxe Takas MOLL-
Has, kak NTFS, 6eccunbHa 3alUMTUTL NOMb30BaTENS OT Ceds
camoro. Ho BOT npedycMOTpeTb «0TKaT» MOCReAHUX BbINOM-
HEHHbIX [ECTBUIA OHA BMOSIHE MOXET (TeM Honee YTO TpaH-
3aKumm n xypHanuposaHue B NTFS yxe peanusosaHsl). [o
COBepLUeHCTBa ocTaeTca Bcero nuub wwar. Yebl! Microsoft Ton-
4eTca Ha MecTe, BCe HUKaK He peluasch ero caenatb (3agen,
OCTaBMEHHbIN AN 6yAyLUMX BEPCU?). «3alumuTa» OT Hemnpeq-
HaMepEeHHOro yaaneHus peanu3oBaHa UCKMIHYUTENBHO Ha UH-
TepherCHOM YPOBHE, a 3TO He TONbKO Heydo6HO, HO W HeHa-
LEeXHO. XOpOoLUo, ecnun yaaneHHbIn (ann coxpanuncs B «Kop-
3KHe», HO YTO Jenatb, eCnu Tam ero HeT? 3Ta cTaTbs paccka-
3blBaeT 0 METOAAX PY4HOr0 BOCCTaHOBMEHUS (HalfoB, B TOM
yucne ¥ ¢ OTCYTCTBYIOLLEN hanioBON 3anmcblo, korga «noKomn-
HUKa» NPUXOAUTCS cobMpaTb MO Knactepam.

Buytpun FILE_DISPOSITION_INFORMATION

IRP_MJ_SET_INFORMATION/ FILE_DISPOSITION_INFOR-
MATION - 370 nakeT, NoCbINaembli LpaniBepy Mpu yoaneHum
thanna (MmeniTe 3TO B BMAY NpW Au3accembnmpoBaHum). Yto-

6bl YMETb BOCCTaHaBNMBaTb yAasneHHble ainbl, HeO6XOAUMO
OTYETNMBO NPeLCTaBnATb, YTO NPOUCXOOUT B NpoLecce yaane-
HuA chaiina ¢ NTFS-pasgena, a npoucxoauT Npu 3TOM cnegyto-
Lee:

B koppektupyetca daiin /SMFT:$BITMAP, kaxnbidi 6UT KO-
TOPOro onpefensier «3aHATOCTb» COOTBETCTBYIOLLEN (han-
nosow 3anucu (FILE Record) B MFT («0» — 3anucb He uc-
nonb3yeTcs);

KoppekTupyetcst dhaiin /$BITMAP, kaxablil 6UT KOTOPOro
onpefenseT «3aHATOCTb» COOTBETCTBYIOLLEro Knactepa
(«0» — KnacTep He Mcnonb3yeTcs);

(harnosble 3anucK, COOTBETCTBYIOLWME hanny, noMeyarT-
cs kak ypaneHHble (none FLAG, Haxogswieecs no cmelle-
Huto 16h ot Hauana FILE Record c6pacbiBaeTcsi B HOMb);
CCblika Ha hainn yganseTcs U3 BOMYHOro AepeBa UHOEK-
COB (TEXHWMYECKMEe NOOPOGHOCTM 3TOMO XWBOTPENELLYLLEro
npoLecca 30ech OMyCcKaloTes, NOCKOSbKY BOCCTAHOBUTbL Tab-
NNLLY UHAEKCOB BPYYHYIO CMOXET TOMbLKO rypy, Aa 1 3a4em?
B NTFS nHAeKchl urpatoT BCoMoraTenbHyto pofb — npoLue
nepenHaeKcupoBaTh OMPEKTOPUIO 3aHOBO, YeM BOCCTaHaB-
nuBatb cbanaHcmpoBaHHoe B*tree-gepeso);

CHCTEMHBIAAMUHNCTPATOP



B o6HoBnsieTcs atpuoyT $STANDART_INFORMATION kara-
nora, XpaHvBLLEro ygansemblin hann (BpeMs nocrnegHero
goctyna uT. a.);

B B /$LogFile o6HoBnsieTcs Sequence Number (M3meHeHws,
MPOVCXOAALLME B XypHane TpaH3akuuii Mbl He paccmaTpu-
BaeMm);

B Update Sequence Number cnepytoLyx haitnoBeIx 3anucei
yBeNMuMBaeTCa Ha edMHULY: caM yaansemMblin daiin, Teky-
Lmii katanor, /SMAF, /$MFT:$BITMAP, /$BITMAP, /$BOOT,
/$TRACKING.LOG.

Karanoru ygansotca NpakTMYeCKuM TOYHO TaK Xe, Kak U
dhannbl (C TOYKM 3peHns (harsioBON CUCTEMBI, KaTanor Toxe
tharn, Tonbko 0CobLIN — C ABOM4HbIM B*tree-gepeBoM MHAEK-
COB BHYTpM).

Hw B TOM, HX B Aipyrom cry4yae pranyeckoro yaaneHus gan-
na He NPOWUCXOAWT, N OH MOXET 6bITb NIErkO BOCCTAHOBMEH A0
Tex nop, noka He G6yAeT 3aTepTa NpuHagnexawias emy
FILE Record, xpaHaiaa pesngeHTHoe Teno damna unm cnu-
COK 0Tpe3koB (run-list) HepeanaeHTHOrO copgepxumoro. YTpa-
Ta FILE Record o4eHb HempusTHa, MOCKOMbKY B 3TOM Cry4ae
dhann npugetca cobupaTb N0 Kycoykam pykamu, U 4em Cuib-
Hee OH (hparMeHTUpPOBaH — TeEM CNIOXHee 3Ta 3adaya. B otnm-
yue ot FAT, NTFS He 3aTvpaeT nepBoro cMmeona uMeHem daii-
na, 4eM 3HaYUTENbHO YMNPOLLAET CBOE BOCCTaHOBIIEHNE.

ABTOMaTHM4EeCKoe BOCCTaHOBJNEHue thaiina
YTunutel, BOCCTaHaBNMBatoLLme yaaneHHole awsbl, He BXO-
AT B KoMnnekT wraTtHon noctaskn Windows NT, n nx npuxo-
IuTca npuobpetaTb oTaensHO (a Begs B MS-DOS Takast ytu-
nuta 6binal). Onacasck yrpobuTb haisioByro CMCTEMY OKOHYa-
TenbHO, GOMbLUMHCTBO U3 HWUX U36eraeT NpsMON 3anucu Ha
IVCK — BMECTO 3TOr0 BaMm npepnaraercs cyutaTb yaarneHHbIN
dhann n nepenucatb ero B Apyroe MecTo (HO TOMLKO He Ha cam
BOCCTaHaB/IMBaeMbI pasgen). He cnnwkom-To ygayHoe peLue-
Hue! A ecnu Ha ocTasbHbIX AUCKax CBOGOAHOrO MecTa HeT Unu
BOCCTaHaB/IMBAEMbIA OUCK UMEET BCEro NuLb OAWH nornyec-
Kun pasgen?

MNpegnonoxmm, BaM He06X0AMMO BOCCTaHOBUTL 6a3y OaH-
HbIX B HECKOSbKO rrabavT. MoXHO, KOHEYHO, NOAKMIOUMUTb BTO-
pov BMHYecTep, CKONMpOBaTb ee TyAa, a 3aTtem 06paTHO, HO
CKOMbKO e 3TO 3aMET BPEMEHU, He roBOPs YXe O TOM, YTO
cepBeep NyyLle He BbIKIOYaTh, a ropsaYylo 3amMeHy MOAAepXU-
BaIOT Aaneko He Bce xecTkue gucku! [ipyro HegocTaTok mo-
LO6HbIX YTUIUT — CIULLIKOM MeffieHHas paboTa. Bmecto Toro
4TOObl HANTU OAMH-EOUMHCTBEHHbIN (haiin, UM KOTOPOro Ham
N3BECTHO, OHW MPOBOAAT MOSHOMACLUTA6HbIE MaHEBPbI, CKa-
HUpYs BECb pasaen uenvkoM. [Mpu paboTe ¢ 60MbLUNMMK UCKa-
MW Ha 3TO YXOOMT OT OOHOr0 JO HECKOSbKMX 4acoB BMYCTYHO
NOTPa4YeHHOro BPEMEHM.

C Opyroi CTOPOHbI, yTUAMTBI, BHOCALLME UBMEHEHUS HEMOC-
pencTBeHHo B camy NTFS, puckytoT cepbe3Ho NoBpeauTh auc-
KOBbI TOM, NOCAIE Yero emy He MOMOryT Aaxe npod)eccmoHa-
nbl. HacTosiLme xakepbl He JOBEPSIOT HAKAKOMY Komy, KpOMe
CBOEro cob6CTBEHHOro, 0COGEHHO €CNN UCXOOHbIE TEKCTbl He-
LOCTYMHbI, @ JOKYMEHTALWS TyMaHHa U ABYCMbICNeHHa. Pas-
nuuHble Bepeumn NTFS oTnuyatotes gpyr ot gpyra. MNocnegHve
pagvkanbHble uameHenns npousowinu B Windows XP (NTFS
Bepcun 3.1) — mMaccuB NocnefoBaTeNbHOCTU OGHOBNEHMS

Not, sHBapb 2005

obpasosanue

(Update Sequence Number-n-Array) nepemectuncs Ha LUecTb
6anToB Brepeq, a ero MeCTo 6bIN0 OTAAHO MO BbipaBHMBaHWE
1 none Homepa TekyLlen awnoson 3anucy (Number of this
MFT Record). BocctaHaBnmBatoLLasa yTunmuTa fomkHa He ToNb-
KO MopmepXuBaTh Bally BEPCUo (DainoBov CUCTEMbI, HO U 6e-
30LIMGOYHO OTIMYATL ee OTO BCEX OCTaNbHbIX (Npu 0BHOBIE-
Hum Windows 2000 go Windows XP 06HOBREHWSA (haitnoBon cu-
CTEMbI HE MPOUCXOQMT BMNOTb [0 NepedopmMaTypoBaHus ouc-
ka). Monpo6yi NOTOM 06bACHM HA4YaNbCTBY, «3TO HE f, 3TO OHa
Bce ucnoptunal».

HakoHel B MOMEHT yaanexnus daina yTunut gns ero Boc-
CTaHOBMEHWA MOXET NPOCTO HE 0Ka3aTbCA Nof PYKOW (4TO no-
Lenaellb — 3aKoH nognoctul), u Torga NPUXOaUTCS PacCUUTbI-
BaTb TOMbKO Ha CBOM CUTbI.

{_)GetDataBack for NTFS (¥ersion 2.31) [_[O] x]
File Recovery Tools Help
B0 D B & &
Esit Info  Wiew Copy Open Open/w Seach | Esploer Options
STEP b: Recovery Tree
Select and copy the files pou want ta recover,
Directoriss Files
[ NTFS) 4 Name [ Size | Mocified [ it
;& $Estend ) Ca$Emend [DIR] 10122004 83050 _dsh
(52 System Yolume Information (£ System Volume Inform. DIR) 10122004 85135 dsh
=] $BadCius 0 10722004 83050 _ sh_
] Bioct 8192 10122004 83050 __sh_
o] $clume 0 107122004 B:3050  __sh_
) [y 1410722004 50030 a
k| | |
Legend: Feac-nly System Compressed Delstsd
2 directories, 4 files, 0,01 MB in this drectory
=1 Back
2 direetories, 7 files, 0,01 MB in this recovery

Anyed|| 1 @ B @ || Blicpoo|[Fcetbata.. 321 -bro..| Flpesnan... | [@EIG 105

PucyHok 1. Yrunura GetDataBack 3a BOCCTaHOBJIEHMEM yZhalleH-
HHX OGarnnos

PyuHoe BoccTaHoBneHue thaiina

no FILE Record

HauHem ¢ npocTenwero. dann Tonbko YTO yaaneH, U npuHag-
nexawyas emy FILE Record eLue He 3aTepTa. Kak HanTv ero Ha
ovcke? CyllecTByeT ABa Cnocoba — «TEOPETUHECKMIA» U «MpaK-
TUYECKUIA». TeOPEeTUHECKNA UCKITOHYUTENbHO HAAEXEH, HO Tpe-
6yeT OONOMHUTESNbHBIX TENOABUXEHMWA, KOTOPLIX MOXHO 136e-
XaTb, NPUHAB P NPaKTUHECKMX OONYLLUEHWN.

TeopeTuyecku: n3enekaem u3 boot-cektopa ykasartesb Ha
MFT, nsenekaem 13 Hee nepayto 3anuch (oHa onucbizaeT SMFT),
Haxogum aTpuoyT $DATA (80h), fekoampyem CrnMCOK OTPe3KoB
(data runs) n nocnegosatenbHO YMTaem Bce 3anucu B MFT,
aHanuaupys cogepxwumoe atpuéyta $FILE_NAME (30h) — ums
channa (kctatu, Takux aTpubyToB Yy (hanna MOXeT ObiTb He-
CKOJbKO). 3TOT e aTpubyT XpPaHWT CChIKY Ha MaTEePUHCKYIO
OVPEKTOPUIO — €CII HECKONBbKO OOHOUMEHHBIX (hainos yaarne-
Hbl U3 Pa3NMYHbIX AVPEKTOPUIA, Mbl OOMKHbI pasobpartbes, ka-
KOW U3 HUX HaLL.

MpakTuyecku: B AeBATU U3 gecatu cnyyaes SMFT-chaiin He
(hparmMeHTMpPOBaH W pacnonaraeTcs NPakTU4ecku B CaMOM Ha-
yane gucka. imeHa dhainos xpaHatca no cMeleHuio EAh ot
Havarna cekTopa, B Hayane KOTOpPOoro pacnofioxeHa curHartypa
«FILE*» («FILEO» — B NTFS 3.1). [o3Tomy Mbl NPOCTO 3anyc-
Kaem no6oi OucKoBbIA pefakTop (Hanpumep, Disk Probe u3
komrnnekTa Support Tools ot Microsoft), BBoAUM uMs BoccTa-
HaB/IMBAEMOro hanna B KOHUKOLE U WLLEM €ro Mo CMELLEHUIO
EAh (8 NTFS 3.1 — FOh) ot Hayana cekTopa.



obpa3oBaunue

Korpa xe nckomoe BXOXAeHWe 6yneT HaifgeHo, CMOTPUM:
HaxoauTCA M B Hadyane cektopa curHatypa «FILE*»/«FILEQ»,
W ecnm HeT — NpoJosKaeM nomck. [1syx6antosoe nose no cMe-
LLleHnto 16h oT Havana cekTopa cogepXmT dnarum 3anvcy: 00h —
3anunchb He UcnonbayeTcs unu Geina yaaneHa, 01h — sanucek uc-
nonb3yeTcs U onucbiBaeT katanor, 02h — 3anucb ucnonb3yer-
€Sl U onucbIBaEeT AupekTopuio. BeTpevatotea u gpyrve 3Hade-
Husa (04h, 08h... 4TO OHM 0603HA4AIOT — HEM3BECTHO, MOXET
6blITb, Bbl CMOXETE MPONUTL CBET HA 3TOT BOMPOC?).

= [5]]

S C5ector 90 for 1 - Disk Probe
File Drives Sectors Wiew Tools Help

== DS W ] =al eal 2]2]

CODO__ 45 45 4C 45 24 OO 0% 0D 4C 0C 0O oo =~
B ccarch sectors oo 00 04 00 Do
oozc oo 00 oo oo oo
ooz oo 00 oo oo oo
0040 Search Type Character Type Bz 95 DE C4 01
oosc Bz 95 DE c4 01
v
Doee | ¥ Search atoffset I~ ASCI characters e oo oo ow
oo7t | [ Eshaustive search ¥ Unicods character 0% 05 01 00 00
[=l=1-14 o0 00 00 00 0o
oost | [ lgnore case oo 00 0O 0z 0O
[==F:\4 00 00 00 05 00
[=l=}-14 Ez 56 DE ©4 01
ooet Close Bz 55 DE c4 D1
00D [ffset in hex oo 00 oo oo oo
ooEC oo 65 oo 72 OO
corc [EA Search 0o oo 00 0O OO
o1o¢ oo 00 oo o1 oo
o110 sc 6F zo zD 7R
o1as  Fist sector to seach Last ssctor to ssarch T

o1zc |0 IMSZSEE 00 00 0D 00 OO0
014 00 00 00 00 0O
o1st 00 00 00 00 0O
o1e: Enter characters to search for
017t I‘ESI Tt 00 00 00 00 0O
o1st 0o oo 0o o0 oo
o1sc 00 0o 0o oo oo
O1ac 00 0o 0o oo oo
01E0 0O 00 0D DO OO OO OO0 00 OO0 0O OO0 00 00 00 00 0O
01C0 00D OO 0D DO 00 00 00 00 OO 0O OO0 00 00 00 00 0O
QIDO 00 DO 00 00 00 Q0 0D D0 DO 00 00 00 00 00 90 QO

For Help, press F1 [Vol D: [Sec9d  [off 0x000
fAnyex |J o=l =] “ Blicprogram Fil.. | #7]Besemanmei - ‘..ll#SEctur a0 for.. [@EJEE 112

PucyHok 2. PyuHoe BOCCTaHOBNeHMe daina c noMomen Disk Probe

C:\chkdsk D: /F

Tun cannosoi cuctemel: NTFS.

[MpoBepka dannos 3aBepLueHa.

MpoBepka NHAEKCOB 3aBepLueHa.

BoccTaHoBneHue notepsHHbIX dainnos.

BoccraHoBneHune notepsiHHoro ¢pavina test.txt B dpaine katanora 5
3ameHa HenpaBubHOroO aeHTUdMKaTopa 6esonacHocTn ans carina 29
[poBepka aeckpunTopoB 6e3onacHOCTN 3aBepLUeHa.

WcnpasneHve owmnbok B atpubyte BITMAP ocHoBHOM Tabnuupl cainos.
Windows caenana nsmeHeHus B aninoBomn cucteme.

1068290 KB Bcero Ha gucke.
20 KB B 2 dhavinax.

4 KB B 9 ungekcax.

0 KB B NoBpeXaeHHbIX CEKTopax.
7894 KB ncnonb3yeTcs CUCTEMO.
7392 KB 3aHsT0 nopA chaiin xypHana.

1060372 Kb cB0o60AHO Ha ancke.

2048 6awT.
534145.

Pa3smep knactepa:
Bcero knactepoB Ha aucke:
530186 knacTepoB Ha gucke.

PucyHok 3. BoccraHOBIeHMe ymaleRHOro daina npyu nomoupr chkdsk

WUcnpaensem 00h Ha 01h, 3anucbiBaeM N3MeHEHUS W... Hu-
yero He BbIxoguT?! A yTO BbI X0Tenu! Beab NOMUMO 3TOro He-
06X0aMMO eLLe, BO-NepBbIX, Coo6LmTL dhanny /SMFT:$BITMAP,
470 fdaHHas MFT-3anncb BHOBb MCMONb3YeTCSs, BO-BTOPbIX, OTO-
6patb y taitna /$BITMAP Homepa KnacTepoB, npuHagexa-
LMe BOCCTaHaBnMBaeMoMy dhainy, B-TPeTUX, NepecTpouTb
OBOWYHOE OepeBO MHOEKCOB, XpaHsLLee COOepXUMoe Karaso-
ra. MNepsble ABa NyHKTa He Npobnema, HO BOT Haf NocnegHUM
npuaeTcs nonbIXTeTb. Unu... npocTto 3anyctutb chkdsk ¢ knio-
4yom /F. OH caMOCTOSITENBHO HAWOET «MOTEPSHHbIA» (harn u
BHECET BCe HeobXoauMble U3MEHEHUs B (hainoBy0 CUCTEMY.
Ot Hac noTpebyeTcs TONbKO YCTAHOBUTL dhnar Mo CMeLLEeHWo
16h B eguHuLy, a ocTanbHoe — ero 3a6ota. [locne aTux HexuT-
pbIX MaHUNYNAUMA haiin okasblBaeTcs B CBOEM POAHOM KaTa-
nore. BoccTtaHoBMEHHbIN!

Pasrpebas knactepHble 06noMKM

C Hepe3naeHTHbIMU (harinamu, XpaHsLmmm ceoe Teno sHe MFT,
cUTyauus 06CTOMT HE Tak Ma4eBHO, XOTS NPOBIIeM TOXE XBa-
TaeT. MNopsgok pasmeLLeHns danna Ha QUCcKe XpaHWUTCS B run-
list BHYTpYM charinosoit 3anucy B MFT (Tenepb yxxe 3aTepToit), u
MOTOMY BO3MOXEH NIULLb KOHTEKCTHbIA NOUCK NO COQEPXUMO-
My. 3anyckaem QUCK-pefakTop, BBOAMM NOCNe0BaTeNbHOCTb,
3aBEAOMO CofepXaLlyiocs B yaaneHHOM ¢haine, Ho He BCTpe-
4aKoLLYIOCS BO BCEX OCTaslbHbIX, U HAXUMaeM «search». [ns
YCKOPEHUS MOMCKA MOXHO MCKaTb TOSNbKO B CBOBOAHOM AWCKO-
BOM MpPOCTpaHCcTBe (3a 310 oTBevaeT (haiin /$BITMAP). 3Bec-
THbIE MHE PEAaKTOpbl NPeHebperatT 3TOM BO3MOXHOCTbIO (a
3psl), 00HAKO YTUNUTY «NPOLABUHYTOr0» NMOMCKa HECTOXHO Ha-
nucaTtb U CamOCTOATENBHO.

HetparmeHTpoBaHHble (haiinbl BOCCTaHABIMBAKOTCA 3ne-
MeHTapHo. [pocTo BblgenseM rpynmny CEeKTOpoB M 3anucbiBa-
€M e€ Ha OUCK (TOMbKO HU B KOEM Clyvae He Ha cam BOCCTa-
HaBnmBaeMmblli ToM!). EQMHCTBEHHas npobnema — Kak onpege-
NWUTb OPUrMHANBHYIO ANMHY? HekoTopble Tunbl hainos gonyc-
KaloT MPUCYTCTBME «MyCOpa» B CBOEM XBOCTE (M TOrAa Ham
0CTaeTcs CnefoBaTh NpaBwiy «Jyylle nepebpatb, YeM Hefo-
6patb»), a HEKOTOpbIe HeT!

Ecnu KoHeL, He yOaeTcs onpefenuTs BU3yasnbHo (Hanpumep,
pdf-chainbl 3aBepLuatoTesa curHaTypoit «%%EOF»), npoaHanu-
3U1pYITe 3arofioBoK hanna — cpeay npoyen NonesHom nHgop-
Mauum 06bI4HO Tam MPUCYTCTBYET W ero pa3mep. TyT Bce 3a-
BUCUT OT CTPYKTYPbl KOHKPETHOro dhamna, u yHuBepcanbHbIX
pekoMeHOaUuin AaTb HEBO3MOXHO.

Ecnu chainn dpparMeHTMpoBaH — cUTyaumus NpakTuieckn 6es-
HagexHa. YTobbl cobpaTb pa3po3HEHHbIE LIEMOYKM KacTepos
BOEAMHO, HEOBXOAMMO XOPOLLIO 3HATb COAEPXUMOE YaarneHHo-
ro ¢goanna. B atom cmbicne NTFS BoccTaHaBnnBaetcs HaMHO-
ro xyxe, yem FAT. lNocnegosatenbHOCTb doparMeHToB hanna,
xpaHsiwascs B File Allocation Table B Buae ogHoHanpaeneHHo-
ro Cnucka, o4eHb XmByya. Ecnv cnncok He noBpexaeH, gocTa-
TOYHO NULLb HAMTW Ero NepBblA ANEMEHT (a caenatb 3T0 Npo-
LLie MpOCTOro, MOCKOMbKY OH OydeT ykasblBaTb Ha 3arofioBOK
thaiina ¢ BnonHe npenckasyembiM COpepXuMbiM). Oaxe ecnm
CMUCOK «pa3pybuTb» Ha HECKOSIbKO YacTel, OHW mpogonxat
XUTb COBCTBEHHOM XM3HBIO M HAM OCTaHeTCs NULLb NoJoopaTh
KOMOMHALMIO, KaK UX MPaBWUIbHO CKNEUTb BoeguHo. Cnncok
rMOBHeT NWLLL NPY NOAHOM 3aTnpanun FAT, yTo crnyqaeTcs, npsi-
MO cKaxeM, HeyacTo. B NTFS xe nopsgok dparmeHToB ¢hai-
na XpaHWTCA B KPOXOTHbIX CMMCKax OTPE3KOB, W WX rMbenb —
06bI4HOE [1eN0, NMOCNE Yero Mbl 0CTAeMCA OAMH Ha OUH C MUA-
NMOHOM 6€eCnopagoYHO Pa3bpoCcaHHbIX KnacTepoB. TEKCTOBbIE
(harnbl BOCCTaHaBnMBarTca 6e3 Tpyda, HO YTO Aenatb, ecnu
3TO 3MeKTPOHHasA Tabnumua, rpagmyeckoe n3obpaxeHve nnm
apxuB? be3 3HaHWs cTpaTerum BblLENEHUS OUCKOBOMO Mpo-
CTpaHcTBa TYT HUKyAa. [Mopagok, B KOTOpOM Apaneep ghaiino-
BOW CUCTEMbI HAXOAWUT NOAXOAALLME CBOOGOAHbIE (PparMeHThl,
He OMpefdeneH U BapbUpyeTCs B 3aBUCUMOCTM OT MHOXECTBa
06CTOATENLCTB, OAHAKO KOE-Kakne 3aKOHOMEPHOCTM B HEM BCE
Xe MPpUCYTCTBYIOT.

AHanM3npysa Cnuckn OTPE3KOB CUMbHO (PparMeHTUPOBaH-
HbIX OMCKOB, MHe y#anocb yCTaHOBWTb ChefyloLlee: cHavana
3aMONHATCA CaMble 60MbLUNE «AbIpbl», ABUrasaCb OT KOHLUA
MFT-30HbI K KOHLY Aucka. 3atem gpavisep hannoBoi cucte-
Mbl BO3BPALLAETCS HAa3af M HAYMHAET 3aMnONHATb [blpbl NTOMEHb-



LLe, U Tak NPOAOIXAETCs A0 TeX Nop, Noka ann He okasblBa-
eTcs Ha aucke LenukoM. MocnegHuMm 3anonHAI0TCS Ablpbl pas-
MepOoM B OAWH KracTep.

MNpocmaTtpuBas KapTy Oucka, NpeAcTaBfeHHY0 dainom
/$BITMAP, Mbl MOXeM B TOYHOCTW BOCCTaHOBWTb NOPSIAOK pas-
MeLLeHns hparMeHToB ydaneHHoro aiina, Hackopo cobpas
nX BoeduHo. Bo BCAKOM cryvae, TeopeTuyecku. MNpakTnyecku
XE Ha 3TOM MyTU HAC XZAYT KOBapHble NpensTcTeus. C MOMeH-
Ta co3JaHnsA BOCCTaHaBIMBAEMOro (harna kaprta cBO6GOAHOro
[MCKOBOro MPOCTPaHCTBa MOrfa KanutanbHO npeobpasuThes.
Beskoe ypanenne gannos BbICBOOGOXAAET OfHY WM HECKOMb-
KO ObIp, XaOTU4HO NepeMeLLMBaIOLLMXCS C AblpamMu BOCCTaHaB-
n1Baemoro arnna, uckaxas kapTuHy. Kak aTomy npoTMBOCTO-
atb? Ckanmpyem MFT B nmouckax 3anuceii, MOMeYeHHbIX Kak
ydaneHHble, HO elle He 3aTepTbix. dekogmpyem run-list u Bbl-
YepKMBaem COOTBETCTBYIOLLME UM (hparMeHTbl U3 CnCKa KaH-
LMOaToOB Ha BOCCTAHOBMEHME. JTO CYLLECTBEHHO CyXaeT Kpyr
MOMCKA, XOTS KONIMYECTBO KOMOMHALMIA, B KOTOPbIE MOXHO CO-
6paTtb (hparMeHTUpPOBaHHbLIN hais, No-npexHemy ocTaeTcs
BENMKO. Ho 370 eLue uTo...

Camoe «MHTEepecHOe» HavMHaeTcs, KOraa Ha OUCK OfHO-
BPEMEHHO 3aMMChIBAOTCS HECKOMBKO (halinos (HanpumMep, cka-
unBaembix ¢ nomoubio ReGet U3 UHtepHeta) nnm daiin no-
CTEMNEHHO YBENWYMBAET CBO pa3mep (HabupaeTte OUNNOMHYO
pa6oty B Word?), a B 3T0 BpeMs Ha IMCK 3anuchbiBaloTCcsa apy-
rve pavinbl. Korga K cyliecTsytowemy chaiiny [ONUCbIBAeTCs

@®parmeHTauus U ee uccnepoBaHme
CyLLEeCTBYIOT MO MEHbLLEN Mepe ABE METOANKU UCCNER0BaHNS
cTpaTteruv BblgeneHns AUCKOBOr0 NPOCTPAHCTBA: CTaTUYecKas
W guHamuyeckas. B nepBom cnyyae Mbl MpOCTO 3amnyckaem
LMCKOBLIM pefakTop (npepnoyvtutensHo Disk Explorer ot
Runtime Software) n aHannaumpyem run-list yxe cyLiecTByrOLLMX
¢haiino., 3anMcaHHbIX B pasnuyHoe BpeMs U pasinyHbIMM Cro-
cobamut (MOXHO, Hanpumep, CKoNMpoBaTh hann ¢ 0gHOro Me-
CTa B Apyroe WUav rnonepeMeHHo yBenuyneaTb pa3mep HECKOSb-
Kux (balnoB — cTpaTeruu BblgeneHnss cBOOOAHOMO NPOCTPaH-
CTBa B 060MX crny4asx 6yayT pasnuyHbl). Ctatmyeckuii nooxon
norneseH TeM, YTO AaeT 6eCLEeHHbIA CTaTUCTUHECKUIA Pe3ynb-
Tat A4n1s BCEro Toma LienvKOM, OfHaKo, ONpeaenseT NnLlb Ko-
HEYHbIW pesyrnbTart, HO He MyTb, KOTOPbIM OH 6bIN JOCTUrHYT.

% Runtime's DiskExplorer for NTFS [_[O]x]
File Goto Link Edb View Tools Help

@B err | BEG | A X0 Q& [
MFT# 3758 FILE: “ad32il.exe’, o . 4882287 bytes, modified 07.05.2004 12:06:08, starting at cluster 2086430, Parent dir x830(:2] ii
Structures: Interpretation of data:

=B Miterty Fun list: |=f
Header 31:27 30 B4 06 *21:01 04 143118 30 44 FF *31:05 9D 42 03 *31:11 83 5D FC *31,:34 74 80 00 21:33 19
B__% Ao st run: 90027 (39] clusters stanting &t »OD0GE430 (418377)
oLt 2nd o {0001 (1] clusters starting at 20067847 (424007)
=B $10 3rd run: <0016 (27) clusters starting at <0005C264 (377475)
Header | 4th run: D005 [5) clusters starting =t 00096521 (B15713)
Body | 5th rum: 50011 (17) clusters starting at =0005C 244 (377508)
Bth run: +0034 [52) clusters starting at x00084318 [410352) =
Tth run: «0033 (51 clusters staiting st x000EEF 31 (421681)
% Header | gih run: 001D [29) clusters starting at ¥000SC285 (377525)
Body | Sth run: D003 (3] clusters starting =t I003E0C2 (224706]
10t run: %0020 (32) chusters stating at x000GEF71 (421 745)
Header | 113t D00 (8] clusters starting ot <000711EF [453343]

v 12nd run: 4001 (28] clusters staring at »000BEFEE [421822)
13id un: «0031 [43] chsters staiting st <00067071 [(422001]
14th run: %0018 [24] clusters starting at x000GEFS1 (421777)
15th run: %0008 (8] clusters staiting st x000E 7548 [(424008)
16t run: %0000 (13] clusters starling at ¥J00G7857 (424023)
A7t 0020 AN chsts taki st [O0ETRET (A24039)

Raw data:

(empry) =
[¥ Detail: |+

Sectors 05 387 775/

Sector=x0000BE DO [28368]
Diive: F- [Hard dhive), 5337776 (+00525010) sectors)

by © 3 BEIPIEIRIE § B 3 H BRI

NTF5! 4 \Dowrload
Volume: Clusterl: 0, Cluster size: 8 sectors, Type: NTFS Regior: Cluster 10000CDDA [3545)

Memory in use: 643080 view: F[Rj0 | Z

PucyHok 4. CTaTMCTMYECKMI aHanM3 CTPATErMy BHOENEHNS AUC-
KOBOT'O NPOCTPAHCTBAa, BHMOJNHseMsf npu nmoMomy Disk Explorer
or Runtime Software

Not, sHBapb 2005

obpasosanue

KpoLUeyHas nopuus faHHbIX, (hakinoBas cMcTeMa HaxoauT Hau-
MEHbLLYIO AbIPY, 3aTeM CleyHOLLYI0 HAUMEHBLLYIO AbIPY U T. A.,
BMNIOTb [0 TEX MOp, NOKa ManeHbKWe [bIpbl HE MCHEPNAIOTCS, U
TOrga HacTynaeT Yepeq Ablp nobonblue. Kak cnencteme, damn
BbIXOQWT CUSIbHO (hparMeHTUMPOBaHHbIM — 3TO pad. davin 3a-
MONHSETCA He OT 6OMbLUMX [bIP K MEHbLUKMM, & HA060pOT (T.€.
MPOVNCXOOUT MHBEpPCUs CTpaTerMn pasMelLeHus) — 3To ABa.
ManeHbkne parmMeHTbl OQHOrO harna nepemeLLnBaioTcs ¢
MasieHbKMMKM pparMeHTamu gpyrx anos — 3to Tpu.

Xyxe Bcero noffalTCst BOCCTAHOBIIEHNIO JOKYMEHTbI, CO-
3paHHble B MS Office, n BOT noyemy: npunoxeHue cospaet
60/1bLLIOE KONMYECTBO PE3EPBHBIX KOMNWI pefakTupyemoro gan-
na Kak B TeKyLLeMm Kartanore, Tak u B katanore % TEMP%. Bot
N pasbepuchb, Kakoi parMeHT kakoMy dhany npuHagaexmt!

MpoLue Bcero BocctaHasnmeatotes ZIP-apxusbl. Ans aToro
BaM Jaxe He NoTpebyeTcs 3anyckaTb OWCKOBbLIN pefakTop.
OTkponTe BpeMeHHbIN (haiin Ha 3anuck, caenavte seek Ha
pa3mMep CBOOOAHOIO ANCKOBOrO MPOCTPAHCTBA, 3aKpomTe dhan.
A Tenepb obpaboTanTe ero ytunuton pkzipfix.exe (unm 3anyc-
TUTe CcTaHgapTHbIA pkzip.exe ¢ kno4dom Fix). B «ucnpaenex-
HOM» (paine BonwebHbIM 06pa3oM NOABATCA BCE YLENEeBLUME
ZIP-apxuBbl! BHyTpeHHAs cTpyKTypa ZIP-apxmBa TakoBa, 4TO
pkzipfix nerko pacnosHaet gaxe nepeynopsgodeHHble 610Ku,
MO3TOMY BbICOKasi CTENEHb PparMeHTaLum eMy He nomexa.

HedparmeHTaums Toxe NpoucxoanT nHTepecHo. CtaHpap-
THoe APIl-gedparmeHTaumm B C1ny ManoroHATHBIX OrpaHuye-

1 Disk Monitor - Systems Internals: hitp:/ /mww.sysinternals.com
Els Edt Options Help

B ABE(@| 2| & |

[ Device [ Resut [ Dther =
\Hardds kT Parttiond SUCCESS Sector: 13198624 Lenath: 128

\Harddisk] \Perttiond SUCCESS Sector: 128529622 Length: 128

\Harddisk] \Perttiond SUCCESS Sector: 13198352 Lenglhs 128
\Harddisk1\Pasttiond SUCCESS Sector 126529850 Length: 128

\Harddskl \Patttiond SUCCESS Sector: 13133080 Lenglh 128

\Harddsk] Patfiond SUCCESS Sector, 128529779 Length: 128

\Harddsk] Parttions SUCCESS Sector: 13199208 Lenath: 128

\Harddisk] \Perttiond SUCCESS Sector: 128529906 Length: 128
IRP_MWRITE \Harddisk! \Perttiond SUCCESS Sector: 13199336 Lenglhs 128

\Harddisk! \Pattiond SUCCESS Sector: 128530034 Lengt: 128

\Harddsk] \Patfiond SUCCESS Sector. 131994 Lengl 128

\Harddi<kT Parttiond SUCCESS Sector: 128530162 Lenath 128

\Harddsk] \Perttiond SUCCESS Sector: 13199582 Length: 128

\Harddisk] \Perttiond SUCCESS Sector: 128530290 Length: 128

\Harddisk1 \Pasttiond SUCCESS Sector: 13199720 Lengl 128

\Harddisk! \Pattiond SUCCESS Sector 128530418 Lengt: 128

\Harddsk] Pattiond SUCCESS Sector. 13199848 Lengh 128

\Harddisk] Parttiond SUCCESS Sector: 128530545 Lenath 128

\Harddsk] \Perttiond SUCCESS Sector: 13199976 Lengh: 96
IRP_MWRITE \Harddisk1\Perttiond SUCCESS Sector: 128530874 Lengh: 95
\HarddlskD'Pasttion? SUCCESS Sector: 207600 Length: 24
HarddskO\Pattiond SUCCESS Sector: 207663 Length: 24
\HarddisKOParttion] SUCCESS Sector: 5144848 Lengt 8
\HarddskOVParttiond SUCCESS Sector: 5144311 Lengt 8 -
\HarddlsO'Pesttion] SUCCESS Sector: 5144840 Length: 8 =

# [ Time [ Request

336 221136 1RAP_MI_WRITE
337 21136 IRP_MI_WRITE
333 21136 IRP_MI_WRITE
330 221136
3m 2113
Jm 21136
3% 21136
336 21136
3%e 221136
3B 21136
3% 21136
w2 2113
3% 21136
3% 21136
3%7 221136
3% 21136
0 21136
3 21136
37z 21136
934 221136
337 221136
3377 2113
Ja 2113
B0 21136
3E 21136

IRF_MIWRITE
IRF_MJ_WRITE
IAF_MI_WRITE
IAF_MI_WRITE

PucyHok 5. [IMHaMMueCKMit aHanM3 CTPaTeTuy BHACNEHUS
IVICKOBOTO NPOCTPAHCTBA, BHIOJNHSEMENf NPY IOMOWM HIUC-
KOBOT'O MOHMTOpa Mapka PyccmHOBMuYa

Iuckosbli MoHMTOp Mapka PyccunHoBuuka (http:/www.sys
internals.com) NO3BONSET 3arNsfHYTb B «CBATASA CBATbIX» (haui-
NOBOW CUCTEMbI U YBUAETb, KAK MMEHHO OHA BbIAENSET ANUCKO-
BOE MPOCTPaHcTBO Ans dannos. OCO6EHHO MHTEPECHO 3aryc-
KaTb ero napannensHo ¢ geparmeHtatopom n chkdsk — tamn-
HOe Cpa3y CTaHOBWUTCSA BHbIM.

Huyto TaK He MOCTOAHHO, KaK BpeMeHHoe
Ecnu, HecMoTpsi Ha BCe yCUNWs, BOCCTAHOBUTbL YAANeHHbIN
dhann TaK 1 He yaaeTcs, NONPobymTe OTbICKATb Er0 PE3EPBHYIO
konuto. MHorve NpunoXeHys CO30al0T Takue KOMuu1, HO He BCe
aduwmpytoT ux npucyTcTeue. He ctout Takxe 3abbiBath O
thanne nogkavku, BpEMEHHbIX hannax, gamne namsaTu u opy-
rMX MCTOYHMKAX, KOTOPbIE MOTYT XpaHWUTb (hparMeHTbl BOCCTa-
HaBNMBaEMOro harna (a MHorga v Becb hain uenvnkom). daxe
€CIIN OHYU YXXe 6bINK yaaneHsl, BO3MOXHO, NpMHaAnexallas um
thaiinosas 3anuchb eLle He Oblna 3atepTa U BOCCTAHOBIEHWE
He 3aiiMET MHOro BpEMEHM.

91



obpa3oBaunue

HUI onepupyeT He eanHUYHLIMK KracTepamu, a 6riokamu! Mu-
HUManbHbIN pa3Mep 6510Ka cocTasnseT 16 Knactepos, NpMyem
Hayano 6510ka JOMKHO 6bITb KpaTHO 16 Knactepam B chaiine!
Kak cnegcTteue — KOMMYECTBO MESIKUX Oblp nocne aedparmeH-
Tauum TOMNbKO BO3PacTaEeT, a HeMpepbIBHbIX 0651acTen ceob0a-
HOro MPOCTPaHCTBa NPaKTUYECKN COBCEM He OCTaeTcs.

Kctatu rosopsi, nepemelyatb BHyTpb MFT-30HbI TOXE HU-
yero Henb3s. «<Ha Tome C: cBo60HO 17%, HO Tonbko 5% poc-
TYMHO A8 UCMONb30BaHWA feparmeHTaropa aucka. Ans adg-
dhekTuBHOM paboTbl gedparMeHTaTop TpebyeT nNo KpanHen
mepe 15% [0CTYNHOro cBO60AHOr0 Mecta» — 3HaKoMoe Co06-
LeHWe, He npasda nn? «HegoctynHoe» Ana dedparMeHTaro-
pa MecTo HaxoguTcs BHYTpY MFT-30HbI (Kak Mbl MOMHUM, Mpu
thopmaTuposaHum gucka nog SMFT-chaiin pesepaupyetcs 10%
OT eMKOCTM TOMa, a 3aTeM M0 Mepe MUcHepnaHus OUCKOBOro
npoctpaHcTBa SMFT-chaiin ycekaeTcs HanooBmHy, U 0CBOGO-
[MBLLEeCs NPOCTPAHCTBO 3acenseTcs nofib30BaTenbCKUMM
thannamm).

Takum 06pasom, gna rapaHTMpoBaHHOM paboThl gedpar-
MeHTaTopa emy HyxHo 10% + 15% = 25% cBOGOOHOrO AMUCKO-
BOro MPOCTpaHCcTBa. He cnuwiKoM nu Bbicokas nnata 3a ged-
parmeHTaumio? Ecnm xe y Bac cB0604HO CBbilLe 25%, HAaCTosI-
TesbHO PEKOMEHAYETCS cO3haTh Ha AUCKE BPEMEHHbIN thaiin 1
BbIMOSHUTL Seek, 4TO6bI 3anoNHUTL BCe 601ee UM MeHee Kpyr-
Hble ObIpbl, He JaBas UX U3ypOoAoBaTh AedparmMeHTaTopy (ec-
TecTBeHHO, nocne gedparMeHTaumMmn 3ToT ann HyxHo yga-
NNTb).

KcTtaTu roBopsi, Ha cxartble haisbl orpaHuyeHue B 16 kna-
CTepoB He pacnpocTpaHaeTcs, No3TOMY Menkue aiinbl 04YeHb

f KOA WD OCHODE
METOA0E, MTEPATOPOE W 4BCTHHBX
KABCCOB e 31

Credon Tayd

BbIFOAHO AepXaTb B CXKaTOM COCTOSHUM — 3TO CYLLECTBEHHO
yMeHbLUaeT hparMeHTaumio Toma. Novallie gecparmeHTupyiiTe
cBoM guck! OTO He TONMbKO YBENUYUT BbICTPOAENCTBUE, HO M
YNpOCTUT BOCCTAHOBMEHNE yAaNeHHbIX hainsioB ¢ 3aTepToi
FILE Record.

3aknrueHue

BoccTaHoBneHue hannoB — onepaums HECIOXHAsA, HO HyaHas
1 KponoTnmeas. Ecnv no gonry cnyxoébl Unu B Cusy UHbIX 06-
CTOSATENLCTB BaM NPUXOAUTCH 3aHMMATbCH BOCCTAHOBIEHNEM
MOCTOSIHHO, MPOLLECC MOXHO «MeXaHW3MpoBaTb», HaNMcae He-
CKOMbKO NPOCTbIX YTUAMT. YT06bI NOAY4UTL JOCTYN K Nornyec-
KoMy pasgeny B Windows NT, gocTaTo4HO OTKPbITb OQHOUMEH-
HOEe YCTPOMCTBO C NOMOLLBIO (DYHKLIMW:

CreateFile("\\.\X:", GENERIC READ, FILE SHARE READ, 0, .
OPEN EXISTING, 0, 0),

rae «X:» —6yKBa JIorn4eckoro aucka (mogpo6bHoct —B MSDN,
WNK, KaK HblH4e MOAHO ero HasbiaTb, — Platform SDK).

He nymaiiTe, 4TO BCe yxe HanucaHo 3afonro o sac! YTu-
AT, NPUrOOHbIX ANst NPOeCCUMOHaNBHOMO BOCCTAHOBNEHNS AaH-
HbIX, nog NTFS o cux nop HeT (BO BCAKOM Cry4ae B OTKPbITON
npogaxe). Te xe, YTO eCTb, CTPAAAKT MACCOW HENENbIX OrpaHu-
YeHWiA (HanpyUMEP, He MOTYT OrpaHUYUTbL Anana3oH CEKTOPHOro
noucka ToNbKO CBOBOAHBLIM/3aHATLIM NMPOCTPAHCTBOM). Tak 4TO
nep3ante!

B cnepyroLuen ctatbe 3TOrO LMKNa Mbl pacCCMOTPUM TEXHM-
Ky BOCCTAQHOBIIEHUSI OT(HOPMATUPOBAHHBIX QUCKOB, B TOM YKCne
1 Tex, Ha KOTopble nocne hopmaTMpoBaHust YTO-TO MCANOCh.

ANnA pa3paboT4YMKOB
nporpaMmHoOro
ooecnevyeHus

www.microsoft.com/rus/msdn/magazine
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