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UNFORMAT [ANIAl NTFS

— Ay Bac TyT BUHYECTED HEAABHO Kyr/l.
Tak BoTt, oH cox!

- lapaHTVsa Kakasa?

— [Noxu3HeHHas!.

— Pa3 chox, 3Ha4uT, rapaHTns KOHY1Iacs.
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Cryaunsiock camoe CTpaLlHoe: Bbl MOTEPSIN BECh NTFS-pa:’qeﬂ yesnmkom. CriyHanHo otghopmatnpoBaiu
WM NEPEXWITN PaspPyLLNTESIbHbIA AUCKOBbIA COOU. [1E-TO TaM OCTannch Munapabl 6anT 6ECLEHHbIX }
JAaHHbIX, TEMepb yXXe HeLOCTYIHbIX 0MePayUoHHOV CUCTEME. Kak BEPHYTb UHGDOPMALUNIO K XU3HU?
B aroii cTatbe aBTOp f€nnTCsA cOBETaMU PYYHOI0 1 aBTOMATu4eckoro BocctaHosneHus NIFS-pasgena..
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[o cvx nop Mbl paccmaTpuBanu NuLlb He3HAYMTENbHbIE AUC-
KoBble COOM U nerkne paspyLlleHns OaHHbIX TUna OWMGO4HO
yoaneHHblx cavnos. Tenepb HacTan Yepeq THXeNbIX NOBPeX-
LEeHUI, NPU KOTOPbIX NpexHee COAepXMMoe ToMa CTaHOBUTCS
HEOOCTYMHO onepauuoHHo cucteme. MpUUnHON MOXET ObITb
W HenmpegyMbILLNeHHoe hopMaTUpoBaHue, U UCKaXeHue rnas-
HOW cpbainoson Tabauupl, U... Ho Bbl He nagante gyxom! L3
niobbix nepefienok NTFS BbIXOAUT C MUHMMANbHLIMU MOTEPS-
MW, U BO BCEX 3TUX Cry4asx BO3MOXHO MOSIHOE, CTOMPOLEHT-
HOe BOCCTaHOBMEHWE OaHHBbIX.

MNpolue BCero HavaTb ¢ hopmaTMpoBaHus. [nsa skcnepu-
MEHTOB HaM noTpebyetcsa format.com, BXogsLUMIA B KOMMNEKT
wraTHoi nocTtaekn Windows NT/2000/XP v ouckoBbivi pasgen,
HEe CoAepXaLLin HUYero nonesHoro. XopoLwo 6bl 063aBeCcTUCh
BUpTYanbHoi mawumHon — Virtual PC nim VMWare, amynupyto-
LLIEN XECTKUIA OUCK W YCKOPSIIOLLEN npoleaypy dopmaTupoBsa-
HUsA B COTHU (!) pas.

E [ [komananan crpoka
Kopaiia Microsoft Windows 2000 [Bepcua 5. 00.21951
(C> Kopnopauun Maukpocoor, 1985-1999.
C:\>fornat D: /U
Tun oaiiaonod cuctems: NTFS.

BHMMAHWE,. BCE_fIAHHHE HA HEGHEMHOM

WMCKE D2 BUNYT YHHITONEHW!

MpucTynute « Gopratuponanie [¥<nad N(ner)1? y
HE

Mposepra: 1043
Metxa Toma CENTER — merka we nipaad:
Coananme CTPYKTYP ANA0BOA CUCTEMM.
GopnaThpoBanHe oKoHUEHO .
1068290 Kb scero ma nucke.
1060634 Kb nocTynmo.

C:>
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PucyHok 1. $opMaTMpoBaHMe BMPTYalBHOT'O AMCKa B cpefie VMWare

«)K1BOW» BUHYECTEP NydLle He TporaTb (BO BCAKOM Clyyae
[0 Tex nop, noka Bbl He HAY4UTECH €ro BOCCTaHaBNMBaTh). Ecnm
HET BMPTYaslbHOM MaLLmMHBbI (B0 cux nop He noctasuu Ocna? He
nonb3yeteck IRC?), nonpobyvite npuobpectn ZIP-npusog (Ko-
TOPbIA, KCTATW FOBOPS, HAMHOIO HafeXHee ONTUYECKUX Hako-
nutenen) n dopmatupyite aucketsl nog NTFS — 6naro wrart-
HbIA hopmartep 310 no3eonsieT. C rmbkuMK guckamu feno 06-
cTouT crioxHee. Mo MHeHnto Microsoft, nx eMKocTn HegocTaTou-

Boccranoenenue NTFS-toma,
otthopmatuposantoro nop FAT16/32
pu nepechopmaTMpoBaHUM AMCKA OMEPALMOHHbIE CUCTEMBI
cemenctea NT HUKOrLa He U3MEHSIIOT TN (haniioBON CUCTEMBI
(pasBe 4YTO MONPOCUTL MX 3TO caeNnaTb ABHO), NO3TOMY HEMpea-
HamepeHHoe hopmaTtupoBaHme NTFS-pasgena B FAT16/32
KpaiHe manosepositHo. Windows 9x/MS-DOS, Hanpotus, fio-
60V auck cTpemaTtca otchopmatmposatb nog FAT16/32, He 3a-
Meyasl, YTO Ha HeM 4TO-TO YXe HaxoguTcs. HenpegHameper-
Has nopya NTFS-pasgenos npu yctaHoske Windows 9x/MS-
DOS noeepx Windows NT — o06bl4HOE Feno, Yepes KOTopoe
NPOXOAUT YXe BTOPOE MOKOSIEHNE NONb30BaTENEN.
Crpaterusa cnaceHns AaHHbIX BO BCEM MOXOXa Ha BOCCTa-
HoBneHne NTFS-Toma, otchopmatupoBaHHoro nog NTFS, ¢ Toi
NWLWb Pa3HULEN, YTO NpW CO3JaHUM Tabnuubl pasmeLleHns
dhannos (file allocation table) nepBbie HeckonbKo ThicaY chai-
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HO NSt pa3MeLLEeHUst BCEX CTPYKTYP AaHHbIX, XOTS MPOCTENLLNA
pacyeT pa3buBaeT 3TO YTBEPXKEHME B MyX M Npax, YTo yTunuTa
NTFSflp ot Mapka PyccutoBuya (mark @ sysinternals.com), co6-
CTBEHHO roBopsl, 1 aemoHcTpupyet. Ctatbs «NTFS Support for
Floppy Disks» (http://www.sysinternals.com/ntw2k/freeware/
ntfsfloppy.shtml) nogpo6HO onuckIBaeT, Kak OOXUTPUTL CUCTE-
My, 3acTaBuB ee oThopmaTupoBaTh rmbkui auck nog NTFS (gns
aToro Bam notpebyetcs soft-ice).

Yro nponcxoaut npu hopmaTUpoBaHUN
dopmaTpoBaHMe aucka — 3T0 HAMHOro 6ofnee CroXHas 1 Ha-
MHOro 601ee MHOrocTaguinHas onepauws, 4em 3To MOXET noka-
3aTbCsl Ha nepBbIn B3rnagd. KTo nucan cBo CO6CTBEHHbIN Ghop-
maTtep AMCKeT (a B koHue 80-x — Ha4ane 90-x ero nMcanu npak-
TMYECKM BCe), TOT NnomeT. CBOM MCCefoBaHNs Mbl HAYHEM C
n3yyeHuss NTFS-Toma, oTchopmatmpoBarHoro nog NTFS (tex-
Huka BoccTaHoBneHns NTFS-TomoB, oTchopMaTMPOBaHHbIX Nof
FAT16/32, paHa B OQHOMMEHHOW BPE3KE).

Mpu BbinonHeHUn koMangbl «format X: /U /FS:NTFS» B
tharnoson cucteme aucka X: NPOUCXOLAT credyroLume n3me-
HeHust (hopmaTupoBanue gucka GUI-yTunnTon, BbI3bIBaeMON
N3 KOHTEKCTHOrO MEHI0 «MPOBOAHWMKA», OCYLLECTBASETCA MO
aHanormyHon cxeme):

B ®opmupyetcsa boot-cekTop B hopmate NTFS.

B eHepupyeTCs HOBbIN CEPUIHBIA HOMEP OMCKA M 3anuChIBa-
eTcA B boot-cekTop no cmeLleHnio 48h 6aiT oT ero Havana.

B PaccunTbiBaeTcs HOBasi KOHTpONbHas cymma boot-cektopa
1 3anncbiBaeTcst No cMelleHunto 50h oT ero Hadana (nog-
po6Hee CM. MepBYI0 CTaTblO 3TOro UMkna: «BocctaHoBne-
HWe paHHbIX Ha NTFS-pasgenax»).

B CospaeTcs HoBblii SMFT-chaiin, conepxalumin cBeieHUst 060
BCeX (paiinax Ha UCKe W, Kak npaswuso, pa3meLlaembii no-
Bepx ctaporo $MFT-chaiina; ucknoyveHns 3gecb KpaiHe
penku — pasee 4To npexHuii SMFT 6bin 3a61aroBpeMeHHO
nepemMeLLeH aecparMeHTaTopoMm, UM npu gopMaTmposa-
HUM Ha3HayeH HOBbIM pa3Mep knactepa. Bo Bcex octanb-
HbIX Crydasx nepsble ~24 aiinosble 3anucy (FILE Record)
MpYT 6€3B03BpaTHO. B HMX HaxoauTCsH — HEMOCPELACTBEHHO
cam $MFT, $SMFTMirr, kopHesoii katanor, /$LogFile — dhaiin
TpaH3akuuit, /$BITMAP — kapTa cBOGOAHOIO MPOCTPAHCTRA,
/$Secure — peckpunTopbl 630MacHOCTM 1 Apyrue Cryxed-
Hble hannbl.

noBbix 3anucen B MFT 3atupatoTcsi 6€3B03BpaTHO (BMPOYEM,
X eLle MOXHO cobpaTb pykamu, OeicTBys Mo MeToauke onu-
CaHHOW B pasgesne «Pasrpebas kKnactepHble 06/0MKU» Mpe-
ObIAYLLERA CTaTbu 3TOTO LMKIA).

@annbl ¢ yueneswen FILE RECORD nerko BoccTaHaBmm-
Batotcs R-Studio/GetDataBack/EasyRecovery. [na py4Horo
BOCCTaHOBJIEHUS BCEro TOMa ero He06X0AMMO 3aHOBO OTHOp-
matupoBatb nog NTFS, npensaputensHo onpepenvs Konmye-
CTBO CEKTOPOB B KnacTepe. [lanee gefcTByeM Mo nnaHy — yse-
nuumeaemM pasmep SMFT, nyckaem chkdsk n co6upaem Bce,
YTO TONMBLKO MOXHO cobpaTtb. [OCKONbKY KONM4YecTBo haiinos,
XPaHALMXCH Ha COBPEMEHHBIX AMCKAX, 3a4acTyl0 MCUUCTSET-
€Sl MHOTUMM MWJINIMOHAMW, NOTEPS NEPBOW ThICAYU U3 HUX He
TaK yX U CTpalluHa (ecnu TOMIbKO MO 3aKOHY MOANOCTU 3TO He
6yoyT camble LieHHbIE (haisbl).
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B uvummpyetcs SMFT:SDATA — HasHayaeTcs HoBas LyivHa
($MFT:$30.AllocatedSize, $MFT:$30.RealSize, $MFT:$80.
AllocatedSize, $MFT:$80.RealSize, $MFT:$80.Compression
Size, $MFT:$80.InitializedSize, $MFT:$80.LastVCN), nata/
Bpems cospaHus/nocnenHei mogudmkaumm (SMFT:$10.File
CreationTime, $MFT:$10.FileAlertedTime, $MFT:$10.File
ReadTime, $MFT:$30.FileCreationTime, $MFT:$30.File
AlertedTime, $MFT:$30.MFTChangeTime, SMFT:$30.File
ReadTime) n, camoe rnaBHOe, CO30AETCH HOBbIN CMMCOK
0Tpe3koB (data-runs), HeobpaTMMO 3aTMpatoLLMiA CTapbIn,
a 9TO 3HA4WT, YTO cobupaTb hparMeHTMpoBaHHbIn SMFT
HaMm MpUOETCs MO HacTsM.

B Cospaetcs HoBblii /$MFT:$BITMAP, oTBevatowuit 3a 3a-
HATOCTb (paiinoBbix 3anuceit B MFT — Bce cTapble 3anvcu
MOMeYaloTCs Kak CBOBOAHbIE, OfHAKO MX hakTUYeCcKoro yaa-
neHus npu 3ToM He npomcxogut (none FileRecord.flags oc-
TaeTcs HETPOHYTbIM), 6arofgaps Yemy npoLeaypa BoccTa-
HOBMIEHUS 3aMeTHO ynpoulaeTcs. Yalle Bcero
$SMFT:$BITMAP pacrionaraetcs Ha TOM e camMoM MecTe,
YTO U CTapsbiv (T.e. Mexay boot-cektopom 1 MFT), 3a6uBas
NpexHee COOEPXMMOE HYNIIMU, OOHAKO C MOMOLLbIO YTu-
nuTbl chkdsk ero MOXHO BOCCTaHOBMTB.

B Cospaetcs HoBbIl /$BITMAP-thaiin, oTBeuaroLmin 3a pac-
npegeneHve AnCKOBOro NpoCTpaHcTBa (CBOOGOAHbIE U 3a-
HATbIE KNacTepa), OnNATb-Taku 3aTUpatoLLMiA CTapblid, HO BOC-
CTaHaBnvBaeMblii chkdsk.

W Cospaetcs HOBbIV thaiin xypHana TpaHsakumi — /$LogFile,
B CTPYKTYpY KOTOPOro Mbl YrnyGnsTbCs BCE PaBHO He 6y-
pem, xota B NTFS LINUX Project oHa onvcaHa focTaTo4HO
noapo6HO, HO BOCCTaHABNMBATb TpaH3aKUMKM — 3TO yX
CIILLIKOM.

B B 3aronosok dainosoi 3anmcu $MFT 3aHOCUTCS HOBbI
LogFile Sequence Number unu cokparleHHo LSN.

B $MFT HasHa4aeTcs HOBbIM HOMEP NOCNEefoBaTeNnsHOCTY 06-
HoeneHusa (Update Sequence Number).

B Cospaertca HoBoe 3epkano $MFTMirr, HeobpaTmo 3aT-
patoLlee ctapoe (B TEKYLLUMX CMCTEMaxX OHO PacrofioXeHo
nocepenuHe NTFS-pa3nena), B pe3ynbTare 4ero BO3HMKa-
€T Pe30HHbIA BOMPOC — KakoM NpOK OT 3epkasna, koTopoe
HWYero He oTpaxaert?

B Coszpatotcst HoBble /$Volume, /$AttrDef n gpyrme cnyxe6-
Hble haiinbl, UrpatoLLpme cyryb6o BCrioMoraTesibHyto posib 1
nerko BocctaHaenmeaemble chkdsk (xota /$Volume u npu-
CYTCTBYET B 3epKanbHoi konuu MFT, ero LueHHOCTb SIBHO
npeyBesniMyeHa).

B OcyulecTBnsieTcs NpoBepka LENOCTHOCTU MOBEPXHOCTHU,
1 BCe 06HapYXXeHHbIe MII0XMe KnacTepbl 3aHOCATCSA B hainn
/$BadClus.

B ®opmupyeTcs HOBbI KOPHEBOW KaTtasor.

B Ecnu fo dhopmatupoBaHus TOMa Ha HeM NPUCYTCTBOBA
/System Volume Information-cpaiin, To oH 06HOBNSIETCS, B
MPOTVUBHOM cryyae HoBbIl /System Volume Information co-
3[0aEeTCS TOMLKO MOCNe nepesarpysku.

Ha camom fene npouecc hopmaTvpoBaHusi NPOTEKAET Ha-
MHOrO CITOXHee, HO He ByfieM B HEero yriyobnaTbCs — Mbl Xe He
thopmatep nuem!

WHTepecytoLwmeca MoryT B3aThb B pyku IDA Pro 1 packoBbl-
psTb format.com camocTosTensHo. MNMoackaska — format.com

COAEPXUT NULLb BbICOKOYPOBHEBYIO HAACTPOMKY, ONUParoLLly-
tocst Ha 6ubnunotekn ifsutil.dll, untfs.dll n... HemocpeacTBEHHO
cam Jpavisep hannioBon cUCTEMbI. Tak YTO Au3accemMbnmpo-
BaTb NPUAETCA MHOrO.

YT106bI yNpocuTh cebe paboTy, MOXHO NpoHabnioaaTh 3a Npo-
Leccom hopMaTMpoBaHus ¢ NOMOLLbIO LUMUOHCKUX CPedcTB —
ytunut Mapka PyccuHosu4ya FileMon n DiskMon, 6ecnnatHele
KOMWW KOTOPbIX MOXHO CKayaTb ¢ Www.sysinternals.com. Takxe
He 3a6blBanTe 0 TO4Kax 0CTaHOBa Ha OCHOBHbIE native-API dyH-
Kuun Takue, kak NtFsControlFile, NtDeviceloControlFile u T. .
[a 6ygert soft-ice Bam B nomoLLp!

£} File Monitor - Systems Internals: http:/ fwww.sysinternals.com

Fie Edt Options Drives Hefp
H ABE @ 7 | 4|

# [ Time
4592 191357
4593 191357
ga 191957
4595 191357
453 131857
4597 191357
4598 191357
4 191357
4600 191357
4601 191357
4502 191357
4603 191357
4604 191357
4605 191357

[ Frequest
format.comBE8  IRP_MJ_READ
format.com 668

formal.com 668

format.com BE8.

format com 63

format.com BES.

format.com BE8.

fomat.com 668

format.com BES.

format.com 668

fomat.com 668

format.com BE8.

format.comBE8  IRP_MJ_READ
format.comBEB IR

[ Process

o NTROL
format.com 568 FSCTL_DISMOLNT_YOLUME
fomat.comBE8  1AP_MI_PNP

format.oom 868 FSCTL_UNLOCK_VOLUME
formet.com 668 IAP_MJ_PNP

format.comBE8  IRP_MJ_CLEANUP

57
191957
191957
191367
191957
191957
191957
191958
1515568

format.com 868 IRP_M/_CLOSE
Spstem 8 IRP_MJ_CLOSE
System & FASTIO_DETACH_DEVICE

[BHMMAHME. BCE [AHHWE HA HECLEMHOM
[IMCKE D= BYAYT YHHY TOXEHM?
pucTynute « popmaruposanum [¥Cnad Niner>1? y
Mooeepra: 1043 HB
Hetica toma <ENTER - mevka me mywnad:
[Coznanne CTPYKTYD $aHAOBOW CHCTEMH.
[PapraTHposanie oKoHYEHO .

1068290 KB scero na mucke.

1060634 KB _nocrynno.

i#Anyex “ & 8 H [Ek File Monitor - Systems... BlKoHaHAHan cTpora

PucyHok 2. MccnemoBaHme mnpouecca (opMaTupoBaHmMst
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ABTOMaTU4YECKOE BOCCTAHOBJIEHME
oThopmaTUPOBAHHOr0 AUCKA
dopmMaTMpoBaHME He YHUYTOXAET (painnosble 3anMcu nonb30-
BaTesbCKMX (hawnoB, M OHWU MOryT ObITb NOMHOCTbLIO BOCCTaA-
HOBIEHbI. CnaceHneM [aHHbIX 3aHUMAETC MHOXECTBO YTUIUT
(R-Studio, EasyRecovery, GetDataBack v T. g.), ogHako nps-
MbIX HacnegHUKoB unformat cpegun HUX Kak-To He Habnogaet-
csi. Unformat BocctaHaBnvBan BeCb TOM LIESIMKOM, & 3TW BCEro
NALWb «BbITATMBAOT» OTAENbHbIE YUeneBLwmne aiinbl/katano-
1, NepenucbiBas UX Ha HOBbIA HocuTeNb. [la rae xe Ham ero
B3ATH?!

3anucb Ha ONTUYECKUE HAKOMUTENW OTnafaeT cpasy — BO-
nepBbIX, 4nsa coxpaHeHus 80-120 6 xeCTKoro aucka B fyyuem
crnyyae notpebyeTcs rpy3oBUK (Ha 4eM elle Bbl MepeBeseTe
Takoe Konnm4yecTBo 60M1BaHOK?), BO-BTOPbIX, HEMOCPEACTBEHHAA
3anmcb CD-R/RW He Bcerga BO3MOXHA, Befib NMpW Kpaxe cuc-
TeMbl BOCCTaHaBNMBaloOLLME YTUNUTLI MPUXOAUTCS 3arpyxatb
¢ CD-ROM, a B 607bLUMHCTBE KOMMbLIOTEPOB YCTaHOBIEH TOMBKO
OOMH ONTUYECKUA MPUBOA, U, B-TPETbUX, HU OfHA MU3BeCTHas
MHe yTUnuTa He Nno3BonseT «paspesatb» 60MbluMe dannbl Ha
HECKOMbKO ManeHbkux. MoXHO, KOHeYHO, neperHatb daHHble
MO NOKaNbHOM CETU (a OHa eCcTb?) WM YCTaHOBUTL OOMOSHU-
TeNbHbIA BUHYECTEp (KOpMyC KOMMbIOTEpa He onevaTtaH, uve-
I0TCS CBOOOAHbIE KaHasbl KOHTPOMMepa U NULLHAS HAfMYHOCTb
B KapMaHe). Ho He CIMLLKOM nn 3TO XNONoTHO? Tem He MeHee
ONS «BbITAMVBaHWA» Napbl COTEH 0COH0 LieHHbIX (haiinoB Takas
MeToduKa BnofHe MOAXOAMT.

MpoLeMOHCTPMPYEM TEXHUKY aBTOMATNHECKOrO BOCCTAHOB-
NeHVs faHHbIX Ha npumepe yTuiuTbl R-Studio oT komnaHum R-
TT Inc (www.r-tt.com). 3T0 JOBOMLHO MOLLHBIA U B TO Xe Bpe-
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MSI NPOCTOW B YNpaBfieHNN UHCTPYMEHT, Ha KOTOPbIA MOXHO
nonoxutbes. [ocne 3anycka yTunuTbl Mbl Cpasy nonagaem B
OKHO «Drive View», roe nepe4ucreHsl Bce umanyeckmne ycT-
poVicTBa W Nornyeckne pasgensl. Haxogum cpeam HUX «CBON»
U, HAXaB NPaBY0 KMaBWLLY MbILLK, FOBOPUM «Scan».

Hac 3anpaluvsatoT: Ha4asnbHbIN CEKTOP AN CKaHMpOoBaHus
(start), no ymon4aHuio paBHbl O, — ocTaBnsiem ero 6e3 n3me-
HEeHWI. Paamep ckaHupyemoi 0651acTu (Size) no ymonyaHuo
pa3BepTbiBaeTCA Ha BECh pa3fen. ITo rapaHTUpyeT, YTO CKa-
Hep oBHapyXuT BCe yLenesLUne (hansioBble 3an1cum, XoTa cam
MOUCK 3aiMeT 3HaumTenbHOe Bpems. MOXHO i YCKOpUTb 3TOT
npouecc? [Oasante nogcumtaem. [JonycTum, BOCCTaHaBNMBa-
eMblii pa3gen coaepXuT CTO Thicad dhanfioB. TUNWUYHBLIA pas-
Mep hannosor 3anucu coctaenset 1 K6. Mpu ycnosuu, 4To
$MFT He chparmMeHT1POBaH, LOCTATO4YHO NPOCKAHMPOBATL BCEMO
~100 M6 ot Havana pasgena. Ecnu ata BenuumHa He npeBbl-
waet 10% NonHOM eMKOCTM Toma (pa3mep NpOCTPaHCTBa, 3a-
pesepsupoBaHHoro nog MFT) n guck HUKorga He 3anonHANCs
6onee 4em Ha 90%, TO, CKOpee BCero, BCe Tak W ecTb. B npo-
TMBHOM cnyvae $MFT HaBepHsika (pparMeHTUPOBaH U XMBO-
MUCHO pa3bpocaH no BCcemy AWCKY. Bnpouem, B cnyyae owmo6-
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MaTEPVHCKMIA KaTanor, NPeaCcTaBnatoLLyt0 cCOO0M HOMep 3anu-
cn B MFT. A 3anucb KOPHEBOrO KaTanora Bcerga pacrnosnaraert-
Cs1 M0 OfHOMY 1 TOMY Xe MecTy!

YpoaneHHble hannoBble 3anucy MOryT CCbIIAThLCS Ha yxe
YHUYTOXEHHbIE KaTanory. R-Studio cknagbiBaeT ux B nanku suaa
$$$FolderXXX, roe XXX — nopsKoBbIA HOMep OUPEKTOPUM.
Wepapxvs nogkaTanoros B 60MbLUWHCTBE Cly4aes YCreLIHO BOC-
CTaHaBnMBaeTcs.

MpocMOTp BMPTYaNbHOrO AepeBa 0BHApPYXEHHbIX (havnos
OCYLLECTBNAETCH HAXaTUEM KHOMKU <F5> unun yepes opHo-
MMEHHbIN MYHKT KOHTEKCTHOrO MeHI0. Bbibpas hain (Mnu paxe
LeNbIiA KaTanor ¢ Ky4ein nogkaranoros), xmem <F2> nnu 3ane-
3aeM B NpeaBapuTenbHbI NPOCMOTP/PEAAKTUPOBAHME (MYHKT
edit/view KOHTEKCTHOrO MeHt0). 3TO [OCTAaTOYHO MOLLHBIA UHCT-
PYMEHT, 0TOOpaXKaroLLWin BHYTPEHHEE COLEPXKMMOE BOCCTaHaB-
n1Baemoro haina co Bcemu ero atpubyTamu, Cnmckamu 0Tpes-
KOB U T. [. B «04EN0OBEYEHHOM>» hopmarte, xoTa Ao NT Exploder
eMy OX Kak paneko. [pu xXenaHum MOXHO BOCCTAHOBUTb BCE
tharinbl 3a pas («Recovery All») unu BbibpaTe BOCCTAHOBNEHUE
no macke (Mask).

€FFile View (My Computer) Recognizedd - R-Studio NTFS [_[=]
Drive Fie Took View Help
K1 Mbl HU4em He puckyem. Beogum N K6, roe N — npepnonara-
pricky / PeAro) ELFT LY eI
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KaM Mo YMONYaHMIO 1 NOBTOPSIEM MPOLIEyPy CKAHMPOBaHMS Sewn B iy e, s B &
- 2 Mware [ d_1En1eeu_to6ez.., 35328 18012005 17124127 18[01/2005 16:59:32 228 21
BHOBb (eCﬂM KONMN4ecTBO I/IMGPOLIJ,I/IXCFI d)aM_HOB 3apaHee HEens3- $$Folder00000 (] _d_1y_tosaz. 5B 18/01/2005 17:24:27  18/01/2005 17:00:14 229 21
H$Foldernnn17 3 _d_tenietu_10882.., RS 1012005 17:24:27  18/01/2008 17:07:44 230 21
0, ) i (7 droog.chk (] _d_LBHI64u_10862. 5928 1/01/2005 17:24:27 16012005 17:09:39 231 21
BECTHO, BBOAUM 10% OT emKocTU TOMa). B nore File SyStem 21 Daytine (8] d_LBnIe4u_ioesz.., WIRW G008 17:24:27  18/01/2008 17:17:27 22 21
~ (21 tepacho [#) _d_LBNIG4u_32-00-.., 512 18/01/2005 17:24:27  18[01/2005 16:59:15 233 21
Bbl6ypaem cavinosyto cuctemy NTFS, copackiBas ranoukm Ha- £1 avoor e B 4 e 200 S s oz oS oles 2 o
ZCFing (2] _d_LBNIG4u_32-00-,., 512 18/01/2005 17:24:27  18/01/2005 17:07:50 235 21—
npOTMB AOByX OCTallbHbIX (FAT n EXt2FS), T.K. OHN HAM HU K C'l"d:lwuusgw:fierver | 7d7LBNlE4u732- 512 18/01/2005 17:24:27  18{01/2005 17:09:35 236 21
raoes.d [ _d_LBru64u_3z2- 512 18/01/2005 17:24:28  18/01/2005 1721238 237 21
(3 dir0008, chic d_LBNI64U_32- 512 16/01/2005 17:24:28  18/01/2005 17:13:14 238 21
« » e : :
quy’ 1N HaXumaem Scan . (2 dro007.chic [ _d_En1edu_sz-00-... S12 15/01/200517:24:28  18/01/2005 1711758 E) 21
N%L:"\TDE;DE: [#ar 2479272 19[01[2005 17:24:25  18[01/2005 14:27:31 217 21
£ Drive View (My Computer) - R-5tudio NTFS &[] i e | e 2479272 16/01[2005 17:24:26  18/01/2005 14:25:39 221 2
S : | = e i
= Tkt ® Tyne [ Text 2]
E ‘ % @ ‘ E; %‘H ESk @ ? WFT File [Fileld: 2430] Fixup 2 s 0403, but shoud be 0x1
(e, > [Fs [Stat [See T [Weme 7 T Count ? MFT File [Filelck: 24951 Fixup L is 0x285L, bt should be 0x1
El@ ¥Mware, YMware Yirtu... 2GB FAT FAT Entries 4 ? MFT File [Fileld: 2495] Fixup 2 is Dx28e1, but should be Ox1
e 2 m: g;:;“ ?9;’;‘” :21 g"i“;’”is Entries g p Enumeration of files frished for Recogrizedd ﬂ
] - 2. L oot Sectors
=] ésnc CO-WSS2E 1,09 WTFS MFT File Entries 12 Ready [Total 163.5 B in 2194 iles in 296 foiders [Merked 0 8in O fles n 0 Foiders
e NTFS Directories Entries 181
= n ITFS Book Sectars 1

Ext2FS Superblock, 0

4|»| Properties Scan Information

* Type [ rext [
i Scan started for D:

Seering S

Pucynok 3. R-Studio ocymecTeasieT MOMCK yueleBIMX (GailoOBHX
samnucen

B npouecce ckaHnpoBaHua 6yayT HaifeHbl BCe yLenesLume
(haiinbl (kaK yoaneHHble, Tak U HET) Y BOCCTAHOBIIEHA CTPYKTY-
pa OMPEKTOPUIA MO KOPHEBOW KaTanor BKIOUMTENBHO. NocTon-
Te! Kak xe Tak?! Begb npu hopmaTMpoBaHum OH Bblf1 YHUHTO-
XeH 1 chopmmpoBaH 3aHoBo! darinosyto cuctemy NTFS mox-
HO YHUYTOXMTb TONMBKO AMHAMUTOM. Kak yxe oTMevanoch, B OT-
nnyme ot FAT, B NTFS kaTanoru SBnsoTcs NALLIb BCOMOraTenb-
HOW CTPYKTYPOW AaHHbIX, MPONHLAEKCMPOBAHHON /11 YCKOPEHNS
OTOBpaXeHNs Ux CopepXmnmoro. Beakas hanosas 3anmcb He-
3aBMCMMO OT CBOEr0 NMPOUCXOXAEHWUS, COOEPXUT CCbIMKY Ha
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PucyHok 4. BOCCTaHOBJIEHHas CTPYKTypa HAMPEKTOpWMi

& EasyRecovery(TM) Data Recovery Software
File Help Crisis Center

-
Partition Info (SYslem Overview:

E1 [y Computsr

LE ) UMware, WhMware Virkual 51.0 (2,00 GB)
(CA)NTFS (996,19 MB)
D4 E)

=Far1z
M =FaTi6
W =FaTz2
W =S
M = Unknown
B - Select=d

Type: NTFS

Size: 1.02 GB
Start Sec: 2040318

The System Overview conkains all of the drives and partitions that
EasyRecovery has found on vour system. IF a parttion is severcly
damaged or is not a supported fil system type, it wil be labeled as

End Sec: 4176599
"Unknown,”

Label: Unknown

Highlight the partition contsining the data you wish to recover and select
et to begin,

EasyRecovery

@ Back () Next (3 Exit

Q@ Help

Ay “ = -] “ ‘EJEasyRecovery(TM) Da..

Pucynok 5. Kpacuemit uHTepdeitc Easy Recovery - KoMmeHcaums
33 HMBKOe KaueCTBO BOCCTaHOBJIEHMS

XBaneHHbit Easy Recovery ot Data Recovery Software
BOMPEKV CBOEMY HA3BaHWIO MPOCTOTOM YMPaBIeHNs OTHIOOb He
OTNMYaeTcs U UMeeT OOBOMLHO creumduyeckme 0CoHEHHOCTM
nosefeHusd. C HaCTpokamu MO YMONYaHWIO HUKaKMX hainos
Ha OT(hopmMaTUPOBaHHOM Pa3fene OH He YBUAOMT, U 4TOObI 3ac-
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obpa3oBauue

TaBWUTb 3TOro 3Bepiory 3apabotate B Advanced Options (go-
MOMHUTENbHbIE ONLMK), HEO6X0AMMO yKasaTb Ignore MFT (ur-
Hopupoeatb MFT), HO 1 B 3TOM cny4ae ka4ecTBO BOCCTAHOB-
neHvs ByneT OCTaBNATb XenaTb NyyLlero.

PyyHoe BoccTaHOBneHue
oThopMaTUPOBAHHOr0 AUCKA

Halueit uenbto 6ygeT py4HOe BOCCTAHOBMEHWE BCErO OTGOp-
MaTUPOBaHHOro pasgena 6e3 NCMonb30BaHWA [OMONHUTENb-
HbIX HOCUTENeN MHopMaLMK U JOPOTrOCTOSLLMX YTUIIUT OT CTO-
POHHMX NpousBoauTeneit. Bece, uto notpebyertcs, — 310 060
pefakTop Aucka (NpefnoyvTUTeNlbHee BCEr0, KOHEYHO Xe,
NT Explorer ot Runtime Software, HO, Ha XyLoW KOHeL, coAneT
n 6ecnnatHeii Disk Probe/Sector Inspector ot Microsoft) u
chkdsk.

OueBuaHO, 4TO B NpoLiecce hopMaTUpOBaHMS NPOUCXOAUT
HeobpaTMMoe paspyLUeHue 6ONbLIOr0 KONMMYEeCTBa KIOYEBLIX
CTPYKTYP AaHHbIX, BOCCTAHABMNMBATL KOTOPbIE BPY4HYIO 6bINO0
6bl CIIMLLKOM 3aTpyaHUTENbHO. [1a 370, COBCTBEHHO, U HE HYX-
Ho! ines cocTouT B TOM, 4TOGbI BEPHYTb pasaeny noTepsiHHble
(harnosble 3anucu, a BCe 0CTalbHble PEMOHTHbIE PaboThl Mo-
py4uTb chkdsk — nyckai cTapaetcs.

[n3accembnnpoBaHne NokasbiBaeT, 4TO €OAMHCTBEHHON
CTPYKTYPOW JaHHbIX, 6€3 KOTOPOM He MOXeT paboTaTb chkdsk,
sBnsieTca atpuoyT $DATA daitna SMFT. A pa3s Tak, Bce, 4To
Ham Hapo —Bocco3aath npexHuiA SMFT:$DATA, paamecTuB ero
noBepx cTapbix annoBbIx 3anucei. B npoctenilem cnyyae
(ecn $MFT:$DATA He cbparMeHTMpOBaH) 3T0 AOCTUraeTCs Crie-
KYNATUBHBIM YBENMHYEHNEM ETO AMNWHBI. A KaK €€ YBENUYUTL?

. Runtime's DiskExplorer for NTFS

File Gobto Link Edt View Tools Help

Baazrr | RRER | Ev X0 & LR
MFTH 0 FILE: '$MFT', __sh_, 2959 byles, modfied 20.01.2005 2004:46, staring at cluster «D0000E, Parent di +5x5] S
Structures: of data
=-*F Mt enty Attribute $80 $DATA A
Header Lengih w8 (72) bytes
%A b ata status: non resident, not compressed
] tibutes Name lenath: Obytes
=8 g0 Mame:
Header | Offset lo name: il [4) bytes:
Body | Mdentiicator W (1]
=8 50 Non tesidert dats i
Header |~ Grart WCN. «00000000 (0)
Body | LastVCM +DDDDDDCF [15)
=88 580 Offset to Run it w0 [64) bytes
Heades | Compression engine:
‘% Alocated size: A00008000 (32768}
N Body Aealsize «00007400 29636}
=8 380 Compressed size; 00007400 (23636}
Header | Funist
Body | 1LI00E —
Tslrurt #0010 (16] clusters starting at z0000000E [ -
Flaw dala:
20 00 00 00 48 00 0O 00 0L 00 40 00 00 00 OL OO0 B.. H.....@.. ... -
00 00 00 00 00 00 00 00 OF 00 00 00 Q0 B0 00 00 ................
40 00 DO 00 0D GO DO 00 00 &0 00 00 00 GO D0 00 @...-....FB._....
00 74 00 00 00 00 00 00 00 74 00 00 00 00 00 00 ..o....E......
11 io 0 o0 an ne w0 Er e =l
Sector-+00000021 (32) [V Detals |+
Drive: D: (Hard diive], 2136580 (00203404 sectors] Sectors 2136 579
©J4
Fath NTES\aMFT
olume: Clusterlt 0. Chuster size: 4 sectors, Type: NTFS Regior: Cluster x0000000 (8)
Memary inuse: 494804 [view: PR jw |

EE 210

hvex||| 51 @ Bl &) || Bt proorem Fiestruntin. .|| Byntenplarer

PucyHox 6. PyuHoe BoccraHoBieHue MFT. IOAuYepKHYTH IO,
nopnexamye MUSMEHEHU

3anyckaem NT Explorer, nepexogvm B Hadano MFT («Goto —
Mit»), wenkaem no $MF-cpaiiny, Haxopum atpubyT $DATA (80h)

WUcToununkm yrpo3sbl

Noyemy nornbatoT AUCKoBbIE pasaensl? Huke npueBoauTes cnv-

COK Hambornee pacnpoCTPaHEHHbIX NMPUYWH, OTCOPTUPOBAHHBIX

B NOpsiAKe YObIBaHWS UX «MONYNSPHOCTU:

B ownbkn onepatopa, BUPYChl, TPOSAHCKUE MPOrpamMbl;

B oTKNIOYEHWE NUTaHWS/3aBUCAHWE CUCTEMbI BO BPEMS WH-
TEHCMBHbIX AVUCKOBbIX ONepaLuii, CONpOBOXAaeMbIX 06HOB-
nexvem MFT (Hanpumep, yoaneHue/no6aeneHve cannos
WY KaTanoros);
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n yBennumaem nons Allocated Size/Real Size/Compressed Size
Ha Tpebyemyio BENUYMHY, NapannenbHo ¢ 3TUM KOPPEKTUpYs
Crncok oTpe3koB (oH Xe run-list). Mone Last VCN Tporatb He
HY>XHO — chkdsk ncnpasut ero 1 cam. Kak onpegenuts gnvHy He
¢hparmeHTrpoBaHHoro MFT-ghaiina? OHa paBHa pasHuLEe HOMe-
pOB NEPBOrO M MOCMELHEro CEKTOPOB, B Ha4Yasie KOTOpbIX Npu-
cyTcTBYeT curHatypa «FILE», ymHOXeHHas Ha 512 6aiT (uckrio-
yas cekTopa, npvHaanexaiume SMFTMirr). M3BecTHble MHe ayc-
KOBble peJaKTopbl HE NOAAEPXKUBAIOT NOUCKA MOCNEOHENO BXOX-
LeHWs, MO3TOMY COOTBETCTBYIOLLIYIO YTUNTY NPUXOQUTCA NUCaTh
camocTosTensHO. Bripoyem, TouHyo annHy MFT onpegenstb
COBEpLUEHHO HEO06A3aTENbHO W BMONHE JOMYCTUMO B3STh €€ C
3anacom — nmiHee Bce paBHO oTceeT chkdsk. OeicTteyite no
NpVHLUMNY — nydile nepebpatb, Yem HEQOOPATb.

KosapHbin NT Explorer He no3BONSeT pefakTnposatb Nons
B ECTECTBEHHOM PEXMME OTOBPaXeHWs, 3aCTaBnsAsa Hac nepe-
kntoyatbess B HEX-mode 1 nckaTb CMELLEHUs BCEX 3HaYeHWUi
camocTosiTenbHo. Hantu 3aronoeok atpuéyta $DATA oyeHb
MPOCTO — B €ro Hayane pacrnonoxeHa nocnefoBaTesnbHOCTb
80 00 00 00 xx 00 00 00 O1.B NTFS Bepcum 3.0 oHa HaxoauT-
csi no cmewlennio F8h ot Havana cektopa. Mone Real Size Bo
Bcex Bepcusax NTFS pacnonaraertcs no cmelyenuto 30h oTHo-
cuTenbHO 3aronoBska, a nons Allocated Size u Initialized Size
COOTBETCTBEHHO N0 cMeLLeHnamM 28h/38h 6aiiT, npuyem 3Ha-
yeHue Allocates Size fomxHo 6bITb KpaTHO pa3mepy knac-
Tepa.

KcTtatu, o knactepax. Y6eaurtecb, 4To npu nepecopmatu-
poBaHWM OMCKa pas3mep Knactepa He U3MEeHWNCs, B NpOTUB-
HOM Cfnyyae y Bac Hu4ero He nony4mtcs. Kak BOCCTaHOBUTH
UcXooHbI pa3mep Knactepa? [a o4eHb NpocTo — HabpaTbCs
My>XeCTBa 1 nepedhopMaTnpoBaTh BOCCTAHABNMBAEMbIA OUCK
¢ Kno4om /A:x, roe X — pa3mep Knactepa. A Kak ero onpege-
nuTb? Bo3bMeM no60oi hann ¢ M3BECTHbIM COAEPXMMbBIM 1
npoaHanmavpyem ero run-list. lMyckaem KOHTEKCTHBbIA MOUCK NO
BCEMY AWCKY, Haxogum hais, 3anoMuMHaeM (3anucbiBaeM Ha
6yMaXKKe) ero CTapToBbI CEKTOP, MOCNE Yero OTKPbIBAEM 3aK-
pennenHbIv 3a HUM FILE Record, gekogupyem run-list n Bblumc-
nsem HoMmep MepBoro knacrtepa. [enum HOMeEp CekTopa Ha
HOMep KnacTtepa 1 nosly4aeM UCKOMYH0 BEeSIUMHY.

Tenepb HEO6X0OMMO CreHepupoBaTb HOBbIM run-list. B 06-
LLEeM cnyyae oH 6yaeT BoirnaaeTb Tak: 13 XX XX XX YY 00, rge
XX XX XX —Tpex6aiitoBblit pasmep $MFT B knactepax,a YY —
cTapToBLIA Knactep. CTapToBbIM KnacTtep 0643aTeNbHO fon-
XEH yKa3sblBaTb Ha nepsbivi knactep MFT, B NpOTUMBHOM CIly-
yae chkdsk He cMoxeT paboTatb. Ecnn HOBbIV run-list onuH-
HEee HbIHELLHero (a UMEHHO Tak cKopee Bcero u 6yaet), Heob-
XOZAMMO CKOPPEKTUPOBATb ANMHY aTpUBYTHOro 3arofoska (oHa
pacrnonoxeHa no cmelueHuto 04h ot ero Havana). MNpopenas
3Ty HEXMTPYO onepaumto, 3anyctum chkdsk ¢ knoyom /F 1 6na-

B HeKOpPEeKTHOE NoBedeHVe PasnUYHbIX OUCKOBBIX YTUAWUT
(Partition Magic, Ahead Nero, Norton Disk Doctor n 1. g.);

B usnyeckre gedexTbl OnepaTvBHOM NamsTy, NPUBOAALLME
K HapyLLEeHWO LEeNOCTHOCTM AMCKOBOrO K3Lla 1 Kak crnep-
CTBME — NOpYe CaMoro AMCKa;

B HeKOppeKTHOEe MoBefeHWe MPUBUIIErMPOBAaHHbLIX ApanBe-
pOB, CRy4aiHO UnW NpegHaMepPeHHO «3aeTaoLmX» BHYTPb
cnyxe6Hbix cTpyktyp NTFS-gpaiisepa.

CHCTEMHBIAAMUHNCTPATOP



XEHHO OTKMHEMCS Ha CMUHKY Kpecna, co3epLasl, kak BO3POX-
[aloTCs Halm Musible nanky v dannsl. EAMHCTBEHHOE, YTO He
BOCCTaHaB/IMBAETCA — TaK 3TO OeCKPUNTOPbl 6€30MacHOCTU:
BCeM (parinam/mankam Ha3Ha4atoTCs npasa gocTyna no ymor-
YyaHuto. B ocTansHOM Xe ¢ 0TPEMOHTUPOBAHHBIM AUCKOM BOSI-
He MOXHO paboTaTb, He OMacasChb, YTO OH PYXHET OKOHYaTe b-
Ho. Dalinbl, ccbinatolwmecs Ha HeCyLLecTBYOLLMe KaTtanorm,
cknafbiBatotca B nanky Found.xxx. 910 «gonroxurenu», ne-
PEXMBLUME HECKOMbKO LMKIIOB nepeopMaTMpoBaHus, B GYK-
BaflbHOM CMbIC/e BbITALLEHHbIe C TOro cBeTa.

CnoxHee BOCCTaHOBUTL TOM, Yelt MFT cunbHO chparmeHTu-
posaH. [MpexHui run-list npu hopmaTMpoBaHNM BblN YHAHTOXEH,
3epkanbHas Konus Takxe noctpagana. Huyero gpyroro He oc-
TaeTcs, Kak cobupatb Bce pparMeHTbl pykamu. 3BYHUT HAMHO-
o CTpaLLHee, YeM BbIrNAAWT. B 0TnMyme ot BCex ocTasbHbIX dhan-
noe aucka $MFT-chaiin nmeet 3amedaTenbHyto curHatypy FILE,
MPUCYTCTBYIOLLYIO B Ha4ane Kaxaoi chaiinoson 3anucu. Bee, uto
HaM HYXHO, — NocnefoBaTENbHO CKaHUPYs pasaen OT Nepeoro
Knactepa [0 MocnegHero, BbiMUcaTb Ha4asno U KOHeL, Kaxaoro

Mone3nblie coBeTbl — NNaH MPEeBEHTUBHbIX
AeiCTBMIA N0 CNAceHU0 AaHHbIX

YT106bI NPEROTBPATUTL Pa3pyLLEHNE TOMA U YNPOCTUTL 3aaady

BOCCTaHOBNEHWS LaHHbIX, PEKOMEHAyeTCs 3abnaroBpeMeHHO

BbINOMHWUTL CNEAYIOLMIA KOMMIIEKC MEPOMPUATUIA:

B [Mepemectute SMFT nopanblie oT Havana pasgena. Mep-
Bble CEKTOpbI pa3fena, kak nokasblBaeT NnpakTuka, camoe
HebesonacHoe MecTo. Bo-nepBbIX, cloga CTPeMATCs BUPY-
Cbl (MU O HEBO3MOXHOCTU NMPSMOro AOCTYNAa K OUCKY Nog,
NT Bcero nuwe MU — YyMTantTe onucaHue OyHKUUU
CreateFile n nHcTpykumto Ha ASPI32-gpavisep), BO-BTOpbIX,
HeKoTopble yTuanTbI (M B YacTHocTM Ahead Nero) npu He-
KOTOPbIX 0OCTOATENLCTBAX NYTAOT XECTKWUA AUCK C ONTK-
YECKUM HaKonuTenem, 3anucelsas 06pas He «Tyda», a, 3Ha-
yuT, B NepBbIx ~700 M6avitax uanyeckoro gucka (He no-
rnyeckoro Tomal) He JOMKHO ObITb HAYEro LIeHHOro, B-Tpe-
TbUX, ecnin Bbl BOpYr 3anyctute WipeDisk nnu nobyto gpy-
ryl0 3aTuparoLlyo yTUNuTy, NepBbiM NOrMOHET UMEHHO
$MFT, 6e3 KOTOPOro Becb AMCKOBbIA TOM MPOCTO rpyaa
Mycopa, B-4€TBEpPTbIX... Ad MHOMO PasHbIX MPUYMH MOXHO
HainTn. MpocTo nepemectute SMFT, Bam 4TO — TPyAHO?
[ocTaroyHo B3aTb Mt06oN fecbparmeHTaTop, pacnpocTpa-
HSIOLLIMIACA B UCXOOHBIX TEKCTax (3HTy3uacTbl! ay! npucoe-
OuHanTecb K npoekTy http://sourceforge.net/projects/
opendefrag), u cnerka gopaboTaTth ero «HanunbHUKOM> Nog,
Haluy HyXpAbl. ECTeCTBEHHO, BanepbsHKa U pe3epBHas Ko-
nua 0683aTenbHO JOMKHBI ObITh NMOA, PYKOA!

B He ponyckaiite doparmeHTaumm $MFT-thainal He cospnaeaii-
Te Ha OUCKE OrPOMHOrO KONMMYecTBa MeNKuMx annoB 1 He
3anonHanTe ero 6onee Yem Ha 90%. CtaHaapTHLIN pedpar-
MEHTaTop, BXOAALWMA B KOMMNNEKT LUTATHOW NOCTaBKM
Windows 2000/XP, He no3BonseT aecparmeHTpoBats SMFT,
1 NPUXOAMTCS NpuberaTb K CTOPOHHUM CPeacTBaM, JyHLInM
13 KOTopbIX Ha Mo B3rnag sensetca O&O Defrag Pro ot og-
HOMMEHHOW KoMnaHum (Www.oo-software.com). 31o fercTam-
TeNbHO NPOhECCMOHANBHBIN AedparMeHTaTop, K ToMy Xe
NOAAEPXMBAIOLLMIA KOMAHLHYIO CTPOKY.

B [epuogunyeckun cosgaBanTe pPe3epBHYD KOMMIO (hainsioBOM
3anucn $MFT — ans 3Toro A0CTaTO4HO COXPaHNUTL OANH-EAUH-
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obpasosanue

13 cparMeHToB, NpuHagnexawmx MFT. 3atem 13 3TOI LienoY-
Kn Heobxomumo uckntounte $MFTMirr. Ero nerko y3HaTb — OH
pacronoxeH B CepeauHe pasgena U CoOepXMUT Konuu hanno-
BbiIx 3anucert SMFT, $MFTMirr, $SLogFile n $Volume, npuyem
$MFTMirr ccbinaetcsa cam Ha cebs. [lonycTuM, Halll CIUCOK Bbir-
nagut Tak: 08h — 333h, 669h — 966h, 1013 — 3210h. B rpy6om
NPUBSIMXEHNM eMy ByOeT COOTBETCTBOBATL CreaytoLmi run-list:
12 2B 03 08 22 23 03 69 96 22 FD 21 13 10 00. (Moppo6Hee 0
KoaupoBaHuu/gexoaupoBaHum run-list cm. «Cnmcku oTpeskos»
B MPOLLJION CTaTbe 3TOro LMKNa).

«B rpy6omM» noTOMY, YTO Mbl HE 3HAEM, B KaKkon NocnenoBa-
TeNbHOCTY pacnonaraanch 3T1 0TpeskmM B thaiine (Nopsipok pac-
MONoXeHWs (hparMeHTOB Ha OUCKE JAneko He BCErga coenapja-
€T C MopsiaKoM OTPe3KoB B run-list). Yto npomsoinget, ecnu no-
psgok c6opkn $SMFT-chaiina okaxeTtcsi HapyLLeH? A BOT 4YTO —
BHYTpU MFT Bce (haiinosble 3an1cy cebinaroTea apyr Ha apyra
Mo CBOEMY MOPSALKOBOMY HOMEpY, NPEACTaBNALLEMY UHOEKC
mMaccuBa. OTW CCbINIKM HEO6X0AMMbI NS BOCCTAHOBNEHUS
CTPYKTYPbl AMPEKTOPUIA, opraHn3auum hard link v eLle Koe-4ero.

cTBeHHbIN (1) cexTop — nepBbIvi cekTop MFT, HOMep KOTOPO-
ro cogepxwutcs B boot, Tonbko He 3abbiBaliTe ero nepuogu-
YecKku 06HOBNATL, Bedb MpU [06aBAEHUM HOBbIX (hanios/
karanoroB MFT nnaHoMepHO pacLuMpseTcs 1 cTapble Crnc-
KV OTPE3KOB CTAHOBATCS BCE MEHEE U MEHee aKTyaslbHbl.

[_[=]x]

L vnpasneuwe komnsroTepon
s b || s [BE[2 | PV FPNREGR GG = >
Crpykty [ volume | State, [ % done Frag. file(s) | Size [MB] [ _Free [MB] [ File system

[ vopa [=9C Ready 0 0 9% 106 NTFS
Sl o |0 Ready 100 o 1042 1034 NTFS

g

[_Rem. Time [ Current

J | 2l

D\ - 136 clusterls) per block.
5

o
Be=
A PR 1) A 1 P i 0 820

E
Wem

| emply biock

[<]] 2] m system block

I
Anyec | 51 @ Bl (11 || Bl Progem Fies.. | (5o comeworep | Blaammcrpupnes...| [ o @@ 227

PucyHok 7. HopManmbHENI AUCKOBEN TOM (MFT, BEIJENEHHEN! XEJTHM
LIBETOM, DacloONOXeH B Hauaje pasfena)

m compressed block @ used biock m fragmentedblock | reserved for MFT
W pagig e W exclusively locked 1 movingblack 1 directory
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obpa3oBauue

Ccbinkv Ha MaTepyUHCKUIA KaTanor gy6nupytoTcs B HAEKCaxX 1
BOCCTaHaBNMBaloTCca anemeHTapHo. Hard link mpyT 6e3803B-
paTHO (Hy pasBe 4TO monpo6oBaTth nepecobpats $SMFT-thaiin
B OPYroM MOpsSAKe), HO OHU NPaKTUYECKN HUFLE U HUKEM He
UCMONb3YIOTCS, Kak roBOpUTCS, ObiNo 6bl 4TO TepaTb. lNo-Ha-
CTOSILLEMY TYro MPUXOAUTCSH CUNBbHO (PparMEeHTUPOBAHHbBIM
tharnam, 3aHUMaIOLLMM HECKOSBbKO (DainoBbIX 3anvcem, packu-
AaHHbIX Nno pasHbiM $MFT-thparmeHTam. 3aech BbIpy4aeT Tolb-
KO nepecTaHoBKa hparMeHToB. K cHacTbio, KONMMYECTBO KOMOU-
HauUun 06bI4HO BGbIBAET HEBENMKO M NpoLefypa BOCCTaHOBIE-
HWS 3aHUMaeT COBCEM HEMHOrO BPEMEHU. XopoLlas HOBOCTb —
HaumHaa ¢ NTFS sepeun 3.1 (cooTeeTcTytowen Windows XP)
B MFT Homepa (painoBbIX 3anucer XpaHATCA B ABHOM BuAe
(4yeTbipexbanToBOE Mose, pacnosioxeHHoe no cmetleHno 2Ch
oT Havana FILE Record), 4to nenaet 3apavy BOCCTAHOBMEHMA
TpUBMANbLHON.

Boccranoenexue nocne

TAXENbIX paspyleHui

B pesynsraTe ¢605 cofepXMmMoe OMCKOBOro TOMa MOXET CTaTb
HELOCTYMHO ONepauvoHHON CUCTEME, U NPY MOMbITKE YTEHMUS
€ro ornasnexHus 6yayT BbldaBaTbCs COOOLLEHNs B cTune «Dann
WK nanka noBpeXxpaeHbl. YTeHne HEBO3MOXHO», «HeT JocTy-
na K gucky», «Cucteme He yaaeTcst HaWTH NOrM4eckoe yeTpon-
ctBo» U T. A. Chkdsk rosoput, 4to «[loBpexaeHa OCHOBHas
Tabnuua annos» n npekpawiaeT paboty. Kapayn! BepHute
Mo Tom!

He nanukynte! Monpobyinte 3anyctute NT Explorer u no-
CMOTPUTE, YTO OH NokaxeT. ManoBeposTHO, Y4TOObLI COdepPXK-
MO€e BCEro Toma 6bIfio yTEPAHO LIENMKOM (3TO Xe YTO Takoe ¢
HUM HYXHO 6bIn0 caenatb?!). Ecnn xota 6bl YacTb (hannoBbIxX
3anucew yuenena, R-Studio/GetDataBack/EasyRecovery ux
0653aTesIbHO0 BOCCTAHOBAT!

AHanus nokasbIBaeT, 4TO OCHOBHOW NPUYMHOM, N0 KOTOPOWM
chkdsk oTkasbiBaeTCs NPOBEPSATL TOM, 06bIYHO CTAHOBUTCA NOp-
ya cpaiinosoit 3anucu, onuckisatowwert $MFT. Ecnv B npouec-
ce o6HoBneHns $MFT BHE3anHO OTKMIOYUTL MUTAHME — TaKoW
ncxon CobbITWIA BNOMHE BEPOATEH, OCOBEHHO Ha XECTKMX AUC-
Kax C eMKUM annapaTHbIM K3LLIEM — OHW He YCneBaloT 3aBep-
LUNTb COXpaHEHUE CEKTOPOB Ha 3HEPTUK, HAKOMNEHHOW B KOH-
[eHcaTopax, a BOT X Mnafwme cobpatbsi ¢ 9TUM Cnpasns-
toTCH.

To e camoe NPoMCXoZuT MpU HeyAa4YHOM NepeMeLLEeHNn
$MFT-chaiina unm pusnyeckom paspyLueHuv nepeoro MFT-cek-
Topa. 3epkanbHas konus SMFT Bo BCex 3TuX cny4vasx ocTaeT-
cA uena, ogHako chkdsk no KakvM-TO TaMHCTBEHHbLIM NPUYK-
HaM He XO4YeT el NoMb30BaThCH, U Bbl JOSKHbI BOCCTAHOBUTb
ee camocToATeNIbHO. [1pocTo CKONUPYMTE MepBbin CEKTOP
$SMFTMirr B nepsbiit cektop $SMFT.

MoknoHHMKK Sector Inspector MoryT BOCNoNb30BaThHCA KO-
MaHOHbIM PansioM CrefytoLero cogepxanus.

JmcTuur 1. KoMaupmM §ain Aist PYYHOTO BOCCTAaHOBNEHMs SMET
u3 $MFTMirr, XXX - HoMep cekropa S$MFTIMirr, YYY - Homep
cexropa $MFT

SECINSPECT.EXE -backup d: backup.dsk XXX 1
SECINSPECT.EXE -restore d: backup.dsk YYY CONFIRM

Tenepb MOXHO cMenno nyckatb chkdsk. Ecnu xe oH no-npe-
XHeMy He paboTaeT, 3Ha4uT, N60 NOBPeXAeH 3arpy304HbIN

94

CEKTOp (2 MeToOMKy ero BOCCTaHOBMIEHUS Mbl yxe 0bCcyxaa-
nm), 6o run-list dparina SMFT:$DATA He coBnagaeT ¢ UCTUH-
HbIM Hadanom MFT (HaiguTe cekTop € (haiioBON 3anuUChIo
$MFT BHyTpY v ucnpasbTe run-list), nn6o pasmep knacrtepa,
NPOMnucaHHbI B boot-cekTope oTnmM4yaeTcs OT ero haktnyec-
KOro pasmepa (0 TOM, kak onpefensitb UCTUHHbBIA pa3Mep Kna-
CTepa, Mbl yXXe roBOPUIM BhbILLE).

Ecnm xe c6oii 6bin HACTOMNbKO CepbeseH, 4To BmecTe ¢ SMFT
nocTpagano v 3epkano, 3ajada CBOOUTCS K BOCCTAHOBMEHMIO
0T(hopmMaTMpPOBaHHOrO AncKa. Kctatu roBopsi, Npu THKenbIX pas-
pYLUEHMAX hanfioBOM CTPYKTYpPbI, KOrga Ha aucke obpasyetcs
HaCTOALLMI KaBapLaK, BOCCTAHOBIIEHVE TOMa NOMNE3HO Ha4YUHATb
C... ero goopmatmposanus. Het, 310 He nepBoanpenbckas LyT-
ka! Ytunuta format chopmmpyeT 3aBeOMO MUCnpaBHble KIoye-
Bble CTPYKTYPbI, HY a MOAKYeHne (hainosbIX 3anncen — He
npo6nema. [MaBHoe — coxpaHnute run-list chaiina SMFT:$DATA,
€CI1, KOHEYHO, OH eLLe yuenen. Bce ocTanbHoe — feno TexHW-
Ku!

Microsoft Cor
Nane

c.backup.mirr.dsk

d.1.backup.dsk

diff
GetDataBack for NTXdskprobe.exe

|secinspect.exe

BNI164u_16068288-68-8

——back.d.mirr.bat
--restore.c2d.bat
—-restore.d.bat
—-restore.d.mirr.b
_d__LBNI64u_1B6B828%
_d__LBNI64u_32-B6-)
a_f

b_f

backup.dsk

backup.mirr.dsk
c.backup.dsk
Evaluation version

{estore.c2d.bat 123 28.81.85 22:17
l'—— 5,383,881 bytes in 17 files
:\Program Files\Runtime Software>
2 3 4 5

PucyHok 9. BesycnemHas NOMNHTKAa NPOUMTATH MOBPEXAEHHHII TOM

3aknoueHue

Haw 3aTaHyBLUMIACA pa3roBOP O BOCCTAHOBMIEHUM OaHHbIX Nod-
XOBMT K CBOEMY JIOTMHECKOMY KOHLLY, ogHako NTFS He cTouT Ha
MeCTe, a MHTEHCMBHO pa3BuBaeTcs. 1 xoTa Jo cux nop atv us-
MEHEHMS HOCMIIM YMCTO KOCMETUYECKMI XapakTep, B Windows
Longhorn Bce 06eLLaeT KapanHanbHbIM 06pa3om U3MEHUTLCS.
Microsoft akTBHO paboTaeT Hag HOBOW (hainoBon CUCTEMON —
Windows File System, unu cokpatierHo WinFS, cpoku Bbixopa
KOTOPOR, KCTaTu roBopsl, MOCTOSHHO MepeHocsATes (pa3paboT-
Ka (haiinoBon cuctembl 31O He LyTKal).

Mo cnoeam Buue-npe3ungeHta Microsoft bo6a Marnua,
WInFS — 3T0 Bce Ta xe NTFS, ¢ npukpyyenHsim SQL n XML.
Hackornbko n3MeHsTCs 6a30Bble CTPYKTYpbI (hanioBoi cucte-
Mbl OBLLECTBEHHOCTU JO CUX NOp HescHO. U yx coBceM Heno-
HSITHO, 3a4eM NTFS noHapgo6unca pensumoHHbin SQL, Korga
3TV BO3MOXHOCTW B HEE 3aKNafblBanCh U3Ha4anbHO, NPOCTO
1X He ycnenu gogenatb. J10601 CUCTEMHbIV NPOrpaMMUCT 3ar-
POCTO HanuLIET Apavisep, npuHumatowmini SQL/XML 3anpocsl
1 TPaHCIIMPYIOLLMIA MX B 06paLLeHuns K apansepy TekyLuen dai-
noBo cuctembl! HYTo-nnu6o meHsTe BHyTpU NTFS coBcem Heo-
6a3atenibHo. CoaeTcst MHe, YTO 3TO BCEro MWL OYepeaHoi
MapKeTVHIrOBbIN TPIOK, MOATASNKUBAIOLLMIA NONb30BaTeNen K ne-
pexogy Ha Longhorn!

C opyroii cTopoHbl, pa3sutve NTFS MOXHO TONbKO mpu-
BETCTBOBATb, MOCKOMbKY OHO AaeT MNuLy BCeM cneupanucTam
MO BOCCTAHOBNEHWIO [JAHHbIX, Beflb CTapble YTUNNTbI C HOBOW
(hannoBom CMCTEMOW CKOpei BCEro OKaXYTCH HECOBMECTUMBI.

CHCTEMHBIAAMUHNCTPATOP





