nporpaMmupoBanue

. Bo Bpewmsi ucrionHeHns oLLUMbKu UMEKOT HanBbICLLINMA
npuopurtert. [lpepBatb UCMOTHEHNE OLLMOKN MOXET
TONIbKO fApyras, 6o5ee akTvBHas oLLMOKa.

. Banpocsl onepaLyoHHON cucTeMbl K oLLmMbKam
oLLMbKamn MOryT UrHOPUPOBATLCS.

. 3arpocsl OLLUMOOK K OrepaLmoHHoN cucteme
WUrHOPUPOBATLCS HE MOTYT.

. oy pabore ¢ charinamm oLLMOKM MOrYT MOb30BaThbCS
avinoBovi cuctemori 6azopovi OC v ee oLLmbKamu.

. Ha BBM ¢ napannenbHoi apXUTEKTYPOM MOXET
BbIMOIHATHCSI HECKOITbKO OLLIMOOK OAHOBPEMEHHO.

B. TuxoHoB «Teopusi OLLMOOK>

[MpakTn4yecku BcemM agMuUHNCTPATOPaM MPUXOANIOCH CTalIKNBaTbCA ¢ TeMu nim nHbIMu co6oamm OC u ee
OKDYXEHUSA, HO JareKo He BCe MOITIN ObICTPO HAUTU UCTOYHUK X BOSHUKHOBEHUS (0COOEHHO eciin cOov
NPOUCXOANT He PErynapHO M Ha YyXXOu MaLLUMHE). TeM He MEHee CyLLEeCTBYeT HECKOJIbKO BIOJIHE
YHUBEPCANIbHbIX CTPATErNV MONCKA AEGHEKTUBHBIX KOMIOHEHTOB, Pa3paboTaHHbIX U arpobupPOBaHHbIX
eLye co BpemeH EC n meiiHghpeimoB. BOT 0 HUX-TO M PAaccKa3bIBAET HACTOALLAS CTAThA.

KPHG KACTEPCKH




TunnyHasa peakums JOMALLHEero nonb30saTens Ha HecTabunb-
HOCTb paboThbl CBOEN MaLLIMHbLI — NOJIHAsA NepeycTaHoBKa one-
PaLMOHHON cucTeMbl. VlHorga 310 MOMOraeT, nHorga — Her,
HO, Kak Obl Tam Hu 6bINno, NepeycTaHoBKa OrnepaLmoHHON cu-
CTeMbl Ha cepBepe — [OCTaTO4HO rPaHAno3Hoe cobbiThe, ca-
MOe Masioe Ha Lenbii [eHb BblBOASLLEe JIOKaNbHY CeTb
rpmbl M3 Urpsl. KBanuduumpoBaHHbIA agMuH1McTparop oT-
NnYaeTCs OT HEKBANUMULIMPOBAHHOIO B NEPBYIO 04epenb TeM,
YTO CO BCEMM Mpobnemamu CrpasIiseTcs Ha NeTy, 00 MUHU-
MyMa CBOZS BPEMS MPOCTOSA CETM.

BoobLue-To xopoLlo oTnaxeHHas cuctema, 6asupyoLa-
sica Ha OC tvna FreeBSD (1nu nogo6Hoi en), cnocobHa 6e3
c60eB paboTtaTb rogamu, He Tpebysa K cebe COBEPLLEHHO HU-
Kakoro BHUMaHusa. CUCTeMbl, MOCTPOEHHbIE Ha 6a3se
Windows NT, aTum, yBbl, NOXBacTaTbCst He MOTyT, U AN [OC-
TUXEHNS CKOMb-HNOYAb CTAbWIIbHOWM paboThl 38 HUMU NMPUXO-
ONTCS MOCTOSHHO YXaXwBaTb.

AnnapaTtHoe obecneyeHvie, cobpaemMoe Ha KorieHKax B
6nvxanLiem noggarne, Takxe He OTIMYAETCs BbICOKON HadeX-
HOCTbIO, @ OT/IMYUTL Ka4eCTBEHHYIO MOAMENKY OT opuruHana
Mo BHELUHWM MpW3HakKam [0CTaTo4HO TPyAHO. Ha npocTopax
Poccun cso6ogHO npofarTcs 0T6pakoBaHHbIE YWMbl, NIEBLIM
MyTem JOObITbIE Y NPOU3BOAWTENEN U BbldaBaeMble 3a HACTO-
Awme. Kectatu, MHOTve U3 UIMEHUTBIX MPOU3BOJMTENEN rpeLlaT
rnepefadeit CBOUX TOProBbIX MapoK TPETLUM (PrpMam, Bbiryc-
KatoLLyIM [OBOSIbHO MOCPEACTBEHHOE 060pYAOBaHMe, HO Mpo-
[atoLLMX ero no «6P3HOOBCKUM» LieHaM. ApKui Tomy npumep —
muwywwn npueog, TEAC 552E, k kotopomy dmpma TEAC Bo-
06LLie He MIMEET HUKAKOro OTHOLLIEHMA. [1po MaTepuHCKue nna-
Thl U MOZYNW NamsATV BOOOLLIE FOBOPUTL HE CTOUT. VIX Knenatot
BCE KOMY He NeHb, U MHOrve Mogenu BoobLle He paboTaror,
KOe-KaK 3anycKascCb Ha MOHWKEHHbIX TaUMMUHrax 1 4yacToTax.

Crnosom, ecnm c6ov ctapylikn BACM-6 6bin HacTosLLMM
4TI, To 3aBMCaHNe COBPEMEHHOIO cepBepa — BrOSHE 00bI4YHOE
[leno, BOCMpyHMMaeMoe afMUHUCTpaTopamm kak HensbexHoe
3110. 3Ta cTaThsl He YOEPEXeT BaC HW OT KPUTUYECKMX OLLMOOK
MPUNOXEHUA, HU OT OTKasa 060pyAoBaHUs, HO, MO KpanHen
Mepe, Hay4uT BbICTPO 1 6E30LLINOOYHO HAXOAWTL MX UCTOYHUK.
Peub noviget npemmyectseHHo o Windows NT u npoussog-
HbIX OT Hee cuctemax (Windows 2000, Windows XP), xoTs no-
KnoHHMKM UNIX TaKkxe HangyT 34ecb HemMano MHTEPEeCHOro.

AnnapatHas 4acTtb

BoT OBa OCHOBHbIX anmnapartHbiX BUHOBHWKA HECTabWIILHOW
paboTbl CUCTEMbI — OMEepaTNBHAA NamsTb U 610K MUTaHUS.
Paccmotpum ux nonofpobHee, oTMeYasi 0CO6EHHOCTU B3au-
MOJEWCTBMA C NamsTb0 B COBPEMEHHbIX YMMCETaX, TAKUX Kak
Intel 875P n nogo6HbIX emy.

TecHasi CBA3b MEXAY MPOrpaMMHbIM 1 annapaTHbIM 06ec-
nevyeHvieM 3aTpyoHAET AeneHne cTaTbi Ha [1Be paBHble Yac-
TW, MOCKOJbKY Psif CO0EB CUCTEMBI (M MPECNOBYThIX rONyObIX
3KpaHoB CMePTW — B TOM YMCMe) Bbi3BaH OTHIOAb He anro-
PUTMUYECKMMM OLLMOKAMU, & HEUCrpaBHOCTLIO Xernesa. Ho
Ha Ha4yanbHOM 3Tane aHanmsa «rofyboro sKpaHa cmepTu»
(Danee no TeKCTy NMpOCTO ronyboro 3KpaHa) Mbl He MOXeM
HaJEXHO YCTAaHOBUTb €ro UCTOYHUK W, YTOObI HE OMUCbIBATb
OfHW W Te Xe MEeTOOMKN ABaX[bl, YCIIOBUMCS OTHOCUTbL BCE
KPUTUYECKME OLLMOKMN CUCTEMBI K MPOrpaMMHON cpefe. B nen-
CTBUTENBHOCTY Xe 3TO He BbI3bIBAET HMKAKOro NpoTMBOpe-
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4usl, MOCKOSbKY C annapatHbiMK OLMOKaMu npuxoguTcst 60-
POTLCS ¥ NPOrPaMMHbIMU CpeacTBaMU (MOMHUTE U3BECTHOE:
«KaK HemaTepuanbHas fyLla BO3BpaLLaeTCcs B TENO B Pe3Yyfb-
TaTe marepuanbHbIX JENCTBUIA Bpada?»).

OnepaTHBHas NamATh

OnepatnBHas namsaTb OTHOCUTCS K OOHOMY M3 HauMeHee Ha-
LEXHbIX KOMMOHEHTOB BbIYUCIIUTENbHOW CUCTEMbI, U MOTOMY
NbBYHAA JONA BCEX COOEB NPUXOAMTCH MMEHHO Ha Hee. [pose-
NEHUs MX MOTyT ObITb CaMbIMW Pa3HOOBPA3HBIMU: OT KPUTUYEC-
KNX OLLIMOOK MPUNOXEHWA [0 NEPUOANHECKMX UNW Hemepuoan-
YECKVX OLUMOOK YTEHMS (3annCK) Ha XEeCTKWUIA OUCK Uin gaxe
KackagHbIX oLumbok npuema/nepepaun TCP/IP-nakeTos (41O He
MOKaXXeTCs YAMBUTESNbHBIM, €CIIM BCIOMHUTL O K3LLMPYIOLLEM
MPWBOfE BCEX ApariBepoB, 0OCIYXVBAIOLLMX YCTPOMCTBA BBO-
La/BbiBoga). Jo6ov annapatHbI pecypc, TPeOyoLLMIA 4is CBO-
e paboTbl HEKOTOPOro KONMYeCTBa OnepaTMBHON NamsaTy, TakK
WNM MHaYe 3aBKCKUM OT paboTOCMOCOBHOCTU NOCNEOHEN.

CyLuecTByeT MHeHWe, YTO MamsATb «C YETHOCTbIO» MOHOC-
ThiO peLLaeT npobrieMy CBOer HaeXHOCTU 1 CBOQUT PUCK pas-
PYLLEHWA OaHHbIX K pasyMHOMY MMHUMyMyY. Ha camom gene 310
He Tak. [amATb C YETHOCTbIO PaCMO3HAET NULLb OOUHOYHbIE
OLLMOKN N HEe rapaHTUpyeT OBHapyXeHWe rpynmnosbix. NamaTb
tvna ECC (Error Check & Correction/Error Correction Code —
KonTtponb v Vicnpasnerve Owmbok), cnocobHa aBToMatuyec-
KV UCMpaBnsiTb Nobble OAMHOYHbIE OLUMOKM U OBHapYXuBaTh
nobble ABoMHbIE. [lo Tex rMop, Noka ornepartvsHas naMaTb GyH-
KUMOHUpYeT 6oree unv MeHee HOpMasnbHO, NPOTUBOCTOSHWE
SHTPOMUM 1 NOMEXO3ALLMTHBIX KOAOB peLlaeTcst B Nomb3y noc-
nepHux. OpgHaKo Mpy MOAHOM WAM YaCTUYHOM BbIXOAE OLHOMO
MM HECKOMNbKMX MOZYNel naMsaTv U3 CTPOsi KOPPEKTUPYHOLLIMX
CrOCOBHOCTEN KOHTPONMPYIOLLMX KOLQOB NepecTaeT xeararb, 1
CYCTEMA HaYMHAeT paboTartb KparHe HeCTabumbHO.

KoHuenuus BUpTYyanbHOW namsaTi, peanM3oBaHHas B one-
paumoHHbIx cuctemax cemenctaa Windows n UNIX, paccmar-
PUBAET OCHOBHYK OMEPATUBHYIO NamsTb Kak CBOEOOPA3HbIN
K3LW. A 3TO 3HAYMT, Y4TO OFHM U Te Xe JIOrMyYecKme CTpaHuLbl
afpecHoro NpocTpaHcTea B pa3Hoe BpeMsi MOryT 0Tobpaxars-
€Al Ha pasnunyHble manyeckne agpeca. PaspylieHne ogHom-
€[VHCTBEHHOW (IM3NYECKON AHENKN NaMATW 3aTparnBaeT MHO-
XXECTBO BUPTYallbHbIX A4EEK, M NOTOMY CO0M NaMsATW NpaKTu-
YECKM BCerga NposBAAITCA «KOMMEKTUBHBIMU» KPUTUHECKU-
MU OLLMBKaMK MPUIOXKEHWIA, PACCPESOTOHEHHBIMU B LLMPOKOM
[vanasoHe agpecoB. Ecnu Xe KpuUTUYecKue OLIMOKU BO3HM-
KatoT NMLLb B HEKOTOPLIX NpoLieccax v pacnonarattes no 6o-
nee N MeHee NOCTOSIHHbIM aApecaM — C BbICOKOW CTENeHbHO
BEPOSATHOCTY MOXHO MPeAnonoXuTb, YTO 3TO MporpammMHas, a
He annapartHas owwmbka. VICKnoYeHne cocTaBnaeT HeoTKauu-
Baemas obnactb namsTh (non-paged pool), 3aHaTas 4poM
CYCTEeMbI M BCerga pasmeLLaoLlasncs no ogHUM 1 TeM xe -
3n4eckM agpecam. Hanmuve pedeKTvBHbIX SHEEK B faHHOM
obnact 06bI4HO MPUBOOUT K CUHEMY SKpaHy CMepTV Wwvmnu
MOSIHOMY 3aBMCAHWIO CUCTEMBI, XOTH B HEKOTOPbIX Cryvasx
OLLMOKM OpaviBePOB MEPERAOTCH Ha MPUKIAAHOW YPOBEHb U
POHSIOT OAWH UMM HECKOMBbKO MPOLIECCOB.

Camoe MHTepecHoe, YTO MpW MPOroHe HeCTabunbHO pPabo-
TaoLLyIX [paviBepoB/NPOLECCOM NMOZ OTNAaAYMKOM OLLIMOKa BOSI-
LWebHbIM 06pa3oM MOXET mncHesaTb. B OerCTBUTENbHOCTU HU-
4ero 3arafloqHOro TyT HeT. 3a CHET MHOMOKPATHOTO CHUXKEHWS
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VHTEHCVBHOCTW JOCTYMa K MamsT OTNIafy1K NO3BONSAET «BbITH-
HYTb>» faxe AedeKTUBHbIE AYEViKW, 3aTPYAHASA VX NoKanmMaaumio.
HekoTopble pykoBOACTBa PEKOMEHAYIOT UCCNenoBaTb Aamn,
COPOLLEHHbIN CUCTEMOW NMPU BOZHUKHOBEHWUN KPUTUHECKON
OLLMOKM B fpe CUCTEMbI, HAMBHO HafEsACh Ha TO, YTO MCKaXKEH-
Hble 4eNKM ByayT BbIMMAAETb Kak 6€CCMbICTIEHHBIN MyCOp, Cpasy
6pocaloLLMInCs B rMasa Aaxe npyv MUHUMAsbHbLIX HaBblkax au-
3accembnumposanus. lNpy paspyLleHun 60nbLLIOro Konmyectsa
fveeKk namsTn, 3aTparvsBatoLLmX UCMONHAEMBIN KOA, 3TO Aen-
cTBUTENbHO Tak. OfHaKo MCKakeHWe obnacTei JaHHbIX npeg-
NOXEHHbIA anropuTM BbISBUTb HE B COCTOAHUW. TOMBKO 4pes-
Bbl4aHO OMbITHLIN Pa3pPaboTHMK ApaviBEpOB 3anofo3puT, YTO
3[eCb YTO-TO He Tak. A Befib B HEKOTOPbLIX CNy4asx Hevicrpas-
HbIA MOLYIb COOEPXUT BCEro JULLL OAWH-€OMHCTBEHHbI [e-
(PeKTVBHBLIA BUT UHGOPMALIMK, KOTOPLIA NPY BU3YyanbHOM OC-
MOTpe Aamna Boo6LLe HepearbHO 06HapyXuTb. K ToMy Xe He
CTOMUT 3abbIBaTb, YTO «3aMyCOPUBaHWE» MaMSATU MOXET ObITb
BbI3BAHO He TOMbLKO annaparHbIMy, HO U NPOrpaMMHbIMM OLLING-
Kamu (Hanpvmep, NporpamMmMMCT 3abbli NPOMHULMANM3MPOBATL
6ydhepa 1nm Hanpasun ykasatenum B «KoCMOC», NMepeaas ynpas-
neHre no NpPoM3BOSILHOMY afpecy namsTh).

Xygwmia cnyyanm — 910 paspyLuenve 6ydepos BBOAa/BbI-
BOAA, 3a4acTylo MPMBOAALLEE K MOMIHOMY Kpaxy (ansioBown
CUCTEMbI 6e3 KaKon-nMbo HapexXdbl Ha ee BOCCTaHOBIEHME.
o HenoHATHOM NpUYKMHE Pa3PabOTUNKK OUCKOBLIX OpariBepoB
0TKasanucb OT NofcHeTa KOHTPOJIbHOW CyMMbI Nepeckinaembix
yepes HMx BII0KOB [iaHHbIX, YTO caenano hannosyo cUcTemy
ypesBblyarHo ysi3emumoin. Mpuyem NTFS okasbiBaeTtcsa gaxe B
XyOLew cutyaumn, yem FAT32, nockonbKy TpedyeT 3HaumnTenb-
HO MeHbLLIEero o6bema 6ydepHon NaMaT1 4ns CBOen Nopmep-
XKW U K TOMY Xe 3HAYUTENbHO nerdye nopaaetcs «py4yHoMy»
BOCCTAHOBJIEHMIO. ABTOP HaCTOALLEN CTaTbW UCMObL3YeT OT-
KazoycTon4vBble 6yepa, MOCTPOEHHbIE HA OCHOBE [AEMOHCT-
paLMOHHbIX OpanBepoB, Bxofsawmx B coctas DDK, n gonon-
HEHHbIE CreLmarnbHbIMM CpeacTBaMmn KOHTposS. [naBHoe Hoy-
Xay OAHHOW TEXHONMOrMN COCTOUT B TOM, YTO OOMEH C AVICKOM
Begetcs Ha «cblpoM» (RAW MODE) ypoBHe, T.€. TOMUMO 06-
nacTW Nonb30BaTeNbCKUX AaHHbIX B CEKTOP BXOOWT KOHT-
ponbHasi cymMmma, Mo KOTOpPOW OpawBep C OQHOM W MPUBOA C
LPYron CTOPOHbI KOHTPONUPYIOT LIeNOCTHOCTb AaHHbIX. B Xu3-
HW aBTOpa 3Ta TexHomnorus cpabarbiBana aBaxasl (T.e. BblsiB-
nana gedeKTVBHbIA MOZYb NamsTy, NbITaBLLUMIACS pa3pyLUmTb
XXECTKWI [MCK), TaK YTO YCUIUS, 3aTpadeHHble Ha pa3paboTKy
[panBepoB, MHOTOKPaTHO OKynunu cebs cnosnHal

Kctatn, TecTupoBaHve onepaTuMBHON NaMsTi MyTem npo-
roHa cneuuanbHbix nporpamm (Check It, PC Diagnostic n um
MoJo6HbIX) — He CaMbli NyYLLIWA NyTb ANS BbIABNEHWSA ee pa-
60TOCNOCOBHOCTM. B cuny hranyeckon HeogHOPOJHOCTM MOA-
CUCTEMbI NamMaTN AeheKTUBHOCTL 6pakoBaHHbIX MOAYIew 3a-
4acTyto NPOSBNAETCA HEe Ha NMo6OWA, @ Ha CTPOro onpeaeseH-
HOW MOCrefoBaTelbHOCTX 3anpoCcoB M MpU onpegeneHHOM
COYeTaHnn COAEePXMMOro pas3pyLUEHHON U OKPECTHbIX A4e-
eK. TecTupyiowe nporpaMMbl NepeduparoT orpaHM4eHHoe
KONMYeCTBO Hamboree TUMUYHbIX LLABGIOHOB U NOTOMY O06Ha-
PYXMBAIOT NULLIL HEKOTOpble, Hanbonee fedeKTUBHbIE fe-
bekTbl. PAR cepBepHbIX YMMCETOB COAEPXUT B cebe Gornee
WM MeHee NPOABWHYTbIE CPEACTBA TECTUPOBAHWUS NaMaTH,
paboTaroLme B (DOHOBOM pexumMe 1 paboTaroLLme 1oCTaTou-
HO 3(pPeKTMBHO.

Pan TecToBbIX MakeToB, TakWX, Hanpumep, kak TestMem
oT SERJ_M, nepebupatoT 60nbLUOE KONUYECTBO PA3HOTMM-
HbIX LLIAGJIOHOB M [OBOJILHO NUXO BbIABMAIOT CKPbITbIE AedeK-
Tbl MOZyNe NamsT, B 0GLIYHON XMU3HU MPOSIBASAOLLMECH
NVLWb NMPU CTEYEHUN MHOXECTBA MasioBEPOATHLIX 06CTONA-
TenbcTB. K coxXaneHuo, 3BOMOLMA YANCETOB B KOHLIE KOH-
LIOB MpvBena K TOMy, 4YTO 1 3TW LIAa6IIoHbI NepecTanu pabo-
Tatb. [1pn CNULLKOM MHTEHCYBHOM OOMEHE C MaMATbIO YUMCET
Intel 875P v opyrue nogo6Hble eMy YMMCETbI HAYMHAIOT BCTaB-
NATb XONOCTbIE LWKIIbI, AaBas NamaTyi BPeMs «OCTbITb», Mpe-
[oTBpaLlas TeM cambiM ee neperpe. C 0gHOW CTOPOHBI, Ta-
KOEe KOHCTPYKTOPCKOE pELLEHME MOXHO TOINbKO MPUBETCTBO-
BaTb, MOCKOJSIbKY OHO 3HAYUTENbHO MOBLILLAET HAOEXHOCTb
CUCTEMbI, HO C ApYror — 4pesBbiYanHO 3aTpydHsET ee Tec-
TMpOBaHWA. [N Mony4yeHns CKosb-HUOYOb [OCTOBEPHbLIX pe-
3ynbTaToOB TECTUPYIOLLAA NnporpamMa AomkHa nopgobpars Ta-
KYI0 MHTEHCMBHOCTb MPOroHa namsaTi, NMpu KOTOPOW XOIoCTble
LMKIbI eLle He BCTaBnalTCs, HO cMcTemMa paboTaeT yxe Ha
npepesne. Hackonbko U3BECTHO aBTOpPY, NOLOGHbLIX NPOrpaMm
eLLle HeT W Koraa OHW MOSIBATCA Ha PbIHKEe — HEM3BECTHO. Tak
YTO CraceHve yTonawLwmx — 3ab6oTa camux yTOMaoLLmX.

Cama no cebe namsTb, MOXET 6bITb, U HE BUHOBATa. Mc-
TOYHMKOM OLUMOOK BMOMHE MOXET ObITb U CEBEPHbIN MOCT
yuncera, cofepxallmin KoHTponnep namaTtu. Uccnepys umn-
ceT VIA KT133, aBTop 06HapyXwmn HECKOJIbKO KPUTUHECKMX
OLUMOOK MnaHMpOBLLMKa o4epefen, NPUBOASLLMX K UCKaxXe-
HUIO NMepefaBaeMblX OAHHbLIX U BU3yanbHO MPOSBAOLLMXCS
Kak TUMUYHble fedeKTbl NamaTu.

bnok nuranus
Bropo no pacnpoCcTpaHEHHOCTU UCTOYHUK HEeCTabunbHON
paboTbl KOMMNblOTEPA — 3TO 6M0K NuTaHWs. CoBpeMeHHble
KOMMbIOTEpbl NPEABbABNAIOT K KQ4eCTBY MUTAIOLLEro Hanps-
XEHMA JOCTATOYHO XeCTKMe TpeboBaHWs, NpW HapyLLEeHWUK
KOTOpbIX paboTa KOMMbioTEPa CTAHOBUTCA COBEPLUEHHO He-
Npeackasyemoi, NposiBnasCh 3aBUCAHWUAMM, KPUTUYECKUMU
OLLUMOKaMM 1 roflybbIMU 3KPaHaMU CMEPTU, BbICKAKMBAIOLL-
MU B CamblX HeOXMIOaHHbIX MecTax. B psge cnyyaes oTMmeva-
eTca 3amefJieHne 6bICTPOOEVCTBISA NPUBOLOB, 0ObIYHO HO-
csllee xapakTep BHe3amnHbIX NpoBanoB NPOU3BOAUTENBHOC-
TV (KonumpoBaHue (hainoB OBUXKETCS Kak Obl PbiIBKAMK).
lNpakTnyeckn Bce yBaxaloLlme cebs Npom3BoguTENn Ma-
TEPUHCKUX MnaT OCHALLAKT CBOW OeTWLLa Pa3BUTON 3MeKT-
POHHOW CMCTEMOWN KOHTPOMS OCHOBHbIX (OMOPHbIX) Hampsixe-
HWI, NOKa3aHWs KOTOPbIX 0TOBPaXatTCs CreumanbHbIM1 yTH-
nutamu. Y6eauTech, 4TO NUTAOLLIMIA NOTEHLMAN COOTBETCTBY-
€T HOpMe, OTKINOHACL OT Hee He 6onee 4em Ha 5-10%, u oc-
TaeTca 6onee UM MeHee NOCTOSHHBIM B npouecce padoTbl
KomnbloTepa. lMNpnyem «Hepobop» HamnpsXeHns HamHoro 60-
nee oraceH, 4em «nepebop». YBenumyeHve noteHumana Ha
15-20% npakTU4ecKn HUKorga He nNpuBOOMT K MOMEHTaNbHO-
MY BbIXOZY 3MIEKTPOHUKM 13 CTPOS, MPaBAa, BbI3bIBAET €€ ne-
perpe., HO MPU HanNMYMM Ka4eCTBEHHON CUCTEMbl Oxnaxgie-
HUS C 3TUM MOXHO U CMUPUTLCA. HO Jaxe He3HauuTenbHoe
YMEHbLLEHME NoTeHUMana 3aMeTHO CHUXAET PeakLMOHHOCTb
nepexoHbIX NPOLECCOB MOMYNPOBOAHUKOBbLIX 3IEMEHTOB, U
CUCTeMa He ycneBaeT NocneBaTth 3a TAKTOBOM YacTOTON, 4TO
MPUBOAMT K 3aBUCAHWAM, KPUTUYECKUM OLIMOKaM, nepesar-
py3Kam v T. O.

CHCTEMHBIIAAMUHUCTPATOP



Ha pucyHke 1 npueeneH nnoxow 650K nNuTaHus, obHapy-
XMBAIOLWMI 3HAYUTESIbHYIO NPOCadKy Ha NuHUM 12 BOMBLT K
YyOOBULLHbIE Nynbcauun Hanpskeuus. Jinimna 3.3 BonsT, 06-
CINyXMBaKoLLas CBATYIO CBATLIX — OMepaTUBHYIO NamsThb, Tak-
Xe cnerka nynbcupyet, XoTs CTabUnNU3NPyeTcsl OTHIOAL He
6/10KOM NWUTaHMs, HO CaMOW MaTEepPUHCKOW nniatoun, npenen
cTabunusaumm KOTOpOW, BMpOYEM, TOXE Hebe3rpaHuyeH, un
[laxe KayeCTBeHHas MaTepuHckas nnara 6eccuribHa Bbirnpa-
BUTb KPUBOW OT POXAEHWS 6JIOK NUTaHUS.
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Pucynox 1. [lpuMep mnoxoro 6joka nmMTaHuUs

K coxaneHuio, TOMHOCTb UHTErPUPOBAHHBIX BOSILTMETPOB
[0CTATOYHO HEBESMKA, U MHOMMEe U3 HUX SBHO HYX[AAKTCs B
XopoLuei kanmbposke. [103ToMy [OBEpATb TakUM MoKasaHu-
SIM CcrieflyeT C OCTOPOXHOCTbLIO 1 6OJLLLION [oNei CKenTuumns-
Ma, Npy HeOOXOOUMOCTU YTOYHAS UX HOPManbHbIM Lngpo-
BbIM MYNETUMETPOM.

... BGE-BGCE-BCE

OcTtarbHble KOMMNOHEHTbI KOMMbOTEPA NPAKTUYECKM HUKOT-
[a He BbI3bIBAIOT Cepbe3HblX npobnem. Mpoueccopsl (Mpu
Hagnexallen cucteme OxXnaxmaeHus U He CrULIKOM 60fb-
LLIOW TaKTOBOW 4acTOTe, KOHEYHO) NULLb B UCKITHOYUTENbHbIX
crnyyasx no3sonsaT cebe noasecuTb cMcTeMy (4a 1 10 oc-
HOBHas JONA BUHbI NIOKMTCA He Ha cam npoueccop, a Ha
MHTEerpupoBaHHbIn Kaw). Kctatu, xapaktepHas 6onesHb
«pa3orHaHHbIX MpoLLeccopoB» —ronybon 3KpaH ¢ Haanuchbo
«UNEXPECTED_KERNEL_MODE_TRAP» (nogpo6Hee 06
3TOM pacckasblBaeTcsl BO BTOPOW 4acTu CTaTbh).

KecTkne amnckun, CTaHOBSICh BCe 6ornee 1 6onee MHTENnekK-
TyasbHbIMW YCTPOWCTBaMM, JOCTATOYHO HEMPUXOT/MBbI, MPaB-
[a, Npv HenpaBUIbHOW YCTaHOBKe TepMuHaTopos Ha SCSI-ycT-
porcteax Windows NT MOXeT BblbpackiBaTb rony6oi aKpaH
CMEPTU, HO XOPOLLIME ANCKM TEPMUPYIOT Ce6 CaMOCTOATENBHO.

KapTbl pacluvpeHnst oT CTOPOHHWX NpoussoguTenen, 6y-
Zy4n pacnonoxeHHbIMu Ha pasgensemon PCl-lwunHe, cnoco6-
Hbl BbI3bIBATb J1HOObIE MbICIMMbIE U HEMBICIIUMbIE KOHIIMK-
Thbl, MO3TOMY He NOJb3yMNTECH MPOLYKLMEN TEX MOCTaBLLMKOB,
KOTOPbIM Bbl HE fOBEPSETE.

Mporpammuas 4actb

KaracTpoduyeckas HeOpeXXHOCTb TECTUPOBAHWS PUPMEHHO-
ro n kyctapHoro MO npuBOANUT K NOSIBNEHUIO MHOMOHUCIIEH-
HbIX KPUTUYECKMX OLLMGOK MpW ero ucrnonHeHuu: «fporpam-
Ma BbINOHUNA HEQOMYCTUMYIO Onepaumio n BydeT 3akpbiTa.
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nporpaMMUpoBanme

Ecnu owmbka 6yget noBTOPATLCA, 06paTUTECH K pas3paboT-
4nky». K HecyacTblo, KpUTMHeckue OLIMOKM NpunoxeHus (B
TepmuHonorun Windows 2000 npocTo «OLUMOKU MpUIIoXe-
HWUS») UMEIOT YCTOWYMBYIO TEHAEHUMIO MOSBMATLCS B Camble
OTBETCTBEHHbIE MOMEHTbI BPEMEHW, HarnpumMep, HakaHyHe
chayv mHaHCcoBOro otyeTa. A pa3paboTHmK... OHW B 6Ofb-
LUMHCTBE CBOEM Takue COOOLLEHWUA MPOCTO UrHOPUPYIOT.
WHorpa notomy, 41O MPOCTO HE 3HAIOT, Kak 3Ty MHGopma-
LIMIO UHTEPNPEeTMPOBaTh, MHOMAA MOTOMY, YTO BOO6LLE He 3a-
60TATCA O Npobriemax CBOUX Mofb3oBaTesnen.

MHorue ceTytoT Ha TynocTb Windows 1 ee Hecroco6HOCTb
MPOTUBOCTOATb KPUTUYECKUM OLLUMOKaM. HO 3T1 06BUHEHMS
coBepLUeHHO 6e30cHoBaTesbHbl. BO3HMKHOBEHME KpUTUYeC-
KOV OLLMOGKM CBUAETENLCTBYET O TOM, YTO MporpaMma rnoexa-
na Kpbilen 1 noLuna spasHoc. Bce, 4TO TONBKO onepawLyoH-
Has cucTeMa MOXET CAenatb, — 3TO MPUCTPENUTL ee, B Npo-
TVBHOM Crny4ae nporpamma BO3BpaTUT 3aBEOMO HEBEpPHbIE
[aHHble, Yero [onyckarb HU B KOEM Cllyvae Hernb3s. Tak 4To
ornepaLMoHHYI0 CUCTEMY He pyraTtb cnepyet, a 6narogapurs!

WNHorga coobLLeHns 0 KpUTUHECKMX OLLIMOKaX yaaeTcs npe-
[OTBPaTUTL YCTAHOBKOW HOBOrO CEpBYUC-Naka, a MHoraa, Ha-
060poT, — nyTeM yaaneHus HoBoro. Elle MoXHO nonpo6osaTb
nepeycTaHoBUTL OrepaLOoHHYI0 CUCTEMY WM TOSTBLKO CaMo He-
CTabunbHO paboTatoee npunoxeHve. OgHaKO HUKaKUX ra-
PaHTW, YTO MOCIIE BCEX STUX MAHUMYIALMIA COOM NENCTBUTENb-
HO Yy Bac Mcyes3HeT, HeT. [JoCcTaTto4yHO BCMOMHWUTL HallyMeB-
Lwyto uctopmto ¢ yepeeM MSBLASTER, Bbi3bIBAKOLLMM KPUTU-
YeCKYH OLLMOKY B CUCTEMHOM cepsuce svchost. Ho ckonbko
6bl Bbl HW nepeycTaHaenvsanm cesoto Windows 2000, ckosbko
Obl HN MEHANM Xeseso, cuTyauus He ynydianacs. AHTUBMPY-
Cbl, NPaBAa, CoobLLaNM 0 HaNM4MK BUPYCa Ha KOMMbIOTEpE (Ja
 TO HE BCEraa), O[HaKo He 0OBACHANN, Kakne Mmepsl 6e3onac-
HOCTK crnefyeT nNpuHATb. K TOMy Xe o6pyLUeHne cepsuca
svchost Mpovcxoauno OTHIOAL He BCNEACTBYE MHAMLMPOBA-
HUS1 KOMMbIOTEpa BUPYCOM, @ JIULLb MPU Heyda4HoN MombITKe
OHOro. IMEHHO HeyMeHVe XakepoB COpBaTb CTEK, HE YPOHWB
Mpu 3TOM BCIO CUCTEMY, U [iEMACKMPOBAo BUPYC, MOMyTHO
opraHu3oBas paspyLumtenbHyto DoS-ataky, fo cux nop npu-
HOCSILLIYIO BECbMA OLLYTUMbIE YObITKY.

Besakuin agMmHucTpartop, cuuTatoLmii ceba npodeccuo-
HanoMm, He MOXeT Mo3BONIUTb cebe POCKOLLb [eNCTBOBaTb
BCrenyto. 3HaHne accembnepa v ymeHve 6bICTPO U rpamoT-
HO VHTEprpeTMpoBaTh COOBLLEHNS O KPUTUHECKMX OLLIMOKAX,
€CNnun eLle He peLunT npobnemy, To, No KpamHen mepe, npu-
[acT BaM 4YyBCTBO YBEPEHHOCTU W MOMOXET JIOKann3oBatb
WCTWHHOrO BUHOBHWKA HECTAOUITLHOCTU CUCTEMBI. BO BCAKOM
crny4yae 6yfeT Kyaa TKHYTb HOCOM 3apBasLuerocs paspaboT-
yuka. CornacuTechb, 0OQHO AENO AoradbiBathecsi 06 OLLIMOKE K
COBCEM [pyroe — rnokasbiBaTb Ha Hee nasbLeM.

PasznuyHble onepauMoHHbIE CUCTEMBI MO-pasHOMYy pearupy-
0T Ha KpuTnyeckne owmbku. Tak, Harnpumep, Windows NT
pes3epBUpYeT [1Ba pervoHa CBOero afipecHoro npocTpaHcTea
015 BbIIBIEHWS HEKOPPEKTHbIX ykasaTenen. OguH HaxoauT-



NporpaMMupoBanme

CSl HA CaMOM «[iHe» KapTbl MaMATU U NpeaHasHa4eH ansa oT-
naBnMBaHWA HyNEBbIX yKasaTenen. [ipyron pacrnonoXeH Mex-
[y «Ky4en» u 06racTbio NamAaTh, 3aKperneHHon 3a onepa-
LMoHHOW cucTemor. OH KOHTPONMPYET BbIXOA 3a Npeaesbl
Monb30BaTeNbLCKON 06/1acTU NaMATH U, BOMPEKN PaCXOXemy
MHEHUIO, HUKaK He cBA3aH B dyHKumnen WriteProcessMemory
(cm. TexHnyeckyro 3ametky ID: Q92764 B MSDN). O6a pe-
rmoHa 3aHumaroT no 64 K6, u Bcskas nombiTka JocTyna K
HUM pacLEeHNBaEeTCs CUCTEMOW Kak Kputuyeckas oLumbka.
B Windows 9x nmeetcs Bcero nuilb oguH 4 K6 pernoH, cre-
OALLMIA 3@ HYNeBbIMU yKasaTenamu, NOSTOMY MO CBOUM KOHT-
POMMPYIOLLIMM CMOCOBHOCTAM OHa 3HauuTesnbHo yeTtynaeT NT.
B Windows NT aKpaH KpUTU4ECKON OLLMOKM (CM. puc. 2)
COAEPXUT CrepyoLLyo MHdopmaumio:
B anpec MaLLMHHOW MHCTPYKLMK, BO3OYAMBLLIEV UCKITIOYEHWE;
B croBecHOE onuCaHWe KaTeropuy UCKIHYEHUs (MU ero
KOQ, €CNN KaTeropus UCKMOYEHUs HEU3BECTHA);
B napameTpbl UCKMIOYEHUS (AOPEC HELEWCTBUTENBHOW SHEN-
KW namsTn, pog onepaumv v T. 4.).

test.exe - DwMGKa NpUAOKEHHA | x|
o MrcTpykumra no agpecy "0:00401026" odparinace k namard no aapecy "0x00000000", Mamars He moxeT Gome read',
V0K - 33BeplWEHWE NPHADKEHHA
""OTreHa" - oTAALKS MPHAOKEHHS

Pucynox 2. Coofmenue O XpuTuueckoir oumbxe, BiEaBaeMoe ome-

paumonHoit cucreMoit Windows 2000

OnepaumoHHble cuctembl cemerictea Windows 9x B 3Tom
OTHOLLEHWUW HAMHOro 6051ee MHOPMATUBHBI (CM. puC. 3) 1
MOMMMO KaTeropum UCKNIOYEHNS BbIBOAAT COAEPXUMOE pe-
rmctpos LIl Ha MOMeHT c601, COCTOAHME CTeka 1 6anTbl na-
maTy no agpecy CS:EIP (T.e. Tekywemy agpecy MCronHe-
HuA). Bnpodem, Hanu4ve «[okTopa BatcoHa» (0 HemM — pa-
nee) CTvpaeT pasnuyve Mexay OByMs cUCTemMamu, U noTo-
MYy MOXHO FOBOPUTL JIMLLL 06 YAO6CTBE M 3PrOHOMUKE 9X,
cpasy nNpefocTaBnsoLLEN BECb MUHUMYM HEOOXOAVMbIX CBE-
LeHWn, B TO Bpems kak B NT oT4eT 06 owmbke co3paetcs
OTAENbHOW YTUIUTOMN.

Q

[pOrpartaa BNOAHKAS HEA0MYCT MY
OMNEPALKHID W BUIET ZaKpETa.

Ecau aTa owMtka GYoeT NoETOPATECA,
OOpATHTECE K paspatoTykky,

[EEmEHMIAR>

Mporpareca TEST rmzpana cBoft nopx ofpauemos ® =
CTPAITOTe ITakA TH

E Moxyine TEST.EXE mo ampecy 018£:004010Z6.

PerMCTRE:

EiX=00000000 CS5=012f EIP=004010Zc EFLGS=00010Z4¢5
EEX=00530000 25=0197 ESP=00&3fddc EEP=00&3fded
ECK=00000000 DE=0127 E3I=8176tbbd4 FE=CbiSf
EDX=00000000 ES=0127 ELI=00000000 GS5=0000

Eafite o agpecy CS:EID: ;I

Pucysokx 3. CoobmeHme O KpuUTMUECKO) oumGke, BHEaBaeMoe ome-
paumonHoit cucrTeMont Windows 98

Ecnv Hvkakon 13 oTnag4vnkoB B CUCTEME He YCTaHOB-
NeH, TO OKHO O KPUTUYECKOW OLnOKe UMeeT BCEero NuLlb
OQHY KHOMKY — KHOMKYy «OK», Haxatne KOTOpOW MpuBOAUT
K aBapuvinHOMY 3aKpbITUIO MONMUTHEKOPPEKTHOIO MPUIOXe-
Hus. py XenaHum OKHO KPUTUYECKON OLUMOGKM MOXHO OC-
HacTuTb kHomkon «OTmeHa» («Cancel»), 3anyckatowen oT-
Nag4vK v UHYI0 YTUNUTY aHanusa cutyauum. BaxHo no-
HATb, 4TO «OTMEHa» OTHIOOb HE OTMEHSET aBTOMaTU4ECKOe
3aKpbITUE NPUIOXEHNSA, HO NMPU HEKOTOPOW CHOPOBKE Bbl
MOXeTe YCTPaHUTb «MPOBOUHY» BPYYHYIO, MPOJOSIKUB HOP-
ManbHylo pa6oty’.

NokTop BarcoH

«[lokTop BaTtcoH» aBnsfeTcs LTaTtHbIM 06paboTYMKOM Kpu-
TUYECKUX OLUMOOK, BXOASALWMM B 6230BbI NAkeT MNOCTABKM
BCeX onepaumoHHbIX cuctem cemenctaa Windows. Mo ceoen
npupoLe OH MpeacTaBnaeT CTaTU4eCcKoe CpeacTso coopa
peneBaHTHOW MHhopMaLmy. MNpefocTaBnsas ucHepnbIBaroLLmin
OTYeT O npuymnHax cbos, «[oktop BatcoH» B TO Xe camoe
BPEM$ JIMLLEH aKTUBHbIX CPEACTB BO3OENCTBUA HA HEKOPPEK-
THO paboTaroLime nporpammbl. YTUXOMUPUTL pasdyLueBas-
LLIeecs NPUNOXeHue, 3acTaBuB ero NPOLOIXMTL CBOO pabo-
Ty C MOMOLLb0 ofiHOro «[lokTopa BaTcoHa», Bbl HE CMOXETE,
W 0N1f 9TOro BaM NpUAETCs npuberatb K MHTEPAKTUBHLIM OT-
nagymkKam, oOgHUM M3 KOTopbIX asnsetca Microsoft Visual
Studio Debugger, Bxogawmin B COCTaB OQHOMMEHHON Cpegpbl
pa3paboTkn U paccMaTprBaembli B cTaTbe Aarnee.

Cuutaetcs, uto «[JokTop BaTcoH» npepnoytutenbHee
1CMonb30BaTb Ha paboumx CTaHUusX (TOYHee, Ha aBToMaTy-
3MpOBaHHbIX Pabounx MecTax), a MHTepaKTUBHbIE CpeacTea
otnagku — Ha cepsepax. [eckaTb, BO BCEX NPEMyOPOCTAX
accembriepa ronb3oBaTeny BCe paBHO He pasbuparoTcsd, a
BOT Ha cepBepe NPOABUHYTHLIA OTNafYMK O6yAeT Kak Henbas
kcTat. OT4aCTV 3TO AENCTBUTENBHO TaK, HO HE CTOWUT UIHO-
pUpoBaThb TO 06CTOATENBCTBO, YTO AANIEKO HE BCE UCTOHHUKM
OLUMOOK OBHApYXMBAKOTCH CTAaTUHECKUMM CPEACTBAMU aHa-
nn3a, K TOMY e UHTEPaKTUBHbIE MHCTPYMEHTbI 3HAYUTENBHO
ynpowatoT npoueaypy aHanusa. C gpyroi CTOpoHbl, «[1ok-
Top BatcoH» pgoctaeTcs Ham JapoM, a Bce oCTasibHble Mpo-
rpamMMHble MakeTbl NPUXOAMTCS NpuobpeTaTtb 3a AOMOSHU-
TenbHy0 nnarty. Tak 4To MpeanoYTUTENbHbLIN 06paboTHNK
KPUTUYECKMX OLLMOOK Bbl AOMKHbI BbIOMPATb CaMu.

Ona yctaHoBku «[JokTopa BaTcoHa» oTnagynkom no
yMon4aHuio jobaBbTe B peecTp CriedyroLLyto 3anuch Unm 3a-
nyctute ann Drwitsn32.exe ¢ KNOHYOM «—i» (NS BbINOHe-
HUSi 060UX OENCTBUIN Bbl [OMKHbI UMETHL NpaBa agMUHUCT-
paropa):

JmcTmrr 1. YeraHoBka «JlokTOpa BaTCOHa» OTNafuMKOM MO YMOJNYAHMIO

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\
CurrentVersion\AeDebug]

"Auto"="1"

"Debugger"="drwtsn32 -p %1d -e %1d -g"

"UserDebuggerHotKey"=dword: 00000000

1 3anyctute «Pepaktop Peectpa» 1 nepeiaunte B pasaen «<HKLM\SOFTWARE\MicrosoftWindows NT\CurrentVersion\AeDebug».
Ecnu Takoro pasgena HeT — cozpaiite ero camoctostensHo. CTpokoBoy napameTp «Debugger» 3apgaeT nyTb K daiiny otnagyv-
Ka CO BCEMW HEOOXOAUMBIMM KNoYamm; CTPOKOBOW napameTp «Auto» yKasbIBaET, JOMKEH N OTNaA4VK 3anyckaTbCs aBTomMaTu-
YeCKM (3HadeHne «1») unu npepgnaratb nosnb3osaTento cesobony Bbibopa («0»). HakoHel fBOWHOE CNOBO napameTtpa
«UserDebuggerHotKey» cneumduumpyeT CK3H-KoL ropsyei Knaesun ans NpuHyaUTENbHOTO BbI30Ba OTIaAHMKa.
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Tenepb BO3HNKHOBEHME KPUTUHECKMX OLLMOOK Nporpam-
Mbl CTaHET COMPOBOXAATLCA reHepaumen oT4eTa, CoCTaB-
nsemoro «[loktopom BatcoHom» u cofepxaiyum 6onee
Unu mMeHee Noapo6HbIE CBELEHNA O XapakTepe ee npomc-

nporpaMMUpoBanme

€ax=00000064 ebx=7ffdf000 ecx=00000000 edx=00000064 .

esi=00000000 edi=00000000

eip=00401014 esp=0012££70 ebp=0012ffc0 iopl=0 .

nv up ei pl nz na pe nc

cs=001b ss=0023 ds=0023 es=0023 £s=0038 gs=0000 J

e£1=00000202

XOX[OeHus.

Dwubka nporpamMmMo

; ComepxmMoe pPerMCTPOB ¥ (naros.

dynxkomss: <nosymbols>
; PacnmevaTka OKpECTHOI TOuUKM C6os.

testt exe BEISEAN0 OWMEKY W BydeT sakpemo. HeoSxoouo
MEPEEANYCTHTE NPOrPatdtay,

CosnaH #YpHaN OLUKAOE,

Pucynox 4. Peaxums «JlokTopa BaTcoHa» Ha KPUTMYECKYH OWMEKY

O6paseL gamna, co3gaHHblii «[JokTopom BatcoHom», npu-
BedeH mee.KOMMeHTapMM,ﬂO6aBﬂeHHb® aBTOPOM, Bblae-
NeHbl KpacHbIM LIBETOM:

JmcTvHr 2. OBpasen oTuera «JlokTopa BaTcoHa»

JICKIOYEHNe B NPUIOKEHMN:
Npun.: (pid=612)
; pid mpomecca, B KOTOPOM MPOMBOWINIO MUCKIKNYEHME.

Bpemsi: 14.11.2003 @ 22:51:40.674
; BpeMsi, KOrJa MNPOMBOWIO MCKIKYEHME.

Homep: c0000005 (napywerme npaB gocTyna)

; Konm xareropmm MCKIINYEHMS.

; PacumppoBKYy KOZOB MCKINYEHMII MOXHO HamTu B WINNT.H

; BxopgsumM B cocTaB SDK, npumaraeMoM K JH0GOMY

; Windows-kxoMmmnsiropy. llompof6Hoe omicaHMe BCEX MCKIINYEHWMI
; COUepXMTCS B HJOKYMeHTauuu no mpoueccopamM Intel m AMD,
; GeClIaTHO PaCHpOCTPAHSEMON VX NPOMBBOAUTENSIMKM (BHMMaHME:
; IS nepeBojia KOJa MCKIKNYEHMST ONEPAlMOHHOM CHMCTEMH B

; BeKTop mpepsBaHus LI, BH JOMKHE OGHYJNMTB CTapliee CIOBO),
; B maHHOM cnywae sTo 0x5 - mommTka jocTynma K NaMsaTH

; N0 BampelleHHOMY ajupecy.

*----> CBemeHMss o cucreme <----%
Mmst xomneoTepa: KPNC
Must nmonesoBarens: Kris Kaspersky
Uncno npoueccopos: 1
Tun npoueccopa: x86 Family 6 Model 8 Stepping 6
Bepcust Windows 2000: 5.0
Texymast c6opxa: 2195
NakerT o6HuoBneHus: None
Texyuwpit Tun: Uniprocessor Free
BaperucTpupoBaHHas OpTaHMBALMS :
BaperucTpupoBaHHHif nonb3oBaTenk: Kris Kaspersky
; KpaTkme cBegmeHuss o cucreme.

*----> Cnmcok 3Bajay <----%
0 Idle.exe
8 System.exe
232 smss.exe

1244 os2srv.exe
1164 os2ss.exe
1284 windbg.exe
1180 MSDEV.exe
1312 cmd.exe
612 test.exe
1404 drwtsn32.exe
0 _Total.exe

(00400000 - 00406000)

(77F80000 - 77FFA000)

(77E80000 - 77F37000)

; llepeuenr BarpyxeHHmx DLL.

CorjlacHO ROKYMEHTauuyu, CHpaBa OT anpPecoB MOJKHE OHTH
NIepeuNCIIeHs VMMEHa COOTBETCTBYIUMX MORYNENH, OFHAKO
NPaKTUYEeCKM BCE OHM TaK XOpOWO «BaMacCKMPOBANMCE», UTO CTalu
COBEpIWeHHO He BUIHH. BuTauyuTe uX uMeHa M3 daina mpoTOKona
BCe-TaKy MOXHO, HO NPMAETCS HEeMHOTO «MOWaMaHUTL» (CM. Huke
«TabnuIy CHUMBOJIOBY) .

Konmst mamsTm pnst moroka 0x188
; Huxe npgeT KOmMsi INaMsTH IIOTOKa, BHIBEIBABIIEI'O MCKIINYEHME.
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00400££fc 0000 add [eax],al ds:00000064=2?
BanucrBaeM B sueliky, Ha KoTopylo ccitaer EAX, sHauenue AL.
BHaueHne afpeca sueNKM, BHUMCIIEHHON JIOKTOPOM BaTcoHoM,
paBHO 64h, uTO, OYeBMAHO, HE COOTBETCTBYyeT
[eMCTBUTENBHOCTH. «JIOKTOp BaTCOH» MOACTaBIsSET B BHpaxeHue
sHaueHue perucrpa EAX Ha MOMEHT BOBHMKHOBEHMS c60st,

¥ 3TO COBCEM He TO BHaueHMe, KOTOpoe OO B MOMEHT
ucnonHenusi! K coxanenmo, ueMy 6mn paBeH EAX B MOMEHT
MCIIONHEHNsT HM HaM, HU «JJOKTOpy BaTCOHy» He MBBECTEH.

00400ffe 0000 add [eax],al ds:00000064=2?
BamucrBaeM B siueliky, Ha KoTopyo cchtaer EAX, sHauenue AL.
Kax? OnaTe? Booble-TO Tak KOAUPYETCS NOCHIEefOBaTENbHOCTH
00 00 00 00, mo BCeV BUAMMOCTM SIBJISKWASCS OCKOJIKOM
HEKOTOpPO/ MallMHHOM KOMaHME, HENPaBMIBHO
VHTEPNPETHPOBAHHOM [OUBaCCEMOGIEPHEIM [NBIKKOM

«JlokTopa BaTcoHa».

00401000 8b542408 mov edx, [esp+0x8] ss:00£8d547=72722222?
; BarpyxaeM B EDX apryMeHT OQYHKumMM.

; Kakoit MMEHHO apryMeHT - CKaBSaThb HEBOSBMOXHO, T.K. M He
; BHaeM ajpeCc CTEKOBOI'O ¢peiiMa.

00401004 33c9 XOr ecx,ecx
; OBuynsieM ECX

00401006 85d2 test  edx,edx
00401008 7el8 jle 00409b22
; Ecim EDX == 0, nmparaemM Ha agpec 409B22h.

0040100a 8b442408 mov eax, [esp+0x8] ss:00£8d547=72722222?
; BarpyxaeM yxe YNOMSHYTHNM apryMeHT B perucTp EAX.

0040100e 56 push esi

; Coxpamsiem ESI B cTeke, mepeMemast TeM CaMiM yKasaTelb
; BepumHH cTexka Ha 4 GaiTa BBEpX (B O6GNacTh MIamUMX

; anpecos) .

0040100f 8b742408 mov esi, [esp+0x8] ss:00£8d547=7222222?
; BarpyxaeM B ESI ouepefHOV apI'yMEHT.

; Nockonbky ESP GBI TONBKO UTO MBMEHEH, 3TO COBCEM He TOT
; apTyMeHT, C KOTOPHM MH MMENM JeJNo paHee.

00401013 57  push edi
; CoxpansieM permcTp EDI B cTeke.

CBO/ -> 00401014 Ofbe3c31l movsx edi,byte ptr [ecxtesi] .

ds:00000000=2?
Bor Mi M fmoGpamMch HO MHCTPYKIMM, BOSOGYIMBIIEH MCKIKNYEHMe
pocryna. OHa ofpamaerTcs K sueiike NaMsATH, Ha KOTOPYN
ykasmBaer cymmMa permcrpoB ECX m ESI, a ueMy paBHO ux
BHaueHue? [lpokpyumMBaeM 5KpaH HEMHOI'O BBEPX M HaxXOmyM, YTO
ECX u ESI paBun 0, o ueM «JlokTop BaTcoH» HaM ¥ coofmaer:
«ds:000000» oTMeTuM, uUTO STON MHOOPMALMM MOKHO BEPHUTE,
NOCKOJIBKY MOACTaHOBKA 3(QPEeKTMBHOTO afpeca OCYWECTBIANIACh
HeMoCPeJICTBEHHO B MOMEHT MCIONHEHMSI, Temnepb BCIOMHUM,
uro ESI comepxuT Kommo NepefaHHOTO (QyHKuMM apryMeHTa
u uro ECX 6pn OBHYNEH SIBHO, ClefOBaTEeNbHO, B BHPaXeHMM
[ECX+ESI] permctp ESI - ykasarenms, a ECX - mumexc. Pas ESI
PaBeH Hymo, TO Hame} OQYHKUMM Nepefany yKasaTelb
Ha HEBHJEJIeHHYH o6nacTb naMaTy. OGHUYHO BTO NPOUCKOZUT
n16o BCNEACTBME aNTOPUTMMYECKOM OuMGKM B NpoTpaMMe,
6o BCNEACTBME MCYEPNaHus BUPTYaNbHOM NaMATH,
K coxaneHmo, «JlokTop BaTCOH» HE OCYUWECTBIsSET
IvBacceMONMpOBaKMe MATEPMHCKON OYHKINMM, M KaKo# M3 ABYX
NpefnoNaraeMix BapyMaHTOB NPaBMIBHEN — HaM OCTAaeTCs JIlb
rajgaTe.. [lpaBa, MOXHO AM3acCeMONMPOBATB JAaMI NaMSTH
npouecca (ecnmu, KOHEYHO, OH O JI COXPaHEH), HO 3TO yxe
He TO..

00401018 03c7 add eax, edi
; CnoxuTe cogmepxmmoe perucrpa EAX ¢ permcrpom EDI
; ¥ samucaTe pesyabTaT B EAX.

0040101a 41 inc ecx
; YBenmunure ECX Ha egmHuuy.

1
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0040101b 3bca cmp ecx,edx

0040101d 7cf5 jl 00407014

; o mex mop moxa ECX < EDX, mepexomure Ha agmpec 407014
; (oueBMAHO, MB MMeeM JNeNIO C UMKIIOM, YIPaBJSEMHM CUETUMKOM
; ECX). Ilpy MHTEpPaKTMBHOM OTJafiKe MBI MOIVIM Ol MPMHYIUTENBHO
; BBUATM M3 QYHKIMM, BOSBpaTVB (Qnar ommOkyu, UYTOGH MaTEpMUHCKAast
; byHxkums (a c Helt M BCs MporpaMMa LeJMKOM) MOTJIa HPOJOIKATE
; CBOE BEIONHEHMe, ¥ B BTOM Cllydae NOTEPSIHHON OKAXEeTCs JMlb
; TOCNeRHss Omepauus, HO BCE OCTajbHHE [aHHHE OKaxXyTCs
; HEMCKaXeHHHMH .

0040101f 5f pop edi
00401020 5e  pop esi
00401021 c3 ret

; BmxomguM m3 OYHKUMM.

*----> O6paTHasl TpacCMpOBKa CTeka <----%

; ComepxuMoe CTexa Ha MOMEHT BOBHMKHOBEHMS CBOSI.

; PacmeuaTsBaeT afjpeca ¥ MapaMeTpsl NPeABIIYIJX BHIIONHSEMBX GYHKIpA,

; TIpY MHTEPaKTMBHOM OTNIafKe Mbl MOTUIM Gl MPOCTO NEpefiaTh YIpaBleHMe

; Ha OfHY M3 BHUIENEXaWyXx QYHKIMIA, UTO SKBMBAJEHTHO BOSBPAUCHMIO

; B IpOWJIOE, 5TO TONBKO B PeajbHOM XMBHM PasGMTyO HamkKy

; BOCCTaHOBUTBL HEJbS3sI, B KOMINBOTEPHOJ BCEJIEHHOM BOBMOXHO Bce!

FramePtr ReturnAd Param#l Param#2 Param§3 Param#d .

Function Name

FramePtr: YkassBaeT Ha BHaueHMe ¢peiMa cTeka,

Boe (T.e. B Gojee MIajuMX afpecax)

cofiepkaTcsl apryMeHTH OGYHKuuM, Hmke - ee

JIOKaNbHHE [epEeMeHHse .

BepexHO XpaHMT ajpeCc BOSBpaTa B MaTEPMHCKYW
dynxmmw. Ecnmu Bmeck COAEpPXUTCS Mycop M
ofbpaTHasi TpacCHMpPOBKa CTeKa HauMHaeT
XapaKTepHO WyMeTb, C BLICOKOﬁ CTeNneHbB
BEPOSITHOCTY MOXHO NPEANONOKNTE, UTO MEl
“MeeM feno C ommBKOM «CphHBa CTeKa», a
BOBMOXHO, U C HOHH'I‘KOI'?I aTaku Bawero
KOMIBRTEPaA .

; Returnad:

;

;

;

;

;

;

;

;

;

;

;

i

; Parami: UeTHpe NEPBHX NapaMeTpa (yHKuMM - MMEHHO
9 CTONBKO NapaMeTpoB «JloKTOp BaTcoH» oTo6paxaeT
9 Ha DKpaHe. OTO JOCTATOYHO XECTKOe OrpaHNueHne —
F MHOTME QYHKUMM MMENT KECSITKM [apaMeTpOB M
; yeTHpe [apaMeTpa eme HY O YeM He T'OBOPSAT;
9 ONHAKO HeNOCTaKuye NapaMeTpH JIET'KO BEITAUMTE
2 u3 KomuM HeoBpaGoTaHHOT'O CTeKa BPYUHYH -
; [OCTATOYHO b NMEPeiTH MO YKaBaHHOMY B HOJe
5 FramePtr agpecy.

;

; Func Name: WMsi pyHKUMM (ecnau TONBKO er'o BOBMOXHO

; JIeTKO BHTAlMTL ¥ ONPEeReNuTh) ;

5 peanbHO oTobpaxaeT mMuB VMMeHa (YHKUWL,

8 uMnopTUpyemele u8 Ipyrux DLL, NOCKONBKY

9 BCTPETUTE KOMMEPYECKYKl NIpOIpaMmy,

g OTKOMIMIMPOBAHHY BMeCTe C OTIafOuHOM!

; uHOOpMaIye! NPaKTUYECKM HEepeanbHO.

0012FFCO 77E87903 00000000 00000000 7FFDF000 C0000005 !<nosymbols>

0012FFF0 00000000 00401040 00000000 000000C8 00000100 J
kernel32!SetUnhandledExceptionFilter

; PYHKUMM NEPEuNMCISIOTCS B NOPSAKE MX MCIHOJNHEHWS;, CaMOW IOCNefmHel

; ucnomHanack kernel32!SetUnhandledExceptionFilter ¢ynkums,

; obpabaTmBanmas AaHHOE MCKIOYEHNME.

*----> Komust Heo6paBoTaHHOTO cTeka <----*

; Kommst HeoBpaBoTaHHOIO CTeKa CONEPAMT CTEK TakKuM, KakKoi OH eCThb.
; OueHb nomoraer npu obHapyxermu buffer overfull arakx -

; Bechb shell-kof, nepefaHHHI BJIOYMBIIEHHMKOM, OymeT pacnevaTan
; «JloxTopoM BaTCOHOM», M BaM OCTaHETCsI BCEI'O JMIL OHNOBHATE Ero
; (mompobHee 06 3TOM pacckasmHBaeTcst B Moeit KHure "TexHumka

; CeTeBHX arak")

0012££70 00 00 00 00 00 00 00 00 - 39 10 40 00 00 00 00 00 ........ 9.¢.....

0012££80 64 00 00 00 £4 10 40 00 - 01 00 00 00 d0 Oe 30 00 d..... Boaoonac 0.

00130090 00 00 00 00 00 00 00 00 = 00 00 00 00 00 00 00 00 ................
00130020 00 00 00 00 00 00 00 00 - 00 00 00 0000000000 ................

*----> Tabamua CMMBOJOB <----%

; Tabnuua CUMBOJIOB COREPXMT MMEeHa BCeX BSarpyxeHHmx DLL BMecTe
; C VMEHaMu WMMIOPTMPYEMHX GyHKumi. JCcHnomesyss STM agpeca B
; KaueCTBe OTHPABHOM TOuUKM, M 6e3 Tpyda CMOXeM BOCCTaHOBUTH
; «mnepeyeHb BarpyxeHHsIXx DLL».

ntdll.dll
77F81106 00000000 ZwAccessCheckByType
77FCEFBO 00000000  fltused
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kernel32.d1l

T7E81765 0000003d IsDebuggerPresent

TTEDBF7A 00000000 VerSetConditionMask
; Wrak, BosBpamaemMcs K Tabmmue BSarpyxeHHsx DLL.
(00400000 - 00406000) - »TO0, OuUeBMAHO, OBNACTBL NAMATH,
; BaHATas CcaMoy NpPOIPaMMOit
; (77780000 - 77FFA000) - sTo KERNEL32.DLL
; (77E80000 - 77F37000) - 310 NTDDL.DLL

Microsoft Visual Studio Debugger

Mpu ycTaHoBke cpefpbl paspaboTkn Microsoft Visual Studio
OHa perucTpupyet CBOW OTNAA4YMK OCHOBHBLIM OTIALYMKOM
KPUTNYECKUX OLLIMOOK MO YMONYaHWI0. 3TO NPOCTON B UCMOSb-
30BaHuK, HO PYHKLMOHANBHO YLLIEPOHbIA OTNaf4uK, He nod-
LepXuBaoLLMA faxe Takou 6aHanbHOW onepauuu, Kak no-
ncK hex-nocnenoBaTesnibHOCTY B OrepaTuBHON Namatn. Egun-
CTBEHHAs «BKYCHOCTb», OT/IMYatoLLas ero OT NPOABUHYTOrO
BO BCex oTHoweHusax Microsoft Kernel Debugger — 310 BO3-
MOXHOCTb TPacCUpPOBKM «ynaBLUMX» MPOLIECCOB, BbIGPOCKB-
LUMX KPUTUYECKOE UCKITHOHEHME.

B onbITHbIX pykax otnaguuk Microsoft Visual Studio Debugger
Croco6eH TBOPUTL HACTOALLME Yyfeca, U OOHO U3 TaKUX 4y-
[ieC — 3TO BO30OHOBNEHNE paboThl MPUIOXKEHWIA, COBEPLLINB-
LUMX HeJOnyCTUMYIO Onepauuio 1 Mpu HoOpMasbHOM TEYEHWUU
COObLITUIA, aBAPUNHO 3aBepLIaEMbIX ONepaLMoOHHON CUCTEMON
6e3 coxpaHeHus faHHbIX. B mo6om cnyyae MHTepakTVBHLIN
otnapyvk (komm Microsoft Visual Studio Debugger n saenseT-
Csl) NPefoCTaBnNsAeT HaMHOro 6onee NogpPoBHY MHOPMa-
LMK 0 C60€ M 3HAYUTENBHO YMPOLLAET NPOLECC BbIBNEHUS
MCTOYHUKOB €ro BO3HNKHOBEHUS. K COXarneHuto, TECHbIE paMm-
KM XYPHanbHOW CTaTby He MO3BOMSAOT U3NOXUTb BCIO METO-
OVKY MOUCKA HEMCNPABHOCTEN LIENMKOM, U MPUXOQUTCS Or-
paHM4MBaTLCA MWL Y3KUM KPYroM Hanbonee MHTEPECHbIX
(v HammeHee n3BecTHbIx!) BonpocoB (cM. pasgen «O6uTate-
N CYMEPEYHOW 30HbI, UM U3 MOpra B peaHnMaLmio»).

Ons pyaHon yctaHosku Microsoft Visual Studio Debugger
OCHOBHbIM OT/TAf4YMKOM KPUTUYECKMX OLIMOOK [obaBbTe B
PEECTP CNepyoLLMe QaHHbIE:

JucTuer 3. YcraHoBka Microsoft Visual Studio Debugger oc-
HOBHEIM OTJIafUMKOM KPUTMYECKMX OUMBOK

[HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\ .
CurrentVersion\AeDebug]

I|Aut° n=n 1 n

"Debugger"="\"C:\\Prg Files\\MS VS\\Common\\MSDev98\\Bin\\ .
msdev.exe\" -p %1d -e %1d"

"UserDebuggerHotKey"=dword: 00000000

JmcTuar 4. JleMOHCTpauMOHHash HporpaMMa, BhHSHBAKIAS COOBme-

HME O KPUTHUECKON oumbke

// ®yHkums BOSBpamaeT cyMMy n cumMBonoB Tuna char. Ecmu en
// nepepare null-pointer, oHa «ymameT», XOTsI MCTOUHMK OWMUOKK
// He B Heit, a B apryMeHTax, NepefaHHHX MaTEPUHCKON OYHKImE:N.
test (char *buf, int n)
{

int a, sum;

// Bmeck BOBByXHaeTCs MUCKIKOUEHME.

for (a = 0; a < n; a++) sum += buf[a];

return sum;

}

main ()

{
#define N 100
// VuvuyanusupyeM yxasaTens Ha 6ybdep.
char *buf = 0;

CHCTEMHBIIAAMUHUCTPATOP



/| «BabmBaeM» BHEENUTH NaMATH, B5heCh ouMbKa.
/* buf = malloc(100); */

// Tepegmaem null-pointer HekoTopoyu byHKIWN.
test (buf, N);

O6utarenu cymepe4Hoil 30Hbl,

w1 U3 mopra B peaHnMmaguro

XoTWUTe y3HaTb, KaK 3acTaBWUTb MPUSTOXEHNE MPOJOIIKUTL
HOpMarnbHYyt0 paboTy Nocne NosBIIEHUs COOBLLEHNS O KPUTU-
4ECKOW ownbke? 3T0 AENCTBUTENBHO OYeHb akKTyasbHO.
MNpepncTtaBbTe, YTO PYXHYNO MPUIIOXEHWE, COLepXaLlee yHU-
KallbHble U eLle He CoXpaHeHHble AaHHble. [10 MUHUMYMY nX
npuaeTca HabmsaTb 3aHOBO, MO MAaKCUMYMy — OHW MOTEPSIHbI
[nA Bac Haecerfa. Ha pblHKe MMeeTcs HEKOTOpOe Konnye-
CTBO YTUAWT, HaLleNeHHbIX Ha 3Ty 3agady (B3aTb Te xe Norton
Utilities), HO UX MHTENNEKTYanbHOCTb OCTABNAET XenaTb y4-
LLEero 1 B cpefiHeM OHU cpabaTbiBaloT OAWH pa3 n3 gecatu. B
TO Xe caMoe BPeMs pyyHas peaHuMmauus nporpammbl BOC-
KpeLuaeT ee B 75-90% cny4aes.

Ctporo rosops, rapaHTMPOBaHHO BOCCTAHOBUTbL paboToC-
MOCOBGHOCTL O6pPYLUABLLENCS NPOrpamMMbl HENb3sl, PaBHO Kak
Y HEBO3MOXHO BbIMOMHUTL OTKAT TeX OEWCTBUA, 4TO Mpef-
LLIlecTBOBaNM ee o6pyLLeHuto. B ny4wiem cnyyae sam yaact-
CSl COXpaHUTb CBOW [aHHbIE Ha OMCK [0 TOro, KaK nporpamma
MOMHOCTBLIO MOTEPSIET HUTL YNpPaB/iEHUs U NONLET BPa3HoOC.
Ho 1 3to Hennoxo!

CyLuecTByeT N0 MEHbLLEN Mepe TPU pasnuyHbIX crnocoba
peaHMmaumu:

B npuyHyouTenbHLIA BbIXOA U3 (hYHKLMKM, BO3GYOMBLLEN WC-

KIoYeHue;

B «packpyTka» CTeka C nepepayen ynpasneHys Hasag;
B nepenaqa ynpasneHnst Ha (yHKLMIO 06paBGOTKIM COOBLLEHNIA.

PaccmoTpum Kaxabin U3 3TUX CrOco60B Ha nMpumepe npu-
NoXeHus test.exe, KONUKO KOTOPOro Bbl MOXETE cKa4yaTtb Mo
agpecy: www.samag.ru/sourse/test.zip.

3aberas Bnepef, OTMETUM, YTO peaHVmauum NoaaanTcs
NNLLb Te cO0W, YTO BbI3BaHbI aNrOPUTMUYECKMMM, @ He anna-
paTHbiMK owmbkamu (T.e. c6oeM obopynosaHus). Ecim nk-
hopmauus, xpaHsLLasca B onepaTuBHOM NamaTh, okasanacb
NCKaxeHa B pesynbrate U3n4eckoro fedekra nocrefHew,
TO BOCCTAHOBUTb PaboTOCNOCOBHOCTL yMaBLUero Npunoxe-
HUA CKOpEe BCETO YXe He yAacTcs, XOTs ecnu CO0n He 3aTpo-
HYN XW3HEHHO BaXKHble CTPYKTYPbl OAHHbIX, HEKOTOpas Ha-
eXaa Ha 6/1arononyyHbIn UCX0L BCEe-Takn eCTb.

MpUHYAMTENbHBIA BbIXOJ M3 (hYHKUMK
3anyckaem TeCTOBYIO nporpaMmy, Habveaem B OJHOM WK
HECKOMNbKMX OKHaX Kakon-HMbyab TEKCT, 3aTeM B MeHi0 «Help»
Bbl6upaem nyHKT «About TestCEdit» n B nosBuBLLEMCS ana-
NOrOBOM OKHE LLefikaeM no KHomke «make error». [porpam-
Ma BbI6pACHIBAET KPUTUYECKYIO OLLMOKY U, ECIIN Mbl HAXXMEM
Ha «OK», BCE HecoxpaHeHHble AaHHble HeobpaTUMo normé-
HYT, YTO HMKaK He BXOAMT B Halum nnaHbl. OgHako npu Hanw-
Yuu NpeaBapuTENbHO YCTAHOBIIEHHOTO OTnafyvka Mbl elle
MOXEM KOe-4TO npednpuHsATb. NycTb Ans onpeneneHHoCTv
370 6ynet Microsoft Visual Studio Debugger.

Haxmmaem «OTmeHy», 1 0TnagyMK HEMELSIeHHO AM3accem-
6nMpyeT PYHKLMIO, BO3OYOMBLLYIO UCKITIOHEHUE (CM. IUCTUHT 5).
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JucTuar 5. Ornagumk Microsoft Visual Studio Debugger amsac-
ceMBnupoBan GyHKUMIO, BOBGYAMBIIYH MCKINYEHME

0040135C push esi
0040135D mov esi,dword ptr [esp+8]
00401361 push edi
00401362 movsx edi,byte ptr [ecxtesi]

00401366 add eax,edi

00401368 inc ecx

00401369 cmp ecx,edx

00401368 3l 00401362

0040136D pop edi

0040136E  pop esi

0040136F ret 8

lNpoaHannanposas MPUYMHY BOZHWKHOBEHUSA UCKITHOHEHMS
(dbyHKUMM NepepaH ykasatenb Ha HEBbIAENEHHYI0 NaMsTh), Mbl
MPUXOLMM K BbIBOZY, YTO 3aCTaBUTb (OYHKLIMIO NMPOAOIKUTEL CBOKO
paboTy HEBO3MOXHO, MOCKOMNbKY CTPYKTypa nepefasaembix
[aHHbIX HaM He n3BecTHa. [MpuxoauTcs npuberatb K NPUHyan-
TeslbHOMY BO3BpaTy B MaTepuHCKYI0 (OYHKLMIO, HE 3a6biB Npu
3TOM YCTaHOBUTb (hriar OLLIMOKK, CUrHANM3Npys NporpammMe, HTo
TeKyLLas onepaumsa He 6bina BbinonHeHa. K coxaneHuio, HuKka-
KMX OBLLENPUHATBLIX (oriarosB OLLMOOK He CyLLECTBYET, U pasnny-
Hble (PYHKUMM UCMONb3YIOT pasfinyHble cornatueHus. Ytobbl
BbISICHUTb, KaK 0O6CTOAT [ena B AaHHOM KOHKPETHOM Criyyae,
Mbl JOMMKHbI O13aCCEMOIMPOBATL MATEPUHCKYIO (DYHKLMIO U
OMNpefenuTb, Kakon UMEHHO KOA, OLLIMOKM OHa OXWOAET.

NepemecTnB Kypcop B OKHO famna, Habbem B CTPOKe af-
peca Ha3BaHWe perncTpa ykasarens BepLUMHbl cTeka — «ESP»
1 Haxmem Ha <Enter>. Coflepxumoe cTeka TyT Xe npefcra-
HET nepen HaLMMK rasamu:

JucTvHr 6. [lomck ajmpeca BoOBBpaTa M3 TeKymei QyHkuum (BEme-
JIeH KpacCHHM wWpupTom)

0012F488
0012F494
0012F4A0
0012F4AC
0012F4B8
0012F4c4
0012F4D0

0012FA64
00000000
FFFFFFFF
00000019
0012F4C0
006403C2
00640301

0012FA64
00000064
0012F4c4
00000000
0012FA64
002F5788
T7E16383

004012FF
00403458
6C291CEA
6C32FAF0
01100059
00000000
004C1E20

lNepBble gBa ABOVHbIX CIOBa COOTBETCTBYIOT MALLUMHHBIM
komangam POP EDI/POP ESI n He npencTaBnsioT ons Hac
COBEpLLEHHO HMKaKOro mHTepeca. A BOT cnegytoLlee OBOW-
HOE C/TI0BO COREPXUT afpec BbIxoAa B MAaTEPUHCKYIO MpoLe-
Lypy (B NMp1BEOEHHOM BbILE JIMCTUHIE OHO BbIGENIEHO Kpac-
HbIM WpUgTOM). Kak pa3 OHO-TO Ham ¥ HyXHo!

Haxumaem <Ctrl-D> n 3atem 0x4012FF, otnagyvk no-
CINYyLUHO OTOGpaxaeT CcneayoLmniAi ou3acceMobepHbIN TEKCT:

JucTyHr 7. JIuBacceMONEpHH JMCTHMHT MaTEPMHCKON OYHKIwmM

004012FA call 00401350
004012FF cmp eax,0FFh
00401302 je 0040132D
00401304 push eax
00401305 lea eax, [esp+8]
00401309 push  405054h
0040130E push eax
0040130F call dword ptr ds:[4033B4h]
00401315 add esp, 0Ch
00401318 lea ecx, [esp+4]
0040131C push 0

0040131E push 0

00401320 push ecx
00401321 mov ecx, esi
00401323 call  00401BC4

00401328 pop esi
00401329 add esp, 64h
0040132C ret

0040132C
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0040132D push 0

0040132D ; sTa BeTka NONyYaeT ynpaBleHMe, ecay PYHKUUS
; 401350h Bepuer FFh

0040132F push 0

00401331 push  405048h

00401336 mov ecx,esi

00401338 call 00401BC4

0040133D pop esi
0040133E add esp, 64h
00401341 ret

Cwotpute: ecrm peructp EAX paseH FFh, To matepuHc-
Kas YyHKLMA nepenaet ynpasneHune Ha BeTky 40132Dh u, cny-
CTSl HECKOJTbKO MALLMHHBLIX KOMaH[, 3aBepLUaeT CBOK paboTy,
nepenasas 6pasfbl nNpaeneHns yHKLUKM 60riee BbICOKOro
yposHs. Hanpotus, ecnm EAX = FFh, 10 ero 3HaueHue nepe-
paetcs qyHkummn 4033B4h. CnepoBaTensHO, Mbl MOXEM NPeq-
nonoxutb, 4to FFh — 310 donar owwmbkm 1 ectb. Bosepallaem-
Csl B MOJOMbITHYIO pyHKUMO, Haxas <Ctrl-G> n «EIP», nepe-
Xogum B OKHO «Registers» 1 meHsiem 3HaveHne EAX Ha FFh.

Tenepb HEO6XOOMMO HaWTW NOOXOLALLYIO TOYKY BO3Bpa-
Ta U3 QyHKUMK. TpOCTO NEepenTn K MaLIMHHOW KOMaHae
«RET» Henb3s, NOCKONbKY Nnepen BbIXOAOM U3 (PYHKLMKM Che-
pyeT B 06s3aTesIbHOM nopsake céanaHcmposaTb CTEK, Wi
Hac BbIGPOCUT HEWM3BECTHO Kyda, M nporpamma o6pyLunTcs
OKOHYaTeNbHO.

B o6uwewm cnyyae ymcno PUSH-koMaHg LOMKHO B TOYHO-
CTW coOoTBETCTBOBATL KonmyecTBy POP (Takxe yuuTbiBanTe,
yto PUSH DWORD X skBuBaneHteH SUB ESP, 4, a POP
DWORD X — ADD ESP, 4). lNpoaHanuaunpoBas an3accemo6-
NepHbIV IMCTUHT (OYHKLUMKM, Mbl MPUXOAMM K BbIBOAY, 4TO ANns
AOCTWXEHUS rapMOHUM Jobpa M 311a Mbl JOMKHbI CTALLUMUTb C
BEPLUMHbLI CTeka ABa [BOVHbIX CroBa, COOTBETCTBYIOLLME Ma-
LUMHHBIM KomaHaam 40135C:PUSH ESI n 401361:PUSH EDI.
OT0 pocTuraeTcs nepepgayen ynpasneHusa no agpecy
40136Dh, rge xmByT gBa gobpoaywHbeix POP, npusogswume
CTeK B paBHOBECHOE COCTOsHMe. [oaBoauM crofa Kypcop M
YBEPEHHbIM LLENYKOM NPaBOW KNaBuLLW MbILLN Bbl3biBAEM
KOHTEKCTHOE MEHI0, Cpeay NyHKTOB KOTOPOro Bbibupaem «Set
Next Statement». Kak BapvaHT MOXHO NepenTvt B OKHO perui-
CTPOB 1 U3MeHuTL 3HadYeHune EIP ¢ 401362h Ha 40136Dh.

HaxaTnem <F5> Mbl 3acTaBnsemM npoLeccop NPogoMKNTb
BbIMOSIHEHWEe nNporpammbl U... 0 Yygo! OHa AeicTBUTENbHO
MPOAOIIXaeT CBOK paboTy (HE3NO6HOE pyraTenbCTBO Ha
OWnOKY nocnepHew onepauuy — He B cyeT!). HecoxpaHer-
Hble JaHHble crnaceHb!!

PackpyTka cTexa

[aneko He BO BCex Cny4asx NPUHYAUTENbHbIN BbIXOA U3 (PYH-
KUMM OKa3blBaeTcsi BO3MOXHbIM. PAg Kputuyecknx cboes
3aTparvBaeT He OfHY, a CPa3y HECKOMbKO BIOXKEHHbIX (yHK-
UM, 1 Torga ans peaHuMaumy nporpaMmbl Mbl JOSDKHbI CO-
BEPLMTb ryOOKMA OTKaT Hasad, NPOJOMKMB BbINONHEHWE
nporpammbl ¢ TOro MecTa, rae 6bl ee paboTocnoco6HOCTH
HUYTO He yrpoxano. ToyHas rnybuHa oTkarta nogbupaetcs
3KCNepuUMEHTaNbHO M 0ObIYHO COCTaBNAET TPU-NATb CTyne-
Hen. mewTe B BUOY, 4TO €CNM BIIOXKEHHbIE (PYHKLUM MOAW-
brumpytoT rnobasnbHble JaHHbIe (HAaNpUMep, AaHHbIE «Kyyu»),
TO MOMbITKA OTKaTa MOXET NPUBECTU K MOMHOMY Kpaxy oTna-
XXMBAeMOIN NporpaMMbl, MO3TOMY Tpedyemyto rny6buHy oTka-
Ta XenaTtesbHO yragaTb C NepBoro pasa, NpuaepXvBeasch npa-
BUNa «ny4yLle nepebpatb, YeM HegobpaTb». C Apyron CTopo-
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Hbl, Ype3MepHO rnyoboKu OTKaT BEAET K NOTEpe BCEX HECOX-

PaHEHHbIX OaHHBbIX...
lNpouenypa oTkara COCTOMT U3 TPEeX LUaros:

B nocTpoeHusi fepeBa BbI30BOB;

B onpepeneHus KOOpAMHAT CTEKOBOrO dhpeima Ans Kaxno-
ro U3 HUX;

B BOCCTAHOBNEHMUS PETUCTPOBOrO KOHTEKCTA MATEPUHCKOM
PyHKUMN.

XopoLuuid oTnagquK BCce 310 CAeNaeT 3a Hac, U Ham ocTa-
HEeTCs NWLWb 3anucatb B pernuctpsl EIP n ESP cootseTcTBY!IO-
Wwue 3HadveHms. K coxaneHnuio, otnaguunk Microsoft Visual
Studio Debugger k xopowmm oTnagymkam He oTHocuTCs. OH
[0BOSIbHO NOCPELCTBEHHO TPAcCUpYeT CTek, nponyckas FPO-
yHkumm (Frame Point Omission — dyHKUMK ¢ ONTUMK3NPO-
BaHHbIM (PPEriMOM) 1 He COOob6LLaeT KOOPAMHAT CTEKOBOIO
(bpenma, «6rarogaps» 4emy camyto TPyLOEMKYIO HYacTb pa-
60Tbl HaM NMPUXOAUTCH BbIMOMHATL CAMOCTOSATESBHO.

Bnpouem, faxe Takov CTEK BbI3OBOB BCE Xe JIyYLle, YeM
COBCEM Hu4ero. Packpy4nsas ero Bpy4Hyto, Mbl 6yaem oT-
TankmeaTbCs OT TOrO, YTO KOOPAMHATHLI (hperma eCcTecTBeH-
HbIM 06pa3oM OrpepenaTcs no agpecy sossparta. [onyc-
/M, cogepxmmoe okHa «Call Stack» BbIrmaguT Tak:

JucTuar 8. Comepxmumoe okHa Call Stacks omnagumka Microsoft
Visual Studio Debugger

TESTCEDIT! 00401362 ()
MFC42! 6c2922ae()
MFC42! 6c298fc5()
MFC42! 6c292976()
MFC42! 6c291dcc()
MFC42! 6c291cea()
MFC42! 6c291c73()
MFC42! 6c291bfb ()
MFC42! 6c291bba ()

Monpobyem HanTu B cTeke agpeca 6C2922AEh u
6C298FC5h, cooTBeTCTBYIOLWME OBYM MOCAEOHUM CTYMEHAM
ncnonHenms. Haxunmvaem <ATL-6> ons nepexoga B OKHO gam-
na v, BOCMOJSIb30BABLUNCL ropsaYert KOMOUHaLMen Knasuw
<Ctrl-G> B ka4ecTBe 6a30BOro agpeca 0To6paxeHus, BoIOU-
paem «ESP». lNpokpyumBas OKHO famna BHWU3, Mbl 06HapY-
XuBaem o6a agpeca Bo3Bpara (B MPUBELEHHOM HUXe NnC-
TUHrEe OHW BbiAeNieHbl PAMKOW):

JmcTuur 9. ComepxuMoe CTeka IOCNE PaCKPyTKM

0012F488 0012FA64 0012FA64 (004012FF J
<-- 0040136F:ret 8 mepBHif agpec Bo3BpaTa
0012F494 00000000 00000064 00403458 J
<-- 00401328:pop esi
0012F4A0 FFFFFFFF 0012F4c4
0012F4AC 00000019 00000000
0012F4B8 0012F4CO 0012FA64
0012F4C4 00320774 002F5788
0012F4D0 00320701 77E16383
0012F4DC 00320774 002F5788
0012F4E8 000003E8 0012FA64
0012F4F4 0012F4DC 002F5788
0012F500 77E61D49 6C2923D8
<-- 0040132C:ret;
0012F50C 00000111 0012F540 6C2922AE .J
<--6C29237E:pop ebx/pop ebp/ret 1Ch
0012F518 0012FA64 000003E8 00000000
0012F518 0012FA64 000003E8 00000000
0012F524 004012F0 00000000 0000000C
0012F530 00000000 00000000 0012FA64
0012F53C 000003E8 0012F564 6C298FC5
0012F548 000003E8 00000000 00000000
0012F554 00000000 000003E8 0012FA64

6C291CEA
6C32FAF0
01100059
00000000
004C1E20
00000000
004F8CD8
0012F560
00403458
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flyenkn namaTu, nexaiime Bbllle afpecoB BO3BpaTa,
MPefcTaBNAloT CO60N 3HAYEHNUA PErncTpoB, COXPaHEHHbIE B
CTeke Npu BXOAE B (PYHKLMIO 1 BOCCTaHaBMBaEMbIE NpU ee
3aBepLUeHnN. AYenkn NamaTy, nexalime HuXe agpecos BO3-
BpaTa, OKKYMUPOBaHbI apryMeHTamm yHKUUM (eCnu, KOHEY-
HO, Y (DYHKLUMM eCTb apryMeHTbl), UK Xe NpUHagexar no-
KasnbHbIM NepeMeHHbIM MaTEPUHCKOM OYHKLMKW, ecrin Jo4ep-
HAS (PYHKUMS HE MPUHUMAET HWKaKMX apryMeHTOB.

BosBpalyasch K NMMCTUHIY 5, OTMETUM, YTO ABa [ABOWHbIX
CnoBa, nexatyye Ha BepXyLlke CTeka, COOTBETCTBYIOT Ma-
WKHHbIM kKomangam POP EDI n POP ESI, a cnegytowmi 3a
HUMKn agpec —4012FFh — 370 TOT camblii agpec, ynpasneHue
KoTopoMy nepepnaetcs komaHgon 40136Fh:RET 8. [Ons npo-
[OMKEeHNs pacKpyTKM CTEKa Mbl JOMKHbI AX3acCeMOIMpPoBaTh
Kof no 3ToMy afpecy:

JucTyar 10. JIuBacceMONEpHEN NMCTMHT NpaMaTepPMHCKON OQYHKUuM

(«BaBymrm»)

004012FA call 00401350

004012FF cmp eax,0FFh

00401302 je 0040132D

00401304 push eax

00401305 1lea eax, [esp+8]

00401309 push  405054h

0040130E push eax

0040130F call dword ptr ds:[4033B4h]

00401315 add
00401318 lea

esp,0Ch
ecx, [esp+4]
0

0040131C push

0040131E push 0
00401320 push ecx
00401321 mov ecx,esi
00401323 call  00401Bc4

00401328 pop esi
00401329 add esp, 64h

0040132C ret ; SS:[ESP] = 6C2923D8

MpokpyumBas 3KpaH BHU3, Mbl 3aMe4aeM MHCTPYKLMIO
ADD ESP, 64, 3akpblBaioLLyto Tekywuin kagp cteka. Eule
BOCEMb 6anT cHUMaeT MHCTPYKUma 40136Fh:RET 8 u yetblI-
pe 6anTta oTTArMBaeT Ha ceba 401328:POP ESI. Takum 06-
pasom, no3uuua appeca Bo3BpaTa B CTeKe paBHa:
current_ESP + 64h + 8 + 4 == 70h. Cnyckaemcs Ha 70h 6ant
HWXe U BUOUM:

JucTver 11. Anpec BoBBpaTa M3 NpaMaTepMHCKON GyHKuumM

0012F500 77E61D49 6C2923D8 00403458 <-- 00401328:POP ESI/ret;

MNepBoe OBOWHOE CNOBO — 3TO 3Ha4veHue peructpa ESI,
KOTOpPbI HaM MPEeACTOUT BPYYHYIO BOCCTAHOBWTL; BTOPOE —
agpec BosBpata u3 yHkumn. Haxatuem <Ctrl-G>,
«0x6C2923D8» Mbl NPOJOMKAEM pacKpyymBaTb CTEK:

JivcTyar 12. JmBacceMONepHsNf NMCTVHT NpanpaMaTepMHCKOM OQyHKuym

6C2923D8  jmp 6C29237B

6C29237B  mov eax,ebx
6C29237D pop esi
6C29237E  pop ebx
6C29237F pop ebp
6C292380 ret 1ch

BoT Mbl 1 pobpanvcb [0 BOCCTAHOBIIEHWS PerncTpos!
CmeCTMBLUMCb HA OFHO ABOVHOE CNOBO BNPaBo (OHO TOMbKO
YTO 6bINIO BLITONKHYTO U3 cTeka komaHgon RET), nepexogum
B OKHO «Registers» n BocctaHasnmeaem pernctpbl ESI, EBX,
EBP, n3Bnekas coxpaHeHHble 3Ha4eHWsi U3 CTeKa:

No12(13), nekabpb 2003

nporpaMMUpoBanme

Jmcruar 13. CopepxuMoe PETMCTPOB, paHee COXPAaHEHHHX B CTEKe
BMeCTe C afpecoM BO3BpaTa

0012F500 T77E61D49 6C2923D8 00403458 <-- 6C29237D:pop esi
0012F50C 00000111 0012F540 6C2922AE <-- 6C29237E:pop ebx
/pop ebp/ret 1Ch

Kak BapnaHT MOXHO nepemecTutb peructp EIP Ha agpec
6C29237Dh, a pernctp ESP Ha agpec 12F508h, nocne yero
HaxaTb Ha <F5> ons npoforXeHUs BbINOMHEHUS NPOrpam-
Mbl. U1 3TOT npvem pencteuTenibHo cpabatkisaeTt! Mpuyem
peaHnM1poBaHHas NporpaMma yxe He pyraeTcsl Ha OLUVOKY
nocrnegHen onepauumn (Kak 310 6bI10 NPU BOCCTAHOBMEHWUN
MyTeM NPUHYAMTENBHOrO BbIXOAA U3 PYHKLWK), a MPOCTO ee
He BbinonHgeT. Kpacoral

NMepefaya ynpasneHns Ha YHKLYUIO
06paboTKH COOGLIEHHNA
[Bym npefplgyLiMm crocobam «peaHumaLlmn» npunoxXeHUn
MPUCYLLM Cepbe3Hble orpaHuyeHns n Hegoctatku. lNpu T4-
XenblX paspyLlleHnsx CTeka, BbI3BaHHbIX arakamu Tuna
buffer overfull unn xe NPocTo anropuTMMUHYECKUMM OLIMOKa-
MW, COAEPXUMOE BaXHEWLLMX PerncTpos npoueccopa oka-
XETCH UCKAXKEHO, N Mbl YK€ HE CMOXEM HU COBEPLUNTL OTKAaT
(cTek yTepsiH), HW BbINTY 13 TekyLlen dyHkumm (EIP cmoTput
B KOCMOC). B KOHCOMbHbIX MPUNOXEHWSAX B TaKOW CUTyaLmu
LEACTBUTENIbHO 04EeHb Maro YTO MOXHO caenatb... Bot GUI -
ppyroe feno! KoHuenuus cobbITUIMHO OPUEHTUPOBAHHON ap-
XUTEKTYpPbI HALENAET BCSKOE OKOHHOE NMPUNOXeHne onpepe-
NEHHbIMU CepBepHbIMU YHKUMAMKU. [laxe ecnu TeKyLun
KOHTEKCT BbINOSIHEHNA HEoOpaTUMO YTEPSH, Mbl MOXEM re-
penaTb yrnpasrieHWe Ha LMK U3BMEeYeHns 1 gucneTyepunsa-
LMK COOBLLEHWI, 3acTaBnAsa nNporpammy npotomKuTe obpa-
60TKY OENCTBUM NOMnb30BaTens.

Knaccuyeckunin UmMkn 06paboTKu COOBLLEHUIA BbIMMAAUT Tak:

JucTvar 14. Knaccuueckmit UMKI OGpaBoTKM COOBUEHM

while (GetMessage(&msg, NULL, 0, 0))
{
TranslateMessage (&msg) ;
DispatchMessage (&msg) ;

}

Bce, 4TO Ham HYXHO, — 3TO Nepedatb ynpasieHWe Ha LMK
while, gaxe He 3a60TACb O HACTPOWKE Kafpa CTeKa, MOCKObKY
ONTVMM3NPOBAHHbIE NPOrpaMMbl (& TAKOBbIX 6OSbLUMHCTBO)
afpecyloT CBOM JIOKasibHble NepemMeHHble He Yepes EBP, a
HemnocpencTBeHHO Yepe3 cam ESP. KoHewHo, npu ob6palie-
HUM K MepeMeHHON Msg, PYHKLMSA YyrpobuT coaepXvmoe cTe-
Ka, nexatlee H1Xe ero BepLUMHbI, HO 3TO YXXEe He BaXHO.

MpaBga, npu BbIXOAE W3 NPUNOXEHUS OHO YnadeT OKOH-
yaTenbHO (Befb BMECTO afgpeca Bo3Bpata M3 (yHKLuM 06-
paboTku coobLLeHnn MalunHHaa komadda RET obHapyxut
Ha BEPLUMHE CTeKa HEM3BECTHO YTO), HO 3TO MPOU30MIET NOC-
ne COXpaHeHUs BCeX AaHHbIX, ¥ NOTOMY HUKAKOW yrpo3bl He
HeceT. VckoyeHne cocTaBnatoT NPUIIoXeHnus, «3abbiBato-
LLye» 3aKpbITb BCE OTKPbITble (hainbl U nepeknagpisatoLLye
3Ty paboty Ha nneun dyHkumm ExitProcess. Yto x! MoxHo
Tak noanpasuTb agpec BO3BpaTa, YToObl OH yKasblBan Ha
ExitProcess!

[Hasante cospgagmm npoctenee Windows-npunoxeHve
1 No3KcnepumeHTupyem ¢ HUM. 3anyctue Microsoft Visual
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NporpaMMupoBanme

Studio Bbibepem «New — Project — Win32 Application» u
Tam — «Typical Hello, World application». [lo6aBum HOBbIV
MyHKT MeHIo, a B HeM: char *p; *p = 0; n oTKOMNUnMpyem 31oT
MPOEKT C OTNIafo4HON MHGopMaLment.

PoHsiem npunoxexune Ha non u, 3anycTue 0Tnagyuk, nog-
FOHSIEM MbILLb K NEepBOM CTPOKE LMKa 06paboTku coobLLe-
HUA W B MOSBMBLUEMCS KOHTEKCTHOM MEHIO HaXOAMM MyHKT
«Set Next Statement». Haxumaem <F5> ans Bo306HOBNEHUS
paboTbl MPOrpamMMbl U... OHa OeACTBUTENbHO BO30OHOBNSET
CBOI paborty!

A Tenepb OTKOMMWUAMPYEM HaLLl NPOEKT B YUCTOBOM Bapwi-
aHTe (T.e. 6€3 0TNAA0YHOM MHOPMaLMKM) 1 nonpobyem pea-
HUMMPOBATb NPUSIOXKEHWE B rONIOM MaLUMHHOM Koge. INonb3y-
SICb TeM 06CcTOATENLCTBOM, 4TO Windows — 3T0 AencTBUTESNb-
HO MHOro3afa4Has cpefa, B KOTOPOW KpyLUEHWe OJHOro npo-
Llecca He Mellaet paboTe BCex OCTallbHbIX, 3anyCcTUM CBOW
nobumbIn gusaccembnep (Hanpumep IDA PRO) u npoaranu-
3upyem Tabauly “mnopTa OTNaXvMBaemow nporpaMmel (BO-
00LLIe-TO 9TO MOXET cAenatb U 6ecnnaTHo pacnpocTpaHse-
MbIn dumpbin, HO ero OTYET HE Tak HarnsageH).

Llenbto Hawwero noucka 6yayT yHkumm TranslateMessage/
DispatchMessage 1 nepekpecTHble CChINKK1, BeyLune K LuK-
ny BbIGOPKN COOBLLEHWA.

Jmcruur 15. Nomck oyHkumit TranslateMessage/DispatchMessage
B Tabmume uMmopTa

.idata:004040E0 ; BOOL _ stdcall J
TranslateMessage (const MSG *1pMsg)
.idata:004040E0 extrn TranslateMessage:dword ; DATA .

XREF: WinMain@1l6+71°r
.idata:004040E0 _WinMain@16+8D?r
.idata:004040E4 ; LONG stdcall J

DispatchMessageA (const MSG *lpMsg)

.idata:004040E4 extrn DispatchMessageA:dword ; DATA .
XREF: WinMain@16+94?r

.idata:004040E8

C cyHkumei DispatchMessage cBfi3aHa BCEro nLlb OAHA
MepPeKpecTHas CChifika, CO BCeW 04EBMAHOCTHIO BegyLias K
MCKOMOMY LIMKJTy 06pabOoTKM COOBLLEHNI, AN3aCCEMOIEPHDBIN
KOZ KOTOPOro BbIrMAAuT TakK:

JrcTvHr 16. JimsacceMGNEpHEN JUCTHMHT QYHKIMM OBpaBoTKM COOBmEHMi

.text:00401050
.text:00401050

mov edi, ds:GetMessageA
nepBslf BHBOB GetMessageA (sTo eme
He UMK, 3TO TONBKO €ro NpefnBephe)

.text:00401050

.text:00401056 push 0 ; wMsgFilterMax
.text:00401058 push 0 ; wMsgFilterMin
.text:0040105A lea ecx, [esp+2Ch+Msg]

.text:0040105A
.text:0040105A
.text:00401052
.text:0040105A
.text:0040105A

ECX ykassBaeT Ha O6nacTb NaMsTH, depes
xoTopynw GetMessageA cTaHeT BOBBpamaTh

coobuenne. Tekymee 3HaueHue ESP MoxeT BHTH
JN6EM, TJIaBHOE, YTOBH OHO YKaBSHBAJNO Ha
TeVICTBUTENBHY0 O6NacTh maMaTH (CM. KapTy
naMsTvi, eci BHaueHne ESP OKaBanock MCKKEHO
HaCTONBKO, UTO BHBEJO €r'0 B «KOCMOC»)

.text:0040105A

.text:0040105E push 0 ; hWnd
.text:00401060 push  ecx ; lpMsg
.text:00401061 mov esi, eax
.text:00401063 call edi ; GetMessageA

.text:0040106
.text:00401063
.text:00401065 test eax, eax
.text:00401067 jz short loc 4010AD
.text:00401067 NpoBepKa Ha Hanuuue HeoBpaBoTaHHEHX
CoobWeHnt B ouepenn

BHBHBaeM GetMessageA

.text:00401067

. text:00401077 loc_401077: ;CODE XREF: _WinMain@16+A9?j
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.text:00401077
.text:00401077
.text:00401077 mov
.text:0040107B lea
.text:0040107B

Havamo muyKiIa o6paboTky CooBmeHuit

eax, [esp+2Ch+Msg.hwnd]
edx, [esp+2Ch+Msg]

EDX ykassBaeT Ha OBJacTh HaMsITH,
MCNONBBYeMyl OIS NepefauM COoBWeHun

.text:0040107B

.text:0040107F push  edx ; lpMsg
.text:00401080 push esi ; hAccTable
.text:00401081 push  eax ; hWnd
.text:00401082 call ebx ; TranslateAcceleratorA

.text:00401082
.text:00401082
.text:00401084 test
.text:00401086 jnz

.text:00401086

BHSHBaeM QyHkuuo TranslateAcceleratorA

eax, eax
short loc_40109A
NpoBepka Ha Hanuume B OYEPeny
HeoBpaBoTaHHHX COOBWEeHNMI

.text:00401086

.text:00401088 lea ecx, [esp+2Ch+Msg]
.text:0040108C push  ecx ; lpMsg
.text:0040108D call ebp ; TranslateMessage

.text:0040108D

BHSHBaeM Qynkumo TranslateMessage, ecmm
€CTBb YTO TPaHCIMPOBATH

.text:0040108D

.text:0040108F lea
.text:00401093
.text:00401094
.text:00401094
.text:0040109A

edx, [esp+2Ch+Msg]
push  edx ; lpMsg
call ds:DispatchMessageA
; mucneTyepusyeM coobuerue

.text:0040109A loc_40109A: ; CODE XREF: WinMain@16+86?]
.text:0040109A push 0 ; wMsgFilterMax
.text:0040109C push 0 ; wMsgFilterMin
.text:0040109E lea eax, [esp+34h+Msg]
.text:004010A2 push 0 ; hWnd
.text:004010A4 push eax ; lpMsg
.text:004010A5 call edi ; GetMessageA

.text:004010A5
.text:004010A5
.text:004010A7 test eax, eax
.text:004010A9 jnz short loc 401077
.text:004010A9 ; BpamaeM K] oBpaBoTkM COOBWEHM
.text:004010A9

.text:004010AB pPop ebp

.text:004010AC Pop ebx

.text:004010AD

; uMTaeM ouepefiHOe COOBUEHME ¥B OUepesu

.text:004010AD loc_4010AD: ; CODE XREF: WinMain@16+67?]
.text:004010AD mov eax, [espt24h+Msg.wParam]
.text:004010B1 pop edi

.text:004010B2 pPop esi

.text:004010B3 add esp, 1Ch

.text:004010B6 retn 10h

.text:004010B6 _WinMain@16 endp

MbI BUAMM, YTO LKIT 06pabOoTKN COOOLLIEHNI HAYMHAEeTCs
¢ agpeca 401050h 1 MeHHO Ha 3TOT afpec crepyet nepe-
[aTb ynpasneHue, YToobl BO30OHOBUTL pabOTy ynaBLUEN MPO-
rpammbl. [Tpobyem cpenatb 370 W... NporpamMma padortaer!

PasymeeTcs, HacTosiLLEee NPUNOXKEHNE OXMBUTb HAMHOIO
CINOXHEE, MOCKOIbKY LMK 06paboTKM COOBLLEHW B HEM pac-
CpefoTo4eH Nno 60MbLIOMY KOIMHYECTBY (PYHKLMKW, OTOXe-
CTBWUTb KOTOPbIE NPWU GErnom An3acceMbImpoBaHn HEBO3-
MOXHO. TeM He MeHee, NPUIOXeHNS, MOCTPOEHHbIE Ha OCHO-
Be 06LefoCTynHbIX 6ubnuotek (Hanpumep MFC, OVL) 06-
najarT BrosiHe NpPeackasyemMon apxuTekTypon, N peaHumm-
poBaTh WX BMOSIHE BO3MOXHO.

PaccmoTpum, Kak yCTpoeH LMK 06paboTKM COOBLLIEHWI B
MFC. BorbLuyto 4acTb cBOero BpeMeru ncnonHenns MFC-npu-
noxeHus NpoBogaT BHyTpU dyHkumm CWinThread::Run(void),
KOTOpas nepuogMyeckn onpaluMBaeT o4Yepedb Ha npeamet
MOCTYNIIEHNUS CBEXMX COOOBLLEHWIA U PACCHITAET UX COOTBET-
cTByOWMUM obpaboTymkam. Ecnv ognH 13 06paboTyMKoB
CMOTKHYNCA W [OBEN CUCTEMY A0 KPUTUHECKON OLUMOKU, Bbl-
MOSIHEHWE NPOrpamMbl MOXET 6bITb NPOAOMKEHO B (PYHKLMK
Run. B aToMm-TO 1 3akntoyaeTcs ee rnasHas npenects!

@OyHKUMA HE UMEeT fBHbIX apryMeHTOB, HO MpUHUMaeT
CKpbITLIA aprymeHT this, ykasbiBaloLLen Ha aK3eMnnap Krac-
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ca CWinThread unu npon3BogHbIN OT HEro Knacc, 6e3 KoTo-
poro goyHKLMA NPOCTO HE CMOXET paboTatsk. K cyacTbto, Tab-
n1ubl BUPTYanbHbIX MeTopos knacca CWinThread cogepxar
[O0CTaTO4HO KONMNYECTBO «POAMMBIX MATEH», YTOObI yKa3aTesb
this MOXHO 6bIN0 BOCCO3[ATb BPYUHY!O.

3arpyaum cyHkumo Run B gusaccemoénep n 0TMETUM BCe
obpalleHuns K Tabnuue BMPTYyanbHbIX METOLOB, afpecyeMon
yepes peructp ECX.

JucTuar 17. JiusacceMOnepHEN JMCTMHI QyHKumu Run (bparmeHT)

.text:6C29919D n2k Trasnlate main:
; CODE XREF: MFC42 5715+1F?j
; MFC42_5715+67?j ...
mov eax, [esi]
mov ecx, esi
call dword ptr [eax+64h]
; CWinThread: : PumpMessage (void)

.text:6C29919D
.text:6C29919D
.text:6C29919F
.text:6C2991A1

.text:6C2991A4 test eax, eax
.text:6C2991A6 jz short loc_6C2991DA
.text:6C2991A8 mov eax, [esi]
.text:6C2991AA lea ebp, [esit+34h]
.text:6C2991AD push  ebp

.text:6C2991AE mov ecx, esi
.text:6C2991B0 call dword ptr [eax+6Ch]

; CWinThread::IsIdleMessage (MSG*)

.text:6C2991B3 test eax, eax
.text:6C2991B5 jz short loc_6C2991BE
.text:6C2991B7 push 1

.text:6C2991B9 mov [esp+14h], ebx
.text:6C2991BD pop edi

.text:6C2991BE

.text:6C2991BE loc 6C2991BE:

; CODE XREF: MFC42_5715+51?j
.text:6C2991BE push  ebx ; wWRemoveMsg
.text:6C2991BF push  ebx ; wMsgFilterMax
.text:6C2991C0 push  ebx ; wMsgFilterMin
.text:6C2991C1 push  ebx ; hWnd
.text:6C2991C2 push  ebp ; lpMsg
.text:6C2991C3 call ds:PeekMessageA
.text:6C2991C9 test eax, eax

.text:6C2991CB jnz
.text:6C2991CD

short n2k Trasnlate main

Takvm o6pa3oM, yHKLUMA Run oxupaeT nonyyutb yka-
3aresfib Ha [BOVHOE CNoBO, yKasblBatoLee Ha Tabnuuy BuUp-
TyanbHbIX MeTofoB, 0x19 1 0x1B anemeHTbl kKOTOpOW Mpes-
cTaensaT cobon yHkuum PumpMessage u IsldleMessage
COOTBETCTBEHHO (MMM MEPEXOOHUKM K HUM). Agpeca uMmnop-
TUPYEMbIX (DYHKLMIA, ECAIN TOMNBKO AMHaMMYecKas 6ubnuoTe-
Ka He 6blia NepeMeLLeHa, MOXHO y3HaTb B TOM Xe Ou3ac-
cembérepe; B NPOTUBHOM CIly4ae, cnefyeTt OTTankuearbCs OT
6a30BOro agpeca Mogyns, oTobpaxaemoro oTnagymMkom no
komange «Modules». pu ycnosum, 410 3TV iBE PYHKLMK He
6bIfIM NEPEKPbITbI MPOrPaMMUCTOM, MOUCK HY>XXHON Ham BUp-
TyasnbHOW TabauLbl He COCTaBUT HUKaKOro Tpyga.

Mo HenoHATHbIM npuymHamM 6ubnuoteka MFC42.DLL He
SKCMOPTUPYET CUMBOSIbHBLIX UMEH (OYHKLMA, 1 3Ty UHGOpMa-
LMK HaMm mpuxoguTca fobbiBath camocTosTensHo. O6pabo-
TaB 6mbnmoteky MFC42.LIB ytunuton dumpbin, 3anyLuen-
HOM ¢ KntoyoM «/ARCH», Mbl onpefenum opauHasbl 06emx
yHKkumn (opanHan PumpMessage — 5307, a IsldleMessage —
4079). OcTaeTca HalTV 3TN 3Ha4YeHNs B akcnopTe 6ubnmoTe-
kn MFC42.DLL (dumpbin /EXPORTS mfc42.dll > mfc42.ixt),
M3 Yero Mbl y3Haem 4To agpec yHkumm PumpMessage:
6C291194h, a IsldleMessage — 6C292583h.

Tenepb Mbl OONXHbI HAWTW yKasaTenun Ha PyHKUUU
PumpMessage/IsldleMessage B namsTi, a To4Hee — B Cek-
UMW JaHHbIX, 6230BbIN afpec KOTOPON COAEPXKUTCH B 3aro-
noeke PE-ghanina, Tonbko nomHuTte, 410 B X86-npoLieccopax
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HaumeHee 3Ha4yMMbIN 6aWT pacnonaraeTcs N0 MeHbLUeMy
agpecy, T.e. BCe 4ucna 3anucbiBatoTcs 3adoM Hanepepq (K
coxaneHuto, otnagymk Microsoft Visual Studio Debugger He
MOALEPXMBAET Ornepaumnio noucka B nNamaTi, U HaMm MpUXo-
AMTCS OelcTBOBaTb 06XOOHbIM NyTeM — KOMMpoBaTb comep-
X1Moe famna B 6ydep obMeHa, BCTaBNATbL €ro B TEKCTOBOM
thaiin n, Haxas <F7>, uckatb agpeca yxe Tam).

[onro nn, KOPOTKO N1, HO MHTEpEeCYIoLLME HAC yKasaTenu
o6HapyxmBatoTca no agpecam 403044h/40304Ch (ectecTBeH-
HO, y BacC 3TK agpeca MoryT 6bITb 1 gpyrumu). MNpuyem obpa-
TUTE BHMMaHWE: paccTosHNe MexXay ykasaTensmu B TOYHOC-
TV PaBHO PacCTOSHWMIO Mexay ykasatenamu Ha [EAX + 64h]
n [EAX + 6Ch], a o4epegHOCTb MX pa3MeLLeHns B namsTu
obpaTHa nopsaKy o6bABEHUS BUPTYasbHbIX METOLOB. JTO
XOPOLLMI MPU3HAK, 1 Mbl, CKOPEee BCEro, HaxoauMmcs Ha npa-
BWIbHOM MyTW:

JmcTuur 18. Anpeca oyHkumiz IsIdleMessage/PumpMessage, Hait-
OEeHHHe B CEeKUMM OAHHEIX

IsIdleMessage/PumpMessage

00403044 6C2911D4 6C292583 6C291194
00403050 6C2913D0 6C299144 6C297129
0040305C  6C297129 6C297129 6C291A47

Ykasatenu, ykasbiawowye Ha agpeca 403048h/40304Ch,
04eBWAHO, ¥ OyOyT KaHOMgaTamu B 4NeHbl UICKOMOW Tabsnu-
bl BAPTyanbHbIXx MeTopos knacca CWinThread. Pacwupus
cpepy novicka BCEM afpecHbIM NMPOCTPAHCTBOM OTNaXuBae-
MOro rpoLiecca, Mbl 06HapyXuBaem [Bsa CrefytoLmx nepe-
XOOHVKa:

Jmctuar 19. MNepexopunky x dyHkumsM IsIdleMessage/PumpMessage,
HalleHHHe TaM Xe

00401220 jmp dword ptr ds:[403044h] ; IsIdleMessage
00401A26  jmp dword ptr ds:[403048h] ;
0040122C  jmp dword ptr ds:[40304Ch] ; PumpMessage

Ara, yxe Tennee! Mbl HaLWnW He camu BUPTYasbHbIe QyH-
KUMKW, HO NepexodHUKM K HUM. PackpydvBas 3TOT 3anyTaH-
HbIM KNYy60K, nonpobyemM oTbicKaTb CCbIfkM Ha 401A26h/
401A2Ch, koTopble nepeaatoT ynpasrieHne Ha NpuBeaeHHbIN
BblLLE KOA;

JucTuar 20. BupryaneHas TaGmmua knacca CWinThread

00403490 00401A9E 00401040 004015F0

<-- 0x0, 0xl, 0x2 >31eMeHTH
0040349C 00401390 004015F0 00401A98

<-- 0x3, 0x4, 0x5 sneMeHTH
00403428 00401A92 00401A8C 00401A86

<-- 0x6, O0x7, 0x8 s3;memMeHTH
004034B4 00401A80 00401A7A 00401A74

<-- 0x9, O0xA, O0xB 3JeMeHTH
004034C0 00401010 00401A6E 00401A68

<-- 0xC, 0xD, OxE 3neMeHTH
004034CC  00401A62 00401A5C 00401A56

<-- 0xF, 0x10, 0x1l s;memeHTH
004034D8 00401A50 00401A4A 00401A44

<-- 0x12, 0x13, 0x14 aneMeHTH
004034E4 00401A3E 004010BO 00401A38

<-- 0x15, 0x16, 0x17 sneMeHTH
004034F0 00401A32 00401A2C 00401A26

<-- 0x18, 0x19, 0x1A snemeHTH (PumpMessage)
004034FC  00401A20 00401A1A 00401A14

<-- 0x1B, 0x1C, 0x1D snemenTn (IsIdleMessage)

[axe HeonbITHLIN UCCNegoBaTenb NPorpaMMm pacrosHa-
€T B 3TOW CTPYKTYpPE AaHHbIX Tabnmuy BUPTYanbHbIX (YHKLWA.
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Ykasatenu Ha nepexogHukn k PumpMessage/lsldieMessage
pasfensalTcs POBHO OOHWUM 3MIEMEHTOM, Kak Toro 1 Tpebytot
ycrnosus 3agadn. pegnonoxum, YTo 3To BUPTYyanbHas Tab-
nvua, KoTopas HaM W HyxHa. [1ng npoBepKn 3TOro npegno-
noxeHus otcyutaem 0x19 anemeHtoB Bepx oT 4034F4h u
MonbITaeMCsi HaWTW yKasaTtenb, CCbINalLMnca Ha ee Hava-
no. Ecnu noeeset v OH OKaxeTcsa 3K3eMMNnspoM Krnacca
CwinThread, Torga nporpaMma CMOXeT KOPPEKTHO MpoLos-
XUTb CBOK paboTy:

JncTuar 21. 3ksemmnsp knacca CWinThread, BpyuHyN HaliAeHHSI!
HaMyM B NaMATH

00405088
004050C4

00403490 00000001 00000000
00000000 00000000 00000001

[encteutensHo, B NnaMAT 06HAPYXXMBAETCA HEYTO MOXO-
xee. 3anucoiBaem B pernctp ECX 3Hadvenvie 4050B8h, Haxo-
OVMM B mamMsaTh yHKUMIo Run (Kak y>e roBopunoch, eciu
TOMNbKO OHa He Bbina nepekpbiTa, ee agpec — 6C299164h —
n3secteH). Haxumaem <Ctrl-G>, 3atem «0x6C299164», n B
KOHTEKCTHOM MEHIO, BbI3BAHHOM MPaBOW KNaBuLLe MbILL,
Bbl6paem «Set Next Statement». MNporpamma, otaenaswmch
NerkuM MUcnyrom, NpoLoKaeT CBOE UCMONHEHME, HY a Mbl Ha
pagocTax uaem nuTb NUBO (Kodbe, KBac, Yai — no BKYyCY).

AHanorMyHbIM NyTeM MOXHO BEPHYTb K XWU3HU U 3aBUC-
LLUMe NPUIIOXEHUS, NOTePsBLUME HUTb YNPaBREeHNs N He pea-
TMPYIOLLME HU Ha Mbllb, HU HA KNnasuatypy.

...B oThene nporpaMm Bech o Gbil YCesiH AblpovKkamu OT rnepgokapt

U Kakne-To My>XWKM nos3anu no packataHHow no nosy 20-MeTpoBo
pacrne4aTtke aBapuyiHoro gamna namstu ¢ Lesiblo 06HapYXeHWs1 OLLUNOKN
B pacnpegenutene namatu OC-360. K npesvgeHTy nofoLuesn HaqyaslbHUK
orgena v coobLyn, 4To eCTb Hagexaa caenatb 3T0 eLye K 06eny.
10.AHTOHOB «lOHOCTB [eviTca»

Jamn namatu (memory dump, Takxe Ha3blBaeMbIi KOPOW [OT
aHrNMACKOro core — ceppauesmnHal, crash- unn aBapunHbIM
AamnoM), COPOLLEHHbIA CUCTEMON MPU BO3HUKHOBEHWUN KpU-
TUYECKOW OLUMOKN — He camoe ybeamTeNibHoe CPefcTBo ans
BbISIBMEHWUSA NPUYUH KaTaCTPOMbl, HO HUYEro ApYroro B py-
Kax agMuWHMCTpaTopa 3a4acTyro NpocTo He 6bieaet. Nocne-
[HWI B3[0X ONepaLMOHHON CUCTEMBI, MOXOXMI HA JYPHO Nax-
HYLLLYIO HaBO3HYIO Ky4y, U3 KOTOPOW BbICOBLIBAETCA YEN-TO
HaMoMoOBUHY Pa3NOXMBLUMIACA TPYM, MFHOBEHHBIM CHUMKOM
3aneyaTneHHblii B MOMEHT HEYyCTPaHUMOro ¢60s, — BOT 4TO
Takoe gamn namsaTu! KonaHue B HeM Bpsd M OCTaBUT Bam
yOooBONbCTBME. He MCKNYEHO, YTO UCTUHHOMO BUHOBHUKA
Kpaxa cucTeMbl BOOGLLE He yaacTca HanTu. [Jonyctum, He-
KW HEKOPPEKTHO paboTaroLuin gpansep BTOpres B 06nacTb
namaTi, NpuHagnexatlyo gpyromy npavsepy, U Harfbim 06-
pasoMm 3aTep KpUTUYECKME CTPYKTYPbl AaHHbIX, CAenas 13
yucen BuHerpet. K ToMy MOMEHTY, Korga fpaviBep-xepTsa
nongeTt Bpas3HOC, ApanBep-XULHUK MOXET 6bITb BOOOLLE
BbIFPYXXEH M3 CUCTEMbI, U OMNpedenuTb ero nNpu4acTHOCTb K
KPYLLEHUIO CUCTEMbI MO OJHOMY NULLUbL AaMMy NPaKTUHECKM
HepeanbHO.

TeM He MeHee, NONMHOCTLI0 MFHOPUPOBAaTL (PaKT CyLLECTBO-
BaHWs Jamna, npaso Xe, He CTouT. B KOoHLe KOHLIOB, 0 BO3-
HUKHOBEHMS MHTEPaKTUBHBIX OTNaA4YMKOB OLLUMOKM B MPOrpam-
Max Mpuxoamnoch Uckartb UMEHHO Tak. /136anoBaHHOCTb CO-
BPEMEHHbBIX MPOrpamMMMCTOB BU3YyasibHbIMU CPEACTBAMM aHa-
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nn3a, yBbl, He O6ABASET UM YBEPEHHOCTW B TEX CUTYyaLMsX,
KOrga HeymonvMmas 3HTPOMnus OCTaBAAET UX CO CBOMMM Npo-
6nemamuv ofuH Ha ofuH. Ho [OBOMLHO NNpUKK. Nepexoanm K
Aeny, pacnuceiBas Kaxgoe LelCcTBMe Mo Liaram.

MNepBbIM [ENOM HEO6XOAUMO BOMTU B KOHMUrypauuio
cuctemsl («MaHenb ynpasneHus» — «Cuctema»/«Control
Panel» — «System») n ybegutbcs, YTO HACTPOVKM Aamna
COOTBETCTBYIOT NPeAbaABAAEMbIM K HUM TpeboBaHUAM
(«dononHuTenbHO» — «3arpyska u BOCCTAHOBNEHUE» —
«OTKa3 cuctembl»/«Startup/Shutdown» — «Recovery» B
Windows 2000 RUS n Windows NT 4.0 ENG cooTBeTCTBEH-
HO). OnepauuoHHas cuctema Windows 2000 noggepxuBsa-
eT TPpU pasHOBMOHOCTM [AMMOB NaMATW: Manbli gamn na-
matn (small memory dump), gamn namsatu agpa (kernel
memory dump) 1 nonHbIn gamn namatu (complete dump
memory). [na u3MeHeHns HacTpOeK gamna Bbl JOMKHbI
MMeTb npasa agMuHKUCTpaTopa.

Maneni gamn namsTu 3aHMMaeT Bcero nuwwb 64 K6 (a
OTHIOOb He 2 M6, KaK yTBEPXOAET KOHTEKCTHAS MOMOLLb) W
BKITHO4aeT B Ceos:

B Konwuio rony6oro aKkpaHa CMepTH;
B nepeyeHb 3arpyXeHHbIX LpaiiBepos;
B KOHTEKCT 06pPYLUMBLLErOCS NpoLecca Co BCEMM €ro noTo-

Kamu;

B nepBble 16 K6 comepXMMoro saepHoro cteka o6pyLUMB-

LLlerocst NoToKa.

PazouyaposbiBaioLme manomHgopmaTBHble cBefeHus!
HenocpencTeeHHbIN aHanua gamna faeT Ham Nullb afpec
BO3HWMKHOBEHMS OLUMOKM 1 UMS ApaiBepa, K KOTOpOMYy 3TOT
agpec npuHagnexwvr. MNpu ycnosum, YTo KOHGMrypaums cuc-
TEMbl He 6blfla U3MEeHeHa Nocne BO3HUKHOBEHWS CO0S, Mbl
MOXEM 3arpy3uTb OTNaA4vK 1 anm3acceMbmpoBarhb nogo3pe-
BaeMbIi Apansep, HO 3TO Marno Y4To gact. Bedb copgepxumoe
CerMeHTa AaHHbIX Ha MOMEHT BO3HUKHOBEHWS CO0S Ham He-
N3BECTHO, 60fIee TOro, Mbl HE MOXEM YTBEepXAaTb, YTO BU-
OVM Te Xe camble MalUHHbIE KOMaHAbl, Y4TO BbI3Banu cO0W.
MoaTomy manblii Jamn namsTy noneseH Nub TeM agMUHUC-
TpaTopaMm, KOTOpbIM JOCTaTO4HO OAHOMO NULLb UMEHN HecTa-
6unbHOro apansepa. Kak nokasbiBaeT NpakTUKa, B NoaBns-
toLemM GONbLUMHCTBE CIlyYaeB 3TOM MHOpMaLMK OKasblBa-
€TCA BnoSHe JocTaToyHo. PaspaboTyvkam gpavisepa OTCbl-
naetcs rHeBHbIN 6aH-panopT (BMecTe ¢ gamnom!), a cam gpan-
BEp TEM BPEMEHEM 3aMeHsIeTCA ApyruM — 6onee HOBbIM W
HagexXHbIM. 1o ymonyaHuio Manblii jaMn namsaTi 3anucbisa-
eTcs B ampekTopuio %SystemRoot%\Minidump, roe emy npu-
csavBaetca ums «Mini», fnata 3anucy gamna v nopsaKoBbIv
HOMep c605 Ha AaHHbIN AeHb. Hanpumep «Mini110701-
69.dmp» — 69 gamn cuctembl oT 07 Hos6pa 2001 roga (He
nyraiTeck! 3TO NPOCTO A OTNaxuBan gpavsepa).

HAamn namatv agpa conepXvT HamHOro 605ee MosHy
MHbopMaLIMio 0 C60e 1 BKIOHAET B ce65 BCIO NamATb, Bblge-
NEHHYI0 SAPOM 1 ero KOMMOHeHTaMu (apaviBepaMu, ypoBHEM
abcTpakumm 0T 060py[oBaHns U T. [.), a TaKxe Konmio akpa-
Ha cMepTW. Pasmep gamna namsTu sgpa 3aBUCKT OT KONWYe-
CTBA YCTaHOBIEHHbIX ApanBepoB U BapbMpyeTcs OT cucTe-
Mbl K cucTeme. KOHTEKCTHas MOMOLLb YTBEPXAAET, 4To 3Ta
BenunymHa coctasnset ot 50 go 800 M6. Hy, Ha cyet 800 M6
aBTOpbl AIBHO 3arHynu, n oo6bem B 50-100 M6 BbIrnagut 6o-
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nee BEPOSATHbIM (TEXHMYECKas BOKYMEHTaLWs Ha CUCTEMY CO-
06LLIAEeT, 4TO OPUEHTNPOBOYHBIN pa3Mep Aamna sapa cocTas-
nseT TpeTb 06beMa (PU3NYECKON OMepaTUBHON NamaTH, yc-
TAQHOBJIEHHOM Ha cucTeMe). OTO HamnyyLwunii KOMNPOMUCC
MEeXAy HaknagHbIMW pacxogamu Ha AMCKOBOE MPOCTPAHCTBO,
CKOPOCTbIO cOpoca aamna 1 MHHOPMATUBHOCTLIO NOCnegHe-
ro. Becb [XEHTNbMEHCKWUA MUHUMYM MHOPMaLMK B Ballem
pacrnopsixeHuu. NpakTnyeckn BCe TUMOBbIE OLLUMOKN ApaiBse-

POB M MPOYMX SAEPHbIX KOMMOHEHTOB MOrYT ObiThb JIOKANN30-

BaHbl C TOYHOCTbLIO [10 6aviTa, BKIIOHas U Te, YTO Bbl3BaHb! (hu-

314eckuM cO60em annapatypsbl (npaega, Ans 3Toro Bbl JOMKHbI

MMETb HEKOTOPbIN NAaTONOr0aHATOMUYECKWIA OMbIT UCCRenoBa-

HWS TPYMHBIX JAMMOB c1cTeMbl). 1o ymonyaHuio gamn namsatu

fOpa 3anunceiBaeTcs B doann %SystemRoot%\Memory.dmp, 3a-
TVpas UM He 3atupas (B 3aBUCYMOCTU OT TEKYLLMX HACTPO-
eK «Cuctembl») NpegbigyLwmin gamn.

MonHewi gamn naMsTy BKIOYAET B Ce6S BCE COOEPXM-
Moe P13NYECKOM NamsTH KOMMbIOTEPa, 3aHATOE Kak Npuknag-
HbIMW, TaK ¥ SOEPHbIMM KOMMOHeHTamu. MonHbIA gamn nams-
TV OKa3blBaeTCcs 0COOEHHO nonesHbiM npu otnagke ASPI/SPTI
MPUNOXEHW, KOTOPbIe B CUITy CBOEW CreumuKu MoryT ypo-
HWUTb SOPO AaXe C NPUKIAAHOro ypoBHs. HecMOTps Ha JOBOIb-
HO 6OMbLLON pa3Mep, PaBHbIN pa3Mepy ornepaTvBHON NamsTH,
MOMHbIA Aamn ocTaeTcs Havbonee NOOGUMbIM AamMrnom BCex
CUCTEMHBIX MPOrPaMMUCTOB (CUCTEMHbIE Xe afMUHUCTPATO-
Pbl B CBOEW Macce npeanoyuTaroT Manbin gamn). 3710 He noka-
XETCA YOAMBUTESNbHBIM, €CAW BCMIOMHUTb, Y4TO 06bEeMbl XEeCT-
KWX OMCKOB AaBHO nepesanuiu 3a otmetky 100 6, a onnata
Tpyda CUCTEMHbIX NPOrPaMMUCTOB 32 MOCEOHNE HECKONbKO
neT Jaxe HecKonbko Bodpocna. Jlydille umetb HeBOCTpe6o-
BaHHbIN MOMHLIA [amn Nof PyKOMW, YeM KycaTb NOKTU Npu ero
OTCYTCTBWM. [0 yMONYaHWO NOMHbLIN AaMn NamsaTh 3anucbiBa-
eTcs B dpann %SystemRoot%\Memory.dmp, 3atnpas nnm He
3atupast (B 3aBUCMMOCTU OT TEKYLUMX HACTpoeK «CuCTeMbl»)
npenbloyLLimniA gamn.

Bbibpas npegnoyTMTENbHLIM TUN famna, faBanTe CoBep-
UMM YYeOHbIN YPOH CUCTEMbI, OTpabaTbiBas METOAUKY ero
aHanu3a B nosnesbIX yCrnosusx. s 3TOro Ham NoHagoomTCs:

B KomnnekT paspa6otynka gpaiisepos (Driver Development
Kit unn cokpawienHo DDK), 6ecnnatHo pacnpocTpaHsie-
MbIn doupmon Microsoft n cogepxalymin B cebe nogpo6-
HYIO TEXHUYECKYIO JOKYMEHTaLMo No A4pYy CUCTEMbI; He-
cKonbko komnunaTopos Cu/Cu++ 1 accembnepa, a Tak-
Xe JOCTaTo4HO MpOABMHYTbIE CPeAcTBa aHanusa gamna
namsTu.

B [paieep W2K_KILL.SYS unu no6oii gpyroit gpaiisep-
yéuiua onepaLmoHHow cuctemsl, Hanpumep BDOS.EXE ot
Mapka PycvHoBMYa, NO3BOASIOLLMIA MONY4UTL Aamn B fto-
60e ynobHoe A1 Hac BpeMmsl, He 0OXMOasaCb BO3HUKHOBE-
HUS KPUTUYECKON OLLIMOKK (BecraTHyto KOMMIo nporpam-
Mbl MOXHO CKa4aTb ¢ agpeca http:/www.sysinternals.com).

B Qaiinbl cvMBONBHLIX aeHTUdMKaTopoB (Symbol files), He-
06x0aMMble OTNaguvKam sgpa ans ero HopManbHOro GyHK-
LIMOHMPOBaHNS 1 AenatoLme an3accemonepHsin Kog 6onee
HarnsgHbIM. Oavinbl CUMBOSTbHBIX MOEHTUUKATOPOB BXOLAT
B COCTaB «3eneHoro» Habopa MSDN, Ho, B npuHUune, 6e3
HUX MOXHO M OBONTUCH, OJHAKO NEpeMEHHas OKpYXEHWS
_NT_SYMBOL_PATH no nto6omy gomkHa 6biTe onpegene-
Ha, MHa4e oTnagyvrk i386kd.exe paboraTb He Gymer.
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| O,EI,Ha N HECKOJTbKO KHMXEK, ONMUCbIBAKOLLINX apPXUTEKTY-
py sapa cuctembl. O4eHb XopoLLa B 3TOM CMbICAie «BHyT-
peHHee ycTpoiicTeo Windows 2000» Mapka PyccuHosum-
ya 1 [Jasnga ConoMoHa, HTepecHas Kak CUCTEMHbIM Mpo-
rpaMmmmcTam, Tak U agMUHUCTPaTopam.

Wrtak, yctaHosmB DDK Ha CBOV KOMMbIOTEP M 3aBEPLLMB
BCe NPUIOXeHUs, 3aryckaem apansep-youiLy u... nog cKpu-
MALLMIA 3BYK 3anuCbIBAKOLLErocs gamna, cuctema HeMensneH-
HO BbIGpAaChIBAET roflybon aKpaH CMePTU, KpaTko MHDOPMU-
PYOLLMIA HAc 0 npuyMHax c6os (CM. puc. 5).

**% STOP: 0x0000001E (0xC0000005, OxBEBOB00O, 0x00000000, 0x00000000)
KMODE_EXEPTION NOT_HALTED

*** Address 0xBEBOB00O base at OxBE80A000, Date Stamp 389db915 - w2k_kill.sys

Beginning dump of physical memory
Dumping physical memory to disk: 69

PucyHok 5. Tony6oit sxpan cMepts (BSOD - Blue Screen Of Death),
CBUIETENLCTBYKUM O BOBHUKHOBEHUM HEYCTPaHMMOTO C6OsI CUCTEME
C KpaTkoy uHpopMaument o HeM

[na 60nblUMHCTBA adMUHUCTPATOPOB rony6on 3KpaH
CMEpPTY 03HAYAET NULLb OOHO — CUCTEME MOTMSIOXENO HACTONb-
KO, 4TO OHa npegnoyna CMepTb NO30py HEYCTONYUBOIO (OyH-
KUMOHMPOBaHUA. YTO Xe [0 TauHCTBEHHbIX MUCbMEH — OHU
0CTaKTCA CMIOWHON 3arafkon. Ho Tonbko He AN HacTos-
LMX npodpeccuroxanos!

Mbl Ha4HeM C NeBOro BEPXHEro yrna sKpaHa u, auraara-
MU CMyCKasiCb BHW3, Tpaccupyem BCe HaAnWCcK no nopsiaky.
B «** STOP:» 6ykBasbHO 03HA4YaET «OCTAHOB [CUCTEMbI]» W

HEe HeceT B cebe HMKaKOW JONOSTHUTENBHON NHGopMaLInK;
M «0x0000001E~» npepcTaensiet coboit Bug Check-kog, co-

Aepxaliuin kateropuio c6os. Paclundposky Bug Check-

KozoB MOXHO HanTtv B DDK. B gaHHom cniy4ae ato OX1E —

KMODE_EXEPTION_NOT_HALTED, o 4em n cBuaeTenb-

CTBYET CMMBOJbHOE UM$, PACMOSIOKEHHOE CTPOKOW HUXE.

KpaTtkoe 06bACHEHWE HEKOTOPLIX, Hanbonee nonynsapHbIX

Bug Check-kogos npvseneHo B Tabnuue 1. MonHoTty doup-

MEHHOWM JOKYMEHTaLuW OHa, pasyMeeTcs, He 3ameHseT,

HO HEKOTOpOE NpefcTaBieHne o LieniecoobpasHoOCTU CKa-

ymBaHua 70 M6 DDK Bce-Taku gaer;

B apa6ckas BSA3b B KpYribix CKoGKax — 3To YeTbipe Bug
Check-napameTpa, Qm3nyeckuii CMbICN KOTOPbIX 3aBU-
CUT OT KOHKpeTHoro Bug Check-koga u BHe ero KoH-
TeKcTa TepseT BCAKWUWA CMbICI; MPUMEHUTENBHO K
KMODE_EXEPTION_NOT_HALTED - nepsbii Bug Check-
napameTp COOEepPXMT HoMepP BO3BYXAEHHOMO UCKIHOYEHUS.
Cypsi no Tabmmue 1, ato — STATUS_ACCESS_VIOLATION —
[OCTYN K 3anpeLLeHHOMy agpecy namati — 1 YeTBepTbli
Bug Check-napameTp yka3blBaeT, kakon nMeHHo. B gan-
HOM Cfly4ae OH paBeH Hynio, cnefoBaTefibHO, HekoTopas
MaLLUMHHAs MHCTPYKLMA NoMbITanach COBEPLUNTL obpaLLe-
Hue no null-pointer COOTBETCTBYIOLLEMY MHULMANN3NPO-
BaHHOMY yKa3aTeso, CCbinatoLeMycsl Ha HeBblgeNEHHbIN
pervoH namsatn. Ee agpec cogepxutcs Bo BTopoMm Bug
Check-napametpe. Tpetuit Bug Check-napameTp B AaH-
HOM KOHKPETHOM CIly4ae He onpenerneH;

B «** Address OXBEB0B0O» — 370 1 €CTb TOT agpec, no Ko-
TOpOMYy npowu3oLuen c6oi. B faHHom cryyae OH MaeHTu-
yeH BTopoMy Bug Check-napametpy, ogHako Tak 6biBaet
paneko He Bcerga (Bug Check-kogbl CO6CTBEHHO 1 He Noa-
pSXanUCh XpaHuTb YbK-Nnbo agpeca);

19
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B «base at 0xBEBOAOO» — comepXmT 6a30BbIN afpec 3ar- Kateropus P
hex-kox CHMBOJIbHOE HMST
Py3KVM MOAYNS HapyLUMTENsi CUCTEMHOrO MOpsaKa, Mo Ko- e T T e
onepaun ;s HMeHH
- | nepeKTHBHOTO ipaiiBepa clie/lyeT 00paTHTCS K BETKe
TOPOMy JIErKO YCTaHOBWTb NAcrnopTHbIE NaHHbIE CaMOro 310 HKLMSYSTEM\CurrentControlSet\Control\Session Manager\
. 0x76 PROCESS_HAS_LOCKED_PAGES Memory u napawerp TrackL
ro mogynsa (B HUMaHue: Oaneko He BO BCeX clydadax npa- D O D e A e e g oo
uero a Gyer coxpaish it crexc u, ecn i
BUNbHOE onpepneneHne 6a30BOro apgpeca BO0O LLie BO3MOX- e T e SO er D
¢ Bug Checl XCB, ONpeneNHTh
HO) . Bocnonb3oBaBLUMCh NOOLIM nogxopgsaLmm otTnag4nMkom S T s D T E e T
HesocTynHa, ecau nepsbiii Bug Check-koa He paBeH HyJII0, TO OH
i H H MOJKeT MPHHAMATH OZTHO 3 CTE/yIONIMX 3HAUEHHi:
(Hanpumep, soft-ice ot Hymera unu i386kd ot Microsoft), S A T =
HEZIOCTATOMHO CHCTEMHBIX PECYPCOB;
BBeEM KOMaHAay, pacrne4vaTtbiBatoLLy0 NepeveHb 3arpyxeHx- (0xC000009C) STATUS_DEVICE_DATA_ERROR — oumiGka
o ureina ¢ mexa (woker bad-cextop?):
HbIX OpanBepoB C UX KPaTKUMU XapaKTepuctnkamu (B D D L
CHCTEMa He BUIUT NPHBOJI (HEMCNIPABHOCTb KOHTPOJLIEPa, MI0X0ii
; “ ; Kot meiia);
i386kd 910 OcyLiecTBNIIETCA KOMaHAoM «!drivers»). Kak | ox KERNEL STACK INPAGE ERROR  {GREEtIG 1 DISK_OPERATION. FAILED - ot
o rerns swcka (bad-ceKTop WK HEHCpABHbTE KOHTPOMIED);
Of0HUM M3 BapuaHTOB MOXHO BOCMONb30BaATLCA YTUITUTOU (0xC0000185) STATUS_IO_DEVICE_ERROR - HenpasiibHoe
k o o [repmuposanie SCSI-npusosa wim koudamkr IRQ IDE-npHBosos.
drivers.exe, BxopsLen B NTDDK. Ho kakoi 6bl Bbl MyTb HU Fyaenoe e uascae nepsoro Bug ek oz yasaet
. T 6
M3BPaIM, PesyneTar GyneT MpUBIMSUTENIHO CrIeAYILM: e
omicase RAM — BOFiziHTe B KOHCOI BOCCTAHOBICHH 1 3anyCTHTS
ChDsk ¢ kntouow /r.
CTpaHHLa 1aHHBIX NAMATH A1pa 110 TEXHUYECKAM MPHYHHAM
HestocTynHa, sTopoii Bug Check-niapamerp coziepxit craryc
OGMeHa, YeTBCpTHIIT — BUPTYATbHbIIT CTpAHMAHI A7PEC, 3ArPy3HTH
0x7A KERNEL_DATA_INPAGE_ERROR KOTOpBIHE He y1a710Ch.
TPHYHHBT c60A — Te Ke edeKTHBIE CeKTOpa,
nonasue b pagefile.sys, CGOM AHCKOBOTO KOHTPO:LIEpA,
'y 1 BUpycH, HakorerL,
3arpy30uH0C YCTPOCTEO HEAOCTY MO — TAHIG Pa3AeAon
noBpeXICHa LM He CoOTBCTCTRYeT (aiiny boot.ini.
Taroke Takoe I1pu 3ameHe Ma
nnamit ¢ unterpuposanisiv IDE-KonTpoiepon (i 3awene SCSI-
- KOHTPOILIEPA), MOCKOITBKY BCAKHI KOHTPOAIC TPEByeT “CBOHX”
| IpaiiBepoB H MpH NOK/IIOYEHHH KeCTKOTO JIHCKA ¢ YCTAHOBICHHOM
0x7B INACCESSIBLE_BOOT_DEVICE NT na P it
060py/10BaHHEM, ONIEPALMOHHAA CHCTEMA NPOCTO OTKAKETCS
OﬁpaTMTe BHMMaHWE Ha BbIAENIEHHYIO XMPHBIM LBETOM FpY3HTLCA H ¢ HeoBXOIHMO TIEpeyCTAHOBHTS (OMHTHS
. M patop NoryT ep » BerHo cavit
- uICKOBBIE paiBepa, 3ar ¢ KoHCOMH )
CTPOKY € MMeHeMm «w2k_Kill.sys», HaifeHHyto no ee 6a3o T 35 Lt o o
-~ -~ W HAIMUHe BUDYCOB 1A CKe.
Bomy agpecy 0xBEBOAOO. 370 1 ecTb TOT camblin apan- T 5 ;
-~ it. OGhuto BeaescTBHE
Bep, KOTOPbIN HAM HYXeH I'A BMpo4€eM, 3TOro MOXHO U He oGopyomanns (kax npaiio — pasrora CPU), ero
ocTn ¢
nenatb, NOCKOJIbKY UMA «HenpaBUNbHOro» npaveepa u 1K ATTOpHT " e
. TIOCTOPOHHHE JIpaiiBepa.
6e3 Toro NPUCYTCTBYET Ha rony6boM 3KpaHe; e i SR —
M MOXKET NPUHUMATh CIEAYIOLIHE 3HAUCHHS:
[ [Be HWXHWE CTPOKW OTpaXalT nporpecc c6 poca npamna 78 RN AL RIODE P (060~ T
o - & HETITE N
Ha OUCK, pas3Briekasa agMUHUCTpaTopa Yepenoun 6b|CTp0 ) I B B QR
X04 — epenommenc;
0x05 — remepupyeres uctpykieii BOUND;
MEHSIOLLMXCA LIMEPOK Ha 3TO BPeEMS = e
. — HeBepHBIil OIKOJL;
0x07 — aBoiinoii otka3s (Double Fault).
Tabnuma 1. Ommcarie oCTaTHHHX HCKTIOUEHHIT COTCPTTCA B AOKYMEHTAIIN
Ha Intel 1 AMD.
Kareropust TekyLmii IOTOK BbI3BaII HEKOPPEKTHBII pool-request, 4To 0GbIMHO
heemon GRMEONTRo T Onncanue POHCXOANT MO PHUMHE ANTOPUTMHHUECKOH OLIHGKH, AOMYIIEHHOMH
— - — - 0xC2 BAD_POOL_CALLER paspaGoTuHKoM Apaifaepa. OJIHAKO, Cy 110 BCeMY, H Cama CHCTeMa
Tlpaiibep MOMBITaTCA OOPATHTECA K CTPAHHIIG AMATH Ha YPOBIS a ’ °
O HE OCTACTCA 663 OIIHGOK, NIOCKOTBKY JUTA YCTPANCHH STOro
] I GOJIeE BHCOKOV, 1O H HPHBEIO K KPAXY, o .
MOCKOJILKY MEHE/UKEp BUPTYaNbHOIl namsiti paboraet Ha Gonee Tlocsie 3aBepleHus POLEAYPbI BBOA/BLIBOAA, ApaiiBep
HU3KOM YpOBHE. a
Vcrounikom c6os Mosket Obits u BIOS, 1 paiisep, # cHCTeMHbIi 2 DO @IS OB G
CepBic (0COGEHHO THM rpeliaT BHpYCHbiE cKanepht i FM-Tiotep)| 0xCB | DRIVER LEFT LOCKED PAGES IN PROCESS g”" PRf)BC ESCSEH'L‘S—LOCKED—PAGES" ; ;
0x0A IRQL_NOT_LESS_OR_EQUAL Kak BapHaT — IpoBepbTe KaGe/IbHbIe TEPMUHATOPEL B“"“(‘j"f Sug PaMETP CONCPARNT m 1,3 BTOpOH
e ﬁzﬁ:ﬁ;‘;iﬁ:;m%”empem 0xD1 DRIVER IRQL NOT LESS OR EQUAL __|To e cavioe, o u IRQL NOT_LESS OR EQUAL.
D R Tl sty sy e G0l CHCTeMMY, CTIpOBOILAOBARbT BPYIHYI0, H1yTeN HaATHA
ocystectananes nocry, yposers IRQ, an g0cTyr - " roprel soutaun o <CilSerol Loack np ysaop,
et st p paiisepa XE: MANUALLY_INITIATED_CRAS 1o napaverp CrashOnCtriScroll peccrpa: M\System
ROMTOHeHT 51pa Bo30y 1 HCKORGHMe i “5aGwin” ero CurrentControlSet'Services\i8042prt\Parameters conepuT
OGPAGOTATS; HOMEP HCKTIOUEH A COACPRITCH B TIEpBOM HEHY/IEE0GHATe HE:
Bug Check. OGbtum0 o1 oo 3
Crrestylonix sHaenmii:
0x80000003 (STATUS_BREAKPOINT): sctperiiach
TIPOIPAMMHAS TOYKA OCTAHOBA — OT/IAJ0YHBIH PYJMMEHT,
o M He il pasp: Apaiisepa;
(0xC0000005) STATUS_ACCESS_VIOLATION: 0ctyn
« 3anperenomy anpecy (verneprsiii Bug Check-napavierp
0x1E KMODE_EXCEPTION_NOT_HANDLED yTOuHsET K KakoMy) — OLIHGKa pa3padoTuHKa;
(0xC000021A) STATUS_SYSTEM_PROCESS_TERMINATED:
cGoii npotteccos CSRSS Wi Winlogon, HCTOMHHKOM KOTOPOFO
MoryT GHIT Kax T 27pa, TaK 1
0kIui0 970 npi MaHibl HeecTtecTBeHHOe, NO4TH 10/10BO€ BrieYEeHNe K KHorke F8 nossuiock
BUPYCOM WJIH HAYILICHHH LIEJIOCTHOCTH CHCTEMHBIX (haiisios;
(0xC0000221) STATUS_IMAGE_CHECSUM_MISMATCH: B Kponnke coBepLUeHHO He BHe3arHo.
Le0CTHOCTS OAHOTO 113 aiizion Lep6akoB AHgpe
Bropoii Bug Check- i
e e e e «14400 604 1 19200 103epoB, 1 Te Xe caMble Bce-Bce-BCe...»
TpoGriema ¢ apait NTFS.SYS, 061 3HHKE 4
w21 RS, I SRS e oo rn e | OMEPaLMOHHbIE cucTeMbl cemeiictBa NT goctatodHo 6e360-
(U3MUECKOTi OTIEPATHBHOH HAMSTH.
TlpaiiBep OGPATILICH K HeCYlIECTBYIoLIEMY H3HIECKOMY aApecy; JIESHEHHO NEPEHOCAT KpUTHU4eCckne coon , AaxXke eclnin Te npo-
08 ., e TOABKO 570 He OMMGKa APaiiBepa, ONPATHBHAA NaMATS W/ . .
- > ) i ke n3ownn B cambin Hey,U,O6HbII/I MOMEHT BPEeMEHU (Hanpl/lmep,
wa 3 TAKTOBLIX YacTOTaX.
Jlpaiisep Gollee BLICOKOrO ypOBHS 0GPaTIIICA K ApaiiBepy Gojee q) ) A A
s ——— e B nepuop Aegparmentaummn aucka). OTkasoycTon4mBbIN
cBoGoHOro MpocTparcTsa B IRP-CTeKe He OKA3TOCh H NIEPEIaTh - ™ “
0x35 NO_MORE_IRP_STACK_LOCATIONS Bech IRP-TakeT LEHKOM He YIaioch. apansep (*)anOBOM CUCTEMbI BCE cOenaeT cam (XOTﬂ 3arnyc-
10 rHGETbHAs CHTYAILA, HE UMEIOILIAA HPAMBIX pellieHHi;
LOnBTAViTECH YATHTS OZHH WK HECKOTBKO HAHMEHEE HYKHBIX TuTb ChkDsk Bce e He nomemae'r) .
i ObITh MOXKET TOIJIa CHCTEMA .
PesybTat cbioif (pparvenTauii Tabnisi PTE, npiposieii Ecnu 6bIn Bb|6paH «MOSHbIA Jamn NamaT» UNn «aamn
« oka
TaMATH; 06LIYHO ITO ans » i A
ooF NGO ST PTES MAHHTTY TP YIONIX OFPOMHEINH G1OKAMH IATH H K TOMY K. namaTn agpa», To Npu cnepyowlen ycnewHon 3arpy3ke cuc-
He Beer/ia uX BOBpEMs U718 pemieHus o o
nonpobyiite ysenunts komniectso PTE (10 50.000 Maxcumyy) TeMbl XXEeCTKUA ANCK 6y,qu [OJTTO MONOTUTL FONTOBKOWU, Oaxe
' cenyroe perke pecctpa: HLLM\SYSTEM \CurrentControlSet\ A H
Control\Session-Manager\Mermor (SystemPages -
TR e T CIM K HeMy 1 He NPOMCXOANT HiKakux obpatlieHnid. He ny
1160 HeMCTIPaBHOCTEIO OGOy IOBAHH (KaK NPABIIO, ONEpaTHBHOI, ~ i
o m oy e et oo ranTech! Mpocto Windows nepemellaet gamn u3 BUpTyasb-
0x50 PAGE_FAULT IN_NONPAGED_AREA CCPBHCOM (STHM IPEIAT MHOTHE AHTHBHPYCHI, B TOM YHCIE o
Anmsupye Kacriepexoro 1 Doctor Web), 1160 paspymiermayn HOU NamMATN Ha MeCTO ero NOCTOAHHOIO NMPOXUBaHUA. 3anyc-
NTFS-1oma (sanycrure chkdsk ¢ ttiodamu /F 1 /1), Taroke .
jite sanpeTuT, nari b BIOS. TB <<,l1|/|cr|eTl-|ep 38,[[8‘1 », Bbl YyBUOUTE HOBbIV NpoLeccC B CNUcC-
CGoii RAID-MaccHBa — pH MOMBITKE 3arPy3KH C OCHOBHOTO HCKa 4
0x58 FTDISK_INTERNAL_ERROR crcteva ar0 on Torsa ora _ _ i
e A YA Ke SaveDump.exe, BOT OH 3TUM 1 3aHumaeTcs. Heobxo
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OMMOCTb B NMOAOOHOM [BYXTaKTHOW cxeme cbpoca gamna
00bACHAETCA TEM, YTO B MOMEHT BO3HUKHOBEHUS KPUTUHEC-
KOV OLUMOKM paboToCrocobHOCTb [panBepoB (hanioBon cu-
CTeMbI YXe He rapaHTupyeTcs, 1 ornepaunoHHas cuctema He
MOXET MO3BONUTL cebe MX MUCMOoNb30BaTb, OrpaHN4MBasCh
BPEMEHHLIM pa3MeLLeHnemM JamMna B BUPTYanbHON namaTu.
KcTaTu, ecnu nmetoLerocs o6bema BUPTYasibHON namsaTtu
OKaxeTcs HepocTaToyHo ([ononHutensHo — [MapameTpel
6bicTpoaencTama — BupryanbHas namsTb), c6poc gamna
OKaXeTCsi HEBO3MOXHbIM.

Ecnu xe cuctema oT 3arpysku oTKa3biBaeTcs, YNopHO
3abpacbiBasi Bac rofiyobiM1M 3KpaHamu CMepTu, BCMOMHUTE
0 CyLLeCTBOBaHUM KnaBuwmn <F8> n BbibepUTE NMYHKT «3ar-
py3ka nocnegHen ygayHon KoHdurypaumm («Last Known
Good Configuration»). Bonee pagvkanbHoOi Mepon fBnseT-
CS 3anycK cucTeMbl B 6e30nacHom (safe) pexume ¢ MUHK-
MYMOM 3arpyxaemblx cryx6 u npansepos. [lepeyctaHos-
Ka CMCTEMbl — 3TO KpanHsAs Mepa n 6e3 0Co60M HyXAbl K
Hew ny4ile He npuberarts. Jly4ylue BoNguTe B «KOHCOMb BOC-
CTaHOBIIeHUS» W nepeTalumTe dann gamna Ha gpyryo ma-
LUMHY A1 ero uccnepoBaHus.

Moakniouenvne gamna namaTn

Onqa nogknioyeHns gamna namsatn kK otnaguuky Windows
Debugger (windbg.exe) B meHt0 «File» Bbibepute NyHKT
«Crash Dump» nnu Bocnonb3yiTech ropsyeit KOMOUHaLMen
<Ctrl-D>. B otnagumke i386kd.exe ons TOW Xe LEn CIyXuT
KoY «—Z» KOMaHOHON CTPOKK, 3a KOTOPbIM ChegyeT NOSHbIii
nyTb K hanny aamna, oTAesIeHHbIN OT KIoYa OOHUM Un He-
CKOMbKMMM Mpo6enaMu, npu 3TOM NepemMeHHas OKpYXeHus
_NT_SYMBOL_PATH ponxHa 6biTb OnpefeneHa u cogep-
Xatb NOSHbIA NyTb K harnam CUMBOSIbHLIX MOEHTU(UKATO-
pOB, B MPOTMBHOM Clly4yae OTnagyvK aBapvnHO 3aBepLunT
CBOK paboTy. Kak oavH 13 BapuaHTOB MOXHO YyKasaTb K
KOMaHOON CTPOKe KN4 «—y», N TOrAa 3KpaH KoHconn 6y-
feT BbirnageTb Tak: «i386kd —z C:\WINNT\memory.dmp -y
C:\WINNT\Symbols», npuyem oTnagyvk cnegyet Bbi3blBaTb
13 Checked Build Environment/Free Build Environment KoH-
conu, Haxogsweicsa B nanke Windows 2000 DDK, nHaye y
BAC HWYEro He MonyyuTcs.

Xopoluasa nges — accouumposatb dmp-goainsl ¢ oTnag-
ymkom i386kd, 3anyckas nx ogHumM ygapom «Enter» na FAR.
Bnpouem, BbiGOp cpeacTea aHanusa — Aeno skyca. Komy-
To Hpasutcsa KAnalyze, a KOMy-TO [OCTATOYHO M MPOCTEHb-
kKoro DumpChk. Bbi6op aHanMTu4ecKnx MHCTPYMEHTOB
4ype3Bbl4anHO Benuk (oguH nuwbs DDK cogepXxut 4eTbipe
13 HUx!), 1 4TOObI XOTb KaK-TO OMPERENNTLCS C BbIGOPOM,
Mbl ocTaHoBMMCSH Ha i386kd.exe, TakXe Ha3biBAEMOM
Kernel Debugger.

Kak Tonbko KOHCOMb OTnaguunka nosiBUTCS Ha 3KpaHe (a
Kernel Debugger — 3T0 KOHCONbHOE MPWUMOXEHMUE, TOPSAYO
no6b1Moe BCEMU, KTO NPOBEN CBOKO MONOLOCTb 32 TEKCTOBbI-
MU TepMUHANamMu), Kypcop HacKopo Ou3accemMbnupyert TeKky-
LYK MALUMHHYIO MHCTPYKLMIO M CBOUM TPEBOXHBIM MepLa-
HMEM 3aTArMBaeT Hac B My4uHy MaLUMHHOrO Koga. «Hy uTo,
rnasku cTpouTb 6ynem Wnu BCe-Taku ausaccemo6mnpo-
BaTb?» — HE3MOGHO BOPYMM Mbl, BbiBMBas Ha Knasmartype
KOMaHgy «U», 3aCTaBNSIOLLY0 OTNaA4MK NPOLOIIKMUTL An3ac-
cemMb6mpoBaHue.
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Cyasa no cumBonbHbIM naeHTMdMKkatopam PspUnhandled
ExceptioninSystemThread n KeBugCheckEx, Mbl Haxogumcs
rny6oKo B fApe, a TOYHee — B OKPECTHOCTSAX TOrO KOAQ, YTO
BbiBoauT BSOD Ha akpaH:

JiucTyHT 22. PeByabTaT AM3acCeMONMpOBaHMS NMOAKIOYEHHOTO JaMma
naMaTM C TeKymero agpeca

8045249c 6a0l
kd>u
_PspUnhandledExceptionInSystemThread@4:

80452484 8B442404 mov eax, dword ptr [esp+4]
80452488 8B00O mov eax, dword ptr [eax]

push  0xl

8045248A FF7018 push dword ptr [eax+18h]
8045248D FF7014 push dword ptr [eax+14h]
80452490 FF700C push dword ptr [eax+0Ch]
80452493 FF30 push  dword ptr [eax]
80452495 6A1E push  1Eh

80452497 E8789AFDFF call  KeBugCheckEx@20
8045249C 6A01 push 1

8045249E 58 pop eax

8045249F C20400 ret 4

B cTeke HMYEro MHTEPECHOMO TaKXe HE COLEPXMTCS, Cy-
LuTe camm (MPOCMOTP COLEPXKMMOrO CTEKA OCYLLECTBASETCA
KOMaHOHON «kb»):

JucTuar 23. ComepxuMoe CTeka He JaeT HMKaKMX HaMeKOB
Ha NPUPOAY MCTUHHOTO BMHOBHMKA

kd> kb

ChildEBP RetAddr Args to Child

£403f71c 8045251c £403f744 8045cc77 £403£f74c J
ntoskrnl!PspUnhandledExceptionInSystemThread+0x18

£403fddc 80465b62 80418ada 00000001 00000000
ntoskrnl!PspSystemThreadStartup+0x5e

00000000 00000000 00000000 00000000 00000000
ntoskrnl!KiThreadStartup+0x16

Takoi noBOpOT COObITUI CTaBUT HAc B TynMK. CKONbko
6bl Mbl H/ fu3acceMbnuMpoBanu fpo, 3TO HU Ha NOTY He
MPUBIN3NT HAC K MCTOYHUKY KPUTUHECKON OLLMOKK. YTO X,
BCE BMOJIHE NOrM4HO. Tekywmin agpec (8045249Ch) nexut
[aneko 3a npegenamu gpamnsepa-younubl (0BES8OAQOOh).
Xopoluo, fAaBanTe pa3sepHemcsa 1 Nnongem Opyrum nyTem.
lMoMHWTe TOT agpec, 4TO BbICBEUMBAN ronybon sKpaH cMep-
™? He nomHuTe — He 6epa! Ecnim 3TO TONLKO HE 3anpeLle-
HO HaCcTPOMKaMM, KOMUKU BCEX ronybbiX SKPAHOB COXpaHs-
totca B XXypHane cuctemsl. OTkpoem ero («flanenb yn-
pasnexuns» — »AQMUHUCTPUPOBaHME» — »[1pocMoTp Co-
ObITUIA»):

JiucTyHr 24. Kommst ronmy6oro sKpaHa CMEpTM, COXpPaHEHHass B CH-
CTEMHOM XypHale

KoMneiTep Ghn nepesarpykeH NOCHe KPUTUYECKON OWMOKM:
0x0000001e (0xc0000005, 0xbe80b000, 0x00000000, 0x00000000) .
Microsoft Windows 2000 [v15.2195]

Komms mamsirm coxpaHeHa: C:\WINNT\MEMORY.DMP.

OTTankunsasch OT KaTeropum Kputndeckoi oLumoku (0x1E),
Mbl 6€3 Tpya CMOXeM OMpefenvTb aapec MHCTPYKLMU-YONiA-
ubl — 0XBEBOBOOO (B mp1BegeHHOM BbILLE IMCTUHIE OH Bbl-
[eneH kpacHeiM wpudtom). Jaem komaHgy «u BES0B000»
A8 TPOCMOTPA ero COAEePXMMOro v BUOUM:

JucTyHr 25. PeBynbTaT AMB3acCeMONMPOBAaHMS faMna NaMsaTH
O ajpecy, COOOWEHHOMYy TONyGhM SKPaHOM CMEpTH

kd>u 0xBE80B000

be80b000 a100000000 mov eax, [00000000]
be80b005 20800 ret 0x8
be80b008 90 nop
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be80b009 90 nop
be80b00a 90 nop
be80b00b 90 nop
be80b00c 90 nop
be80b00d 90 nop

Aral BoT 370 yxe 601bLue Moxoxe Ha UCTUHY! VIHCTpyK-
LMsl, Ha KOTOPYIO YKasblBaeT Kypcop (B TEKCTE OHA Bblaene-
Ha KpacHbIM LiBETOM), obpaLlaeTcs K g4enke ¢ HyneBbiM ad-
pecom, BO36yxX[as TeM cambIM ryéuTenibHoe Ans CUCTEMbI
NCKIIoYeHVe. Tenepb Mbl TOYHO 3HAEM, Kakas BeTka nporpam-
Mbl Bbl3Bana coom.

XopoLLo, a Kak ObITb, €CiM KOMWN 3KpaHa CMepTu B Ha-
LLIieM pacropsXeHnn HeT? Ha camom fene, CUHUIA 3KpaH BCe-
roa ¢ Hamu, Haflo TOMbKO 3HaTh, rae uckartb! MNonpobyiTe OT-
KpbITb (hann gamna B 1lo6om hex-pefakrope, v Bbl 06Hapy-
XUTe crepyloLye CTPOKu:

JiucTyHr 26. Kommst romyGoro sKkpaHa B BaTOJNIOBKE faMma MTPOIPaMMel

C nepBoro xe B3rnaga yaaeTca Ono3HaTb BCE OCHOB-
Hble Bug Check-napametpbl: 1E 00 00 00 — 310 KO KaTe-
ropun c6os OX1E (Ha x86 mpoueccopax HaumeHee 3Hauu-
MbI 6alT pacrnonaraeTcs No MeHbLUeMy agpecy, TO ecTb
BCe 4ucra 3anucbiBatotca 3agom Hanepeq); 05 00 00 CO -
kon mckntoveHns ACCESS VIOLATION; a 00 BO 80 BE —u

€CTb afpec MalUMHHOW KOMaHAbl, NOPOAMBLLEN 3TO UCKITIO-
yeHune. B kombuHauum xe OF 00 00 00 93 08 nerko y3HaeT-
Cf HOMep 6unga cucTembl, CTOUT TOMbKO 3anucatb ero B
LECATUYHON HOoTaumm.

Ons npocmoTtpa Bug Check-napametpos B 60nee yno6o-
4YUTaeMOM BUE MOXHO BOCMOSIb30BaTLCH CrefyroLLen KOMaH-
pov otnaguvka: «dd KiBugCheckData»:

JucTuar 27. Bug Check mnapamerTpsi, oToGpaxaemile B ygmoGoumra-
eMoM BuTe

kd> dd KiBugCheckData

dd KiBugCheckData

8047e6c0 0000001e c0000005 be80b000 00000000
8047e6d0 00000000 00000000 00000001 00000000
8047e6e0 00000000 00000000 00000000 00000000
8047e6£0 00000000 00000000 00000000 00000000
8047e700 00000000 00000000 00000000 00000000
8047e710 00000000 00000000 00000000 00000000
8047e720 00000000 00000000 00000000 00000000
8047e730 00000000 eOffffff edffffff 00020000

Opyrve nonesHble KoMaHfpl: «!drivers» — BblBOAALLAA
CMUCOK [panBepoB, 3arpyXeHHblX Ha MOMEHT cb6o4,
«larbiter» — nokasbliBaroLLlas BCex apbuTpoB BMECTE C fua-
nasoHamu apéuTpaxa, «lfilecache» —otobpaxatoLas nHdgop-
Maumio 0 Kale channoson cuctemsl U PT, «lvm» — oTuuthl-
BaroLLasnca 06 UCronbL30BaHUM BAPTYaSbHON NaMATU U T. 1. —
BCEX He nepeyncnuib! (NOMHbIA NepeyeHb KOMaHg Bbl Hawi-
[eTe B PYKOBOACTBE MO CBOEMY NOOGUMOMY OTNIAAUMKY).

IksH
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KoHeuHo, B peanbHOM X13HW onpeaennTb UCTUHHOMO BU-
HOBHMKA Kpaxa CMCTEMbl HAMHOIO CIIOXHEE, NMOCKOSbKY BCSi-
K1 HOpMarbHbIA gpaBep COCTOUT M3 MHOXECTBa CHOXHO
B3aMMOLEVICTBYIOLLUMX (DYHKLMIA, 06pasytowmnx 3anyTaHHbIe
Mepapxmyeckme KOMMIEeKChbl, MeCTamMmm NepeceyeHHble TyHHe-
NaMK rnobanbHbIX NEPeMEeHHbIX, NpeBpaLLaoLLmMX apariBep B
camblii HACTOALWMI nabupuHT. [NprBeaem TONbKO OOMH Npw-
mep. KoHCTpyKumsa Buga «mov eax, [ebx]», roe ebx == 0, pa-
60TaeT BNOMHE HOPMasbHO, MOCNYLIHO BO36YXAas MCKI-
YeHue, ¥ NbITaTbCs MOroBOPUTL C HEl NO-MYXCKWN — 6eCCMbIC-
nexHo! HyxXHO HaWTn TOT koA, KOTOpbI 3anucbiBaeT B EBX
HyNeBOe 3Ha4YeHWe, 1 cAenatb 3T0 HenpocTo. MOXHO, KOHeY-
HO, NPOCTO MPOKPYTUTb 3KPaH BBEPX, HAfEACh, YTO Ha AaH-
HOM y4acTKe MPOrpaMMHbI KOL BbINOMHANCSH JIMHEAHO, HO
HUKaKMX rapaHTui, YTO 3TO OEeMCTBMTENbHO TakK, Y Hac HET,
PaBHO Kak HeT M BO3MOXHOCTM 06paTHOM TPacCUpOBKM
(back trace). py60 roBopsi, agpec NpeaLecTsyoLLEN MaLLWH-
HOM MHCTPYKLMM HaM HEM3BECTEH, M 3aKnafblBaTbCa Ha Npo-
KPYTKY 3KpaHa Henb3s!

3arpysviB nogonbITHbIN ApavBep B NO6ON MHTENNEKTY-
anbHbI gu3accembnep, aBToOMaTUyYeCKn BOoCCTaHaBNMBA-
OLWNIA nepekpecTHble ccbinku (Hanpumep IDA PRO), mbl
nony4um 60nee UM MeHee NONHOE MpefacTaBNeHNE O TO-
Monoruy ynpaensioLLmMx BeTBeN nporpammbl. KOHEYHO, Au-

§J Windows Debugger:5.00.2195.11 - KernelDump
File Edit “iew Debug ‘window Help

nporpaMMUpoBanme

3accemMb/IMpoBaHne B CUITy CBOEW CTATUYECKOW NMPUpofbl,
HE rapaHTupyeT, 4TO ynpaBfeHWe He NepeKkUHYNoCb OTKY-
[a-TO eLle, HO MO KpawnHen Mepe CyxaeT Kpyr novcka. Bo-
oblLle Xe, 0 An3acceMbMpoBaHUM HaNUCaHO MHOXECTBO
XOPOLUNX KHUT (M «DyHAAMEHTaNbHbIE OCHOBbI XakepcTBa»
Kpuca Kacnepcku B TOM 4nucne), noaTomy He 6ygem octa-
HaBnMBaTLCA HA 3TOM BOMPOCE, a MPOCTO MOXENaem BCEM
yuTaTenam yaauu.

ked Build Environment - i386kd -z C:\WINNT\memory.dmp -y C:\WINNT\Symbols

n 5.00.2184.1
ght (C)» Microsoft Corp. 1981-1999

Symbol search path is: C:\WINNT“\Symhols

Loading Dump File [C:“\WINNT\memory.dmpl
Full Kernel Dump File

Kernel Uersion 2195 UP Free
Kernel base = 0x80400000 PsLoadedModuleList = @x8046adch
n_DLL

push  Dxi

8 0h0D0

he80bODD alDDODODOD mou
he80bO0S c20800 ret
he80OLODE 90 nop
he80bO0D? 90 nop
he80bhO0a 70 nop
he80ObODL 90 nop

nop

nop

eax, [D0O0ODOO 1
Dx8

Pucynok 6. Ormapgumk i386kd sBa paboroit. HecMoTpss Ha CBOK
OTTaNKMBAKIYl0 BHENHOCTL, 3TO YPEBBHUAMHO MOWHHIA ¥ YHOGHHIN B
paboTe MHCTPYMEHT, NOBBOJSNNMA NPOBOPAYMBATE YMOIOMpaum-
TeNbHEE [acCaxy HaxXaTueM BCEero NapH-TPOMKM KiaBmu (OfHa u3
KOTOPHX BEISHBaEeT Ball COBCTBEHHHI CKPUIT)

2| B =2 BlEEE] Blelo] o ¢ D= 0EEE] [E s Al 2

BH Disassembly . [=] [ Calls

BESOBABA A100000000 nov
BEBOGBGOS (20808 ret
BESOGBGBE 20 nop
BESBOGBGO? 080 nop
BESOGBAOA 90 nop
BESOGBOOE 920 nop
BESGBEGBC 98 nop
BESBOGBGBD 280 nop
BEBOGBBOE 28 nop
RFERARAAF _9A nnn

eax,[80000000]
8

=10] %]
_:J FRFFFFFFFUO3F7IC  FEEFFFFFBBAS251c  NHTOSKRHL!*PspUnhan
FFFFFFFFF403Fdde  FRFFFFFFEOMG65DG62 HNTOSKRHLE!FPSpSyste
000000000 0A0B0A0 AOBOOOBOAOOOABA0 HNTOSKRHL!*KiThread

od| JET | 1L

< Memory(ESF)

BxF4B3F70C 00 00 A0 60 65 8@ B0 cB ... ....
BxXF4B3F714 00 bo 80 be 00 98 60 80 ........
BxF4B3F71C 00 80 88 60 1c 25 45 80 ..... %E.
BXFU4B3F72Y4 44 F£7 B3 f4 77 cc 45 80 D...w.E.
OxFA4B3F72C 4c F£7 B3 £4 00 00 60 80 L.......
OxFU4B3F734 4c F7 B3 f4 d4 £d 83 Fu4 L.......
BXF4B3F73C cc fb 83 f4 cc £d B3 F4 ........
BxF403F74% cc Fb B3 F4 24 F8 03 F4 .. 5...
OXF403F74C 70 F7 03 f4 fb 5F 46 B0 p...._F.
OwFLAIF7Sh o Fh B2 Fh or Fd O3 Fh

_ O] =] =j Registers I =]

Command

Module Load: G:A\WINNT\system32\PFHMODNT.SYS
Module Load: WDHAUD.SYS (symbol loading deferred)
Hodule Load: SYSAUDIOD.SYS (symbol loading deferred)
Module Load: CDFS.SYS (symbol loading deferred)
Hodule Load: ASYMGHAC.SYS (symbol loading deferred)
Module Load: KMIXER.SYS (symbol loading deferred)
Module Load: C:\WINNT\system32\ATHFD.DLL
Module Load: W2K_KILL.SYS (symbol loading deferred)
Could not get address of KiProcessorBlock

Finished re-loading kernel modules

Kernel Debugger connection established for C:\WINNT\HEHORY .DHP

Kernel Uersion 2195 Free loaded @ FFFFFFFF80400000

Bugcheck 0000001e : cO000005 (be80bO00 |00000000 GO0OOO00

Stopped at an unexpected exception: code=80080003 addr=FFFFFFFF8B45249cC

Hard coded breakpoint hit

. )

(symbol loading deferred) =]

{symbol loading deferred)

=)
[Ln1.Col12 [ Poc 000001 | Thid 000001 [454 [0V [CAPS [NUM

Pucynox 7. windbg c BarpyxeHHEHM JaMIoM NaMsITH.

OBpaTuTe BHMMaHME:

OTNajuMK CaMOCTOSITeNbHO BhCBeumBaer Bug Check-kxomsi, He

oXupasi, moka ME O6 STOM ero IONpOCKMM, a NpyM MOMNHTKE AMBaCCEeMOIMPOBAHUS MHCTPYKLUMM, BOBGYAMBIIE) MCKINYEHME, HAa BDKpaHE BHCKAaKM-
Baer «Module Load: W2K KILL.SYS», coobumaiomass HaM uMsi fpaieepa-yOuiusi. Bpome 6m Menoub, a Kak HpusTHO!
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