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HEJIOMAEMbIX 3ALLUT

KPHG KACTIEPGKH



6esonacHocTb

OcHoBHas oLmnbKa NogaBnaoLLero 60bLMHCTBA pa3paboT-
YMKOB 3ALLUWTHBIX MEXAHU3MOB COCTOWUT B TOM, YTO OHW JaioT
fIBHO MOHATbL Xakepy, YTO 3alyuTta elle He B3nomaHa. Ecnm
3almMTa coobLiaeT «HEBEPHbIN KNo4eBON hann (naposb)»,
TO XaKep WLLET TOT KOf, KOTOPbIV ee BbIBOAWT W aHanu3upyeT
YCNOBUS, KOTOPbIE NPUBOAAT K Nepefade ynpaeneHns Ha fan-
Hyl0 BETKy nporpammbl. Ecnn 3awmta B cryqae HeypadHow
ayTeHTUdMKaLuM 6r0KMPYET HEKOTOPble 3MIeMEHTbI ynpas-
NEHVs /AN MYHKTbI MEHIO, Xakep 6o CHUMAET Takyto 6110-
KMPOBKY «B 1106», B0 yCTaHaBIMBAET TOYKM OCTaHoBa (B
MPOCTOpPeYnM HasblBaeMble «Opsikamu») Ha API-ChyHKLMK, NO-
CPefCTBOM KOTOPbIX Takoe OMOKMPOBaHNE MOXET ObITb OCY-
LLieCTBNEHO (Kak npasuno, 31o EnableWindows), nocne yero
OH ONATb-TAKN OKa3blBAETCH B HEMOCPEACTBEHHOW 6M130CTH
OT 3aLLMTHOrO MexaHu3Ma, KOTOPbIA HAYEro He CTOWUT Mpo-
aHanuaupoBsatb M B3riomartb. [laxe ecnu 3awyura He BbIBO-
OWT HUKaKUX pyraTefibCTB Ha 9KpaH, a NpocTo Monyanveo
BbIXOAMT U3 NpOrpammbl, TO Xakep nMbo CTaBUT TOYKY OCTa-
HOBa Ha (PYHKLMIO exit, TM60o Tyno TpaccupyeT nporpaMmmy u,
JOXIOABLUMCb MOMEHTA nepedayun ynpasfeHus Ha exit, aHa-
NN3MPYeT OAWH UNW HECKONbKO NOCnemyoLwymx YCroBHbIX Mne-
PEXOMOB B LiEMN YrpaslieHUss — KakoW-TO U3 HUX Hermocpen-
CTBEHHO CBA3aH ¢ 3awuton!

B HEKOTOpbIX 3aLWTHBIX MEXAHN3MaX UCMONb3YeTCs KOH-
TPOSb LENOCTHOCTH MPOrpaMMHOrO KOAa Ha NpefameT BbisiB-
NeHns ero n3mMeHeHWn. Tenepb, eciv xakep NoanpasuT He-
CKOJIbKO 6aNTUKOB B MporpaMme, 3aliuta HemefneHHo 06-
HapYXWuT 3T0 1 B36yHTYeTcA. «CBATan npocTtotal» — BOCKIMK-
HET XaKep W OTKMOHYUT CAMOKOHTPOSb 3aLLMThbl, JENCTBYS TEM
Xe cambIM CrnocoboMm, 4YTO onucaH Bbiwe. 1o HabnoaeHnam
aBTOPa, TUMNYHBIN CAMOKOHTPOMb BbISBISETCA W HEWTpanu-
3yeTcs 3a HECKONbKO MUHYT. Hanbonee CuiibHbIN anroputm
3aLUMTbl: UCMOMb30BaTb KOHTPOSBbHYKO CYMMY KPUTUYECKMX
y4aCTKOB 3aLLMTHOrO MexaHnsma [na OJMHAMUYeckomn pac-
LUIMOPOBKM HEKOTOPbIX BETOK NMPOrpamMbl, KOTOPblE TOMatoT-
CSl YXXe He 3a MUHYTHI, a 3a 4ackl (B pegyaniumx cnyvasax —
OHW). ANropuTM B310OMA BbIFAANT NPUONU3UTENBHO TakK:

B nogcMOTPEB KOHTPOMbHYK CYMMY B OPUIMHANBHON MpPo-
rpamme, xakep nepenucsisaeT kog yHkumm CalculateCRC,
3acTaenasa ee Bcerja BO3Bpallarb 3T0 3Ha4eHue, He Bbl-
MOJSHAS PeanbHON NPOBEPKY;

B ecnu 3awwmTa OCyLLECTBNSET NOLCHET KOHTPOSIBHOW CyM-
Mbl Pa3fiyHbIX Y4aCTKOB MPOrpaMmbl W/mnm paspaboT-
YMK MCMOMNb30Ban 3anyTaHHbI caMOMOANULMPYOLLUIA-
CA Kof, TPYGHOMPEeLcKasyemblM CMOCOO0M MEHSOLLNIA
CBOI0 KOHTPOJIbHYIO CYMMY, TO XaKep MOXeT W3MEHUTb
3aLUMTY TaK, 4ToObl OHA aBTOMATUYECKM CaMOBOCCTaHaB-
nuBanacb rnocne Toro, Kak BCe KpUTUYECKME yHacTKu
6yaoyT NPOvAeEHbI;

B oTcrneave Bee Bbi3oBbI CalculateCRC, xakep MOXeT npo-
CTO CHSATb OAMHaMMUYECKYIO LUMGPOBKY, paclundposas ee
BPYYHYt0, nocne 4vero HagobHocTb B CalculateCRC npo-
napaer.

CTOMT OTMETUTB, YTO HE3ABMCMMO OT crnocoba CBOEN pe-
anunsaummn niobov CaMoKOHTPOSTb 3NEMEHTapHO 0BHapyXvBa-
€TCH YCTAHOBKOWM TOYEK OCTAHOBA Ha Te y4acTKM 3alnUTHOro
MexaHu3ma, KoTopble 6bln M3MeHeHbl. OcTanbHoe — feno
TEXHUKN. MOXHO CKOJb YrOAHO YCNOXHATL anropuT™ nogcye-

Ta KOHTPOJSIbHOM CYMMbI: HanNW4KMBaTb €ro aHTMOTNafo4HbI-
MU Mprvemamu, peann3osartb ero Ha 6ase CO6CTBEHHbIX BUP-
TyanbHbIX MaLUWH (TO eCTb MHTEPNPETaToOPOB), HEKOTOPbIE 13
HUX, Hanpumep, Ctpenky upca, BOCTATO4HO TPYAHO Npo-
aHanuauposatb. Ho ecnun Takue Mepbl ¥ OCTAHOBAT B3NOM-
LLyKa, TO HEHAAOoMro.

TexHMKa HesiBHOIO KOHTpONA

Owmbka TpagnUMOHHOIo NOAX0AA 3aKM4aeTCs B €ro npes-
ckasyemocTu. Jliob6as sBHas NpoBepKka 4ero 6bl TO HY 6bIS10
He3aBWUCUMO OT ee anroputma — 310 3auernkal Ecnu xakep
noKanuayeT 3alMTHbLIN KOf, TO BCe — nuLin nponano. Egun-
CTBEHHbIA HafEXHbIN Crnoco6 OTBaAWTbL €ro OT B3fiomMa —
«pasmasaTb» 3alUTHBIN KOL MO BCeW nporpamme C Takum
pacyeToMm, YTOObl HEWTPanM3oBaTb 3aLUUTy 6e3 MONHOro
aHanusa Bcen nporpaMMbl LENNKOM — ObIfio 3aBeJOMO He-
BO3MOXHbIM. K cOXasneHuto, CyLiecTByloWMne METOANKN
«pas3masblBaHns» JIM60 MHOrOKPATHO YCIIOXHAT peanusa-
L0 NporpamMmsbl, NIM60 KpanHe HeaPdeKTBHLI. HekoTopkle
MpOrpaMMm1CTbl BCTaBMAIOT B NporpamMmMy 60nbLUoe Konmye-
CTBO BbI30BOB O[JHOW W TOW Xe 3aLUUTHOW (DYHKLUW, UAY-
LUMX U3 PasfINYHbIX MECT, HAUBHO nonaras TeM caMbiM, YTO
Xakep 6yfeT uckaTb 1 aHanuamposaTtb Ux Bce. [la Kak 6bl He
Tak! Xakep vLeT Ty camyio 3alUTHYIO (OYHKUUIO U NpaBuT
ee. K ToMy Xe, 3Has CMeLLeHMe BbI3blBAEMOW (DYHKLUMK,
HaWTVN 1 OTCNEANTL ee BbI30BbI MOXHO 6e3 Tpyaa! [axe ecnu
BCTpamBaTh 3aLUUTHYIO (PYHKLMIO HEMOCPELCTBEHHO B MeC-
TO €e Bbl30Ba, Xakep CMOXET HaWTh BCe Takue mecTa Ty-
MbIM MOMCKOM MO curHatype. [MycTb ONTUMU3NPYIOLLME KOM-
MUNATOPbI HECKOSIbKO MEHSAT Teno inline-pyHKUWA ¢ y4e-
TOM KOHTEKCTa KOHKPETHOro BbI30Ba, 3T U3MEHEHUs He-
NPUHUMNanbHbL. Peann3oBaTb Xe HECKOMNbKO AeCATKOB pas-
NUYHBIX 3aLUUTHBIX (PYHKLUMIA CIULLKOM HaKnagHo, fa u ga-
Tasuu y paspaboTymMka He XBaTuT, U xakep, 0OHapyXws u
npoaHanu3nmpoBaBs Napy-TPOWKY 3aLUUTHLIX YHKLUWUN, Ha-
CTONIbKO MPOHMKHETCH «OYyXOM» U XOBOM MbICAW pa3paboT-
yumka, 4TO BCe OCTanbHble HangeT 6e3 Tpyaa.

Mexgy Tem cyLlecTByeT 1 Aapyrasi BO3MOXHOCTb — HEsiB-
Has MpoBepKa LEeNOCTHOCTM CBOEro kopa. Paccmotpum cre-
LYIOLWMIA anroputM 3aLuTbl: NMYCTb Y HAC UMeeTcs 3alumd-
poBaHHas (a elle nydwe ynakoBaHHas) nporpamma. Mol
npenBapuTeNibHO CKOMMPOBaB €e B CTEKOBbIN Bydep, pac-
LUMPPOBLIBAEM (PACMakoBbIBAEM) €€ W... UCMOMb3yeM OCBO-
6oavBLUMIACA Byep Nof IoKasbHbIe NepeMeHHble 3aLLmLLeH-
HOM nporpammbl. C TOYKM 3peHWs Xakepa, aHaIn3unpyoLLero
[m3accemOrepHbI KOO, PaBHO Kak W rynsioLero no sawymure
0TNagunkoMm, BCe BbIMMAANT TUMUYHO U «3aKOHHO». O6Hapy-
XMB 3alUUTHBLIA MexaHuam (NyCTb N1 OnpeaeneHHoCcT 3To
OymeT TpuBManbHas naporibHas NpoBEPKa), Xakep NpasuT Co-
OTBETCTBYIOLLMIA YCIOBHbIN MEPEXOS U C YOOBIETBOPEHNEM
ybexgaercs, YTo 3awyuTa 60sbLIE He pyraeTcs 1 nporpaMmma
pabotaet. Kak 6yaro 6bl paboTaet! — yepes HEKOTOpOe Bpe-
Msl BbISICHSIETCA, 4TO NOcre B3fioMa paboTa nporpammbl CTa-
na HeyCTOM4YMBOW: TO OHa HEOXWAAHHO BUCHET, TO AeNaeT n3
yucen BUHerpeT, To... [oYecas pery, xakep 03afadYeHHo ay-
MaeT: «A Kak 3T0 BOOOLLe nomatb? Ha 4TO CTaBUTb TOYKM
octaHoBa? Befpb He aHanNM3npoBaTh Xe BECH KOA LieIMKOM!»,

Becb (hokyc B TOM, 4YTO HEKOTOPbLIE U3 f4eeK Bydepa,
paHee 3aHATOrO 3alUPOBaHHON (ynakoBaHHOWM) Nporpam-
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MOV Npw nepefaye VX JIoKanbHbIM NepeMeHHbIM He 6b1I1 Npo-
VHMUManmanpoBaHbl! TouyHee, OHW ObINK MPOMHULMAIN3NPO-
BaHbl TEMW 3HAYEHWAMM, YTO HAXOOUNUCb B COOTBETCTBYIO-
LMX AYeriKax opurmHanbHow nporpammbl. Kak HeTpyaHO [o-
ragatbCsi, UMEHHO 3TV AYEVKM U XPaHUnu KPUTUYHBIN K 13-
MEHEHMAM 3aLLMTHbLIN KOA, @ NMOTOMY U HESIBHO KOHTpONMpye-
MbI HaLLIEn NporpamMMon. Tenepb f roToB 0ObACHUTB, 3a4eM
BCA 9Ta KOTOBAcWs C LUMEPPOBKON (YNakoBKOM) HaM BOOOLLE
noHapobunacs: ecnu 6l Mbl MPOCTO CKOMMPOBANW YacTb KoJda
nporpaMmbl B 6ydep, a 3aTeM «HanoXwmnu» Ha Hero Hawuu
nokanbHble NepeMeHHble, TO Xxakep cpasy Obl 3aMHTepeco-
Bascs NPOUCXOsLLMM 1, 6GOPMOYa MOJ, HOC «YTO-TO 3[€eChb He
Tak», BbIEen Obl HEMOCPELCTBEHHO Ha cref 3awuThl. Pac-
LUMdopoBKa HaM noHaZobunack NuLLb ANs yCbinieHus 6am-
TenbHOCTN Xakepa. BoT oH BUAKMT, 4TO KOA NMporpaMmbl KOmnu-
pyetca B 6ycep. CnpawumBaet cebsi: «A 3a4em?». U cam xe
cebe oTBevaeT: «[Ana pacwmdpoBkul». 3aTeM, AOXAABLUNCH
ocBob6OXAeHMs Bydepa C NocneayoLmnM 3aTupaHuem ero
COAEPXMMOro NoKanbHbIMU NepeMEHHbIMU, Xakep (4axe npo-
HULATeNbHbIA!) TepseT K aTomy 6ydepy BCAKUA UHTEpEC.
[anee, ecnu xakep NMocTaBUT KOHTPOSbHYIO TOYKY OCTaHOBa

3aWndpoBaHHbIA KOA cTekoBbli Bycdep
nporpaMmbl

Ha MOOMMULMPOBAHHBIN UM 3aLLUMTHbIA KO, TO OH BOOOLLe

He 06HAPYXMT K Hel obpalleHus, T.K. 3aLumTa KoHTponmpyeTt

VIMEHHO 3aLU1POBaHHbIN (YNakoBaHHbI) KOf, COAepXaLlmii-

csl B HawweM 6ydepe. [laxe ecnu xakep nocTaBuUT TOUKY OC-
TaHoBa Ha 6ydep, OH 6bICTPO BLISCHWT, YTO:

B HM [0, HU B MpoLecce, HK NOCne pacluMgpoBky (pacra-
KOBKM) NPOrpaMmbl COAEPXMMOe MOAMUMULIMPOBAHHBIX UM
f4eeK He KOHTponupyeTcs (4TO MOATBEPXAAeT aHanus
KOAa pacLungpoBLLMKa/pacnakoBLLyKa — NPOBEPOK LIENo-
CTHOCTW Tam AeNCTBUTENbHO HeT);

B o6palleHne K TO4Ke 0CTAHOBa MPOUCXOQMUT NULLb TOrAa,
Korga Oydep 3aTepT NOKanbHbIMU NepeMeHHbIMU 1 (N0
noeel) cooepxuT gpyrune OaHHble.

MNpaBaa, ywnbldi Xakep MOXeT 06patuTb BHUMAHWE, YTO
rnocne «3atupaHus» 3Ha4eHue 3TUX fYeeK OCTasiocb Heus-
MeHHbIM. CoBnageHune? MNpoaHanManmpoBas Kof, OH CMOXeT
y6eamuTbCs, YTO OHM BOOOLLIE HE ObINv MHALMANU3NPOBAHbI 1
Torga 3awwmta naget! OgHako Mbl MOXEM YCUIUTb CBOW NO-
3ULMKN: JOCTATOHHO NINLLbL JOBUTLCSA, YTOOLI KOHTPONMPYEMbIE
6aviTbl nonamun B «[blpku», 06pasytoLMecs Npy BoipaBHMBA-

NoKanbHble NepeMeHHble
HEKOTOpOH PYHKLMK

. P nezeHOa
. HEKPUTUYHBIE K UBMEHEHWIKD AYENKN
pacLLMPPOBKa _— e ||
[ L - KPUTWUYHbIE K U3MEHEHWIO AYekn
] D NoKanbHble NepemMeHHble
i HEABHO KOHTPONMpYEMble Sueiikun
\:‘ HEUCNONb3yemMble AUelKkn
[ Junion anti_hack
— {char buf [HAX_CODE_SIZE1;)
_— Struct code_control
_— int local_var_1;
int local var_2;
char gag_lLOFFSET_1-sizeof(int)=21;
KOHTPONMpYEMbIE F1eiKi > .—4(‘1;ﬂ XY TPSET 2 - OFFSET 1 - sizeof (int)]
i i char ga 2 - _1 - sizeof(int)I;
QCTanucb HENPOWMHULWANU3NPOBAHHBIMUK T wval 2))
¥:

OCTanuchb "HenpoOUHWULMAAU3NPOBAHHbIMK"
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KOHTPONUPYEMbIE AYEAKU >>> F

Pucynox 1.
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HWUM CTPYKTYPbI (3TVM Mbl OTBEYAEM XaKepy Ha BOMPOC: & 4ero
3TO OHW HE MHULMANM3MPOBaHbI?), @ 3aTeM CKOMMPOBATh 3Ty
CTPYKTYpPY LeNnKoM (BMECTE C KOHTPONMPYEMbIMU «AblpKa-
Mu»!) B OECATOK-APYron 6ydhepoB, XMBOMUCHO pa3bpocaH-
HbIX MO Bcen nporpamme. CneauTtb Ha BCEMU OKaXETCH He
TaK-TO NMPOCTO: BO-NMepPBbIX, HE XBATUT KOHTPOJIbHbIX TOYEK, a
BO-BTOPbIX, 3TO NPOCTO HE NPMAOET B ronosy.

MpakTuyeckas peanusauus

MNpasuna xopoluero ToHa 0653bIBaOT HAC NPOEKTUPOBATHL
3aLUMTHbIE MEXAHU3MbI TaK, YTOObl OHU HUKOrAa, HU NpK Ka-
KWUX 06CTOATENLCTBAX HE MOTTIM HAHECTU KaKoW 6bl TO HU BbIST0
Bpef neranbHOMy nonb3osaTento. [laxe ecnu BaM OYeHb-
04eHb XO4eTCA HaKasaTb Xakepa, loMatoLLero BaLly nporpam-
My, hopmMaT1poBaTh AWCK B Clly4ae 06HapyXeHns Moaudu-
Kauun 3aluMTHOro Kofa, kateropmyecku Hegonyctumo! Bo-
MepBbIX, 3TO MPOCTO HE3AKOHHO W MonagaeT Mnof CTaTbio O
YMBbILLIEHHOM CO3[aHWUN [eCTPYKTUBHBIX Nporpamm, a Bo-
BTOPbIX, 3afyManTech, 4YTO NPOU3OMAET, €CIN UCKaXEHWE
(hanna Nnpon3onaeT B pesynstaTte AeVCTBUIA BAPYCa UK He-
KoToporo ¢60a? Ecnv Bbl He X0TWTE, 4TO6bLI MOCTPaAANN He-
BWHHbIE, BaM MPUIETCA 0TKas3aTbCs OT BCEX (POpM Bpefa, B
TOM Yu1Che U NpegHaMePEHHOM HapyLLEHWUM CTabWIbHOCTY pa-
60Tbl cCamoi 3aLLULLIEHHOW MPOorpammbl.

Cron! Befb Bbille Mbl FOBOPUN Kak pa3 06 06paTHOM.
EQvHCTBEHHBIN NyTb coenaTb 3awmTy TpyaHONOMaeMon, He
BblaBas HUKaKWX pyraTesibHbIX COO6LLEHNIA, MO KOTOPbLIM Hac
MOXHO 3aceyb, — MOST4YanMBO [enaTb BUHErpeT u3 obpabda-
TbiBaeMbIX AaHHbIX. A Tenepb BbICHAETCS, Y4TO Aenatb 3TOro
Mo 3TNYECKMM (1 topuamnyeckum!) coobpaxeHnsm Henb3s. Ha
camMoM feJfie, eCrniv XopoLLo nogymartb, TO BCE 3TW OrpaHunye-
HUA Nerko 060nTU. YTO HaM MeLLaeT OCHACTUTL 3aLUUTY fB-
HOW MPOBEPKOW LIEIOCTHOCTM CBOEro KoJa? Xakep HangeT u
HenTpanuayeT ee 6e3 Tpyaa, HO 3TO U He CTPaLLHO, NOCKOSb-
Ky UCTMHHAS 3alluTa HaxoOmTCs COBEPLLUEHHO B APYroM Mec-
Te, a BCsA aTa 6yTadopus HyXHa NnLLb 3aTeMm, 4ToObl NpegoT-
BPAaTUTbL NOCNEACTBUSA HEMPERYMbILLIEHHOTO MCKaXeHWs Kogda
nporpaMmbl ¥ NOCTaBUTb MOMb30BATENS B M3BECTHOCTb, YTO
BCe AaHHble HaMW rapaHTuUM (Kak fiBHble, TaK v npegnonarae-
Mbl€) BBMOY HapyLUEeHWs LEeNOCTHOCTU OPUIMHANbHOMO Koga
aHHynupytotcs. MNpasaa, npu 06CYXAeHWN 3aLmTbl AaHHOTO
TNa HEKOTOpbIe KOMnern MHe Pe30HHO BO3paswsin, a uyTo,
€Cnn B pesysbTaTte Cny4anHoro c60s OKaxyTcs U3MEHEHbI U
KOHTpONMpyeMble f4eiku, 1 cama KOHTporbHas cymma? 3a-
wuTa cpabotaeT y neransHoro nonb3osatena!!ll Hy 4to mHe
Ha 370 0oTBeTUTL? Cny4arHO TakMX «BOSLLEOHbIX» UCKaXe-
HWI NPOCTO He ObIBAET, MX BEPOATHOCTL HACTOSNLKO 6rM3Ka K
Hy/0, 4TO... K TOMY Xe, B cnyyae cpabaTtbiBaHus 3alyuTbl
Mbl Beib He hopMaTMpyeM fnerasibHoMy Mnosib30BaTesnto AUCK,
a npocCTOo HapyLLaeM HopmasibHy0 paboTy nporpammsl. MNycTb
¥ NpedyMbILLNEeHHO, BCe PaBHO, €CAN B pe3ynbTaTte TOro Unu
MHOrO €609 BblN1 UCKAXEH WCTONHAEMbIN (hais, TO O KOppekK-
THOCTM ero paboTbl 6onee roBopuTbL He npuxogutcs. Hy xo-
pOLLO, CNK Bbl Tak 6OUTECH COOEB, MOXHO BCTPOWUTbL B 3a-
LLWTY XOTb AECATOK ABHbIX NPOBEPOK, — TPYAHO Ham Y10 nn?!

JlapHo, ocTaBMM 3TMYeckue nNpobrieMbl Ha OTKYN Tem ca-
MbIM NONb30BAaTENAM, KOTOPbIE NPUOBPETAIOT TUTYN «/IULIEH-
3MOHHbBIX» UCKIMIOYMTESIBHO Yepes Kpak, 1 nepernaemM K KOHK-
peTHbIM BeLlam. [NpocTenwnin npumep peanusaumm faHHoOM

3aLwmThl NpvBeneH B nucTuHre 1. [ng ynpoLleHns noHmMma-
HUSA 1 abCTparMpoBaHNs OT BCEX TEXHUHECKMX OeTanemn 34echb
MCnonb3yeTcs npocTevllas cxema ayTeHTUdUKaLuum, «no-
MaTb» KOTOPYIO COBEpLUEHHO Heoba3aTesNibHO: JOCTaTo4HO
VWb NOACMOTPETb OPUrMHASbHBIN Maposb, XPaHALMIACA B
3almLLeHHoM hannie NpsMbiM TEKCTOM. [Ans geMoHcTpauu-
OHHOrO NpUMepa Takon NMPUEM C HEKOTOPOW HATSXXKOW Jony-
CTWM, HO B peasibHOM XN3HU Bam cnepyeT ObiTb 60nee n3oLL-
peHHbIMK. 1o KpanHen Mepe, cnefyeT [ooUTbC TOro, HToobI
Balla 3aLymTa He fiomasnacb M3MEHEHNeM OOHOMO-eNHCTBEH-
HOro 6amnTa, MOCKOMbKY B 3TOM Clly4yae Aaxe HEABHbIN KOHT-
ponb 6ydeT nerko BbifABUTL. CreayeT Takxe OTMETWUTb, HYTO
KOHTPONMpPOBaTb BCE KpUTUYeCKMe GanTbl 3alinTbl — He
OYeHb-TO XOpOoLUasi aes, T.K. Xakep CMOXET 3TO JIerko obHa-
pyXuTb. Ecnn 3awimra TpebyeT ONif CBOEro CHATUS XOTS Obl
[EecaT MOAMMUKALIMIA B pa3nnyHbIX MECTax, TPU U3 KOTOPbIX
KOHTPOJSIMPYIOTCS, TO C BEPOATHOCTLIO ~70% (pakT KOHTpOns
He 6yneT obHapyxeH. [decTBUTENBHO, CpeaHecTaTUcTUYec-
KW XakKep cnegutb 3a BCeMy MOAUULMPOBaHHBIMU UMK 6alt-
Tamu npocTo He 6yneT. BMecTo 3T0ro, OH B Hafexae yto Ty-
rnasi 3aymTa KOHTPONMPYET LieNTIOCTHOCTL CBOEro Kofda Lenu-
KoM, 6yAeT cnefutb 3a o6palleHusaMn K OOHOW, HY Makcu-
MYM [BYM-TPEM M3MEHEHHbIM UM SHENKaM W... C YOWUBIIEHN-
eM 0BGHapyXWT, YTO 3aLumTa UX BOOOLLE HE KOHTPONUPYET.

lNocne Toro kak KOHTPOSIbHbIE TOYKW BbIGPaHbI, Bbl JOMX-
Hbl OMPedenUTb UX CMELLEHNE B OTKOMMUIMPOBAHHOM (haii-
ne. K coxaneHuto, f3blKM BbICOKOrO YPOBHSA HE MO3BOSAIOT
onpenenatb agpeca OTAEMNbHbIX MALUMHHBIX UHCTPYKLWA U,
€CNW TOMNbKO Bbl HE NULLUTE 3aLLUUTY Ha acCeMOIIepHbIX BCTaB-
Kax, TO y BaC 0CTaeTcs OANH-EAUHCTBEHHBIN NYTb — BOCMOSb-
30BaTbCH KakuM-HMOyadb am3accembnepoM (Hanpumep, IDA).

Honyctvm, KpUTUYeckas YacTb 3alWTbl BbIFMAOUT Tak, U
HaM Heo6XOAMMO NMPOKOHTPONMPOBATL LIENOCTHOCTL YCOB-
HOro oneparopa if, BblAENeHHOro KpacHbIM LiBETOM:

int my func()

{

if (check user())

{
}

fprintf (stderr, "passwd ok\n");

else

{
fprintf (stderr, "wrong passwd\n");
exit(-1);

}

return 0;

3arpysue OTKOMMUAMPOBAaHHbIA hain B gusaccemonep,
Mbl MOTy4MM CregytoLmin Kog (4Tobbl 6bICTPO Y3HATb, KOTO-
pas U3 BCex npouenyp n ectb my_func, onunpaiTecb Ha TOT
(hakT, 4TO BOMBLLUMHCTBO KOMMWUIATOPOB pacrnonaraeT QyHK-
LMK B NaMaTy B nopsigke ux o6basneHus, T.e. my_func 6yget
BTOpast Mo CHETY oyHKLMA):

.text:00401060 sub_401060

; CODE XREF: sub 4010A0+AF?p
.text:00401060 call
.text:00401065 test
.text:00401067 jz

proc near .

sub_401000
eax, eax
short loc_ 40107E

.text:00401069 push  offset aPasswdOk
; "passwd ok\n"

.text:0040106E push  offset unk 407110

.text:00401073 call  fprintf

.text:00401078 add esp, 8
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.text:0040107B xor eax, eax
.text:0040107D retn
.text:0040107E ; =--—--==—--— oo
.text:0040107E
.text:0040107E loc 40107E: .

; CODE XREF: sub 401060+7?j

.text:0040107E push  offset aWrongPasswd .|
; "wrong passwd\n"
.text:00401083 push  offset unk 407110
.text:00401088 call fprintf
.text:0040108D push  OFFFFFFFFh .
; int
.text:0040108F call  exit

.text:0040108F sub_401060 endp

Kak HeTpyZHO coobpasnTb, YCOBHbIVA Nnepexon, pacno-
NoxeHHbI N0 agpecy 0x401067, n ecTb TOT camelii «if», ko-
TOpbIi Ham HyxeH. OgHako 3T0 He Bech if, a TONbKO Manas
€ro 4acTb. Xakep MOXET U He TporaTb YCNOBHOIO Nepexo-
[la, a 3aMeHUTb MHCTPYKUMIO test eax, eax Ha nobyo apy-
rYyI0 MHCTPYKUMIO, cOpackiBatoLlyto dnar Hyns. Takxe OH
MOXET MOAMULIMPOBATb 3aLUUTHYIO PyHKLMIO sub_401000,
KOTOpasi 1 ocyLlecTBASeT NnpoBepky naponsd. Cnosom, TyT
MHOFO pasHbIX BApUaHTOB U HA 3TOM HECHACTHOM YCIOB-
HOM Mepexofe CBET K/IMHOM He COLUencs, a noTomy Ans
HaOEeXHOro pacno3HaBaHus B3ioMa Ham NoTpedyoTcs [o-
MONHMTENbHbIE NPOBEPKU. Bnpoyem, 310 yxe getanu. mas-
HOE, YTO Mbl ONPERENUN CMELLEHNE KOHTPOAUPYEMOTO
6anta. Kctatu, a noyemy MMeHHo 6arnta? Befb Mbl MOXEM
KOHTPONIMPOBAaThb XOTb LieSI0e ABONHOE C/TIOBO, PACMONIOXKEH-
HOE MO JaHHOMy cMeLleHnto! Ocob0oro cMmeicna B 3TOM HeT,
MPOCTO Tak mpoLle.

YT1o6bl He paboTaTb C HEMOCPeLCTBEHHLIMU CMELLEeHUs-
MM (3TO Hey#oOHO M BOOOLLE HEKPACKBO), faBaNTE 3aroHUM
VX B CMeumanbHO Ha TO NpegHa3HavYeHHy CTPYKTYpY:

union anti_hack

{
char buf[MAX CODE SIZE];
struct code control

{

int local var 1;

int local var 2;

char gag_l[OFFSET 1-sizeof (int)*2];

int x val 1;

char  gag 2[OFFSET 2 - OFFSET 1 - sizeof (int)];
int x val 2;

}i
}i

VIcXOOHbIN TEKCT:

Jnctuer 1.
#include <stdio.h>

#define PASSWD "t
#define MAX LEN 1023
#define MAX CODE_SIZE (0x10%1024)
#define OFFSET 1 0x42
#define OFFSET 2 0x67
#define x original 1 0xc01b0574
#define x original 2 0x44681574

#define x original all  0x13D4C04B

#define  x crypt 0x66
int check_user()

{
char passwd[MAX LEN];

fprintf (stderr,"enter password:");
fgets(passwd, MAX LEN, stdin);
return ~strcmp(passwd, PASSWD);

int my func()

if (check_user())

{
}

else

{

fprintf (stderr, "passwd ok\n");

fprintf (stderr, "wrong passwd\n");
exit(-1);

return 0;

}

main ()

{
int a, b = 0;
#pragma pack (1)

union anti_hack
{
char buf [MAX CODE SIZE];
struct code control
{
int local var 1;
int local var 2;
char gag 1[OFFSET_l-sizeof (int)*2];
int x val 1;
char gag 2[OFFSET 2 - OFFSET 1 - sizeof (int)];
int x val 2;
}i
1

union anti_hack 22Z;

// TITLE
fprintf (stderr, "crackeme.0xh by Kris Kaspersky\n");

// pacumpposxa xoma
//

// xonupyeM pacumppoBHBaEMHZ KOF B 6ydep
memcpy (&Z2Z, &check user, (int) &main - (int) &check user);

// pacumppoBrBaeM B Bydepe
for (a = 0; a < (int) &main - (int) &check user; att)

{
}

// xommpyeM oBpaTHO
memcpy (&check user, &2ZZ, (int) &main - (int) &check user);

(*(char *) ((int) &ZZZ + a)) “= x_crypt;

// siBHas nmpoBepka MBMEHEHMsI KOZa

//

for (a = 0; a < (int) &main - (int) &check user; att)

{

b += *(int *) ((int) &check user + a);
if (b != x original all)
{
fprintf (stderr, "-ERR: invalid CRC (%x) hello, hacker\n", b);

return 0;

}

// sBHas npoBepka "BamMZHOCTM" NONBBOBATENs

my_ func();

// HOpManBHOE BHNOJNHEHME NPOTPaMMsI

// CKpHTEHI# KOHTPONBL

22Z.local var 1 = 2;

22Z.local var 2 = 2;x original 2;

sprintf(2Z2Z.gag 1, "%d * %d = %d\n", 22%Z.local var 1, J
27%Z.local var 2, ZZZ.local var 1*ZZZ.local var 2 + J
((x_original 1%2ZZ.x val 1)+ J
(x_original 272ZZ.x val 2)));

printf ("DEBUG: %x %x\n", 22Z.x val 1, 22ZZ.x val 2);
fprintf (stderr, "%s",2ZZ.gag 1);



3akniouenue
Wtak, ons HageXxHoW 3allmTbl CBOMX Nporpamm OT Be3fdecy-
LLMX XakepoB BaM COBEPLLUEHHO Heobs3aTeNlbHO npuberatsb K
MOMOLLM LLMPOKO Pas3peKnammpoBaHHbIX, HO OPOroCTOSALLMX
3NEKTPOHHBIX KNtoYel (KOTopble, Kak U3BECTHO, CKITOHHbI B
caMblii HENOOXOAALLMA MOMEHT "cropartb”, K TOMy Xe "0TBS-
3aTtb" nporpaMMmy OT KJiKo4a A/ OMbITHOrO B3/IOMLUMKA He
npo6nema). Takxe COBEPLLEHHO HEOBA3aTENIbHO CMyCKaThbCA
Ha ypoBeHb "ronoro” accembnepa (accembnepHble 3aluTbl
HEMNepeHoOCKMbI U K TOMY Xe Ype3Bbl4aniHO TPYOOEMKM B OT-
nagke, Npo CONPOBOXAEHME 1 1 BoBCe Monyy). Kak 6bino
MOKa3aHo BbILLIE, MPAKTUHECKM HENTOMAEMYIO 3aLLMTY MOXHO
€0o30aTh M Ha A3blkax BbICOKOrO YPOBHS, Hanpumep, Ha Cu/
Cwu++, Delphi unn ®optpaHe.

3aLuTbl, OCHOBAHHbIE HA HESIBHOM KOHTpOMeE LenocT-
HOCTM CBOEro Kofa, Hv OfWH 30PpaBOMbICIALLMIA Xakep no-
MaTb He 6ydeT (KOHEYHO, MpW YCNOBKM, YTO OHU HE comep-
Xart rpy6bix OoWMO0K peanu3auuy, 3Ha4uTeNlbHO ynpoLya-
tOLLMX B3JIOM), M60 TPYAOEMKOCTb B3floMa COnocTaBmMma ¢
pa3paboTKON aHanornyHowm nporpamMmel "c Hyna", a Befb
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KaX[yr HOBYIO BEPCUIO 3aLLMLLEHHOW NporpamMmmebl NpuaeT-
csl loMaTb UHAMBMAYANbLHO 1 ONbIT NPeabIayLLNX B3SIOMOB
HU4YYTb He ynpoLlaeT 3afady, a cama norvka 3awmTbl Lo
6e306pasunsa npocra. Kak sawura nposepseT LenoCcTHOCTb
CBOEro Koaa, xakepy 6onee unv MeHee siCHO, HO BOT rfe
KOHKPETHO OCYLLECTBIAETCA Takas NpoBepka, OH He CMo-
XEeT cKasaTb [0 Tex nop, Noka He rnpoaHanusmpyeT BCIO
nporpaMMy LeNMKoOM.

Honyctum, o6bem Kofa 3aLlWLLEHHOTO MPUIIOXEHNS CO-
cTaenset nopsigka 256-512 K6 (He civwkom MHOro, npas-
fa?), Torga npy cpegHen AiMHe OOHOW MalUMHHOM UHCTPYK-
umm B 2,5 6anta, Xakepy npvpgercsa npoaHanuavposats 100 —
200 TbICc4 accembnepHbIx KomaHz! Mpu "kpencepckon” cko-
poctv aHanm3a 10-20 MHCTPYKUMIA B MUHYTY (@ 3TO mpegen
MeyTaHWi gna npogeCcCMOHaNoB 3KCTpakiacca) OPMEeHTMPO-
BOYHOE BPeMs B3/IOMa COCTABMUT MO MEHbLUEN Mepe MOonTo-
pacTa 4acoB paboTbl — MOYTW Hefens HanpsXxeHHoro Tpyaal
A Ha npakTvkKe (C y4eTOM 3aTpaT Ha TeCcTMpOBaHWE B3J0-
MaHHOro NpuNoXeHns) gaxe 6onee Toro. Jpyrumu crnosa-
MM, B3IOMaTb 3aLLMUTY 3a pasymMHOE Bpems HepearnbHo.




