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TEXHUKA BHE[APEHWA K
B PE-®DAWUNbI U METO/ABI
EF0 VOQANEHUA

Hacroswas crates — nonbITka CUCTEMATU3NPOBATL U KNACCUDULUMPOBATL CYLLIECTBYIOLLNE allrOPUTMbI
BHeapeHns B PE32/PE64-gbaiinibi, criocobbl BU3YasibHON AEHTUGUKALMM MOTEHLMASIbHO 0NAcHOro kojga
n MEeToAk! ero yaanenus. [lybnukayns paccynTaHa Ha LnPOKWIA Kpyr YnTatesien, 3HakoMbIxX ¢ A3bikom Cu
W UMEIOLYMX OMbIT CUCTEMHOIO MPOrPamMmMnPOBaHNS Ha 0NnepaunoHHbIX cuctemax cemenctea Windows 9x

u Windows NT.

MexaHnambl BHegpeHus B PE-haiinsl Becbma pas3Hoo6pas-
Hbl, HO OBOJBLHO MOBEPXHOCTHO OMMCaHbl B OCTYMHON NnTe-
patype. IMetoLLmecs UCTOUHUKK IGO0 KaTacTponiecku He-
MOJTHbI, IM60 OTKPOBEHHO HETOYHBI, a K TOMY Xe pacCesiHHbI
Mo coTHAM pa3nuyHbix FAQ u tutorial. Mpuxogutes, Boipaxa-
ficb cnoBamMu MaskoBCKOro, nepenonayneatb TOHHbI CITIOBEC-
HOW pyfbl, NPEXae YeM 06HapyXMTCcs HeYTo nonesHoe. [daH-
Haa paboTa npeacTaBnaeT cob60i NonbITKY cucTeMaTUsaLmm
M Knaccuukaumm Bcex N3BECTHLIX CMOCOG0B BHEOPEHMS.

Cratbsa 6ygeT nHTEpPECHa He TOMbKO creuuancTam no uH-
thopmaLMoHHOM 6€30MaCHOCTH, 3aHNMAIOLLIUXCS UOEHTU(IMKA-
Ler 1 yaaneHem BUPYCOB, HO 1 pa3paboTymnkam HaBeCHbIX 3a-
LUMT KOHBEPTHOrO TUMa W YMakoBLUMKOB. YTO Kacaetcs Bupy-
conucatenen. Ecnu yenosek 3agancs Lesnbio HanueaTb BUPYC,
TO OH ero HanuwueT. Mybnmkaumm nogo6bHOro pofa Ha 3To Hu-
Kak He BMAIOT. ABTOP HU K YeMy He NpU3bIBAET U HW OT Yero
He oTroBapuBaeT. JT0 — npeporaTmea KapatesfibHbIX OpraHoB
BNIaCTW, PENUIMO3HLIX OedTeNei, Hy U MOPanuCcTOB HaKOoHeL,.
Mos xe 3ajaya HaMHOrO CKPOMHee — rokasatb, Kakue nyTu
BHEOPEHWS CYLLIECTBYIOT, Ha 4YTO obpallaTtb BHAMaHWe rpwu ro-
MCKe NMOCTOPOHHEro KoAa U Kak OTPEMOHTMpOBaTh haws, yr-
PO6NEHHbBIN HEKOPPEKTHLIM BHEOPEHUEM.

MousaTtue X-kKopa u Aapyrue ycnoBHbie
0603Ha4eHud

Koz, BHeZpstoLLMiACS B parn, Mbl OyfeM Ha3blBaTb X-KOLOM.
Mop aTO onpefenexHue nonagaeT MO6OM KoL, BHEOPSEMbIN
Hamu B chaiin-HocmTesb (OH e NoJOoNbITHbIN dhann unm dann-
X03MH OT aHrnuinckoro host-file), Hanpumep, MHCTPyKLMS
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NOP. O penpopyKTvBHbIX CNOCOBHOCTAX X-KOfa B 06LLEM Chy-
4ae HWMYEero He U3BECTHO, W ANA YCNOKOEHMa Byaem cumTaTb
X-Kof, HecamopasmMHoxXarwLwmmes Kogom. Bclo oteeTcTBEH-
HOCTb 3a BHeZpeHue 6epeT Ha ceba YenoBekK, 3amycKarLmin
nporpaMmy-BHegpuTeNb (HET, HE «BpeauTeNb», a «BHEAPW-
TeNb» OT CNOBA «BHEAPUTbL»), KOTOpas, NpeasapuTesbHO yoe-
OVBLUMCb B HaNW4uMM npas 3anucu B hann-HocuTenb (a 3Tu
npasa onsATb-Taku AaeT YeNoBeK) M ero COBMECTUMOCTM C Bbl6-
paHHON cTpaTerven BHEOPEHWs, 3anucbiBaeT X-Kofd BHYTPb
(harina n ocyLLecTBASET BbICOKOMAHEBPEHHbBIN Nepexeat yn-
paBfieHWs, TaK YTO NOJOMbITHAsA MporpaMMa He 3amevaet
HUKaKUX U3MEHEHWI.
[ns 3KoOHOMUM MecTa B CTaTbe UCMOoNb3yeTcs psg obLue-
MPUHSATBIX COKPALLEHWI, NePeYNCIIEHHBIX HUXE:
B FA: File Alignment — ¢ovanyeckoe BbipaBHUBaHWE CEKLMIA;
B SA, OA: Section Alignment unn Object Alignment — Bup-
TyanbHOE BblpPaBHUBAHWE CEKLMWI;
B RVA: Relative Virtual Address — OTHOCUTENbHBIN BUPTYarb-
HbIN afpec;
B FS: First Section — nepsasi cexuvs caina;
B LS: Last Section — nocnegHss cekuus daiina;
B CS: Current Section — TekyLas cekuus daiina;
B NS: Next Section — crnegytoLas cekuus gaina;
B v_a: Virtual Address — BUpTYyasnbHbIii afpec;
B v_sz: Virtual Size — BUpTYyanbHbIi pasmep;
B r_off: raw offset — dhmamyeckmit agpec Havana cekuuu;
B f_sz: raw size — (m3nyECKNii pasmep CekLuY;
B DDIR: DATA DIRECTORY - HeT afieKBaTHOro nepeBoaa;
B EP: Entry Point — Touka Bxopga.

CUCTEMHELIIaAMUHNCTPATOD



Mog Windows NT, ecnu He oroBopeHo obpatHoe, noapa-
3ymeBaeTcs BCsA nvHenka NT-Nogo6HbIX onepauyoHHbIX CUC-
Tem: Windows NT 4.0/Windows 2000/Windows XP, a nop
Windows 9x — Windows 95, Windows 98 1 Windows Me.

Mon CMCTEMHbLIM 3arpy34MKOM MOHWMAETCH KOMMOHEHT
onepaumoHHON CUCTEMbI, OTBETCTBEHHBIN 3a 3arpy3Ky 1Crors-
HAEeMbIX (hannoB U AMHaAMUYECKUX BUBINOTEK.

Bolwe, neBee, 3anagHee — COOTBETCTBYET MEHbLUMM af-
pecam, YTO COBMafaeT C eCTECTBEHHOWM CXemMol oTo6paxe-
HMS Jamna namsiTv oTNag4nkoM Ui au3acceMobnepom.

3aTOJNIOBOK
KOJIOBasi CEKIAs

CEKI[HS JIAHHBIX H CIIyKeOHBIE CEKI[UH
cBOGOIHOE IIPOCTPAHCTBO

OBepJIEH

X-xon

BURL B

Pucysok 1. YcnoBHEe rpajuueckme oGOBHaueHMsl, MPMHATEE B CTaTbe

Llenu n 3apayun X-koaa

MNepen X-kogoM CTOSAT NO MeHbLLEA MEpe TP 3agaqu:

B pa3mecTuTb CBOE TENO BHYTPM NOLAOMLITHOMO (hainna;

B nepexBaTtuTb ynNpaBsieHne [0 Ha4arna BbIMOMHEHWS OCHOB-
HOV MporpaMmbl UK B NPOLIECCE OHOTO;

B onpepenutb agpeca API-hyHKUMIA, XKMZHEHHO BAXHbIX 15
CO6CTBEHHOIO (PYHKLMOHMPOBAHMS.

MeToponorus nepexeara ynpaBfeHus U onpeaeneHms aa-
pecoB API-(hyHKUMIA yxe paccmaTpuBanacb HaMu paHee B
[1, 2, 3], noaTomy 3aeck He onucbiBaeTcs. OrpaHn4MMes Tem,
YTO HANMOMHUM YUTATESI0 OCHOBHbIE MOMEHTbI.

MepexBat ynpasneHns 06bIYHO OCYLLECTBNAETCA Cneqay-
OLLMMK MY TAMMU:

B nepeycTaHOBKOW TOYKM BXOAa Ha Teno X-koaa;

B BHeapeHMeM B OKPECTHOCTU OPUrMHAaIbHOM TOUKU BXOAa
KomaHgbl nepexofa Ha X-kof (eCTecTBeHHO, Nepeq nepe-
Jayel ynpaeneHus X-kon LOSKEH yAauTb KoMaHgy, Boc-
CTaHOBMB MCXOOHOE coaepxmmoe EP);

B nepeycTaHOBKOW NPOU3BONLHO B3sTOW komaHabl JMP/
CALL Ha Teno X-kofa ¢ nocnepyroLLen nepegadent ynpas-
NEeHUs NO OpUrMHaNBLHOMY agpecy (STOT NPUEM He rapaH-
TUPYET, 4TO X-Kody BOOOBLLE yaacTca 3anonyyuTb ynpas-
NeHue, HO 3aTo o6ecneymBaeT eMy (heHOMeHasbHY0
CKPbITHOCTb M MaKCUMalbHYH 3aLUMLLEHHOCTb OT aHTu-
BMPYCOB);

B mMoaudmkaumeid OAHOTO UMK HECKOMNBKUX 3NEMEHTOB Tab-
NWLBI MNOPTA C LENb0 NOAMEHbBI BbI3bIBAEMbIX (OYHKLMIA
CBOMMMW COBCTBEHHLIMU (3TOM TEXHONOrMEN B OCHOBHOM
nonb3ytoTcsa stealth-Bupychl, yMeno ckpbiBatoLmne CBoe
NPUCYTCTBWE B CUCTEME).

Onpegnenenve agpecoB API-hyHKUMIA 0BbIMHO OCYLLECTB-
NAETCs CnepytowmMMmn nyTamu:
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B MonckoM Heo6XoAMMbIX OYHKLMIA B Tabnuue umnopTa
thanna-xos3auHa (6ygbTe rotoBbl K TOMY, YTO Tam WX He
OKaXeTcs, MO0 0TKasblBalTech OT BHeAPEHUs, NN60 uc-
NoMb3yNTE OPYryto CTpaTermio nomcka).

B Mouckom LoadLibrary/GetProcAddress B Tabnuue umnop-
Ta haiina-xo3amHa ¢ NOCNEAYIOLMM UMMOPTUPOBAHUEM
BCEX HEOOXOAMUMBIX (DYHKLMIA BPYYHYHO (6yObTe rOTOBbI K
TOMY, YTO W 3TUX (PYHKLMWIA B TA6ANLIE MMNOPTA TaKXe He
OKaxeTcs).

B MpsmbIM BbI30BOM API-chyHKLMI MO UX aBGCOMIOTHBIM af-
pecam, XeCTKO MponucaHHbIM BHYTpK X-kopa (agpeca
yHkumin KERNEL32.DLL/NTDLL.DLL meHsitoTCSt OT 0f-
HOW Bepcuu cuCTeMbI K Apyroi, a agpeca USER32.DLL u
BCEX OCTasIbHbIX MOSb30BATENbCKMX BUOMNOTEK HEMOCTO-
fiHHbI aXe B paMKax OfHOW KOHKPETHOW CMCTEMbI 1 Ba-
pbUPYIOTCS B 3aBUCMMOCTM OT Image Base ocTanbHbIx 3ar-
py>Xaembix 6MBIMOTEK, NOITOMY MPU BCEW MOMYNAPHOCTM
[aHHOro cnoco6a nosb30BaTbCA UM LOMYCTUMO TOMbKO B
06pa3oBaTesibHO-N03HABATESbHbIX LIENSAX).

B [lo6aBneHviem B TabnuLy “MopTa Heobxoammbix X-Kogy
(hyHKLMIA, KOTOPbIMU, KaK NpaBsuno, senstoTcs LoadLibrary/
GetProcAddress, ¢ 1x NoMoLLbl0 MOXHO BbITALLUTL U3
Heap CUCTEMbI U BCe OcTanbHble (I0CTAaTO4HO HAafEXHbIN,
XOTSl U CIMLLKOM 3aMETHbIN Cnocob).

B HenocpenctBeHHbIM NouckoM hyHKUmiA LoadLibrary/Get
ProcAddress B namsati, nockonbky KERNEL32.DLL npoeuu-
pyeTcs Ha afpecHoe MPOCTPaHCTBO BCEX MPOLIECCOB, a ee
6a30BbIn adpec Bcerga BbIpOBHEH Ha rpaHuly B 64 K6, ot
Hac BCEro NINLWb TPebyeTCs NPOCKaHMpOBaTb NEPBYO NO-
NOBWHY a[pPECHOro NMPOCTPaHCTBa mpouecca Ha npegMeT
noucka curHatypbl «MZ». Ecnn TakoBas HamgeHa — yoex-
[aemcs B Hanm4um curHatypsl «PE», pacnonoXeHHOW no
cMelLLeHuio e_lfanew oT Havana 6a30BOro agpeca 3arpys-
kn. Ecnv oHa gencTBUTENBHO NPUCYTCTBYET, aHANU3MPYEM
DATA DIRECTORY v onpegensiem agpec Tabnmuibl 9KCrnop-
Ta, B KoTOpon Tpebyetcs Hanty LoadLibraryA un GetProc
Address. Ecnu xe xoTa 6bl 0OHO U3 3TWUX YCNOBUIA HE CO-
BMajaeT, yMeHbLUAEM yKasaTenb Ha 64 K6 u noeTopsem
BCIO NpoLenypy 3aHoBo. Mapa coobpaxeHuii B nogmory:
NPexae YeM HTO-TO YMTaTb M3 MamsTy, BbI3OBUTE (DYHK-
umio IsBad ReadPtr, y6eameLumnch, 4TO Bbl Bripase 310 ge-
natb; nomuute, 4yto Windows 2000 Advanced Server u
Datacenter Server nogaepXxunBaioT 3arpy304Hblii napameTp
/3GB, npefgocTaBnALWWMIA B pacnopsixeHne npouecca 3 6
ornepaTyBHOM NamsaTh U COBUTAOLLMIA FPaHWLYy CKaHWMpOBa-
HuA Ha 1 T6 BBEPX; ANA YNPOLIEHNA OTOXLECTBIEHMUSA
KERNEL32.DLL moxHo ncnonb3osatk none Name RVA, co-
Zepxalueecs B Export Directory Table n ykasbiBatoLLee Ha
MM$Si AMHAMNYECKoN BUBIMOTEKM, OIHAKO OHO MOXET 6bITb
1 NOAJIOXKHBIM (CUCTEMHBIN 3arpy34MK €ro UrHopupyeT).

B Onpepenexvem appeca dyHkumn KERNEL32!_except_
handler3, Ha koTopyto yKka3biBaeT 06paboTHNK CTPYKTYp-
HbIX MUCKJTOHEHWI N0 yMON4YaHuto. 3ta (PyHKLMA He 3KC-
NOPTUPYETCA SOPOM, OLHAKO MPUCYTCTBYET B OTIAA0HHOM
TabnuLe CUMBOJIOB, KOTOPYIO MOXHO CKayaTb CO cregyto-
wwero cepaepa http://msdl.microsoft.com/download/symbols.
(BHumanve! Cepeep He nopaepXuBaeT NpocMoTp Gpay3e-
POM, 1 C HUM pabOTatoT TOMNLKO nocnenHue sepcum Microsoft
Kernel Debugger 1 NuMega Soft-Ice). 310 fenaetcs Tak:
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mov esi, f£s:[0]/lodsd/lodsd

Mocne BbinonHeHus Koga pernctp EAX copepxuTt agpec,
nexawmn rge-to B rny6uHe KERNEL32. BoipaBHuBaem
ero no rpanuue 64 Koé n nwem MZ/PE-curiatypebl, Kak no-
Ka3aHO B npepblayLieM MyHKTe (3TO Hambonee KOppek-
THbIA U HAAEXHbIA cnocob noucka).

B OnpepgenexviemM 6a3oBoro afpeca 3arpy3ku KERNEL32.DLL
yepe3 PEB:

mov eax, fs:[30h]/mov eax, [eax + OCh]/mov esi,
[eax + 1Ch]/lodsd/mov ebx, [eax + 08h]

BasoBbIn ko Bo3BpaLaetcs B pernctpe EBX (310 04eHb
MPOCTON, XOTS U HEHAAEXHbIN NpueMm, T.K. CTpyKTypa PEB
B Nt060N MOMEHT MOXET U3MEHUTLCS, U 3a BCE BPEMS CY-
wecTtBoBaHus Windows oHa yXe MeHsinach no MeHbLUEN
Mepe Tpu pasa, K Tomy Xe PEB ecTb Tonbko B NT);

B cnonb3oBaHreM native AP| onepauyoHHo cucTeMbl, B3a-
MMOLEWCTBME C KOTOPbIM OCYLLECTBASETCS NMBO Yepes
npepbiBaHue INT 2Fh (Windows 3.x, Windows 9x), nméo ye-
pe3 npepsiBaHue INT 2Eh (Windows NT, Windows 2000),
nnobo Yepes mawmHHyo komaHgy syscall (Windows XP).
KpaTkuii nepeveHb OCHOBHbIX (PYHKLIMIA MOXHO HanTU B
Interrupt List Panbcba BpayHa: http://www.pobox.com/~ralf/
files.html (3T0 Hanbonee TPYAOEMKUIA N HAUMEHEE HAfEX-
HbIM cnocob u3 Bcex, Mano Toro, 4to native API-¢hyHK-
LMW HEe TONbKO HeJOKYMEHTMPOBAaHb! U NOABEPXEHbI MO-
CTOSIHHBIM M3MEHEHUAM, TaK OHU eLle U 0o 6e306pasus
MPUMUTUBHBI, T.6. PeanuaytoT NPOCTENLLNE HU3KOYPOB-
HEBble (DYHKLMM, HENPUrOOHbIE K HEMOCPELCTBEHHOMY
MCMNONb30BaHUID).

MpuHumnbl BHeapeHns X-kopa B PE-thainnbl ¢ TexHuuec-
KO TOYKM 3pEHMSA MPAKTUHECKM HAYEM He oTnnyatoTces oT ELF,
pasBe 4TO MMEHAMM CITYXEOHbIX NOMEeN 1 cTpaTernein nx Mo-
andmKaummn.

OpHako geTanbHbI aHanu3 cneuudguKaumii n gusaccem-
6MpOBaHNE CUCTEMHOrO 3arpy3yvka BbISBASET Lenbli
MnacT TOHKOCTEN, HEM3BECTHbIX Aaxe npodeccuoHanam (Bo
BCAKOM CNy4ae HY OOWH M3BECTHbIN MHE NPOTEKTOP/YNaKoB-
LMK He nsbexan rpybbix OWMOOK NPOEKTUPOBAHMUA U pea-
nusauun).

CyLecTByIOT cnegytoLme cnocobbl BHeLPEHMS:

B pasmelleHne X-kopa NnoBepx OpUrMHAmNbLHOW Nporpammbi
(TaK e Ha3blBaeMoe 3aTUpaHUEM);

B pasmvelleHne X-kopa B cBOGOAHOM MeCTe Mporpammbi
(MHTerpaums);

B fonucbiBaHue X-koaa B Havano, CepeauHy Unu KoHew,
thaitna ¢ coxpaHeHneM OpUrMHaNLHOrO COAEPXNMOTO;

B pasmelleHne X-koga BHE OCHOBHOMO Tena ¢haina-Hocu-
Tens (Hanpvmep, B AMHamun4eckon 6uénmnoteke unm NTFS-
MOTOKE), 3arpyXaemoro «ronoson» X-koga, BHeOPEHHOM
B (hainn ogHUM M3 NpeabIgyLmx crnocoboB.

MockonbKy nepBblii CNOCO6 NPUBOAUT K HEOBPATUMON Mo-
Tepe paboTOCMOCOGHOCTY UCXOQHOW MPOrpaMmbl U peansHo
MPUMEHSIETCS TONBKO B BMPYCaXx, 3LeCb OH He paccMaTpuvBa-
eTcs1. Bce octanbHble anroputMbl BHEAPEHUS NOSTHOCTBIO MU
4acTM4HO 06paTUMbI.
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Bo-nepsbiX, X-KoA AOMKeH 6biTh MOMHOCTLIO NepemMeLLaem,
T.6. COXPaHATb CBOI PaBoTOCMOCOBHOCTL HE3aBUCHMO OT
6a30BOro agpeca 3arpysku. ATo AOCTUraeTcs UCMonb3oBa-
HWeM OTHOCMTENbHOI afipecalLut: Onpeaents CBoe Tekyliee
PACMONOXEHNE BbI30BOM KOMaHAb:

CALL $+5/POP EBP

X-KOf CMOXET Npeo6pa3oBaTh CMELLIEHWS BHYTPY CBOETO TeNa
B a(pchekTMBHbIE aapeca NpPOoCTbIM CloxeHWem ux ¢ EBP. Pa-
3yMeeTCA, 9T0 He efMHCTBeHHas cxema. CyLlecTBYIOT U apy-
rve, OOQHaKO Mbl He BYEM Ha HUX OCTaHaBNMBATLCS, NMOCKOSb-
Ky K PE-chainniam OHM He MMEIOT H1 ManemnLero OTHOLLEHMS.

Bo-BTOpbIX, FPAMOTHO CKOHCTPYMPOBAHHBIA X-KOL HUKOT-
Aa He MOaNULMPYET CBOM AYENKM, NOCKONbKY HE 3HAET, UMe-
tOTCA N y HEro npaea Ha 3anuck uu HeT. CTaHpapTHas Ccek-
uma kopa mweHa atpmbyta IMAGE_SCN_MEM_WRITE, u
npucBamBaTth €ro KpanHe HexenartenbHo, T.K. 3TO HE TONbKO
AeMackupyeT X-Kof, HO U CHUXAET MMMYHWUTET NporpamMmbl-
HocuTtens. PasymeeTcs, nNpy BHEOPEHWM B CEKLMIO JaHHbIX
3TO OrpaHuyeHne TEPSET CBOKD akTyaslbHOCTb, OQHAKO fare-
KO HE BO BCEX Cny4asx 3anucb B CEKLMIO AaHHbIX paspeLue-
Ha. ONTUMM3M — 3TO NPEKPACHO, HO MPOrPamMMUCT AOSKEH
3aKnagbIBaThCA HA HaUXYOLIWA BapuaHT pasBuTUs COObITUIA.
PasymeeTcs, 3T0 eLLe He 03Ha4aET, YTO X-KO[ HE MOXET ObITb
CamMOMOANMULIMPYIOLLMMCS UNW HE JOMKEH MOAUULMPOBATbL
HUKaKune s4enkn namatun Boodule! K ero ycnyram u ctek (as-
TOMaTuyeckas namsiThb), U OMHaMMYeckKas namsartb (Kyya), u
KOMbLIEBOI CTeK conpoLieccopa HakoHew!

B TpeTbmx, X-kof JOMKEH ObITb NPeAENbHO KOMMAKTHbLIM,
MOCKONbKY 06bEM MPOCTPAHCTBA, NPUrOAHOrO A1 BHEAPE-
HUSA, NofYac O4YeHb AaXe orpaHuyeH. Mimeet cMmbin pa3buTb
X-KOA Ha [Be 4YacTU: KPOLUEYHbIA 3arpy34ymK 1 NPOTSKHbINA
XBOCT. 3arpy34umK ny4lue Bcero pasmecTtuts B PE-3aronoeke
I perynspHom NocnefoBaTenbHOCTM BHYTPM (haina, a XBocT
cépocutb B oBepneit uan NTFS-noTok, KOMGMHMPYS TeM ca-
MbIM PasfiMyHble METOMbl BHEAPEHUS.

HakoHeL, X-kog He MOXET NO3BONUTL Cebe 3afepXnBaThb
ynpaerieHne 605ee YeEM Ha HECKONbKO COTbIX, HY OT CWUMbI
LEcATbIX JONen CeKyHL, B NPOTUBHOM cryqae hakT BHefpe-
HUS CTAHET CNWLLKOM 3aMeTHbIM U 6yOeT CUNbHO HEPBMPO-
BaTb NONb30BATENS, Yero AOMNyckaTb HW B KOEM Cliy4ae
HEeNb34.

Bueapenue

lNepeq BHefpeHVEM B hain HEOO6XO0AUMO yBeamuTbCs, YTO OH

He ABNAETCS ApaiBEPOM, HE COQEPXMT HECTaHOAPTHbIX Ta6-

nuy B DATA DIRECTORY v gocTyneH ons mogudmkaumu.
lMpucyTcTBUE OBEPNEEB KpaWHe HEXenaTenbHo, 1 6e3 oco-
60V HEOOXOAMMOCTW B OBEPNENHBIA (hain nyyLle HUYero He

BHEOPATb, & €CNW U BHEAPATb, TO NPUAEPXMBATLCA HAM60-

nee 6e360Me3HEHHON CTpaTerMm BHeapeHus — ctpaterum A

(cm. paspen «Knaccuukaums MeXaHM3MOB BHEAPEHNS»).
Hwxe Bce 3Th TpeboBaHua pasobpaHbl noapodHee:

B ecnu haitn pacronoxeH Ha HocuTene, 3allMLLIEHHOM OT
3anucu, WM y Hac HeROCTaToONHO NpaB Anist ero 3anucu/
YyTeHus (Hanpumep, ain 3a60KMPOBaH OpyrM npouec-
COM), OTKa3bIBAeMCS OT BHePEHMS;
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B ecnn hain nmeeT aTpubyT, 3anpeLlarLmin moaudmka-
LMo, IM60 CHUMAeM 3TOT aTpubyT, NM60 OTKa3biBaeMcs
OT BHe[peHus;

B ecnv none Subsystem > 2h unm Subsystem < 3h, oTkasbl-
BaeMCsi OT BHe[lpeHus;

W ecnu FA < 200h nnn SA < 1000h — 3710, BeposiTHee BCero,
JpaiBep, U B HETO NyYLLIE HUHETO HEe BHEOPATD;

B ecnu dhaiin UMNOPTUPYET OAHY MM HECKOSBKO (hYHKLIMIA
13 hal.dll w/wnn ntoskrnl.exe, oTka3biBaemcs OT BHefpe-
HUS;

B ecnu dhaitn cogepxut cekumto INIT, oH, BOBMOXHO, sIBNS-
€TCs ApaviBepOM YCTPOMCTBA, @ BO3MOXHO, U HET, HO 6e3
0C060# HyX[bl NyYLLe Clofa HUYEro He BHEOPATL;

B ecnu DATA DIRECTORY copepXuT CCbInkK Ha Tabnuupl,
MCMONb3YIOLLME (hM3NHECKYI0 afpecaumio, MMbo OTKasbl-
BaeMcsi OT BHeApeHus, TM60 NpuHMMaem Ha cebs ob6sa3a-
TENbCTBA KOPPEKTHO «PacnoTPOLUMTb» BCHO MEPaPXUL0
CTPYKTYP AaHHbIX U CKOPPEKTUPOBATh (hM3nyeckue agpe-
ca;

B ecnn ALIGN_UP(LS.r_off + LSr_sz, A) > SizeOfFile, cpaiin
cKopee BCEro CoAepXWT OBEPNEN, U BHeOpsATbCA B HEro
MOXHO TONbKO MO MeTomy A;

B ecnn u3nyeckuii paamep OAHON WU HECKONbKUX Cek-
LMK NPeBbILLAET BUPTYasnbHbIA HA BENNHMHY 6OMbLLYIO UMK
paBHy0 FA 1 npu 3TOM BUPTYasnbHbIA pasMep He paBeH
HYN10, NOQOMbLITHLIN harn CoOOepPXUT OBeprier, aonyckas
TEM CaMbIM MCMOMb30BaTb BHEAPEHUs TOMbKO Tuna A.

Cnefyet NOMHWUTbL O HEO6XOAMMOCTU BOCCTAHOBEHMSA
aTpubyToB (hanna v BPEMEHW ero cosgaHus, MoauduKaumm
1 nocnepgHero foctyna (60MbLUMHCTBO pa3paboTHMKoB orpa-
HUYMBAETCS OOHWM NULLL BPEMEHEM MOAMMMKaLMK, YTO fe-
MackupyeT hakT BHeOPEHS).

Ecnm none KOHTPOMbHOW CyMMbl He paBHO HyIo, CriefyeT
nnbo oCcTaBWTbL TakoW daiin B Nokoe, NMBO paccunTaTb HOBYIO
KOHTPOJTbHYIO CyMMYy CaMOCTOSITENBHO, HANpUMep, NyTeM BbI30-
Ba API-cpyHkumm CheckSumMappedFile. O6HyNsTb KOHTPOMLHYO
CYMMy, KaK 3TO enatoT HEKOTOpble, KaTeropn4eckn Hepgomnyc-
TUMO, T.K. MPY aKTUBHBIX CepTuchnKaTax 6e3onacHoCTV onepa-
LIMOHHas cucTeMa NpoCTo OTKaXET dhainy B 3arpy3ke!

ELue Heckonbko coobpaxeHuin obLuero Tuna. B nocnegHee
BPEMS BCE Yallle M Yalle NPUXOANUTCA CTanKMBaTbCs C UCMos-
HAEMbIMM (harinamm HyLoBULLHOrO 06bEMA, HEYKMNOHHO Mpu-
GnKaloLLIErocst K OTMETKE B HECKOMNbKO ruradait. O6pabdarthl-
BaTb TaKMX MOHCTPOB MO KyCKaM HYAHO M CIOXHO. 3arpyxarb
BECb (haln LIeNMKOM — CIMLLKOM MERMEHHO, [a W NO3BOSUT SN
Windows BbigenuTb Takoe konm4ectso namsTu! MNoatomy nme-
€T CMbIC/ BOCMONb30BaThCs (hannamu, NpoeLvpyeMbIMm B na-
maTb (Memory Mapped File), ynpasnseMbiMu (OyHKLUAMM
CreateFileMapping n MapViewOfFile/lUnmapView OfFile. 3To
HE TOMNbKO YBENMYMBAET NPOU3BOAUTENIBHOCTb, YNPOLLAET Npo-
rpamMMupoBaHune, HO 1 IMKBUAMPYET BCE OrpaHNYeHNs Ha npe-
LeNbHO JOMYCTUMbIA 06bEM, KOTOPLIA Temepb MOXET JOCTU-
ratb 18 ak306anTtoB, 4YTo cooTBeTcTBYeT 1 152 921 504 606
846 976 6anTam. Kak BapvaHT MOXHO OrpaHW4UTb pa3mep
obpabatbiBaeMbIX (hainoB HECKONbKMMK Merabavtamu, ner-
KO KOMMPYEMbIMM B OMNEPATMBHBINA 6ychep 1 CBOAALLMMU KOMU-
4eCTBO «0BBA30YHOr0» KOAA K MUHUMYMY (KTO paboTan ¢ dhan-
namu ot 4 6 1 BbliLLe, TOT NOVMET).
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ﬂpenoﬂspameuue MOBTOPHOro BHeApeHus

B T0 BpeMs Kak cpeiHEBEKOBbIE aNXMMMWKM NbITannch Co34aThb
anMorecT — yHMBEpCaslbHbIA PacTBOPUTESb, PACTBOPSIOLLMA
BCE W BCA, — WX OMMOHEHTHI A3BUTESIbHO 3aMevarnu: 3agymai-
Tecb, B 4eM Bbl €ro 6yaete xpaHutb? U XoTa aiMorecT Tak u
He 6bin M306PETEH, €ro Maes He ymepna 1 oo cux nop 6yno-
PaXUT YMbI BUPYCONMUCaTENEN, BbIHALLMBAOLLMX UOEK NPUH-
umnuanbHo HedeTeKTUpyemoro Bupyca. MoXeT im CyLLecTBo-
BaTb Takow BUPYC XOTA 6bl B NpuHLMne? M ecnun aa, To Kak OH
CMOXET OT/IMHATbL YXKE MHDMUMPOBaHHbIE (halinbl OT eLLE He
3apaxeHHbIX? B NPOTMBHOM CllyHae 3apaXeHust OGHOrO 1 TOro
Xe parna 6yayT NPOMCXOANTb MHOMOKPATHO W HAaBPSL S MHO-
rOYUCIIEHHbIE KOMWUW BUPYCOB CMOTYT MMPHO COCEACTBOBaTb
Apyr ¢ [pyrom.

X-Kof, COXpaHstoLLMIA paboTOCNOCOBHOCTL AaXe Mpu MHO-
roOKpaTHOM BHEAPEHW, Ha3bIBaOT peHTaberbHbIM. PeHTabenb-
HOCTb MPEObSBNSET XECTKMe TPeBOBaHWS KaK K anroputMam
BHEOPEHMs B LENOM, TaK W K cTpaTerum noeefeHnst X-koga B
yactHocTi. OueBngHo, 4To X-kof, BHeapsitowmiica B MS-DOS-
3arnyLUKy, peHTabenbHbIM He SBASETCS W Kaxaas nocnemyto-
LL{as Konus 3aTmpaeT co60i npeablayLuyto. MpoTeKTOpbI, MOHO-
NONU3NPYIOLLIME CUCTEMHBIE PECYPCHI C LIENbIO MPOTUBOCTOSHMA
OTnag4vkam (Hanpumep, AMHaMMYECKM pacLLMdpoBbIBaroLLmMe/
3aLMgpoBbIBatOLLME 3aLLMLLIAEMYIO NPOrPaMMy MyTeM NepeBo-
[a CTpaHuL, NaMATV B CTOPOXKEBOW PEXMM C NMOCNELYHOLLM Me-
pexsaToMm npepbiBaHui), OyayT KOHGIMKTOBATL ApYr C OpYroM,
BbI3bIBas IM60 3aBMCaHWe, TM60 cHoM nporpammel. Knaccuyec-
KMM NpUMEPOM PeHTabeNbHOCTU SBNsSeTeA X-Kof, OOMNUChIBato-
LLMIA cebs B KOHeL, (haina v Nocne COBEPLLEHNS BCEX 3aniaHun-
POBaHHbIX OrepawLyii BO3BpaLLatoLLMIA ynpaBneHue nporpamMme-
HocuTento. Mpn MHOTrOKpPaTHOM BHeAPEHUM X-KoAbl KaK Obl «pas-
MaTbIBaloTCs», NepeaaBas ynpaseHUe CNOBHO MO acTadeTe,
OfiHAKO, €CIIN HWTb YNpaBMeHUs 3anyTaeTcs, BCE HEMELJIEHHO
pyxHeT. Jonyctum, X-kof NpuBS3bIBAETCA K CBOEMY (hmanyec-
KOMY CMELLIEHMIO, OTCHMTbIBAS €ro OTHOCUTENBHO KOHLA chai-
na. Torpa npy MHOrOKpaTHOM BHEOPEHUW MO 3TUM afpecam 6y-
JyT PacnosioXeHb! COBCEM JPYrie AHENKW, NpUHaanexaLlme Hy-
Xomy X-kofy, U MoBefieHne 060MX CTaHET HEONPEENEHHbIM.

MNepepn BHeOpeHueM B haiin HepeHTabenbHOro X-koga
HeobxoaMMo npefBapuUTenbHO Y6eauTbes, YTo B dhain He 6bin
BHEAPEH KTO-TO elle. K coxaneHuto, yHMBepcanbHbIX MyTen
PELLEHNS! HE CYLLECTBYET, U NPUXOQMTCA NpuberaTb K pas-
NAYHBIM 3BPUCTUHECKUM MPUEMAaM, Pacrno3HAIOLLIMM NPUCYT-
CTBWE MHOPOAHOrO X-KOAa Mo KOCBEHHLIM NMPU3HaKaM.

PopncTBeHHble X-KoAbl BCEraa MOryT «[40roBOPUTLCA» ApYr
C ApYroM, 0TMe4as CBOe NPUCYTCTBUE YHUKAIbHOW CUrHaTy-
poi. Hanpumep, ecnu ain cogepXxut CTpoKy «x-code
ZANZIBAR here», oTKa3blBaemcs OT BHeOpPEHUst Ha TOM OC-
HOBaHWW, YTO 3[ECb YXe ecTb «CBOW». K coxaneHuto, aToT
TPIOK OYEHb HEHAJEXEH, U MpK 06paboTke harna nobdbiM yna-
KOBLLMKOM/NPOTEKTOPOM CUrHaTypa HendbexHo Tepsetcs. Hy
pasBe YTO BHEAPUTL CUrHATYpY B Ty YaCTb CEKLMU PECYPCOB,
KOTOPY!O YNaKOBLLMKW/MPOTEKTOPbI MPEAMNOYUTALOT HE TporaTb
(VKoHKa, nHdopmaums o dhanne n T. 4.). Ewe HagexHee BHe-
OPpSATb CUrHaTypy B Aaty/Bpems nocnegHen moaudukaumm
thaiina (Hanpumep, B LECATbIE [OMN CEKYHAbI). YNaKoBLUMKW/
NPOTEKTOPLI e 06bIYHO BOCCTAHABNMBAIOT, OAHAKO KOPOTKas
OJIMHA CUrHaTypbl BbI3bIBAET HOMbLIOE KOIMYECTBO NOXHBIX
cpabaTblBaHUiA, 4TO TOXE HEXOPOLLIO.
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HepopcTBeHHbIM X-Kofam NpuxoguTcs HaMHOro Xyxe. Yy-
XWX CUrHaTyp OHW He 3HaOT M MOTOMY He MOryT HaBEpHsKa
yTBEPXAaTh — BO3MOXHO N OCYLLECTBUTH KOPPEKTHOE BHE-
LpeHue B dpan unum Het? NoatoMy X-kof, NpeTeHAyOLWMIA Ha
KOPPEKTHOCTb, 06513aTENBHO JOMKEH ObITb PEHTAbENbHbIM, B
MPOTUBHOM CNy4ae coXxpaHeHWe paboTocnoco6HOCTM thaiinam
yXXe HEe rapaHTMpOBaHo.

YNaKkoBLUMKM OKa3bIBAIOTCS B [JOBOJIbHO BbIUMPLILLHOM MO-
NOXEHWUW: ABaXAbl OOMH hain He COXMELLb, U ecnu Koad-
bUUMEHT CcKaTna OKaXeTCs McHesaroLle mas, ynakoBLUMK
BrpaBe OTKa3aTbCcs obpabartbiBaTb Takon dann. MNpoTekTo-
pam — gpyroe geno. MpoTekTop, oTKasbiBatoLmiics obpaba-
ThiBaTb YXe yrnakoBaHHble (3almdpoBaHHbie) aiinbl, Mano
KOMY HY>XeH. Ecnn npoTeKTop MOHOMONM3UPYET pecypchbl, OT-
KasblBasChb UX NPefOCTaBAATL KOMY-TO ELLE, OH JOIKEH 065-
3aTeNbHO KOHTPONMPOBATL LIENOCTHOCTb 3aLLMLLEHHOMO haii-
na u, 06HapyXwuB BHePEHWNE NOCTOPOHHMX, BbIBOAWTL COOT-
BETCTBYIOLLEE MPefynpeXAeHNe Ha SKpaH, BO3SMOXHO, npe-
Kpalias npy 3ToM paboTy. B npoTvBHOM crydae 3alluileH-
HbI chaiin MOryT ynakoBaTb W NOMbITaTLCA 3aLUUTUTL MOBTOP-
HO. lNMocnencTBus TakoW 3alWTbl HE 3acTaBAT cebs XaaTb. ..

Knaccuquauml MEexaHN3MOB BHeapeHus

MexaHn3Mbl BHEOPEHUA MOXHO KfiaccudmumpoBaTb no-pas-

HOMY: MO MecCTy (Ha4asio, KOHel, cepeauHa), No «reononuTh-

Ke» (3aTvpaHue NCXOAHbIX JaHHbIX, BHEAPEHWE B CBOBOAHOE

MPOCTPAHCTBO, MEPECENEHNE UCXOOHbIX AaHHbIX Ha HOBOE

MECTO 06WTaHMs), N0 HAAEXHOCTU (MPERENbHO KOPPEKTHOE,

BMOJIHE KOPPEKTHOE M KpalHE HEKOPPEKTHOE BHEAPEHUE), MO

peHTabenbHOCTY (peHTabensHoe Unn HepeHTabensHoe) U T. .

Mbl e 6yoemM OTTankmBaTbCs OT XapakTepa BO3AENCTBUSA Ha

husmyeckuin u BUpPTYanbHbIN 06pa3 NogonbITHOW nporpam-

Mbl, pa3fenvB BCe CYLLECTBYIOLLME MEXaHWU3Mbl BHEAPEHUS

Ha YeTbIpe KaTeropum, 0603HaYEHHbIE TATUHCKUMK ByKBaMK

A, B,Cnuz

B K kateropum A OTHOCATCS MEXaHW3MbI, HE Bbl3blBatoLLMe
M3MEHEHWS afgpecaumn HA (OM3NHECKOT0, HU BUPTYasbHO-
ro o6pasoe. [locne BHeapeHMs B haiin HWU ero AnuHa, Hu
KONMYeCTBO BbIOENEHHON Npy 3arpy3ke namsTv He n3me-
HAETCA M BCe 6a30Bble CTPYKTYPbl OCTAIOTCA Ha CBOMX
MPEXHUX agpecax. ATOMy YCIIOBUIO YOOBNETBOPAIOT BHe-
OpeHve B nyctoe MecTo haina (PE-3aronoBok, XBOCTbI
CEKUMI, perynspHble NocienoBaTenbHOCTL), BHEAPEHWE
MyTEM CXaTus 4acTu cekuum u co3panne Hosoro NTFS-
noToka BHyTpyW chaitna’.

B K kaTeropun B 0THOCATCS MexaHU3Mbl, BbI3bIBAOLLME 13-
MEHeHWs agpecaumn ToNbko uandeckoro obpasa. MNoc-
ne BHeApeHus B haiin ero AnvHa yBenuunBaeTcs, ogHa-
KO KOSIMYECTBO BbIAENEHHON NPy 3arpy3ke NamsTh He 13-
MeHsieTCs, M Bce 6a30Bble CTPYKTYPbl NPOELMPYIOTCA MO
TEM Xe CambIM agpecam, O4HAKO UX (oM3NYHeCKne CMeLLe-
HUS UBMEHSIOTCA, YTO TPEBYET NOMHOM MM HaCTUYHON Ne-
PECTPOMKM CTPYKTYP, NPUBA3LIBAIOLLMXCS K CBOMM (hu3n-
yeckum appecam. Ecnm xoTa 6bl 0fHa M3 HUX OCTaHETCS
HECKOPPEKTUPOBAHHON (Mnn 6yOeT CKOPPEKTMPOBaHa He-
npaBuUnbHO), hann-HOCUTENb C BbICOKOW CTEMEHbIO BEPO-
STHOCTW OTKaXeT B paboTte. Kateropum B cOOTBETCTBYIOT
pasfByKKa 3aronoBka, COPOC HacTu OpUrMHaNbHOMO (hait-
na B OBEpnel 1 co3paHne CBOEro CO6CTBEHHOrO OBEpres.

B K kateropun C 0THOCATCS MeXaH13Mbl, BbI3bIBaLOLLME 13-
MEHEHWs agpecaumnm Kak usn4eckoro, Tak u BAPTYyanb-
Horo o6pasoB. [nvHa chavina v Bblgensemas npu 3arpys-
Ke namsTb yBenuumeatoTcs. basoBble CTPYKTYpbl MOTYT
nmbo ocTaBaTbCs Ha CBOMX MECTAX (T.6. U3MEHSIIOTCS NULLb
CMeLLIeHUs, oTcHMUTbIBaEMble OT KoHUa ob6pasa/dharina),
nn6o nepemeLLaTbca NO CTPaHUYHOMY UMWUOXKY MPOW3-
BOMbHbIM 06pa3om, Tpebysa 06583aTeNnbHON KOppeKLum.
OTOI KaTeropum COOTBETCTBYET pacLLMPeHNe NocnenHen
Cekummn hanna, co3fgaHue CBOe COBCTBEHHOW CEKLMM U
pacLUMpPEHNe CEPEeaMHHBIX CEKLIWIA.

B K «3acekpeyeHHoN» KaTeropun Z oTHOCATCS MEXaHWU3MbI,
BOOO6LLE He foTparmBatoLLmecs fo daiina-HocuTeNs 1 BHe-
OPAIOLLMECSH B €r0 afpecHoe NPOCTPAHCTBO KOCBEHHbIM
nyTeMm, HanpuMep MoancUKaLmen Knoya peecTpa, OTBET-
CTBEHHOrO 3a aBTOMATUHECKYIO 3arpy3Ky OAMHAMUYECKUX
6M6IMOTEK. DTON TEXHONOrMER UHTEPECYIOTCS B NEPBYIO
o4epefb CETEBbIE HEPBU W LUNWOHLI. Bupychl K Helr paB-
HOAYLLHbI.

Kateropus A HaumeHee KOH(NMKTHA U NPMBOOUT K OT-
Kasy nuLb Torga, korga hann KOHTPONMPYET CBOLO LiENoCT-
HocTb. Cchepa npumeHeHuin kateropuin B n C ropasno 60-
nee orpaHuyeHa, B 4aCTHOCTM, OHa Hecnoco6Ha obpabaTbl-
BaTb (haisbl C 0TNAA04HON MHGOpMaLMen, NOCKOSbKY OT-
napoyvHas MHdopMauua npakTM4eckn BCerga CoAepXuT
60NbLLIOE KONMYECTBO CCbINIOK Ha abcontoTHble agpeca. Ee
thopmat He JOKYMEHTMPOBAH, N K TOMY Xe pasfinyHble KOM-
MUNSTOPbI UCNOJb3YIOT pa3nnyHble opmatbl OTNAA04HON
MHhopMaLmK, MO3TOMY CKOPPEKTUPOBATb CCbINIKM Ha HOBbIE
agpeca HepearbHo. MoMUMO 0TNagoYHoON MHGhopMaLm eLLe
CYLLLeCTBYIOT CepTMdmMKaTbl 6€30MacHOCTH M NpoYne CTpyk-
TYpbl LaHHbIX, HY>XAAWWECH B HENPUKOCHOBEHHOCTW CBO-
UX CMeLLEeHNI. K coxaneHuto, MexaHn3Mbl BHEAPEHUS KaTe-
ropum A HanaratoT JOCTaATOYHO XECTKME OrpaHUM4eHus Ha
npegensHO JonycTUMbIN 06bem X-Koda, onpegensiemblit
KONM4YeCTBOM CBOOGOAHOIrO MPOCTPAHCTBA, UMEKLLErocs B
nporpamme, 1 AOCTaTOYHO YacTO 3[ECb He HAXOAMTCS Mec-
Ta Aaxe Ans KPOXOTHOrO 3arpy3yvka, mosToMy npuxoamTes
WATU Ha BbIHYXIOEHHbIA PUCK, UCNONb3YS APYrve KaTeropum
BHeOpeHus.

KcTtaTtu roeops, pasnuyHble KaTeropum MOXHO KOMOW-
HUMpOBATb APYr C APYroM, OCYLLECTBANASA «rMOPUOHOE» BHeE-
LPEHVe, HacneayoLlee XyflinMe Ka4ecTBa BCEX UCMOMb3y-
EMbIX MEXaHM3MOB, HO M akKyMynupyrLlee ux ny4iime
4yepTbl.

Kateropus A: BHeapeHue B nycroe mecrto thaiina

Buenpenue B PE-3aronoBoK

TunuyHbin PE-3aronoBok Bmecte ¢ MS-DOS-3aronoBkom u
3arnywkon 3aHnmaet nopsgka 300h 6anT, a MUHUMarbHas
KpaTHOCTb BblpaBHMBaHUA cekuuii coctaBnseT 200h. Takum
06pa3oM, Mexay KOHLIOM 3arofioBka 1 Ha4anom nepeoii cek-
LMK npakTuyeckn scerga umeetcs 100h 6ecxo3Hbix H6anT,
KOTOPbIE MOXHO MCMOMb30BaTh ANS «NPOVN3BOACTBEHHBIX Lie-
neii», pa3meLlas 30eck M60 BCIO BHEAPSAEMYIO NporpamMmy
LeNUKOM, NMBO TOMbKO 3arpy34nk X-KOAa, CHUTLIBAIOLLIMIA
CBOEe NPOJOMKEeHNe M3 OMCKOBOro gharna unm peecrpa.

CUCTEMHELIIaAMUHNCTPATOD
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PucyHok 2. BHeppeHme X-kxofila B CBOBGOZHOe MPOCTPAHCTBO XBOCTA
PE-3aronoska

BHepperue. MNepen BHeJpPEHVEM B 3aronioBoK X-Kog, fon-
XeH yOeamnTLCS, HTO XBOCTOBAs YacTb 3arofoBka (JTacKoBO Ha-
3blBaeMas «NpPeaxBoCcTUEM») AENCTBUTENBHO CBOBOAHA, T.€.
SizeOfHeadres < FS.r_off. Ecnu xe SizeOfHeadres == FS.r_off
BOBCE He (haKT, 4TO CBOBOAHOIO MecTa B KOHLE 3arofioBka
HeT. «[loaTarmeBatb» XBOCT 3arofioBKa K Havasny nepBOM Cek-
UMM — 0bbl4Has NpakTuka 6oMbLUMHCTBA NUHKEPOB, yCMaTpu-
BalOLLMX B 9TOM rapMOHMIO BbICLLErO cMbicna. CkaHupoBa-
HUEe Takux 3arofIoBKOB 0ObIYHO BbISBASET ONMHHYIO LIENOYKY
Hynew, pacnonoXeHHbIX B €ro XBOCTE U, O4EBUOHO, HUKaK U
HUKEM He ucnonb3yembix. MoxeT nnm X-kog 3anucatb B HUX
cBoe Teno? [la, MOXeT, HO TOMNbKO C MPEROCTOPOXHOCTAMM.
HeobxoamMmo otcuntaTh No MeHbLUen mepe 10h 6ainT ot noc-
nNefHero HeHyneBoro CMMBOJIA, OCTaBNsAs 3TOT Y4acTOK He-
TPOHYTbLIM (B KOHLIE HEKOTOPbIX CTPYKTYP npucyTcTByeT fo 10h
HYnew, NCKaXEHWE KOTOPbIX HW K YEMY XOPOLLEMY He npuBe-
aer).

HekoTopble NporpaMMUCTbl NbITAKTCA NPOHWUKHYTH B MS-
DOS-3aronoBok 1 3arnyLky. [JedCTBUTENBbHO, 3arpy34nk
Windows NT peanbHO uCnonb3yeT BCEro NLLb LIECTb HanT:
curHatypy «MZ» un ykaszatens e_lfanew. OcTanbHble Xe ero
HUKaK He MHTEPECYET U MOTYT ObITb UCMONb30BaHbI X-KOLOM.
PasymeeTcsi, 0 nocneacTBMax 3amycka Takoro ¢pamna B ro-
now MS-DOS nyuwue He roBopuTs, HO... MS-DOS yxe gaBHO
Tpyn. Mpaeaa, HeKOTopble BMOHE COBPeMeHHble PE-3arpys-
YMKM poTOWHO npoBepsitoT Bee nons MS-DOS-3aronoeka (B
0COBEHHOCTM 3TO KacaeTcs win32-amMynsTopos), No3aToMy 6e3
0C060W HYXbl NyHLle B HAX HE NIE3Th, @ BOT MCMONb30BaTb
ans ceomx Hyxg MS-DOS-3arnyLuky MOXHO, nyckaw u He 6e3
orpaHuyeHuin. MHorme CUCTEMHbIE 3arpy34nku HECTIOCOOHbI
TpaHCIMpoBaTh BUPTYalibHbIE apeca, nexatlume K 3anagy ot
PE-3aronoBka, 4To npenarcteyeT pa3melleHunio B MS-DOS-
3aronioBKe/3arnyLuke ciyxebHbix cTpykTyp PE-thaiina. Oaxe
W He MbITaNTECh BHEOPATb CloAa Tabauly uMmnopta umm tab-
nnuly nepemMeLLiaeMbix aneMeHToB! A BOT Teno X-koda BHe-
OPSTb MOXHO.

Kctatu roeopsi, npu o6paboTke haina nonynspHsIM yna-
koBmkoM UPX X-kop, BHeApeHHbIN B PE-3aronoBok, He Bbl-
XuBaeT, nockonbky UPX NonHOCTbIO NEpeCTpamBaeT 3arosio-
BOK, Bbl6pacbiBasi OTTyAa Bce «HeHyxHoe» (MS-DOS-3arnyw-
Ky OH, K cHacTblo, He TporaeT). YnakosLumku ASPack v tElock
BeOyT cebsa 6onee KOpPeKTHO, coxparsia u MS-DOS-3arnyww-
KY, U opurMHanbHbli PE-3aronoBok, ogHako X-Kog OOSKEH
WCXOOWTb M3 XYALIEero BapuaHTa passuTis CobbITUIA.

B ofLiem cnyyae BHefpeHWe B 3arofioBOK OCYLLECTBSA-
eTcs TakK:

B cuutbiBaeM PE-3arofioBoK 1 NpucTynaem K ero aHanuay;
B ecnm SizeOfHeaders < FS.r_offu (SizeOfHeaders + sizeof(X-
code))< FS.r_off, T0:

B yeenuymeaem SizeOfHeaders Ha sizeof(X-code) nnm xe

MPOCTO NofTArMBaem ero K raw offset nepeon cekumm;

B 3anucbiBaeM X-Kof Ha 06pa3oBaBLLUEECS MECTO;
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B nHave:

B ckaHupyem PE-3aronoBok Ha npegmeT novcka Henpe-
PbIBHOW LIEMOYKM Hynew u, ecnu Takosas 6yaeT aen-
CTBUTENbHO HalaeHa, BHeOpsieM CBoe Teso, Ha4nHas ¢
10h 6aiTa OT ee Havana;

B BHegpsiem X-kof B MS-DOS-3arnyLuky, He coxpaHsis ee
CTaporo conepXumoro;

B ecnn BHeapeHWe NpOoLUSO YCMeLLHO, nepexBaTbiBaem yn-
paBneHue Ha X-Kop.

UpeHtnpnkauns nopaxeHHbIx 06beKTOB. BHeppeHne
B PE-3aronoBok B 60MbLWMHCTBE CIy4aeB MOXHO pacnos-
HaTb U BM3yasibHO. PaccmoTpum, Kak BbIrnsagut B hex-pe-
JaKTope TUMWYHBIA MCNONHAEMbIN dain (cMm. puc. 3): Bcnen
3a KoHuoM MS-DOS-3aronoBka, 06bI4HO CoaepXallum B
cebe cTpoky «This program cannot be run in DOS mode»
(unu 4TO-TO NOJOG6HOE), pacnonoxeHa «PE»-curHatypa, 3a
KOTOPOW CrnegyeT HEMHOro Mycopa, LUeapo pasbaBfiEHHOro
HYNSIMM U NNaBHO MepPeTeKarLLero B TabuLy CEeKUW, co-
LepXallyro Nerko ysHaBaemble umeHa .text, .rsrc u .data
(ecnu dhaiin ynakoBaH, Ha3BaHWs CEKLMIA ckopee Bcero By-
BYT ApYrumu).

NHorpga 3a tabnuuen cekuunin npucyTtcTeyeT Tabnuua
BOUND wvmnopTa ¢ nepeqHeM MMeH 3arpyxxaembix guHaMu-
4yeckux 6ubnuotek. Janblue, BNAOTb 4O Ha4ana nepBon cek-
LMK, HE JOMKHO ObITb HAYETO, KPOME HYNEN, UCMONb3YHOLLIMX-
€Sl NS BblpaBHMBAHUSA (OTOXZAECTBUTbL Ha4ano NepBOW Cek-
Lmu nerko, hiew ctaBuT B 3TOM MecTe TouKy). Ecnm xe 310 He
Tak, TO uccneayembln hain cogepXxut X-kog (cMm. puc. 4).

BocctaHoBneHune nopaxeHHbix 06beKTOB. He BCce -
3accembnepbl NO3BONAT ansaccembnmposatb PE-3arono-
BoK. IDA PRO oTHOCUTCS K YWCIy TEX, YTO MO3BOMAOT, HO
JenaeT 3T0 TOSbKO B ClyHasx KpaiHel Heo6XxoaMMOCTH, KOT-
[a To4Ka BX0ofa yKasblBaeT BHYTPb 3arofoBka. 3acTaBuTh Xe
ee 0To6pas3nTb 3arofioBOK BPYYHYO, CyAs NMO BCEMY, HEBO3-
MoxHo. HIEW B aToM oTHoLLeHun 6onee noknaguct, Ho RVA-
agpeca v nepexombl BHYTPU 3arofloBKa OH HE TPaHCIMPYET U
WX NPUXOZMUTCS BLIYUCAATL CaMOCTOSATENbHO. [dn3accembu-
poBaB X-KOA W OMpefenvB xapakTep 1 CTpaTeruio nepexeara
yrnpaBsJieHNsi, BOCCTAHOBUTE MOPaXeHHbIN hain B UCXOOHbIN
BUO UNK noTpaccupyite X-Kog B OTNaf4vke, No3BOIMB eMy
coenatb 3TO CamMOCTOATENbHO, @ B MOMEHT nepepaqn ynpas-
NEeHUs OpUrMHaNLHON NporpaMme c6pockTe famn (pasyme-
€TCS, MPOroH aKTUBHOrO X-KoJa nog 0Tnagunkom Bceraa taut
B cebe yrpo3sy 1 oTnaxueaemas nporpaMma B nto60i MOMEHT
MOXET BbIPBATLCA U3-NOJ KOHTPONS, NOSTOMY €CNK Bbl XOTA
Obl YYTOUKY HE YBEPEHbI B cebe, Nonb3yiTech ansaccemorse-
pom, Tak 6ygeT 6esonacHee).

Ecnu X-kopg okasancsi yTpadeH, Hanpumep, BCleAcTane
ynakoski UPX, pacnakyiTe cann u noctapantecb oeHTU-
hmumpoBaTb CTAPTOBLIV KOA OpUrMHanbHOM nporpaMmbl (B
aTom Bam nomoxeT IDA PRO), nepeycTaHOBWB Ha HEro To4-
Ky Bxofa. Bo3aMOXHO, Bam NpuaeTcs peKOHCTPYyMpoBaTh OK-
PECTHOCTV TOYKM BXOAQ, Pa3pyLUeHHble KOMaHZOoW nepexo-
fa Ha X-kop. Ecnv ncxofHbIi CTapToBbIA KOL Ha4YMHancs ¢
nposiora (a B 60MbLUMHCTBE CNy4YaeB 3TO TakK), TO HA PEMOHT
(havina ynger coBCEM HEMHOrO BpemeHu (nepeble 5 6anT
nposiora CTaHAapPTHbI U NErko Npeackasyemsl, 06bIHHO 3TO
55 8B EC 83 EC, 55 8B EC 83 C4, 55 8B EC 81 EC v
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55 8B EC 81 C4, npaBuibHbli BapyaHT onpeaensietcs no
npaBgonofobHOCTM pasmepa CTEKOBOro peiima, 0TBOAM-
MOrO MOA JIOKanbHble NepemMeHHble). Mpn 6onee cepbe3HbIX
PaspyLUEHNAX anropuTM BOCCTAHOBNEHMS CTAHOBUTCA HEO-
AHO3HAYEH, U BaM, BO3MOXHO, Npuaetcs nepebpatb 601b-
LLOE KOJIMYECTBO BapuaHToB. MonpobyiTe OTOXAECTBUTb
KOMMUASTOP U M3Y4nTb NOCTABNSAEMbIA BMECTE C HUM CTap-
TOBbI KOR — 3TO CYLUECTBEHHO ynpoLiaeTt 3agaqvy. Xyxe,
ecnu X-Kof BHEAPWUNCA B MPOM3BOSIbHOE MECTO NPOrpaMMbl,
npenBapuUTENIbHO COXPaHUB OPUrMHANIbHOE COOEPXMMOE B
3aronoBke (KOTOPOro Temnepb € Hamu HeT). Bo3patuTb uc-
MOPYEHHbLIN harn M3 HeObITUA CKopee BCero ByaeT HeBO3-
MOXHO, BO BCAKOM CNy4ae, HUKaKUX YHUBEPCANbHbIX peLen-
TOB €ro peaHMMaLumn He CyLLeCTBYeT.

HekoppeKkTHO BHeApPEHHbIN X-KoO MOXeT 3aTepeTb Tab-
nnuUy AManas3oHHOro MMMNopTa, 06bIMHO pacnonaratoLLytocs
nosagy Tabnuupbl CEKUWIA, 1 Toraa cuctema OTkaxeT danny B
3arpyske. 910 NPOUCXOANT, KOraa paspaboTuunk onpenenset
aKTyasbHbI KOHEL, 3arofioBka no cregytoLen hopmyne:

e lfanew + SizeOfOptionalHeader + 14h + NumberOfSections*40

hiew notepad._exe - Far

KoTOpasi, K CoXaseHuto, HeBepHa. Kak y>e roBopunocs BhiLLe,
no6oi KOMNUASTOP/NNHKEP BrpaBe UCNonb3oBaTb BCe
SizeOfHeaders 6aiiT 3aronoeka.

Ecnu Tabnuua gManasoHHOro umnopTa ayonupyeT cTaH-
AapTHY0 Tabnuuy MMnopTa (a Yalle BCero aTo Tak), To npo-
CTenwmin cnocob pemMoHTa hanna CBOQUTCA K OOHYNIEHMIO
0x11-ro anemeHta DATA DIRECTORY, a To4Hee, CCbINKU Ha
ctpyktypy IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT.
Ecnu xe Tabnuua amanasoHHOrO MMNoOpTa COAEPXMUT (TOY-
Hee, cofepxana) yHuKanbHble AMHaMU4eckne GMbnMoTeKu,
OTCYTCTBYIOLLME BO BCEX OCTanbHbIX Tabnmuax, ToO Ans BoC-
CTaHOBJIEHUSA [NOCTATOYHO 3HATb 6A30BbIA afpEC UX 3arpys-
Ku. Mpu OTKNHOYEHHOM Anana3oHHOM MMMNopTe 3 EKTNBHbIE
agpeca MMNOpPTMPYeMbIX (OYHKLMIA, XXECTKO NPOnUcaHHbIe B
nporpaMme, 6yayT cCbinaTbCa HA HEBbIAENEHHbIE CTPaHWLbI
namsT U onepauMoHHas cucTeMa HEMEAJSIEHHO BbIOPOCKT
UCKNoYeHne, coobLuas BUPTYanbHbIA afpec AHEnku, K KoTo-
pov npousowno obpatieHne. OcTaeTcs NULWb HAWTW OMHa-
MUYECKYI0 BMOIMOTEKY (M 9TON BUBMOTEKON CKOpee BCEro
6yneT cobcTBeHHas 6MbNMoTeKa BOCCTaHABNMBAEMOro Npu-
NOXEHMSA, BXOAALLAS B KOMMJIEKT NOCTaBKM), COOePXaLLyto No

PucyHokx 3. Tak BHIVIAMT TUnMuHHM PE-3aroloBOK HeBapaxeHHoOro daina
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JaHHOMY afpecy 6ofiee UM MeHee OCMBICTIEHHbIN Kof, CO-
BnagawLwni ¢ TOYKON BXoAa B (OYyHKUMIO. 3Hasa MMEeHa M-
NopTUPYEMbIX BUONNOTEK, BOCCTAHOBMTb TabNMLY AManasoH-
HOro MMMOpPTa He COCTaBUT HUKAKOro Tpyada.

[na npunuyms (4To6bl HE pyranmcb aHTUBUPYChI) MOXHO
yOanuTb HeakTUBHbIN X-kKof M3 dhanna, yctaHosuB SizeOf
Headers Ha nocnegHuit 6anT Tabnuubl cekumin (unu Tabnuupl
[AnanasoHHOro MNopTa, eCIM OHa eCTb) U BNNOTb Ao FS.r_off,
3anosiHMB ocTanbHble 6aiThl HYNAMU, CUMBOMIOM «*» UMK
nto6bIiM Apyrum CMMBOSIOM NO cBoeMy BKycy. Hanpumep, «no-
CTOPOHHUM BMpYycam BXof BocCrpeLleH!».

Jmcmunr 1. JiusacceMbnepHrit ¢parMeHT X-Kofia, BHEAPEHHOTO
B 3BarojloBOK (BCe KOMMEHTapuu NpuHagnexar Jpe)
HEADER:01000300 ; The code at 01000000-01000600 is hidden
; from normal disassembly

; and was loaded because the user ordered
; to load it explicitly

HEADER: 01000300

HEADER: 01000300 ;
HEADER: 01000300 ; <<<< IT MAY CONTAIN TROJAN HORSES,

; VIRUSES, AND DO HARMFUL THINGS >>>

HEADER: 01000300

HEADER: 01000300 public start

HEADER: 01000300 start:

HEADER: 01000300 call $+5
HEADER: 01000305 pPop ebp
HEADER: 01000306 mov esi, fs:0
HEADER:0100030C lodsd
HEADER:0100030D push  ebp
HEADER:0100030E lodsd
HEADER:0100030F push eax

000001D6 :
000001ED:
00B0O1FO:
00006200 :
00000210
00000220 :
00006230
00000240
00000250
00000260 :
00006270
00000260 :
00000290
00006200 :
00006280 :
000002C0:
00000200 :
00B0O2ED:
000002F0 :
006000300 :
00000310 :
00000320 :
00000330 :
00000340 :
00000350 :
0000B360
00000370
00000380 :
00B0O390
00BOB3A0 :
00000360 :
006003C0 :

Pucysok 4. Tak BHIVIIAMT BaroJIoBOK (aina nocne BHeApeHus X-kofa
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Brefipenne B XBOCT CeKLM
OnepaumoHHas cuctema Windows 9x TpebyeT, 4To0bl n3m-
Yyeckue agpeca CeKUMIN ObinNv BbIPOBHEHBI NO MEHbLLEN Mepe
Ha 200h 6anT (Windows NT — Ha 002h), nosToMy Mexay cek-
LMAMM NPaKTUYECKM BCErfa eCTb HEKOTOPOE KONMYECTBO CBO-
60HOr0 NPOCTPaHCTBA, B KOTOPOM NErko 3aTepsThCs.
PaccmoTpum cTpykTypy dharna notepad.exe u3 noctaBku
Windows 2000 (cMm. nuCTUHT 2). DU3NYECKnin pasmep CeKLmm
.text npeBbiwaeT BupTYyanbHbIi Ha 6600h — 65CAh == 36h 6au,
a .rsec —ax Ha COOh! BronHe gocTtaTouHbIi 06beM NPOCTpaH-
CTBa AN BHeApeHus, He npaeaa nn? PadymeeTcs, Takoe Be-
3€HVE BbINaJaeT Janeko He Bcerda, HO napy AECATKOB CBO-
600HbIX 6aNT MOXHO HaWTW NPaKTUYeCKn B NO6OM hawre.

JmcTuur 2. Tak BHOIsAuT Tabmuua cexumit ¢amna notepad.exe

Number Name v _size RVA r size r offst flag

1 .text 00065CA 0001000 0006600 0000600 60000020
2 .data 0001944 0008000 0000600 0006C00 C0000040
3 .rsrc 0006000 000A000 0005400 0007200 40000040

{— no'BHePeHUsA

{1 X-koa-BHeapeH

HOBHM V_SZ &\

PucyHok 5. BHefipeHue X-koja B XBOCT CeKUMM, OCTaBUMIACS
OT BHPaBHUBAHUS

@M~ *8H

F¥8U ¥¥a
4¥D81  4¥D8y
[*+8¥  4¥D8¥
F=*8h
comdlg32.dl1 SHE
LL32.d11 MSVYCRT.
d11 ADYAPI32.d11

KERNEL32.d11 GD
I32.d11 USER32.d
11 WINSPOOL .DRY

TOYSTYYYYTHY YT
LAAALATILIGL A A JEIPTY]

CLAAS GetProc
Address LoadlLibr
aryA CreateProce
ssA ExitProcess
ws?_ 32 WSASocket
A bind listen ac
cept cmd 7Ry “Yuw
L FARRR | A AIIE34 L
(=¥ $rINTIVIY
IS AdIASAE
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nporpamMupoBanmue

BuepgpeHue. Tepen BHegpeHWEM HeOOXOOQUMO HaNTW
CEKLMIO C NOOXOAALLMMM aTpMbyTamMn U JOCTaTO4HbIM CBO-
60HbIM MPOCTPAHCTBOM B KOHLIE MIIM paccpefoTouuTb X-
KOL B HECKOJbKMX CeKuusxX. [pn 3TOM HEOOXOAMMO YUMUTbI-
BaTb, 4TO BUPTYasnbHbIA pa3Mep CEKLIMM 3a4acTyto paBeH du-
3M4ECKOMY WM [axe NPEBbILAET ero. ATO eLle He 3HaYMT,
4TO CBOOOOHOE MPOCTPAHCTBO OTCYTCTBYET, — MOMNPO6yiTE
MPOCKaHMPOBaTb XBOCTOBYIO YacTb CEKLMM Ha NpeaMeT Ha-
NNYMA HENPEPBLIBHON LIENOYKU HYNeh — eciv TakoBas Tam
LENCTBUTENBHO NPUCYTCTBYET (a Kyaa 6bl OHa fenack?), ee
MOXHO 6€36083HEHHO MCMONb30BaTh A7 BHEAPEHNS.

MpaBaa TYT €CTb OOQHO «HO», MOYEMY-TO HE Y4uTbIBaE-
MO€e MOAAaB/SIOLMM 6ONbLUMHCTBOM pPa3paboTHMKOB: €Cnu
BUPTYasbHbIA pa3Mep CEKUMM MeHbLUe (hM3NYECKOrO, 3ar-
PY34UK UTHOPUPYET PU3NYECKMIA pasmep (XOTa U He 0653aH
9TO fenatb) U OH MOXET ObITb Nto6bIM, B TOM YUCHE U 3aBe-
OOMO 6eccMbiCneHHbIM! Ecnv BUpTYanbHbIN pasmep paseH
HYNH0, 3arpy34uK UCMoNb3YyeT B KAYECTBE HErO IU3NHECKNIA,
OKpyrnisig ero Ha BenuuuHy Section Alignment. MosTtomy,
ecnu r_off + r_sz HekoTopon cekumu npesbiwaeT r_off cne-
OytoLLen cekummn, cnegyet nubo oTKasaTbecs 0T 06paboTKu
Takoro ¢pavina, 6o camoCcTOATENBHO BbIYUCIIUTL (IU3NYeEC-
KW paamep Ha OCHOBE pasHuubl raw offset oByx cocegHux
CeKUnN.

HekoTopble nporpammbl XpaHsT OBEPNEN BHYTPM haina
(4a, UMeHHO BHYTPK, a He B KOHLE!), Npu 3TOM pasHuua du-
3M4eCKOro U BMPTYaslbHOro pa3MepoB, Kak npaBuno, oka-
3blBaETCA 60MbLUE KPAaTHOCTH (OM3NYECKOTO BbIPABHUBAHWS.
Takylo CeKkuuio nydlle He TporaTtb, T.K. BHefpeHune X-koga
cKopee BCero npmeefeT K HepaboTocnocobHocTH ghanna. K
COXaIIEHMIO, OBEP/EN MEHbLLErO pa3mMepa AaHHbIN anroputm
OTNOBUTbL HE B COCTOSHWW, MO3TOMY BCErfa NpoBepsAATE BHE-
APSEMBIN YHACTOK Ha HYNMM 1 OTKA3bIBAWTECH OT BHEAPEHNS,
€CIn 3[0€eCb PaCMONOXEHO YTO-TO ApYroe.

BonbLUMHCTBO pa3paboTyimkoB X-Koaa, NPosiBAss NpecTyn-
HYI0 HEBPEeXHOCTb, NpeHebperaiT NPOBEPKON aTpnbyToB
CEKUMM, HYTO MPUBOOMT K KPUTMHECKMX OLLMOBKAM W MPOHUM
cepbe3HbIM npobriemam. BHeapsemas cexums gomkHa 6biTb,
BO-NepBbIX, focTynHow (cpnar IMAGE_SCN_MEM_READ yc-
TaHOBJIEH) W, BO-BTOPbIX, HEBbIrpYXaemoin (cdnar IMAGE_
SCN_MEM_DISCARDABLE c6polueH). XXenaTenbHo, HO Heo-
653aTenbHO, YTO6bLI NO KpanHen Mepe OAUH M3 dhnaros
IMAGE_SCN_CNT_CODE, IMAGE_SCN_CNT_INITIALIZED_
DATA 6b151 ycTaHoBneH. Ecnu xe 3Tu ycnosust He cobntoga-
t0TCA W APYrvX NOOXOAALMX CEKUMIA HET, AOMYCTUMO MOAW-
thurumposaTb dnarv 04HOM U HECKOSIbKMX CEKLMIA BPYYHYIO,
OfHaKO paboTOCNOCOBHOCTL MOJOMLITHOrO NPUSIOXEHUS B
9TOM Cnyvae yxe He rapaHTMpoBaHa. Ecnu donarn IMAGE_
SCN_MEM_SHARED un IMAGE_SCN_MEM_WRITE ycTtaHoB-
NeHbI, B TAKYI0 CEKLIMIO MOXET NCaThb KTO YrogHO U HTO yrof-
HO, @ BO-BTOPbIX, afAPEC €€ 3arpy3kn MOXET O4YeHb CUJTbHO
OTNM4aThCs OT V_a, Nockosbky Ta xe Windows 9x nossonser
BbIAENATb Pa3fensemMyro NamsaTb TONbKO BO BTOPOW MOMOBW-
He afpecHOro NpoCTpaHCTBa.

MockonbKy Npy BHEAPEHUM B XBOCT CEKLIMM HEBO3MOXHO
OTNMYUTL JaHHbIE, MHALMANN3UPOBAHHBIE HYNAMU, OT HEVHU-
LMaM3MPOBaHHbIX AaHHbIX, Nepes nepepaqen ynpasseHns
OCHOBHOMY KOfly MporpaMmbl X-Kof QOMKEH 3aMeCTy cnefpl,
akKypaTHO MOAYMCTMB BCe 3a COo60i. Hampumep, ckonmpo-
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BaTb CBOE TEJIO B CTEK UNN B Byhep AnHAMUYECKOM NaMATL U

BEPHYTb HY/IM Ha MeCTOo. K coxaneHuio, MHOrme 06 3ToMm 3a-

ObIBAKOT, B pe3ynsrate Yero 4acTb NporpammM OTKasbiBAEeT B

pa6orte.

Kog, BHEAPEHHbIN B KOHEL, CEKLIMK, KaK NpaBuio, BbKK-
BaeT Npw ynakoske unun o6paboTke anna NpoTEKTOPOM (T.K.
BHe[peHHasi 06/1acTb NamaTh Tenepb NOMeYeHa Kak 3aHs-
Tas1). VicknioveHne coctaBnatoT cnyxebHble CEKLMK, Takue
Kak CekLMs nepemMeLLaeMblX 3NEMEHTOB UM CEKLUA UMMOp-
Ta, COXpPaHATb KOTOpble YNaKOBLUMK HE 06A3aH W BMOJHE
MOXET PEKOHCTPYMPOBATb UX, Bbi6pachiBas OTTyaa BCE «He-
HY>XKHOE».

O606LLEHHbIN anropuT™M BHePEHUs BbIFMAAMT NpU6Inaun-
TENbHO Tak:

B cyuTtbiBaem PE-3aronoBok;

B ananuaupyem Section Table, cpaBHMBas huanyeckyio
OJIMHY CEKUMIA C BUPTYanbHOM;

B yem cekumn, y KOTOPbIX I_SZ > V_SZ, U 3arn1cbiBaem MxX
B KaHOupaaTthl Ha BHeLpeHWe, nNpefaBapuTensHo yoeams-
LLUMCb, YTO B XBOCTE CEKLIMM COLEPXKATCA OOHW HYNU;

B ecim r_sz — v_sz >= FA, He Tporaem Takyto CekLuto, T.K.
CKOpee BCero oHa COAEPXMWT OBEPNeN;

B ecnv KBOpyMa HabpaTb HE YAaNoCh, ULLEM CeKLmMK, Y Ko-
TOPbIX I_SZ <= V_SZ, ¥ MbITAEMCA HAWTN HENPEPbIBHYIO Lie-
MOYKY HyNen B UX KOHLE;

B 113 BCex kaHaMOaToB 0T6MPaEM CeKLMM C HaUBOMbLLIUM KO-
NNYeCTBOM CBOBOOHOIO MeCTa;

B HaxoauMm cekumto, aTpubyThl KOTOPOW pacronaratoT K BHe-

ppenuto (IMAGE_SCN_MEM_SHARED, IMAGE_SCN_MEM_

DISCARDABLE c6potueHbl, IMAGE_SCN_MEM_READ vnu

IMAGE_SCN_MEM_EXECUTE ycTaHoeneHbl, IMAGE_SCN_

CNT_CODE wnun IMAGE_SCN_CNT_INITIALIZED_DATA

YCTaHOBNEHbI), @ €CIN TaKUX Cpean OCTaBLUMXCA KaHOW-

[ATOB HET, IM60 KOPPEKTUPYEM aTPMBYThl CAMOCTOATESb-

HO, NGO OTKa3blBAEMCSl OT BHEPEHUS;

M ecnmv_sz != 0 M v_Sz < r_sz, yBenm4nBaem v_sz Ha
sizeof(X-code) nnu nogTArMBaem K v_a CnegymoLen cek-
Lmn.

UpeHTngpnkaymns nopaxeHHbix 06beKTOB. PacnosHaTb
BHEAPEHMs 3TOro Tuna [OCTaTo4HO NpobremMaTtuyHo, 0co-
6eHHO ecnn X-Kof, NOTHOCTLI0 NOMELLAeTCs B MEPBOM KOJO-
BOV cekuuu dpaiina, KOTOPOW, Kak npaBuno, SBNSETCA CEK-
uma .text.

BHegpeHve B cekuMio JaHHbIX pa3obriadvaeT ceba Hanm-
YMEM OCMbICIIEHHOrO AM3accemMOnepHOro Koaa B ee XBOCTE,
HO ecnu X-Kof nepexeaTbiBaeT ynpaBneHue XuTpbim obpa-
30M, OM3acceMbnep MOXET U He foragartbes gusaccembnu-
poBaTb 3TOT KOA W Ham NpuAaeTcsa chenatb 370 BPYYHYH, ca-
MOCTOATENBHO OThbICKaB TOuYKy BxoAaa. lNpaega, ecnun X-kog
3aLmdpoBaH 1 pacluMpPOBLLMK HAXOAUTCA BHE KOQOBOW CEK-
LMK, 3TOT MPUEM YXe He cpaboTaer.

BHenpeHve BO BCe CnyxebHble cekummn (Hanpumep, Cek-
LMo pecypcoB mm fixup) pacnosHaeTcsi Mo HaMYMIO B HUX
YyXXEPOLHbIX 31IEMEHTOB, KOTOPbIE HE NMPUHAAIEXAT HUKAKON
MOACTPYKTYPE AaHHbIX (CM. puc. 6).

BocctaHoBneHue nopaxeHHbIX 06beKTOB. Yallle Bcero
NPUXOAUTCA CTaNKMBaTLCA C TEM, YTO NPOrpaMMUCT He npe-
[yCMOTpen crneuuansHon 06paboTKM A8 BUPTYanbHOro pas-
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Mepa, PaBHOMO HyN0, U BMECTO TOrO YTOObl BHEAPUTLCS B
XBOCT CeKLMW, HeobpaTnuMo 3aTep ee Havano. Takue cansbl
BOCCTAHOBJIEHWIO HE MOANEXAT W LOMKHbI ObITb YHUHTOXE-
Hbl. Pexe BCTpevaeTcs BHEOPEHWE B CEKLMIO C «HEYAAYHbI-
MW» aTpubyTamu: CEKLMIO, HEQOCTYMHYIO ONA YTEHMSA, UK
DISCARDABLE-cekumto. [Ins peaHumauun daiina nmbo 3a-
6epute y X-koda ynpasneHve, nnbo OTPEMOHTUPYIHTE aTpu-
6YyTbl CEKLMM.

MoryT Takxe nonactbcs haisbl C HEMPaBUIbHO «MOATH-
HYTbIM» BUPTYyanbHbIM paamepom. O6bI4HO BMpyconucaTenm
yCTaHaBNMBAIOT BUPTYanbHbIA pasMep BHEAPSEMOW CEKLmM
paBHbIM (oM3nHeckomy, 3abbiBas 0 TOM, YTO CIIMF_SZ < V_SZ,
TO BUPTYaslbHbIA pasmep CregyeT BblYUCATb UCXOAA U3 pas-
HULbI aAPECOB BUPTYanbHbIX apPeCOB TEKYLLEW 1 MOCNERYH0-
Lien cekummn. K cHacTbto, owmMbKM BHEOPEHUSA 3TOMO TMNA He
LECTPYKTUBHbI M MCNPaBUTb BUPTYasibHbIA pa3Mep MOXHO B
nto60A MOMEHT.

BHefipenue B peryngapHyto nocnefosatenbHOCTh GauT

Llenoykn Hynen Heo693aTenNbHO UCKaTb B XBOCTaX CEKLMN.
[lancs Ham 3TOT XBOCT, Korja ocTanbHble YacTu danna Hu-
4yTb HE XyXe, a 3a4acTylo aaxe nyywe koHua! Ckaxem
6onbLue, Heo6A3aTENBHO UCKATb UMEHHO HYNWM — ONs BHE-
LpeHus nogxoaut ntobas perynspHas nociefoBaTensHoCTb
(Hanpumep, uenoyka FF FF FF... unn paxe FF 00 FF 00...),
KOTOPYIO Mbl CMOXEM BOCCTaHOBWUTb B UCXOAHLIA BUA ne-
pen nepefaven ynpasneHus. Ecnu BHegpsiembIx Lenovek
6onblue ofHON, X-Kody NpMAeTCa Kak Obl «pasdmasarbes»
no Teny panna (a ckopee Bcero Tak u 6yget). CooTeeT-
CTBEHHO CTapTOBble afpeca W AJIMHbl 3TUX Lienoyek npu-

nporpammupoBanmue

LETCA rae-To XpaHuTb, MHa4Ye Kak NOTOM NMPUKaXeTe UX BOC-
CcTaHaBnuBatb?

PerynspHsle nocnenoBaTenbHOCTM Yalle BCero o6Hapy-
XUBAIOTCA B pecypcax, a To4Hee — B bitmap u nkoHkax. Tex-
HUYECKM BHEPUTLCA Clofa HUYero He CTOWT, HO NONb30Ba-
TeNb TYT Xe 3aMeTUT UCKaXKEHWE MKOHKM, Yero Aonyckatb
HU B KOEM Cy4ae Hesb3s (QaXe €CnM 3TO U HE rNaBHas NKOH-
Ka npuioxeHus, «poBOOHMK» NOKa3biBAET OCTasnbHbIE MO
HaXaTu KHOMKN «CMEHWUTb 3Ha40K» B MEHIO CBOWCTB Sip-
nbika). CyllecTByeT u gpyras npobnema: ecnu perynspHas
nocnefoBaTensHOCTb OTHOCUTCS K CIyXe6HbIM CTPYKTYpam
LaHHbIX, aHanNM3NpyeMmbIx 3arpy3qymkom, To ain «ynaga-
€T» elle [0 Toro, Kak X-Kof ycrneeT BOCCTAHOBUTbL 3Ty pery-
NAPHYIO MOCNEeA0BaTENBHOCTL B UCXOAHbLIN BuA. CooTBeET-
CTBEHHO ECNW perynsipHas nocneaoBaTeflbHOCTb COQEPXUT
Kakoe-TO KOIM4eCTBO NepeMeLLiaeMbiX ANEMEHTOB UK 3nie-
MeHTOB Tabnumubl UMNOPTA, TO B UCXOLHbIA BUA ee BOCCTa-
HaBNMBaTb HU B KOEM Cly4ae Hesb3s, T.K. 9TO HapyLUWT pa-
60Ty 3arpy3uuka. MoaTomy nomck nogxomsLLen nocnenosa-
TENIbHOCTU CYLLECTBEHHO YCNOXHAETCS, HO OTHIOAb HE CTa-
HOBUTCS MPUHLMNMANBHO HEBO3MOXHbIM!

MpaBaa, HEKOTOPbIE NPOrPaMMUCTbLI UCMOATULLKA BHEOPS-
toTcs B Tabnuuy nepemeLLaembix 3N1IEMEHTOB, HeobpaTMMo 3a-
TVpas ee CoOePXXUMOe, MOCKOJbKY, MO MX MHEHMIO, UCTIOSHSe-
MbIM (harinam oHa He HyXHa. Bapsapbl! XoTb 6bl yaocToBepu-
nucb cHadana, 4yto 01.00.00.00h >= Image Base >= 40.00.00h,
B MPOTUBHOM Chy4ae Tabnuua nepemMeLLaemMblX 311EMEHTOB
peanbHO HyXHa haiiny! K ToMy Xe He Bce thainbl ¢ pacLum-
pennem EXE ucnonHsiemble. [og UX nUHUHON BNOMHE MOXET
npATaTbCa M AMHaMuyeckas 6MbnmoTeka, a AMHaMWUYECKUM

B w notepad.exe - Far _ (O] =]
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ouénuotekam 6e3 nepemMeLLeHns — HUKyaa. Ketatu roeops,
BOMPEKMN pacnpoCcTpaHEHHOMY MHEHWIO, yCTaHOBKa aTpubyTa
IMAGE_FILE_RELOCS_STRIPPED BoBCe He 3anpeLiaeT cu-
cTeMe nepemeLLaTb ans, U Ana KOPPeKTHOro OTKYEHMUS
Tabnmupbl NepemeLLaembIxX 31IEMEHTOB HEOOXOAMMO OBHYNUTb
none IMAGE_DIRECTORY_ENTRY_BASERELOC B DATA
DIRECTORY.

ABTOp 3HAKOM C MapoW NabopaTopHbLIX BUPYCOB, YMENO
VHTErPUPYIOLLNX X-KOO B OpPUIMHANbHYO NporpaMmy W ak-
TUBHO UCMONb3YIOLLMX CTPOUTENBHBIA MaTepuan, HakaeHHbIN
B Tene ¢paiina-xo3smHa. OCHOBHOM MHTEpeC NpeacTaBnaoT
6MbnMoTeYHblE (PYHKLUMM, pacrno3HaHHble MO UX CUrHaType
(Hanpumep, sprintf, rand), a ecnu TakoBbIX HE 06HapYXMBa-
eTcs, X-Kog nnbo orpaHuHMBaET CBOK (DYHKLIMOHANbHOCTb,
nnMéo peanuayeTt Ux camocTosTeNbHO. B geno uayt u ogu-
HOYHble MalUWHHble KoMaHAabl, Takne kak CALL EBX wnu
JMP EAX. CmbIcn 9TOro Tproka 3ako4aeTcs B TOM, YTO No-
[o6HOe nepemMellMBaHne KoMaH X-kofja ¢ komaHgamm oc-
HOBHOW Nporpammbl He MO3BOMSET aHTUBMPYCaM OenuTb X-
Kop oT ¢havina. OgHako JaHHas TexXHWKa elle He JoBedeHa
[0 YMa ¥ BCe elle HaxoauTcs B CTagum paspaboTku...

&~ 1o BHeApEHHA

< X-koa BHeApeH

Pucynox 7. Bueppenme X-xoja B peryjsipHHe LENOYKHM

BHegpeHune. ANropyT™M BHELPEHMSA BbIFNAANUT NPUONN3u-
TENbHO TakK:

B ckaHupyem haiin Ha NpeaMeT nowucka perynspHbIX noc-
nepfoBaTenbHOCTEN M OTOMPAEM Cpeam HUX LIENOYKK Haw-
60bLUEN ANIMHBI, MPUYEM CyMMa MX [LJIMH JOJKHA He-
CKOMbKO MPEBbILATL pa3mepbl X-KOAa, T.K. HA Kaxayto
LIENOYKY B cpeaHeMm npuxoantes 11 6anT cnyxebHbix faH-
HbIX: YETbIpe 6anTa — Ha CTapTOBYHO NO3WLIMIO, OQWH 6alT —
Ha OJIMHY, OOMH — HAa OpUrMHANIbHOE COOEPXMMOE U eLLe
NATb 6aNT — Ha MaLUMHHYI0 KOMaHZy nepexoja K Opyron
LIenoyKe;

B y6exaaeMcsl, 4TO HMKaKas YacTb LienoYKu He npuHaane-
XUT HU OOHOWM U3 MOACTPYKTYP, nepeyncrneHHbix B DATA
DIRECTORY (MMeHHO NOACTPYKTYP, @ HE CTPYKTYp, Mo-
CKOMbKY Tabnuubl 3KCnopTa/MmnopTa, pecypcoB, nepeme-
LLIaeMbIX 3JIEMEHTOB 06Pa3yt0T MHOTOYPOBHEBLIE LPEBO-
BUOHbIE MEpPapPXUM, NPOU3BONbHLIM 06pa30M paccesiHHbIe
Mo chawsny, orpaHUYUTLCH OOHON NULLb NPOBEPKON K Npu-
HagnexHoctn IMAGE_DATA_DIRECTORY.VirtualAddress
n IMAGE_DATA_DIRECTORY.Size kateropnyecku Hepo-
CTaTO4HO);

B npoBepsieM aTpUGYThI CEKLMM, KOTOPLIM NMPUHAANEXHT Lie-
noyka (IMAGE_SCN_MEM_SHARED, IMAGE_SCN_MEM_
DISCARDABLE c6poweHbl, IMAGE_SCN_MEM_READ
nnm IMAGE_SCN_MEM_EXECUTE yctaHoBneHsl, IMAGE _
SCN_CNT_CODE unn IMAGE_SCN_CNT_INITIALIZED_
DATA ycTaHOBIEHbI);

B «Hape3aem» X-Kof Ha [ONbKW, [OOaBNss B KOHeL, KaX-
[0/ U3 HUX KOMaHZy Nepexofa Ha Havano cnemytoLlen,
He 3abbiBas O TOM, YTO TOT jmp, KOTOPbIA COOTBETCTBYET
matumHHomy kogy EBh, pa6oTtaeT ¢ oTHOCMTENBHBIMKM ad-
pecamu, U 3TO Te camble agpeca, KoTopble 06pasytoTcs
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rnocne 3arpy3ku nporpammel B namsTb. C «CbipbIMU» CMe-
LLeHUAMM BHYTPU haiina oHv Brpaee He coBrnagatb. Kak
NPaBWbHO BbIMUCIUTL OTHOCUTENbHBLIV afpec nepexona?
OnpepensieM CMeLLEHME KOMaHbI Nepexoaa oT namnyec-
KOro Hayana cexkuuu, 4o6asnseM K Hemy naTb 6anT (ou-
Ha KOMaHfbl BMECTe ¢ onepaHaom). MonyyeHHyo Benu-
YMHY CKNagblBaeM C BMPTYyasnibHbIM afpecoM CEKLMU W
Knagem MonyyeHHbld pe3ynbTaT B nepemeHHyto al. 3a-
TEM ONpefensieM CMeLLEHNE CEAYIOLLEN LENOYKN, OTCHN-
ThbIBAEMOE OT Ha4asa ToW CEeKLMU, K KOTOPOI OHa NpuHag-
NeXMT, U CKnaabiBaeM ero ¢ BUPTyasibHbIM afpecoMm, 3a-
MUCLIBas NOJTyHeHHbINA Pe3ynbTaT B NepeMeHHyto a2. Pas-
HOCTb a2 v al n npeacTaBnseT cobon onepaHs MHCTPYK-
Luuu jmp;

B 3anoMuHaeM HadanbHble agpeca, AfIMHbI U UICXOOHOE COo-
LOEPXMMOE BCEX LIENOYeK B MMNPOBU3MPOBAHHOM XpaHu-
nviLle, coopyXeHHOM nnbo BHYTpu PE-3aronoska, nn6o
BHYTPW OOHOM M3 Lenoyek. Ecnu aToro He caenatb, Tor-
fa X-kof He CMOXET M3BNeYb CBOE Teno U3 ¢hanna-xo-
3MHa AN19 BHeOpeHus BO Bce mocnepytowme. HekoTo-
pble pa3paboT4MKM BMECTO KOMaHAbl jmp MCMonb3yHT
call, 3ab6pacbiBatoLLmMii Ha BEPLUMHY CTeKa agpec BO3Bpa-
Ta. Kak HeTpygoHO coo6pasuTtb, COBOKYMHOCTL afpecoB
BO3BpaTa NnpeacTaBnseT coo0i NoKanm3aumio «XBoCTOB»
BCEX MCMOMNb3YEMbIX LIENOYEK, a afpeca «rofoB» XpaHaT-
cA B onepaHae kKomaHgbl calll N3BnekaeM ovepenHom
afpec BO3BpaTa, YMEHbLUAEM Er0 Ha YeTblpe U OTHOCK-
TeSbHbIA CTAPTOBbLIA afpec CneaytoLen Lenoykm nepeq
Hamm!

UpeHTngpnkauyns nopaxeHHbIx 06beKTOB. BHeppeHve
B PErynsipHyto NocnefoBaTensHOCTb JOCTATOHHO JIErko pac-
Mo3HaTb NO ANWHHOM Lienoydke jmp unwm call, NpoTaHyBLUMXCS
4yepes OfHY WM HECKONbKO CEKLMiA (haina u 3a4acTyro
pacnonaratLLMXcs B COBCEM HECBOWCTBEHHbIX UCMONHAEMO-
MY KOAY MecCTax, HanpumMep, CEKLMM faHHbIX (CM. INCTUHT J).
A ecnu X-kop BHEAPUTCA BHYTPb UKOHKW, OHA HAa4YMHaeT xa-
PaKTEPHO «LUYMETb» (CM. pUC. 8). Xyxe, ecnv ogHa perynsp-
Hasl LenoYka, pacrnonoXeHHasi B KOAOBOW CEKLMW, BMeLLaeT
B cebsl Becb X-KOf LIeNMKOM —TOrAa Ans BbIIBNEHWS BHEAPEH-
HOro KOAa NpUXoAMTCs NpuberaTth K ero aMaacceMoénuposa-
HUIO ¥ NPOYMM XUTPOYMHBLIM Tpiokam. K cyacTbto, Takue pe-
rYNsipHble LENOYKM B XXUBOW NPUPOAE NPAKTUHECKN HE BCTPE-
yatotca. Bo BCKOM cnyyae, NpoCKaHUMPOBAB COAEPXMUMOE
nanok WINNT u Program Files, s 06HapyXun fivb 0guvH Ta-
Kol dhain, na v To AeMHCTannaTop.

Jmctunr 3. BHemperme X-Kofa B perynsipHe UEMOYKHM

.0100A708: 9C pushfd

.0100A709: 60 pushad

.0100A70A: E80B000000 call  .00100A71A --- (1)
.0100A70F: 646788260000 mov esp,£s:[00000]

.0100A715: 6467FF360000 push d,£s:[00000]

.0100A71B: 646789260000 mov £5:[00000] ,esp

.0100A721: E800000000 call .00100A726 --- (2)
.0100A726: 5D pPop ebp

.0100A727: 83ED23 sub ebp,023 ;"#"

.0100A72A: EB2B jmps  .00100A757  -------- (3)
.0100A757: EBOE jmps .00100A767  -------- (1)
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.0100A767: 8BC5 mov eax,ebp
.0100A769: EB2C jmps  .00100A797  -------- (1)
.0100A797: EBSE jmps  .00100A7F7  -------- (1)
.0100A7F7: EBSE jmps  .00100A857  -------- (1)
>
.0100A857: EB3E jmps  .00100A897  -------- (1)
>
.01002897: EB3D jmps  .00100A8D6 - -------- (1)
.0100A8D6: EBOD jmps  .00100A8E5  -------- (1)
.0100A8E5: 2D00200000 sub eax,000002000 ;" "
.0100A8EA: 89857E070000 mov [ebp] [00000077E] ,eax
.0100A8F0: 50 push eax
.0100A8F1: 0500100000 add eax, 000001000 ;" "
.0100A8F6: 89857E070000 mov [ebp] [00000077E] ,eax
.0100A8FC: 50 push eax
.0100A8FD: 0500100000 add eax, 000001000 ;" "
.01002902: EB31 jmps  .00100A935  -------- (1)
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PucyHokx 8. BHefpeHmMe X-kofla B TIJIaBHYN MKOHKY daitna

BoccrtaHoBneHue nopaxeHHbiXx 06beKToB. OTNNYUTbL
N OTAENUTL hparmMeHTbl X-Koga oT hparMeHTOB OpUrnHasb-
HOrO (havina npakTnyecku HepeanbHo. [la v HyxHO nn? Begb
[OCTaTo4HO 0TO6paTh Y Hero ynpaenexue... K cyacTtblo, Ta-
KMX U30LLPEHHBbIX X-KOJOB B AMKOM NPUpOAe MpakTU4ecKu
He BCTpeYaeTcs, M 06bI4HO OHM OrPaHMBAKOTCA BHEOAPEHUEM
B CBOOOMHbIE C UX TOYKM 3PEHWS PErynsapHblie Nnocnenosa-
TENBHOCTW, KOTOPbLIE BMOSIHE MOMYT MpuHagnexartb 6yde-
paM MHULMaNM3NpPOBaHHbIX AaHHbIX, U ecnn X-Kog nepen
nepegayent ynpaBfieHs OPUrMHaNIbHOW NporpaMme He nog-
YUCTWUT MX 3a COOOW, ee NOBEOEHNE PUCKYET CTaTb COBeEp-
LLEHHO HenpepncKa3yeMbiM (OHa OXunpana yBuaeTb B MHULM-
aM3nMpoBaHHON NEPEMEHHOM HOJb, a e YTO MOACYHYNn?).

BoccTaHoBneHMe MKOHOK U bitmap He npepacTaBnser
601bLUIOIM NPOBNEMBI U OCYLLIECTBASAETCA TPMBMATBHON NpaB-
KO pecypcoB B N06OM NPUNNYHOM pefakTope (Hanpumep,
B Visual Studio). 3agayy cyLlecTBEHHO ynpoLlaeT TOT akT,
YTO BCE MKOHKM 0BbIYHO XPAHATCSA B HECKOMbKUX 3K3EMMIIS-
pax, BbIMOSHEHHbIX C Pa3IM4HON LIBETOBOW NanuTpon u pas-
peLueHneM. K TOMy xe 13 BCeX pPerynspHbIX NocnenoBatesib-
HOCTEN NporpaMMMCTbl 06bIYHO BbIGUPAIOT ANS BHEOPEHUS
HY/I1, COOTBETCTBYIOLLME NPO3PA4YHOMY LIBETY B UKOHKAX U
yepHomy B bitmap. Cama kapTuHKa 0CTaeTca HEMOBPEXAEH-
HOW, HO OKPYXEHHON MYyCOPOM, KOTOPLIV JIErKO yaanseTcs
nactukoM. Ecnn nocne ypaneHus X-koga chavn otkasbiea-
€TCH 3anyckaTbCs, NPOCTO CMEHUTE PefaKkTop PecypcoB
nnméo BOCMNONb3yWTECH hiew, Npu MUHUMASbHbIX HaBbIKax
pabOoTbl C KOTOPbIM UKOHKM MOXHO MPaBuTb U B hex-pexumMe
(cuuTaiiTe, 4TO MAeETE MO cTonam repoeB «MaTpumubl», pac-
CMaTpMBAIOLLMX OKPYXXaIOLWMIA MUP Yepes NpU3My LUecTHaa-
LaTepmyHbIX KOLOB).
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OThenbHbIA cnyyaii npeacTaBnseT BOCCTAHOBMEHME Tab-
NI NEPEMELLIAEMbIX 3IEMEHTOB, HEO6PaTUMO pa3pyLUeH-
HbIX BHegpeHHbIM X-kogoMm. Ecnmimage Base < 40.00.00h, Ta-
KOW hain He MOXeT 6bITb 3arpyxeH nog Windows 9x, ecnv B
HEM HeT nepemeLlaemblx anemMeHToB. Mpuyem none IMAGE_
DIRECTORY_ENTRY_BASERELOC wnmeeT npvopuTeT Hag
donarom IMAGE_FILE_RELOCS_STRIPPED, u ecnu IMAGE_
DIRECTORY_ENTRY_BASERELOC != 0, a Tabnuua nepeme-
LL@EMbIX 31IEMEHTOB COAEPXMT MyCcOp, TO NOMbITKA NepemMe-
LeHnA charna NpuBeReT K HenpeackasyeMblM NOCneacTau-
fM — OT 3aBMCaHMA [0 0TKasa B 3arpy3ke. Ecnm 310 BO3MOX-
HO, NnepeHecuTe noBpexaeHHbI thann Ha Windows NT, mu-
HUMasbHbIN 6a30BbIN afpec 3arpy3ku KOTOPOW COCTaBfSET
1.00.00h, 4T0 NO3BONSET el 06X0AnUTbCA 63 NepemeLLeHNI
naxe Tam, rge Windows 9x yxe He crnpasnseTcs.

X-kon, He npoeepsitowmin donara IMAGE_FILE_DLL, mo-
XET BHEAPUTLCA U B OMHAMUYeECKUe BUOBNMOTEKM, UMetoLLIMe
paclunpenve EXE. BoT 310 fencTeuTensHo npobnemal B ot-
Nnn4Me OT MCnosiHAEMOro ¢haina, Bcerga 3arpyxaroLlerocs
NePBbIM, AMHAMUYECKas 6MONMOTEKA BbIHY)XAEHa NoAcTpau-
BaTbCA NOJ, KOHKPETHYIO Cpefly CamoCTOSTENLHO, U 6e3 nepe-
MeLLaeMbIX 3/IEMEHTOB €l MPUXOAMTCSA O4EHb TYro, MOCKOJb-
Ky Ha OfWH 1 TOT Xe afpec MOryT NPeTeHA0BaTb MHOXECTBO
616MoTEK. ECnn paspelumntb KOHGNMKT TacoBaHneM 6ubmo-
TEK B NamaATU He ypacTcs (3TO MOXHO chenatb YTUIMTON
EDITBIN us SDK, 3anyLieHHoi ¢ kntodom /REBASE), npugert-
Csl BOCCTaHaBNMBAThL NEPEMELLAEMbIE 3JIEMEHTLI BPYYHYIO.
na 6bICTPOro OTOXAECTBNEHMS BCEX aBCOMOTHBLIX afpecoB
MOXHO MCMOSb30BaTh CNedylowuniA anroputM: NPoeLMpyem
tharn B namsTb, M3BNIEKAEM OBOMHOE CIOBO, MPUCBanBaEM
ee nepemeHHon X. Het, X He roguTcsa, Bo3bMem Y. Ecnu
Y >= Image Base n Y <= (Image Base + Image Size), 06bsB-
nsieM TeKyLUMiA agpec KaHOMOaToM B Nepemellaemble ane-
MeHTbl. CMeLlaemMcsa Ha 6aiiT, M3BneKaem crnegyroLlee aBon-
HO€ CNTOBO 1 NPOLOSHKaeM AeCTBOBAThL B TOM Xe AyXe, noka
HE BOCTUrHeM KoHua obpasa. Tenepb 3arpyxaem uccnepye-
Mbld chann B QY 1 aHanusmpyem Kaxgporo kaHguparta Ha
«MpaBaonoao6HOCTL» — OH JO/KEH NpeacTaBnaTb co60W
CMELLIEHVE, @ HE KOHCTaHTY (OTNUYME KOHCTAHT OT CMELLeHNiA
noppobHo paccmartpueanoch B «PyHaameHTasbHbIX OCHOBAX
xakepctBa» Kpuca Kacnepcku). OctaeTcsi nvilb cghopmmpo-
BaTb TabNMLYy NepeMeLLaemMbIX 3/IEMEHTOB M 3anucath ee B
thavin. K coxaneHuto, npegnaraemblii anroput™ Ypessblyari-
HO TPYZOEMOK U HE CMULLKOM HALIEXEH, T.K. CMELLEHME NErko
CryTaTb C KOHCTaHTOW. Ho Apyrux nyTen, yBbl, HE CyLLECTBY-
eT. OcTaHeTcst HagesiTbea NULLb Ha TO, YTO X-KOf OKaxeTcs
MaJsl 1 3aTpeT He BCo Tabnuuy, a TONbKO ee 4acTb.

Kateropus A: BHeApeHue NyTem CXaTtus

yactu tpaiina

BHenpeHue B perynsipHble nocnegoBaTelbHOCTW hakTuyec-
KV SBNSETCA Pa3HOBMOHOCTbLIO 60e€ 06LLEN TEXHUKU BHE-
OpeHus B hain nyTem cxatus ero 4actu, B AaHHOM Chy-
yae ocyLectensemoe no anroputmy RLE. Ecnv xe ncnoss-
30BaTb 6051€€ COBEPLUEHHbIE anropMTMbl (Hanpumep, Xad-
maHa nnm Jlemnens-3uea), To cTpaTtervsi Bblbopa noaxo-
OALWKX YacTel 3Ha4MTeNbHO ynpowaeTca. [agaiite co-
XMEM KOLOBYIO CEKLMIO, a HA 0CBOBOAMBLLIEECH MECTO 3a-
nuLiem ceoe Teno. Jlerko B peanusauuu, HagexHo B 3KCM-
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nyatauuum! Vicknio4eHne cocTaBnstoT, Noxanymn, OfHU N1LLb
ynakoBaHHble (hainbl, KOTOPbIE YXe He YXMELb, XOTS...
MHOro nn X-KoZy HYXHO npocTpaHcTBa? A cekums koaa
ynakoBaHHOro ¢haiina no-nr60oMy [omKHa Coaepxarh yna-
KOBLLMK, XOpoLIO nopgatowmincsa cxatmio. CO6CTBEHHO ro-
BOpA, pa3pabatbiBaTb CBOWM KOMMNPECCOP COBEPLLEHHO HEO-
6a3aTesfibHO, T.K. COOTBETCTBYIOLUMA (DYHKUMOHAN peanu-
30BaH 1 B camoit OC (nonynspHas 6uénumoteka 1z32.dll gns
HaLMX LEeNeN HeNMpuUrogHa, NOCKOsbKY paboTaeT UCKNIoYM-
TENbHO Ha pacnakoBKy, OJHAKO B pacnopsxeHun X-kopa
MMEKTCA U Apyrue ynakoBLUMKWU: ayano-/BULEO-KOAEKM,
3KCMopTepbl rpaduyecknx hopmMaTtoB, ceTeBble (PyHKLMM
cxatma n T. ga.).

EcTecTBeHHO, ynakoBka OpUrMHasibHOrO0 COAEPXMMOro
cekumm (unu ee 4acTtun) He obxoguTcs 6e3 npobnem. Bo-
nepBblX, cnepyeTt ybeauTbes, YTO CeKUmsa BOObLLE nogAaa-
eTca cxatuo. Bo-BTOpbIX, NPefoTBPaTUTL CXaTne pecyp-
coB, Tabnuy, skcnopTa/umnopTa u Apyrow Cnyxe6HOW WH-
thopmaumu, KoTopas MOXeT NPUCYTCTBOBATHL B Nto6oi noga-
xomsLen cekumm cana u KOgoBOW CeKUMM B TOM YUCHE.
B-TpeTbux, NepecTponTb Tabnuuy nepemMeLLaembix 3fieMeH-
TOB (ECNK, KOHEYHO, OHa BOOGLLE €CTb), UCKIIOHas U3 Hee
3MIeMeHTbI, NPUHAANEexaLne CXKMMaeMon CekLMn 1 nopy-
4yas HacTPOWKY nepemelLaemMbiX afpeCcoB HEMOCPEACTBEH-
HO camomy X-kogy.

BosHukatoT npobnembl 1 npu pacnakoske. OHa JomxHa
OCYLLIECTBIIATLCA HA NPefenbHOM CKOPOCTH, MHAYe BPeEMS 3ar-
PYy3KM (harna 3Ha4MTENBbHO BO3PACTET M MONb3oBaTenb TyT
Xe MOYYET YTO-TO HenagHoe. MoaToMy 06bI4HO CXMMAIOT He
BCIO CEKLMIO LIENMKOM, a TONbKO ee 4acTb, BbibpaB mMecTa ¢
HanbosbLUel CTeNeHbI0 cxaTus. CTpaHuLbl KOGOBON CEKLMM
OT 3anuncy 3aLLMLLEHbI, M NOMbITKA UX HENOCPEACTBEHHOW MO-
AndrKaumm BbI3bIBAET UCKNOYeHMe. MOXHO, KOHEYHO, npu
BHeOpeHUM X-Koaa NpUCBOWTL KOAOBOW CEKLMW aTpuoyT
IMAGE_SCN_MEM_WRITE, HO KpacuBbIM 3TO peLUeHue HU-
Kak He Ha30BELLUb: OHO AeMackupyeT X-KOO W CHWXaEeT Ha-
[EXHOCTb NporpamMmbl. TO BCe PaBHO YTO COpBaTb C KOTNa
aBapuiHbIA KnanaH — Tak U Ao B3pblBa Heganeko. Jly4we (1
npaBunbHee!) oMHammnyeckn npuceonTb atpubyT PAGE_
READWRITE Bbi3oBoM VirtualProtect, a nocne 3aBepLueHms
pacnakoBKW BO3BPATUTb aTpubyTbl HA MECTO.

N\ 2 & I=riis

<{— X-Koa BHeApeH

=

PucyHok 9. BHefpeHmMe X-Kofia IyTeM CXaTHsl CeKUMM

BHegpeHmne. O606LLEHHbIA anropuTM BHEQPEHUSA BbIrNIS-
OUT Tak:

B oTkpbIBaeM ¢hain, cumTbiBaem PE-3aronoBok;

B Haxoaum B TaGNMLE CeKLmiA cekumto ¢ aTpubytom IMAGE _
SCN_CNT_CODE (kak npaBuro, 370 nepeas cekuusi qpan-
naj;

B y6expgaemcsl, 4TO 3Ta CeKUMs NpUrogHa Ans BHELPEHWs
(OHa cxMmaeTcs, He COLEPXMT B cebe HUKaKux cryxeob-
HbIX Tab/uL, UCMOMb3YEMbIX 3arpy34MKoM, U He UMeET
atpubyta IMAGE_SCN_MEM_DISCARDABLE);
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B cxumaem cekumio U pasmellaem X-kog 6o B Havane
ceKLmu, NM6o B ee KOHLE;

B aHanuanpyem Tabnuuy nepemeLLlaembiX 311EMEHTOB U OT-
61paem oTTyAa BCE 3NEMEHTbI, OTHOCSILLMECS K CKaToi Ya-
CTV CeKUMM, 1 pa3MeLLiaeM WX BHYTPK X-Koaa, a Ha 0CBO-
6oauBLUMeca MecTa 3anucbiBaem IMAGE_REL_BASED
ABSOLUTE - cBoeo6pasHbiii aHanor komanasl NOP ons
nepemMeLLlaeMbIX 3IEMEHTOB.

UpeHTngpnkayns nopaxeHHbix 06beKTOB. PacnosHaTb
thakT BHEOPEHMSA B (haiin MyTeM CxXaTusa H4acTu CeKLmm Tpya-
HO, HO BCE-TaKM BO3MOXHO. [In3accembnmMpoBaHue cxXaTon
CeKLMM 06HapYXM1BaeT HEKOTOPOE KONIMHECTBO 6ECCMbICTEH-
HOro Mycopa, HaCTOPaXMBAOLLEro OMbITHOrO NCCnepoBare-
N8, HO 3a4aCTyI0 YCKOMb3aloLLero oT HoBUYKa. PasymeeTcs,
peYyb He MOET O BHEAPEHWM B CEKLMIO JAHHBIX — NPUCYTCTBUE
MOCTOPOHHEr0 Kofa B KOTOPOW He 3aMeTUT TOMbKO Cremnown
(opHako ecnu X-Kof nepexBaTbiBAET YNpaBlieHNE KOCBEH-
HbIM 06pa3oM, OH He ByAeT AM3acceM6IMpoBaHHON noon
M MOXET MPUKMHYTLCA OBEYKOA HEBMHHOrO mMaccuea faH-
HbIX).

O6partnTe BHMMaHWE Ha packnagKy CTPaHW4HOro UMUA-
xa. Ecnu BupTyanbHble pa3Mepbl 60MbLUMHCTBA CEKLMIA MHO-
ro 6onblue M3nYecknx, dann, no BCce BUANUMOCTHU, CXat
Kakum-nmbo ynakoBLUMKOM. B HECKONbKO MeHbLUei cTene-
HW 3TO XapakTepHO A NPOTEKTOPOB, BUPYCbI Xe NpaKTu-
YECKM HMKOrOA He YMeHbLUAKT (IM3NYECKOro pa3mepa Cek-
UMW, T.K. NS 3TOr0 UM MpuULock 6bl NepecTpanBaTth BCHO
CTPYKTYpY 3apaxaemoro haina LieIMKOM, 4TO HE BXOAMT B
UX NnaHsbl.

BoccTaHoBneHue nopaxeHHbIX 06beKTOB. TUNn4Has
owmbka 60MbLUMHCTBA Pa3paboTHNKOB — OTCYTCTBME MpPO-
BEPKM Ha NPUHAANEXHOCTb CKMMAEMOW CEKLIMM CIYXXEOHBIM
CTPYKTypaMm (Mnun HEKOPPEKTHO BbINONHEHHAsA NpoBepka). B
6ONbLUMHCTBE Clly4aeB cuTyaums obpaTuma, 4OCTaTO4HO 06-
Hynue Bce nons DATA DIRECTORY 3arpyauTb caiin B gu-
3accembrep, PEKOHCTPYMPOBATL afirOpUTM pacnakoBLLMKa
1 HanucaTb CBOW COOCTBEHHBINA, peannM30BaHHbIN Ha NHOM
cumnaTM4HoMm BaM si3bike (Hanpumep, WOA-Cwu, Torga ans
BOCCTaHOBJ/IEHWs1 (haiina Jaxe He NPUOETCs BbIXOAUTb U3
naol).

Ecnu xe daiin 3anyckaeTcs BnojiHe HOpManbHo, TO AN
yoaneHus X-koga LOCTaTO4HO HEMHOro noTpaccupoBaThb
€ro B 0TNagyvke, LOXAABLIMCL MOMEHTA nepefaqu yrnpae-
NEHNs OpUrMHanbLHOM NporpamMme, M HeMealeHHO COPOCUTL
gamn.

Kateropus A: cozpanue HoBoro NTFS-notoka
BHYTpM thaiina

®davinosas cuctema NTFS nopnepxmBaeT MHOXECTBO NO-
TOKOB B paMkKax OfHOro daiina, nHade HasblBaeMbIX pac-
LUMpeHHbIMK atpubytamm (Extended Attributes) unu nmeHo-
BaHHbIMU pasfenamu. besbIMAHHbLIA aTpnbyT COOTBETCTBY-
€T OCHOBHOMY Teny ¢paina, atpubyt $DATE — BpemeHm co-
30aHus havina u T. 4. Bbl Takxe MoXeTe co3aaBaTh M CBOM
aTpubyThl NPAKTUYECKN HEOTPAHUYEHHOW ANIMHBI (TOYHEE, [0
64 K6), pasmeLlas B HUX BCAKYIO BCAYMHY (Hanpumep, X-
KoZ). AHaNOrM4Hyto TEXHUKY mcnonb3dyeT u Mac OS, Tonbko
Tam NOTOKM MMEHYIOTCS TPYAHONEPEBOAUMBIM CnoBoM forks.

CUCTEMHELIIaAMUHNCTPATOD



Moppo6Hee 06 3TOM MOXHO NpoynTaTh B «OcHoBax Windows
NT n NTFS» XeneH Kactep, «HegoKyMeHTMPOBaHHbIX BO3-
moxHocTax Windows NT» A.B.Ko6epHunyeHko n «Windows
NT File System Internals» Rajeev Nagar.

CwnbHOW CTOPOHOW 3TOr0 anropuTMa siBSETCA BbICOYan-
LUas CTeneHb ero CKPbITHOCTH, T.K. BUOMMBIN 06beM charna
npv 3TOM He YBENWYMBAETCH (nof pasMepom channa cucre-
Ma MOHWMAET OTHIOAb HE 3aHMMAEMOE UM NPOCTPAHCTBO, a
pa3Mep OCHOBHOrO MOTOKa), OQHAKO CMUCOK AOCTOMHCTB Ha
3TOM W 3aKaH4MBaeTCs. Tenepb NOroBOPMM O HefocTaTKax.
Mpu nepemelleHnn chaiina Ha He NTFS-pasgen (Hanpumep,
anckety, zip nnm CD-R/RW) Bce pykOTBOPHbIE MOTOKM Gec-
CnefHo Mcye3atoT. To Xe camMoe MPOMCXOAWT NpW KOmMpo-
BaHWUM haiina us o6ono4kn Hanogobue Total Commander (B
nesnyectee Windows Commander) unu o6pa6oTke apxuea-
TopoM. K Tomy xe nonHoueHHas nopaepxka NTFS ectb
Tonbko B Windows NT.

BHepapeHune. BBuay XpynkocTW paclUMpPeHHbIX aTpuby-
TOB X-KOA HE06XOOMMO MPOEKTMPOBATL Tak, 4Tob6bI Nnopa-
XEHHas nMporpamMmMa CoxpaHsifia CBOK paboTocnoco6HOCTb
Jaxe npuw yTpate BCEX JOMONHUTENbHBLIX NOTOKOB. ANs 3T0-
ro B cBO60JHOE MECTO MOAOMbITHOM NPOrpamMMbl (HanpuMep,
B PE-3aronoBok) BHEOPSAOT KPOLUEYHbIA 3arpy34uk, KOTo-
pbI cuuTbIBAET CBOE NpoaomkeHne n3 NTFS-noToka, a ecnu
€ro TaM He OKaXeTcs, NnepefaeT ynpasiieHne nporpamme-
HOCUTENHO.

DyHKUMM pabOTbl C NOTOKAMW HEJOKYMEHTMPOBAHbI 1 A0-
CTynHbl ToNbKO Yeped Native-API. O1o NtCreateFile, NtQuery
EaFile n NtSetEaFile, onncaHue KOTOpbIX MOXHO HalTW, B
yacTHocTH, B KHUre «The Undocumented Functions Microsoft
Windows NT/2000» Tomasz Nowak, anekTpoHHast Konus Ko-
TOpoV MOXeT 6bITb 6ecnnatHo ckavaHa ¢ cepsepa NTinterl-
nals.net.

Co3spaHue HOBOro NOTOKa OCYLLECTBNAETCS BbI30OBOM (PyH-
Kumm NtCreateFile, cpeamn npoumx apryMeHToB NpuHUMAatOLLMIA
ykazarenb Ha cTpykTypy FILE_FULL_EA_INFORMATION, ne-
penaBaembin Yepe3 EaBuffer. BoT oHa-To HaM 1 HyxHa! Kak
BapuaHT MOXHO Bocrnonb3oBatbest oyHKumen NtSetEaFile, ne-
penas ev geckpuntop, Bo3spalyeHHbii NtCreateFile, oTKpbI-
BatoLLer dann o6bl4HbIM 06pa3om. MNepeuncneHrem (1 yte-
HWEM) BCEX MMEKLLMXCA MOTOKOB 3aHUMAETCH (PyHKLMA
NtQueryEaFile. MpoToTunbl BCeX (yHKUMWIA U OnpeneneHns
CTPYKTYyp copepxarca B (paiine NTDDK.H, B koTopom npu-
CyTCTBYET [OCTATOMHOE KONMYECTBO KOMMEHTApPUEB, YTOObI
CO BCEM 3TUM X03SCTBOM pa3obpatbCsi, 0AHAKO 4O TEX Nop,
noka Windows 9x He 6yaeT NOMHOCTLIO BbITECHEHA C PbIHKA,
nopo6Has TeXHUKA BHEOPEHWS, CYas NO BCEMY, OCTAHETCS He-
BOCTPE6OBAHHOMN.

UpneHTudpmkaums nopaxeHHbIXx 06bEKTOB. [10 HENOHAT-
HbIM MapKETUHIOBbIM COOBPaXEHWUAM LUTaTHble CPpefcTBa
Windows He no3BonatoT npocMaTpuBaTb pacLUMpeHHble aT-
pubyThl (halinoB, MHe TakXe HEM3BECTHA HW OfHa yTunuTa
CTOPOHHUX NPOU3BOAMTENEN, CNOCOBHAsA CNPaBUTLCA C STON
3afayeil, MOSTOMY HEOBXOAUMBIA MUHUMYM NPOrPaMMHOro
o6ecneyeHns NpuxoanTcst paspabaTbiBaTb CAMOCTOATESNBHO.
Hanunune nocTOpoHHMX MOTOKOB BHYTPM (haiina ofHO3HAYHO
CBUAETENLCTBYET O Er0 3apaXKeHHOCTMU.

[pyroi, He MEHEE KPaCcHOPEUMBbIA NPU3HAK BHEAPEHMS, —
o6paLleHve K dyHkumam NtQueryEaFile/NtSetEaFile, koto-

No7(20), monb 2004

nporpammupoBanmue

pO€e MOXET OCYLLLECTBNATLCA KaK HEMOCPEACTBEHHBIM UMMOP-
ToM M3 NTDLL.DLL, TaK v npsiMbiM BbI30OBOM:

INT 2Eh.EAX=067h/INT 2Eh.EAX = 9Ch

a B Windows XP eLle n MalumHHOW komaHgoi syscall. Bos-
MOXEH Takxe Bbl30B No npsambiM agpecam NTDLL.DLL wnm
OMHAMUYECKMIA NOUCK SKCMOPTUPYEMBIX (PYHKLMIA B NamaTy.

BoccraHoBneHue nopaxeHHbix 06bekToB. Ecnu noc-
ne 06paboTKM YNaKoBLLMKOM/apXMBaTOPOM MU MHbIX BHELL-
He 6e306MaHbIX OeCTBUIA hain HEOXMOAHHO OTKasan B pa-
60Te, OQHWUM 13 BO3MOXHbIX 0ObACHEHUI ABNSETCA rMbenb
pacLUMpeHHbIX aTpubyToB. MNpu yCnosmuu, 4To NOTOKK HE UC-
noNb30BaNnCh AN XPaHEHUs OPUIrMHANBHOrO COAEPXUMO-
ro danna, y Hac Henmoxue LUAHCbI HA BOCCTAHOBMEHME.
MNpocTo 3arpyauTe hain B au3acceMoénep u, npoaHanman-
poBaB paboTy X-koAa, NpuMuTE HeobXxoamMmble MepbI NPo-
TBOLENCTBUA. Bonee TOUHOM pekOMeHaLMK AaThb, YBbI, HE
nony4aeTcs, MOCKONbKY Takas TaKTMKa BHeOpPeHus CcyLle-
CTBYET NLLIb TEOPETUHECKN M CBOEro 60EeBOro KpeleHus
eLle He nony4yuna.

Onsi yaaneHus HeHy)XHbIX MOTOKOB MOXHO BOCMOJb30BaTh-
s yXe onucaHHoi dyHkumen NtSetEaFile.

Kateropua B: pa3aBuXka 3aronoBka

Hukakoi yBaxaroLwwmin cebs X-Kof He 3axo4eT 3aBuceTb OT
Hanm4us ceo604HOro MecTa B NoAOMbITHOM ¢haiine, NOCKOMNb-
KY 9TO YHU3WUTESIbHO U BOOGLLE HE NO-XaKepCKu.

Korpa npocTtpaHcTBa, umetowerocs B PE-3aronoske (Mnu
Kakomn-1mbo Opyromn YacTu haina) okasblBaeTcs HeJoCTaTou-
HO Onst pa3meLLeHns Bcero X-koga LennKoM, Mbl MOXEM MOo-
npo6oBaTh PacTAHYTb 3arofioBOK Ha BENWYMHY, BbIOPAHHYIO
no ceoemy ycMoTpeHuto. [lo Tex nop, noka SizeOf Headers
He MpeBbIaeT PU3NYECKOro CMELLIEHNSA NEPBON CEKLMM, Ta-
Kasi onepauus OCyLLecTBNAETCS anemMeHTapHo (cM. «BHeppe-
Hve B PE-3aronoBok»), HO BOT fanblue Ha4duMHatoTcsa npobie-
Mbl, NSt PELLEHNS KOTOPbIX NPUXOAUTCS KapaMHanbHO nepe-
CTpaueaTtb CTPYKTYpYy NOQONLITHOro (havina. Kak MUHUMYM He-
06X0OUMO yBeNnUMTL raw offset Bcex CekUMii Ha BenM4MHY,
KpaTHYyI0 NPUHSTOW CTENEHW BbipaBHUBAHMUS, NPONUCaHHOW B
none File Alignment, n cm3nyeckn nepemMecTuTb XBOCT han-
na, 3anuncae X-Kofg Ha ocBoHoAMBLLEECS MECTO.

MakcuManbHbI pa3mep 3arofioBka paBeH BUPTYanbHO-
My afipecy NepBoOi CEKUMU, YTO U HEYOMBUTESNBHO, T.K. 3aro-
NIOBOK HE MOXET MepeKpbiBaTbCA C COAEPXMMbIM CTpaHWY-
HOrO UMuXa. Y4nTbiBas, 4TO MUHUMANbHbIA BUPTYasbHbIA
agpec coctasnset 1000h, a TMNMYHBLIA pa3mep 3aronoBka —
300h, mMbl nony4aem B cBoe pacnopsxeHue nopagka 3 K6
€BOHOJHOrO NMPOCTPAHCTBA, AOCTAaTOYHOrO ANs pasmeLLeHns
npakTnyeckn noboro X-koaa.

B KpaltHem crnyyae MOXHO NOMECTUTb OCTaBLUYIOCA YacTb
B oBepnieil. XNTPOCTb 3aK/IHOHAETCs B TOM, YTO CUCTEMHbIA
3arpysyuk 3arpyxaet nuwb nepseble SizeOfHeaders 6aiit
3aronoBka, a ocTasibHble (Npy YyCNOBUM, YTO OHU €CTb) OCTaB-
nset B oBepriee. Mbl MOXeM caBuHyTh raw offset Bcex cek-
LM XOTb Ha MerabanT, BHeApvB MerabanT X-koaa B 3aroso-
BOK, HO B namsTb 6ygeT 3arpyxeHo Tonbko SizeOf Headers
6aiiT, a 0 3arpy3ke ocTanbHbIX X-Kof LOMKEH No3aboTUThLCA
CaMOCTOSITENBHO.
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K coxaneHuio, ogHon nuib Koppekuun raw offset ans
coxpaHeHust dranny paboTocnocoOHOCTM MOXET OKasaTbCs
HEROCTATO4HO, MOCKOMbKY MHOTUE CIyXeOHble CTPYKTYpbI
(Hanpumep, Tabnuua 0TNagoyHON MHGopMaLmmM) NpMBA3LIBA-
tOTCS K CBOEMY (hM3N4ECKOMY MECTOMONIOXKEHMIO, KOTOPOE NOC-
Ne pas3ABWMXKKM 3arofioBka HeM36eXHO OTHECET B CTOPOHY.
lMpaBuna aTvkeTa TPebyoT NGO CKOPPEKTMPOBATbL BCE CCbiN-
K1 Ha abConoTHblE hM3nyeckne appeca (a ans 3Toro mbl
LOMKHbI 3HATb hopMaT BCEX KOPPEKTUPYEMBIX CTPYKTYP, Cpe-
LM KOTOPbIX ECTb MOSIHOCTHI0 MM HACTUHHO HELOKYMEHTMPO-
BaHHble — B3ATb XOTS Obl Ty Xe OTNaf04HYI0 MH(OPMaLMIO),
Nn6o oTKasaTbCsl OT BHEOPEHMUS, ECIIM OOMH UMM HECKOJbKO
anemeHnToB Tabnuusl DATA DIRECTORY conepxaT HecTaH-
AapTHblE CTPYKTYPbI (PECYpChl, TAGAMLbI 3KCNopTa, MMnopTa
1 NepemeLLaeMbIX 3IEMEHTOB UCMONb3YHOT TONLKO BUPTYaslb-
Hyl0 afipecauyio, NOSTOMY HU B KakOW JONONHUTENLHOWR KOop-
PEKTMPOBKE HE HyxpaatoTcs). CnemyeTt Takxe y6eauTbes 1 B
OTCYTCTBUW OBEPNEEB, NOCKOMbKY MHOTME U3 HUX afpecytoT-
€Sl OTHOCUTENBHO Havana danna. Npobnema B TOM, YTO Mbl
HE MOXEM Ha[EeXHO OTNIMHYUTL HACTOSALLMIA OBEPNIEN OT MYCO-
pa, OCTaBMEHHOrO JIMHKEPOM B KOHLIE ¢haiina, 1 noTomy npu-
XOQMTCS MAOTW Ha HEOMPaBAAHHO CNEKYNATUBHBIE [OMYLLEHUS,
YTO BCE, YTO 3aHMMAaET MEHbLLE OIHOrO CEKTOpa, — He OBEp-
nen. nu xe paznnymmbiMm 3BPUCTUHECKUMW METOAAMM Mbl-
TaTbCA UAEHTUULMPOBATL MYyCOp.

{1 1o BHeAPEHUS

HOBEIV

y r off

Pucysokx 10. IofOMmTHEN (Qain ¥ ero npoekuuss B NaMATb
O M mocne BHeApeHMss X-Kofia NyTeM paBABMKKM BaToJIOBKa

BHepapeHue. TUnnyHbIA anropuTM BHEAPEHWS BbIMNAANT Tak:

B cyuTtbiBaem PE-3aronoBok;

B nposepsiem DATA DIRECTORY Ha npegmeT npucyTcTBums
CTPYKTYP, NPUBA3bIBAIOLLMXCA K CBOEMY (DM3NYECKOMY
CMELLIEHMIO, 1, ECNW TaKOBbLIe 06HapYXuBatoTcs, NMHo oT-
KasblBaeMcs OT BHEAPEHUS, IGO0 rOTOBUMCS UX CKOPPEK-
TUPOBaTb;

B ecnu SizeOfHeaders = FS.v_a, oTkasbiBaeMcsi OT BHeape-
HUSA, T.K. BHEAPATLCS YXKe HEKYAa;

B ecnn SizeOfHeaders |=FS.r_off nepsoit cexuum, nogonbIT-
HbI harin CoaepXUT OBEPNEN 1 NOCNE BHEAPEHNS MOXET
0KasaTtbCs HepaboTOCNOCOOHbIM, OfHAKO, ecnu OT Size
OfHeders o raw offset cogepxarcs ogH1 Hynu, BHEOPATb-
CA Cclofa BCEe-TaKN MOXHO;

B ecnu sizeof(X-code) <= FS.r_off, nepexonum K rnaee «BHe-
LpeHue B PE-3aronoBok»;

B ecnn sizeof(X-code) <= FS.v_a, T0:

B BCTaB/ISIEM MEXY KOHLIOM 3arofioBKa U Ha4asiom cTpa-
HuyHoro mMmmaxa ALIGN_UP((sizeof(X-code) + Size
OfHeaders — FS.r_off), FA) 6aiT, duanyeckn nepeme-
Las XBoCT hanna; npu 3arpyske anna secb X-kog
OymLeT CnpoeumMpoBaH B NamsTb;
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B ysenuumneaem none SizeOfHeaders Ha 3agaHHylo Be-

NNYUHY;
B yHave:

B BCTaBISIEM MEXAY KOHLIOM 3arofioBKa U Ha4anom cTpa-
HuyHoro ummnpxa ALIGN_UP((sizeof(X-code) + SizeOf
Headers — FS.r_off), FA) 6aiiT, dmanyecku nepemeLlas
XBOCT (hanna; npu 3arpyske ganna CMCTEMHbIN 3arpys-
YUK CrpoeumpyeT Tosibko nepeble FS.v_a — SizeOf
Headers 6aiT X-kofa, a Bce nocnegyoLime emy npu-
[ETCA CHATbIBATb CaMOCTOATENbHO;

B SizeOfHeaders = FS.v_a;

B yeennumBaem raw offset Bcex cekumii Ha BENUYUHY r3n-

YeCKOW pasfBuXKK dainna;

B KoppeKTUpyem BCe CTPYKTYpPbI, NpUBA3bIBatOLLME K U3N-

YECKMM CMELLEHNAM BHYTpY baiina, nepevncneHHble B

DATA DIRECTORY.

UpeHTudpmkaumns nopaxeHHbix 06beKTOB. [JaHHbIA Me-
TO[ BHELPEHWs pacno3HaeTCs aHaNorM4Ho 06bIYHOMY METO-
Dy BHeapeHus B PE-3aronosok (cMm. «BHegpeHnve B PE-3aro-
NOBOK») M N0 COOBPaXEHNSAM IKOHOMUM MecTa 3a€ech He ay6-
nupyeTcs.

BocctaHoBneHne nopaxeHHbiX 06beKTOB. [Npun pacTsxke
3arofioBka C nocneayloLLmm nepemMeLLeHnemM hnsnHecKkoro co-
LEPXMMOro BCEX CEKLMI 1 OBEPNIEEB BEPOSTHOCTL HapYLLEHWS
paboTOCNOCOBHOCTY (halna BeCbMa BennKa, a npuymHbl ee ce-
AytoLLme: HeBepHas koppekums raw offset u npuesiaka K cpmau-
YeckuM agpecam. Hy npoTvB HEBEPHON KOPPEKLIMW, BbI3BAHHOM
rpy6bIMK anropUTMUYECKMM OLLIMBKaMW, He NOMAELLb, U C UC-
MopYEHHbIM (halinoM ckopee BCEro MPUAETCs paccTatbesl (HO
BCE-TakM NOMbITAATECH, OTTANKMBAACH OT BUPTYaSlbHbIX pasme-
POB/afipPECOB CEKLWMI, ONpenenuTb UX ruanyeckme agpeca unm
MOEHTUCULIMPYIATE FPaHULIbI CEKLMIA BU3YasTbHBIMU METOLAMM,
6naro OHM [OCTATO4MHO XapaKTepHbl), a BOT NPeodoneTb npu-
BA3KY K (m3ndeckmm agpecam MoxHo! IMpotie Bcero 310 cae-
natb, BEPHYB COOEPXMMOE CEKLIMIA/OBEPIIEEB Ha CTApOe MECTO.
lMocnenoBatensHO COKpaLlas pa3Mep 3arofioBka Ha BENMHMHY
File Alignment n dnanyecku NoATArMBas CeKLMM Ha 0CBOHOAMB-
LLMeca MecTo, fobenteck ero paboTocnocobHocTh. Hy a ecrm
He MOMYHMTCS, 3HAYUT, MPUYMHA B YEM-TO eLLe.

Kateropua B: copoc wacTtu cekuuu B oBepneii
BMecTo TOro 4to6bl MOMHOCTBIO UMW YACTUYHO CXMMATb CEK-
LIMIO, MOXHO OTPaHU4UTLCA NEPEHOCOM €€ COAEPXMMOro B
OBepJiel, PacnosioOXeHHbIA B KOHLUE, CEPeVHE UM Havane
thavina. Jonucatbca B KoHel channa npolle Bcero. Huka-
kue nons PE-3aronoBka npu 3TOM KOppeKTUpoBaTb He
Hago — npocto konupyem sizeof(X-code) 6anT noboit yactu
CeKumMM B KOHel, thaiina, a Ha 0CBOOGOAMBLLEECS MECTO BHE-
ApsieM X-Kof, KOTOPbIA Nepeq nepefaden ynpaBneHus npo-
rpaMme-HOCUTENIO CYMTLIBAET €ro ¢ AMCKa, BO3Bpallas Ha
NCXO0HOE MECTO.

CnoxHee pa3mecTuTb OBEpNe B cepeauHe thaina, Ha-
MPUMEp, PacnosioKUB Ero MeXay CeKUMAMM Koga 1 JaHHbIX,
4TO 06ecneynT emy BbICOKYHO CTEMEHb CKPLITHOCTM. [ns 3T0-
ro 6yget HeobxoamMmo yeenuuuth raw offset Bcex nocneny-
toLmx cekumii Ha BenuunHy ALIGN_UP(sizeof(X-code), FA),
(hu3ny4eckn cOBUHYB CEKLMU BHYTPU (hainna. AHanornyHbIm
06pa3oM OCYLLECTBNAETCSH U CO3AaHNe OBEPIES B 3aronoB-
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Ke, O KOTOPOM Mbl Y>Xe roBOPUSIN (CM. «pa3fBuXKa 3aro-
NnoBKa»).

MNpy o6paboTke hanna ynakoBLUMKOB oBepien (0CO6EHHO
CEepPeNMHHbIE) 0BbIMHO TMBHYT, HO AAXe ECAIN U BbDKMBAIOT, TO
0Ka3bIBAKOTCA PaCMONOXEHHbIMM COBEPLUEHHO MO ApYrM hu-
3MYECKUM CMELLEHMAM, MOSTOMY X-KOA NpuW NMoucke oBepres
HU B KOEM CIly4ae He JOMKEH XECTKO MPUBA3LIBATLCA K €ro
agpecam, BbI4UCISS UX HA OCHOBe (hr3N4ECKOro ajpeca che-
JyroLen cekumm. MNyctb anvHa oeepries coctaensiet OX 6aiT,
TOoraa ero cmelleHve 6ynet paeHo: NS.r_off — OX, a gns noc-
nenHero oeprnest danna: SizeOfFile — OX. Oeepnen B 3aro-
NOBKax HaMHoro 6onee BbIHOCAMBbLI, HO Npu ynakoske UPX
MMOHYT W OHMW.

§§§§§§§§§§§§§§§§

{1 10 BHeAPEHUs

<— X-Kkoa BHeJpeH

PucyHok 11. Buegmpenue X-kofa B Qaitn myreM cbpoca 4acTu CeKLym
B oOBepiet

BHegpenne. O606LLEHHbIA anropuT™M BHEQPEHUS BbIrNS-

ONT TakK:

B cuutbiBaeM PE-3arofioBoK 1 NpucTynaem K ero aHanuay;

B ecnv DATA DIRECTORY copfepXWT CCbIfIKY Ha CTPYKTY-
pY, NPUBA3bIBAIOLLYIOCS K (IM3NHECKUM CMELLIEHMAM, MO0
rOTOBMMCSI CKOPPEKTMPOBATL €€ Hagnexaliym o6pas3om,
nnbo 0TKa3blBaeMCH OT BHEOPEHWS;

W ecnm LS.r_off + LS.r_sz > SizeOfFile, dhaiin ckopee Bcero
COLEPXMWT OBEPSIEN, U Ny4LLE 0TKa3aTbCsA OT BHEQPEHUS;

B ecnu dmanyeckuin pasmep Kako-nuéo cekumm npesbilla-
€T BMPTYasnbHbIA Ha BEIMYUHY GONbLUYIO WAKN PaBHYIO
File Alignment, dhain ckopee BCEro coaoepXuT cepeamH-
HbliA OBEPEN, U HACTOATENBHO PEKOMEHAYETCS OTKa3aTh-
CSl OT BHELPEHMS;

B BLIGMpaemM cekLMio, MOAXOAALY AN BHEAPEHUs
(IMAGE_SCN_MEM_SHARED, IMAGE_SCN_MEM_DIS
CARDABLE c6poweHbl, IMAGE_SCN_MEM_READ unu
IMAGE_SCN_MEM_EXECUTE yctaHoBneHsbl, IMAGE_SCN_
CNT_CODE unun IMAGE_SCN_CNT_INITIALIZED_DATA
YCTaHOBNEHbI); KOTOPOW, Kak MpaBusio, ABNAETCS NepBas
cekuusa dpavina;

B (hu3mnyeckoe cMelleHVe Havana cekuun B daiinie pasHo
ee raw offset (3T0 HagexHoe none, 1 eMy MOXHO BEPUTD);

B (hm3nyeckoe cMeLLeHne KOHLA cekumuu B dhaine BblYiC-
nsietca 6onee cnoxHoiM o6pasomM: min(CS.raw offset +
ALIGN_DOWN(CS.r_sz, FA), NS.raw_off);

B HaxoOuM 4acTb CEeKUWW, HE CofepXallylo NMOACTPYKTYp
cnyxebHbIx Tabnuu PE-haiina, Takvx, Hanpumep, kak Tab-
NWUbI UMMOPTa/3KCNopPTa;

B B BLIGPAHHOMN YacTU (4acTsX) CEKUMM HaXOAMM OfMH UMK
HECKOMNbKO PErMOHOB, CBOBOAHBIX OT NEpeMELLaeMbIX ae-
MEHTOB, & ECNM 3TO HEBO3MOXHO, BbIGUPAEM 3TN SNEMEH-
Tbl 13 fixup table gna nocnenyoLein 06paboTKMN X-KOAOM

BPY4HYIO,
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B npy xenaHum Haxoaum nepebIi NPONOr U NOCHeLHUIA ANK-
NOT BHYTPM BbI6PaHHbIX HacTel CEKLMM, HTOBbI IMHMSA «OT-
pesa» He pasopeana (yHKLMIO Hanononam (310 He Hapy-
LUMT paboTOCNOCOBHOCTH harna, HO CaenaeT hakT BHe-
ApeHus 6onee 3aMeTHbLIM);

B ecnm Mbl XOTMM cO3faTb OBEpP/En BHYTpU haina, To:

B yBenuymBaeM raw offset Bcex nocnegytoLmx cekumii Ha
BenmumHy ALIGN_UP(sizeof(X-code), FA);

B (hM3n4eckn caBuraem BCe NOCefylolwne cekumn B
thanne Ha 3Ty Xe BEeNnnYuHy;

B nepemeLLaeM Bbl6paHHble HacTy CEKLMN B OBEPNE, 3a-
MUCbIBas MX B MPOM3BONLHOM (hopmarte, HO Tak, HTOObI
camu NoTOM CMOMN pa3obpaTbes;

B yHave:

B [0MUChIBAaEM BbiGpaHHble 4acTu CEKLMM B KOHeL, chaii-
na, 3an1cbiBas MX B NPOM3BONLHOM hopMaTte, Ho Tak,
4TO6bI CaMV NMOTOM CMOTIN Pa3obpaThbCes;

B Ha ocBOGOAMBLUEECS MECTO 3anMUChIBAEM X-KOf,.

UpeHTuchukauma nopaxeHHbIX 06beKTOB. [ln3accembnn-
poBaHue TakuX haiifioB He BbISBIAET HUYErO HEOObIYHOrO: X-
KOf, PacronoXeH B CEKLMM KOfa, Tam, rae 1 NOSIOXEHO BCAKOMY
HOpMaUbHOMY Kogy 6bITb. HVkakoro nopo3putensHoro mycopa
TaKkxe He Habntopaetcs. Mpasaa, 06HAPYXMBAETCA HEKOTOPOE
KOMMYECTBO NEPEKPECTHBIX CChISIOK, BEAYLLMX B CEPEANHY (hyH-
KUmiA (1 3TU OYHKLMK, KaK HETPYOHO Aorafarbesi, NpuHagsiexar
X-Kofy, [Haxe ecrfim OH U 0OPEeXeT BbiaMpaemble hparMeHThI
CeKUMI Mo rpaHuuam yHKUMIA, CMeLLeHns (PyHKUMA X-koaa
BHYTPW Kaxgoro 3 oparMeHToB 6yayT OT/M4aThCs OT Opuru-
HarbHbIX, BbIpe3aTb KaXayto (hyHKLMIO MO OTAENbHOCTU He Npea-
naratb — 37O CAIMLLKOM HYZHO), OBHAKO Takoe HepeaKo cny4aeT-
CA 11 C 3aBEAOMO He 3apaXeHHbIMM chaiinamu, No3TomMy OCHOBa-
HUIM 0515 BO36YXXAEHUS YrONOBHOO fiefia Kak 6yaro 6bl HET. [Mpu-
CyTCTBUME CEPEAMHHOr0 OBEPIIEN NErko pacrno3HaTb Mo HECOOT-
BETCTBUIO (OU3NHECKMX W BUPTYasbHbIX afpeCOB, YEro He Ha-
6nofaeTca NPaKTUYECKM HU Y OOHOr0 HOpMasbHOro dhaina,
0fIHaKO Hanm4me oBepries B KOHLE dhaina — 3T0 HopMaribHO.

Huuero gpyroro He oCTaeTcs, Kak aHanMa3upoBaTb BECb
X-KOO, UENMKOM, M ECIM MaHMNyNAUMU C BOCCTAHOBJIEHWEM
cexkummn 6ynyT o6HapyXeHbl — PakT BHEAPEHUSA OKaXeTCs pa-
306na4eH. X-kKog BblgaeT cebs BbI30BOM (hyHKUmMIA Virtual
Protect (npuceoexne atpubyTa 3anmcu) n GetCommandLine,
GetModuleBaseName, GetModuleFullName nnu GetModule
FullNameEx (onpeneneHue nmenu tanna-Hocutens). Yéeau-
TEeCb TaKXe, 4YTO KOJOBasi CEKLMS JOCTYMHA TOMbKO NULWb Ha
4TEHWE, B MPOTUBHOM Clyyae LUaHChl Ha npucyTcTerne X-koma
CYLLIECTBEHHO BO3PACTYT (M eMy YyXe 6YyAeT HE HYXHO BbI3-
Batb VirtualProtect).

BoccraHoBneHne nopaxeHHbix 06beKToB. O6bIHHO Npu-
XOOWTCA CTaNIKMBATLCS C ABYMS anrOpUTMUYECKUMU OLLIMOKA-
MM, JOMYLLEHHbIMW pa3paboTHMKaMy BHELPSAEMOrO Koaa: Kop-
PEKTHOM NPOBEPKOM Ha nepeceyeHne copacbiBaeMON HacTu
CEKLMM CO CNY>XEOHbIMM AaHHBIMU U BHELPEHWNE B CEKLMIO C
Henoaxoasawmmmn atpuéytamu. Obe NOMHOCTLI0 06paTUMBI.

Pexe BCTpeyvatoTcst OLIMOKKN OnpeaeneHns anuHel copa-
cbiBaemol cekumun: ecnu CS.v_sz < CS.r_sz n CS.r_off +
CS.raw_sz > NS.raw_off, To cucTeMHbIi 3arpy3umk 3arpyxa-
eT nuwb CS.v_sz 6aiiT cekuum, a BHepsieMbIi ko, copachl-
BaeT CS.r_sz 6aiT cekumm, 3axBaTbiBast KYCOYEK CeayoLLEN
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CEKLMU, HE Y4MTbIBAS, YTO OHA MOXET MPOeuMpoBaThbCs CO-
BEPLLEHHO MO ApPYrMM agpecam W Mpyu BOCCTaHOBIIEHWUN OpU-
TMHANBHOrO COAEPXMMOrO COpachiBaEMOW CEKLMM, KYCOYEK
CEKLMM Tak 1 He 6yAeT BOCCTAHOBIEH. XyXe TOoro, X-Kog oka-
XETCA KaK Obl pa30pBaH ABYMSA CEKLMSMM Hanomnonam, u atm
MOSTIOBUHKM MOTYT HAXOAMTLCA KaK YroAHO Janeko Apyr oT apy-
ra! EctecTBeHHO, paboTaTh NOCNE 3TOrO OH HE CMOXET.

Ecnu xe nopaxeHHbIn (haiin 3anyckaeTcs HopMasbHO, Ans
yfanenus X-kofa npocTo HEMHOMO NOTPACCUPYITE ero u, AoX-
AaBLUMCb MOMEHTA Nepefayun ynpaBfieHNs OCHOBHOW MNpo-
rpammMe, CHUMWTE Aamn.

Kateropua B: cospanue cBoero
cobcTBEeHHOro osepnes
OBepreit MOXET XpaHUTb He TOMNbKO OPUTMHANIBHOE COLEPXU-
Moe ceKumu, Ho 1 X-kog! Mpaeaa, NoMHOCTLIO BIHECTY BECH X-
KoL B OBEpMel He YAACTCA — Kak HY KPYTUW, HO XOTs Obl KPOXOT-
HbIA 3arpy34rK B OCHOBHOE TEJIO BCE-TaKW NPUAETCA BHELPUTS,
pacrosnoXmB ero B 3arofioBKE, NPEAXBOCTWM, PErYNSPHONA noc-
NepoBaTenbHOCTM UNK Apyrnx cBOBOOHBIX YacTsax dhaiina.
JoCTOMHCTBA 3TOr0 MEXaH13Ma B NPOCTOTE €ro peanuaa-
LMK, HAOEXHOCTW, HEKOH(PNUKTHOCTM U T. 4. TENepb yXe He
TpebyeTca aHanManpoBatb CnyXebHble NOACTPYKTYPbl Ha
NPEAMET UX NEPECEYEHMUS CO COPACHIBAEMOW HaCTbiO CEKLMK
(MbI H14ero He copacbiBaem!), U €Cnn CRyYMTCA Tak, 4TO OBEpP-
nev NOrMBHET, 3arpy34MK NPOCTO NEPERAcT yrnpasieHne oc-
HOBHOW nporpamMmMe 6e3 HapyLLeHns ee paboToCNOCOBHOCTU.
Pacnonaratb oBepsien cnegyet nMbo B KOHLE thaiina, nnbo
B €ro 3arosnioBke. XoTb 370 1 6yAeT 605ee 3aMeTHO, LUAHCHI
BbDKMTb MPU YNAKOBKE Y HEro 3HA4YMTESNIbHO BO3PaCTyT.
BHeppeHue. ANropuTM BHEOPEHUS MOMHOCTbIO MAEHTUYEH
NpeabIayLLEMY 32 TEM MWL WUCKITOYEHWEM, YTO B OBEpNEi
cbpacbIBaETCS He 4acTb CeKLmMM halina-xo3auHa, a Henocpea-
CTBEHHO caM X-Kof, obpabaTbiBaeMblii crieumanbHbIM 3arpys-
unkom. BHeppeHue 3arpy3umka 06bI4HO OCYLLECTBASIETCA MO
kateropuu A (cM. «BHegpeHuWe B nycToe MecTo haina»), XoTs
B MPUHLMNE MOXHO UCMONb30BaTh U APYrve Kateropum.
UpeHntuchukaymsa nopaxeHHbix 06beKTOB. BHepeHus
3TOro TMNA NErko Pacro3HaloTCa BU3yasnbHO MO HanM4Mio 3ar-
Py34MKa, KaK NpaBuso, BHEOPEHHOMO NO Kateropuv A 1 npu-
CYTCTBMIO CBEPJIEHMSA B Havane, KOHLEe unu cepeauHe cavina.
BocctaHoBneHue nopaxeHHbix 06bekToB. Ecnn X-kog
CMPOEKTNPOBaH KOPPEKTHO, ANA ero yaaneHus [ocTaToqHO
ybuTb OBEpneii (Hanpumep, ynakoeas nporpammy ASPack co
COPOLLEHHON ranoYvkor «COXpaHsATb oBepneun»). Metoguka
yoaneHus 3arpysuqunka, BHEOPEHHOMO MO Kateropum A, yxe
fbina onucaHa BbllLe, TakK YTO He 6yAeM NOBTOPSTLCS.

Kateropua C: paclwmpenne nocneaxei
cekuuu thaiina
Nnea paclumpenus nocnegHemn cekuum danna He HoBa U CBO-
VMW KOPHAMM YXOOUT rny60KO B MCTOPUIO, BO3BpAaLLas Hac BO
BpPeMeHa rocnoacTea onepaunoHHoi cuctembl MS-DOS u
thainoe tuna OLD-EXE (nomHWTe nctoputo ¢ chanbLumBbIMM
MOHeTaMu, Ha KOTOpbIX 6bIno oT4ekaHeHo 2000 r. oo H. 3.7
[peBHWe He 3HaNM, 4TO OHU XMBYT 00 Hawwen spbl! OLD-EXE
Torga elue He 6binm OLD).

3710 Hambosnee O4EBMOHLIA U Hanbonee NOMyNApHbLIA an-
rOpPMTM 13 BCEX anropuUTMOB BHEAPEHNs BOOBLLIe (HacTo faxe
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Ha3blBaeMblli «CTaHAAPTHLIM CNOCO60M BHEQPEHUS»), OfHA-
KO ero TakTUKO-TEXHUHECKMNE XapaKTEPUCTMKM OCTaBISAIOT Xe-
natb NyYLero: OH Ype3BblHaNHO KOHQIMKTEH, CMULLKOM 3a-
METEH 1 peasibHO NPUMEHUM NULLb K HeKOTopbIM PE-thainnam,
OTBEYAOLUMM BCEM NPEABLABNAEMBLIM K HAM TpeboBaHWAaM
(3aTO OH x0poLWO, 6€360ME3HEHHO NEPEHOCUT YNaKOBKY U
06paboTKy NpoTekTopamm).

Ha nepBbin B3rnag noes He BCTPEYAeT HUKaKMX MpensT-
CTBMIA: JOMMCbIBAEM X-KOL B XBOCT MOCNEAHEN CEKLMM, YBE-
nM4MBaEM pasMep CTPAHWYHOTO MMMOXA HA COOTBETCTBYHO-
LLYI0 BENIMYMHY, He 3abbiBas O ee BbipaBHUBAHWM W Nepefa-
em Ha X-kop, ynpaeneHue. Hukakux [OnonHUTENbHbIX nepe-
LBVKEHUA OOHWX CEKLMIA OTHOCUTENbHO APYrux OCYLLECTB-
NATb HEe HYXHO, a 3HAYMUT, He HYXHO KOPPEKTMPOBATL M WX
raw offset. Mpo6nema KOHMPANKTOB CO CNYXEOHBIMU CTPYKTY-
pamu PE-thaina Takxe oTnagaeT, U HaM Heyero onacaTbCcs,
4To X-KOZ MepesanuiueT faHHble, MpuHaanexaiime tabnmue
“MnopTa unun, HanpUMep, pecypcam.

Ho cTOoWT TONbKO CHATL PO30BbLIE O4KM W 3arfISHYTL B rNa-
3a peanbHOCTW, Kak Npo6nembl NONpPyT 130 BCex Luenen. A
4TO, EC/IN KOHEL, NOCNESHEN CEKLMW HE COBMAAAET C KOHLIOM
thanna? MoxeT Xe Tam oKa3aTbCs OBEpIier UM NPoCTo My-
COp, OCTaBMIEHHbIN NIMHKEPOM? A 4TO, eCnn NOCNEHEN Cek-
Lmen hanna SBnNsaeTca CeKUus HeMHULMANM3MpPOoBaHHbIX AaH-
Hbix unn DISCARDABLE-cekuusi, koTopas B Nt060 MOMEHT
MOXET ObITb BbIFpyXeHa 13 aiina?

BHeapaTbCsA B NOCNEHIO CEKLMIO dhaiina He TOMbKO Tex-
HUYECKM HEMPaBMUIIbHO, HO U MONIMTUYECKW HEKOPPEKTHO. TeM
HE MeHee W 3TOT Croco6 MMEET MpaBo Ha CyLLIECTBOBaHUE,
MOSTOMY PaccCMOTPUM ero nonoapobHee.

i

<=1 1o BHeAPEHNA

<< X-roJ BHeapeH

v_sz, ImageSize
PucyHox 12. BHegmpenme X-kofma B aitn myTeM pacuMpeHus
NoCNenHey CeKUuu

BHepapeHue. Ecnv domanyeckuii paamep nocregHen cekumm,
6yay4n BbIPOBHEHHbIM Ha BenuyuHy File Alignment, He «goTa-
rMBaeTcs» 40 (hM3MHECKOro KoHua chaiina, 3HauuT, X-koga Oon-
XXEH NMOO0 0TKa3aTbCA OT BHeAPEHUs], NGO NpUCTErMBaTb CBOe
TENO He K KOHLLY CEKLMM, a K KOHLY thaina. PasHuua He npuHLm-
nuanbHa 3a UCKMOYEHWEM TOro, YTO OBEpIIe Tenepb NpUaeTcs
3arpyxarb B NnamsTb, YBEN4MBAA Kak BPEMS 3arpy3ku, Tak u
KONMYECTBO MOTPE6SIIEMbIX PECYPCOB. BHeapsATLCS Xe Mexay
KOHLIOM CEKLMW 1 Ha4asioM OBepiest KaTeropu4eckn Hepomnyc-
TUMO, T.K. OBEPNIEV HaLLle BCETO afpecytoTCsl OTHOCUTENBHO Ha-
yana cpaiina (XoTa MOryT afipecoBaTbCsi U OTHOCUTENBHO KOHLA
rnocnegHen cekumu). [pyras TOHKOCTb CBsi3aHa C NEpPecHeTOM
BMPTYasIbHOrO pasmepa CeKLMN — eciiv OH 6onbLLE IN3NHECKO-
ro (kaK YaLLe BCEro W CIy4aeTes), TO OH YXKe BKIOHaET B cebs
KaKylo-TO YacTb OBEPSIES, NMOSTOMY aSITOPUTM BbIHUCIIEHNS HO-
BOr0 pasmepa CyLLUECTBEHHO YCNOXHAETCA.
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C atpubyTamm cekumii fena o6¢ToaT ewe xyxe. Cekuum
HEeVHWULMaNN3MPOBaHHbIX JaHHbIX BOOGLLE He 06d3aHbl 3ar-
pyxatbcs ¢ gucka (xoTa 9x/NT ux Bce-Taku 3arpyxator), a
Cnyxeb6Hble CeKUMM (Hanpumep, CEKLMA NnepemeLLaemblx
3NEMEHTOB) peanbHO BOCTPEOOBaHbI CUCTEMON NULb Ha
aTane 3arpy3ku PE-aiina, akTMBHbI TOSIbKO Ha CTagum 3ar-
PYy3KHW, a fanbHelwee ux npebbiBaHne B NamsaTV Herapas-
TUPOBaHHO, M X-KOf 3anpoCTO MOXET CXNONOTaTb UCKITHoYe-
HUWe eLle [0 TOro, KaK ycneeT nepeaartb ynpaBneHne OCHOB-
HoW nporpamme. KoHe4yHo, X-Kof MOXET CKOPPEKTMpPOBaTb
aTpubyTbl NOCNEQHEN CEKLMM NO CBOEMY YCMOTPEHWUIO, HO
3TO0 YXYALIMT NPOM3BOAMTENBHOCTb CUCTEMBI, M BYAET CNULL-
KOM 3ameTHO. Ecnun chuanyeckunin pasmep nocnegHemn cek-
LMW paBeH HyMto, YTO XapakTepHO ANs CEKLMI HeMHULManm-
3MPOBaHHbIX AaHHbIX, Ny4LLEe ee NPonyCcTUTb, BHEQPUBLUMCH
B NPeanocnefHo CekLuio.

TUNWUYHBIA anNroOpUTM BHELPEHWS BbIrMAAUT Tak:

B 3arpyxaem PE-3aronoBok v aHanmanpyem atpuoyThbl noc-
nepfHen cekuuu;

B ecnv onar IMAGE_SCN_MEM_SHARED ycTaHoBsEH, OT-
KasblBaeMCsl OT BHepeHUs;

B ecnm donar IMAGE_SCN_MEM_DISCARDABLE ycTaHoB-
neH, 60 OTKa3blBaeMcsi OT BHeIpeHus, TG0 camoCcTosi-
TeNbHO cOpackiBaeM €ro;

B ecnm donar IMAGE_SCN_CNT_UNINITIALIZED_DATA yc-
TaHOBJIEH, NyYLUE BCEr0 0TKa3aThCs OT BHEAPEHUS;

B ecnu ALIGN_UP(LS.r_sz, FA) + LS.r_a > SizeOfFile, daiin
COAEPXMT OBEPNEN, NyHLLE 0TKA3aTbCA OT BHEQPEHUS;

B ecnn LS.v_sz > LS.r_rz, XBOCT CEKLMM COAEPXUT AaHHble
VHULMANM3VNPOBAHHbIE HYNSMM, 1 CriedyeT IM60 0TKasaThb-
Csl OT BHEAPEHMWA, MO0 nepen nepepadeit ynpaeneHns
NnogYnMcTUTb BCE 3a COOOW;

B nonucbiBaeM X-Kof K KOHUY dhanna;

B ycraHasnuBaem LS.r_sz Ha SizeOfFile — LS.r_off;

B ecrm LS.v_sz >= (LSr_a + LS.r_sz + (SizeOfFile — (LS.r_a +
ALIGN_UP(LS.r_sz, FA))), octaensiem LS.v_sz 6e3 name-
HeHuit; nHave LS.v_sz = 0;

B ecrm LS.v_sz != 0 nepecuutbiBaeM Image Size;

B npy HEOGXOOMMOCTU KOPPEKTUPYEM aTpubyTbl BHeApsie-
MoV cekuuu: cbpackiBaem atpu6yt IMAGE_SCN_MEM_
DISCARDABLE, n npucsaveaem atpubyT IMAGE_SCN_
MEM_READ;

B nepecunTbiBaeM Image Size.

UpeHntughukaymsa nopaxeHHbix 06beKToB. BHeppeHns
3TOro TMNa UaEeHTMMULMPOBATL MPOLLE BCEr0 — OHW BblaaoT
ce6a NpuCyTCTBMEM KoLa B NMOCNedHen cekuum gavina, koTo-
povi 06bI4HO SBNAETCA NMMGO CEKLMA HEMHULMANN3NPOBAHHbIX
JaHHbIX, N6O CeKUMs pecypcoB, NGO cnyxebHas Cekuus,
HanpumMep, CeKuus MMNopTa/akcnopTa Min nepemeLlaemMbix
3NEMEHTOB.

Ecnun ncxogHeli dhann cogepxan osepnew (Mnu mycop,
OCTaBNEHHbIA NIMHKEPOM), OH HEM36EeXHO MepPeKpbiBaeTCA
nocnenHen cekumen.

BocctaHoBneHue nopaxeHHbIX 06beKTOB. J11060Bb Ha-
YMHAIOLLMX NPOrPaMMUCTOB K PacCLUMPEHUIO NoCneaHe cek-
LMK ¢haiina BnosiHe obbsAcHUMA (6onee unu MeHee noapos-
HOe onucaHue 3Toro crnocoba BHEAPEHNUS MOXHO HATK Npak-
TUYECKM B NIOGOM BMPYCHOM XXYpHane), HO BOT airOpuTMu-
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4yecKue OLMOKM, COBEPLLEHHbIE UMW HEMPOCTUTENbBHLI U Tpe-
6YI0T CYpOBOr0 HakasaHus, Hy Wnu no KpanHen mepe obLLe-
CTBEHHOr0 MopuLaHus.

Yalle Bcero BCTpeYatoTCs OLLMOKM TPEX TUMOB: HEBEPHOE
onpenenexve No3vuMn KoHua chaina, OTCYyTCTBME BblpaBHU-
BaHWS U HEMOAXOAALLME aTPUBYThI CEKLMM, NPpUYeEM 60sbLUas
4yacTb U3 HUX HeoBpaTMma, U NopaxeHHble dainbl BoccTa-
HOBJIEHMIO HEe Moasiexar.

HayHem c Toro, 4yto LS.r_off + LS.r_sz He Bcerna coBsna-
[aeT ¢ KOHLOM chaina, u ecnu dain COQepXuT oBepIen, OH
6yneT 6e3XaNiocTHO yHUUTOXeH. Ecnn LS.v_sz < LS.r_sz, 10
r_sz MOXeT 6ecnpensaTCTBEHHO BbiNeTaTh 3a npefensl dain-
na, n paspaboTynk X-koga OOMKEH 3TO y4WTbIBaTb, B MpO-
TUBHOM Cly4ae B KOHLIE NOCNEAHEN CeKLmM 06pasyeTcs Kalua.

OyeHb 4acTo BCTpeYaeTcs M Takasi oLmbKa: BMECTO TOro
4TO6bI NOATAHYTL LS.r_sz Kk koHUy X-Koga, NporpaMmumCT yBe-
nunymBaeT LS.r_sz Ha pa3mep X-Kofa, W, ecrnn KOHeL, nocne-
[HEWN CeKuumM He coBnagan ¢ KOHLOM OpUrMHanbHoro ghamna,
X-Kofg HeoxumpaaHHO ana cebs okaxetcs B oBepnee! K cyac-
Tbt0, 3TON 6efie NIErko MOMOYb —MPOCTO CKOPPEKTUPYIATE None
LS.r_sz, ycTaHOBMB €ro Ha OENCTBUTENbHBIA KOHeL, thaiina.

Hepepnko npuxoanTcsi cTankmMeaTtbCs U C OLUMOKAMMK Kop-
peKumMM BMpTYanbHbIX pa3mepoB. Kak yxe roBopusocs, yBse-
nuumeatb LS.v_sz Ha paamep X-kofda HYXXHO NnLLb TOraa, Kor-
pa LS.v_sz <= LS.r_sz, B NpOTMBHOM Cy4ae BUPTYanbHbIN
06pas3 y>xe COOEPXMUT 4acTb KOAa UNu Jaxe BeCb X-Kop Le-
nukom. Ecnm LS.v_sz != 0, Takas owmbKa NpakTU4eCKn Hu-
Kak He NposiBnsieT cebs, BCEro NNLLb YBEIMYMBaAs KONMHECTBO
namsTK, BblAENeHHOW npoueccopy, Ho ecnn LS.v_sz == 0,
nocrne BHEOPEHWS! OH OKaXeTCs paBHbIM... pa3Mepy X-kopa,
KOTOPbIA MHOTO MeHbLUE pa3Mepa BCEW CeKUWK, B pe3ynbTa-
Te Yero ee NPOJOIKEHNE He ByAET 3arpyxeHo, U gain oTka-
XeT B paboTe. [1ns Bo3paLLleHns ero B CTPON NPOCTO 06HYM-
Te none LS.v_Sz unu BbIYUCIIUTE €ro UCTUHHOE 3HAYeHue.

Mocne M3MEHEHMS BMPTYanbHbIX pa3MepPoB CEKLMK Tpe-
6yeTcs nepecumtath Image Size, 4TO MHOTVE NPOrPAMMMICTBI
LenatoT HenpasuibHO, TIM60 NPOCTO CYMMMUPYS BUPTYaslbHble
pasmepbl BCex CEKLMIA, MO0 YBENMYMBAS M0 Ha pasmep BHe-
OPSEMOro koga, nnbo 3abbiBas OKPYIMWUTL MOSYYEHHBIA pe-
3ynbTaT Ha rpaHuly 64 K6, nubo gonyckas gpyrve OwnoKu.
MpaBuUnbHbLIA anropuT™ BbluMcieHUa Image Size BbIrnsguT
Tak: LS.v_a + ALIGN_UP((LS.v_s)? LS.v_s:LS.r_sz, OA).

Camblii 6€3061aHBIN 6ar — Heyaa4YHble aTpuoyThbl pacLum-
psiemoi cekuuu, Hanpumep, BHeapeHne B DISCARDABLE-
CEKLMI0, KOTOPOWA, B YACTHOCTK, ABMISIETCA CEKLUMS nepeme-
LLIaeMbIX 31EMEHTOB, 06bI4HO pacnonaratoLlacs B KoHuUe cait-
na. Koppekuus aTpubyToB JOMKHA PELUMTH 3Ty Npo6nemy.

Onsa yoanenus X-koga us caina npocto oT6epuTe y Hero
ynpasreHve, oTpexeTe sizeof(X-code) 6anT oT KoHUa nocre-
OHEeN cekuum 1 nepecyutante 3Ha4eHus nonew: Image Base,
LS.r_sz n LS.r_off.

Kateropua G: co3pnanue cBoei

COOCTBEHHON ceKuuu

AnbTepHaTUBON pacLUMpPeHMWIo NocneaHen cekumm ghaina cta-
No CO3[aHNe CBOEN COBCTBEHHOW CEKLMW, YTO He TONbKO
«MOJHO», HO U TEXHUYECKM 60riee rpamoTHO. Tenepb, No Kpaw-
HEN MEpe, HW OBEPIEN, HY TabMLbI NepeMELLAEMbIX 31IEMEH-
TOB He 6yayT noHanpacHy 6ontatbCa B NaMsTy.
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Pucysox 13. BHegmpenme X-koma B baitnm nyreM cospaHMs
COBCTBEHHOM CeKuuu

BHegpeHmne. O606LLEHHBIN anropuTM BbIFMAANT Tak:

B 3arpyxaem PE-3aronoBoK U CMOTPUM, YTO PacrofoXeHo
3a Tabnuuen cekumi;

B ecnu 3pecb He HynW, 0TKa3blBaeMCS OT BHEAPEHWS;

B ecnm (e_lfanew + SizeOfOptionalHeader + 14h + (Number
OfSections + 1)*40) > SizeOfHeaders, pasggvraem 3arono-
BOK, Kak Noka3aHo B pasgene «BHeapeHve B PE-3aronoBok>,
a ecny 3T0 HEBO3MOXHO, OTKA3bIBAEMCS OT 3apPaXKEHMS;

B fonucbiBaeM X-Kop K KOHLUY dhaina;

B yeennumBaem NumberOfSections Ha eguHuuy;

B BbipaBHMBaeM LS.r_sz Ha BennumHy FA;

B fonucbiBaem K Tabnule CeKUWi eLle OuH SNIEMEHT, 3a-
MONHSAS NONSA CnegytoLym 06pa3om:

B UMSi: He UMeeT 3HAYEeHWs;

B v_a:LS.v_a+ALIGN_UP((LS.v_sz)? LS.v_sz:LS.r_sz),
Section Alignment);

B r_offset: SizeOfFile;

B v_sz: sizeof(X-code) nnu 0x0;

W r_sz: sizeof(X-code);

B Charic.: IMAGE_SCN_CNT_CODE | IMAGE_SCN_MEM_
EXECUTE;

B ocTtanbHble: 0x0;

B nepecuutbiBaem Image Size.

UpeHntuchukaymsa nopaxeHHbIx 06beKTOB. BHepeHus
3TOro TUNa Nerko pacrno3HaKTCs Mo HaNMYMI0 KOLOBOW Cek-
LM B KOHLIE (haina (CTaHOapTHO KOJoBasi CeKLs Bcerga naet
nepeon).

BocctaHoBneHue nopaxeHHbix 06beKToB. OLIM604HOE
onpepeneHe CMeLLeHns BHeapsaeMon Cekunm 06bIYHO npu-
BOAWUT K MOSIHOM HepaboToCnocobHOCTM dharina 6e3 manei-
LUMX HafeXAa Ha ero BoccTaHOBMeHWe (nogpobHee 06 3TOM
Mbl YK€ FOBOPWIU B NpeplayLlemM pasgene). Owmnbkm octasb-
HbIX TUMOB MEHEe KOBapHbl.

uBas Knaccmka — HeBbIPOBHEHHLIN OM3NYECKIMIA pasmep
npegnocnefHe cekuum aiina. Kak yxe rosopunocs BbliLLe,
BblpaBHMBATb (OM3NYECKWIA pa3Mep NOCNeaHen cekumm Heo-
6a3aTeNbHO, HO NPU BHEOPEHUN HOBOW CeKuuu B ¢haiin noc-
NepHAA CeKUWsi CTaHOBUTCA NPeanocneaHen co BCemMm OTCHo-
[a BbITEKAIOLLMMN NOCNEACTBUSMU.

Kateropua C: paclumpenne cepeanHHbIX

cekuwii thaiina

BHe,qpeHme B cepeduHy qoaﬁna OTHOCUTCA K BbICLLEMY NMKNO-
Taxy u obecneynBaet X-KO,Ely HaVIGOJ'IbLLIy}O CKPbITHOCTb.
I'Ipe,qnhoMTeanee BCEero BHeOpATbCA nméo B Hayvano, nméo

B KOHeL, KOOOBOW CEeKLUMWU, KOTOPOM B NOAABNSAOLLEM 60Sb-

LUMHCTBE Cny4aeB fBNSETCH nepsas cekuus anna. 70T

anropuT™m HacnegyeT BCe Nyylune YepTbl co30aHus oBepnes

B cepeduHe, MHOrOKpaTHO yCunuBeas ux: BHEOPEHHbIR X-kof

MPUHAAIEXUT CTPaHUYHOMY UMUOXY, OBEPIIEs HET, MO3TOMY

HET W KOH(NMKTOB C NPOTEKTOPaMW/yNaKOBLLMKAMW.
BHepapeHue B Ha4ano. BHefpeHve B Ha4ano KogoBown Cek-

LMM MOXHO OCYLLECTBUTb OBOSIKO: JIMOO CABWHYTH KOLOBYHO

CeKLMI0 BMECTE CO BCEMU NOCNENYOLWMMN 38 HEWR CEKLMAMM

BMNpaBo, (h3NYECKN NepemMecTumB ee B haiine, CKOPPEKTUpO-

BaB BCE CCbINIKM Ha abCONNOTHbIE agpeca B CTPAHUYHOM UMU-

Xe, 60 YMeHbLUNTL V_a U r_off KogoBoW cekumn Ha ogHY K

TY Xe BENMYMNHY, 3anofnHsAs 0CBO60AMBLLEECH MECTO X-KOOOM,

Torga HY oU3MYecKne, HU BUPTYasibHbIe CCbINIKU KOPPEKTU-

poBaTb He npugeTcs, T.K. cekuus 6ydeT cnpoeuuposaHa B

namsTb No NPEXHWM agpecam.

Jlerko nokasartb, 4TO NepemeLLeHne KOLOBON CeKLMM Npu
BHeOpeHUn X-koda B ee Ha4yano oCyLLeCTBASETCA aHanorny-
HO MepeMeLLeHN0 CeKLMN JaHHbIX NPy BHEAPEHWUM KOAa B
KOHeL, 1 MO3TOMY BO M36eXaHUe HUKOMY He HYXHOro ayonu-
poBaHWs ONMCLIBAETCH B OQHOMMEHHOM pasfene (M. «BHe-
LpeHne B KOHel»), 34eCb Xe Mbl COCPefoTOYMMCS Ha 3anag-
HOW rpaHuLe KOLOBOM CEKLMM U TEXHUYECKMX acnekTax ee
OTOABWXEHUS BryOb 3aronoska.

CobcTBEHHO roBOpSi, BCsi Npobnema B TOM, YTO NOAABNS-
toLLlee 60MbLUMHCTBO KOAOBBIX CEKLMIA HA4YMHAEeTCs C agpeca
1000h, — MMHMMaNbLHO [ONYCTUMOro agpeca, AUKTYEMOro
BbI6GpaHHOM KPaTHOCTbIO BhipaBHMBaHus OA, Tak 4YTO OTCTY-
naTb yXXe HeKyda — 3arofIoBOK 3a HaMu. 34eCb MOXHO MOCTY-
MUTb OBOSAKO: NMUBO YMEHbLUWNTL 6a30BbIN adpec 3arpy3ku Ha
BESIMUMHY, KpaTHYI0 64 K6, 1 CKOppPeKTUpOoBaTb BCE CCbIKU
Ha RVA-agpeca (4T0 yTOMUTENBHO, fa 1 6a30BbI agpec 3ar-
Py3ku nogaenstowero 60MbLUMHCTBA (PanioB — 3TO MUHK-
MalbHbI agpec, nopgaepxusaemblin Windows 9x), nuéo oT-
K/IOYUTb BblpaBHMBaHWE B (haine, OTOABUHYB rpaHuLy Ha
noboe KonM4ecTBo GaWT, KpaTHoe ABYM (HO Torga dhann He
6ynet 3anyckatbesa nog Windows 9x).

TWNOBOW anropuT™ BHeAPEHUs NMyTEM YMEHbLLEHNS 6a30-
BOro agpeca 3arpysku BbIrnaguT Tak:

B cyuTtbiBaem PE-3aronoBok;

B ecnm Image Base < 1.00.00h v nepemeLLaembix 31eMeH-
TOB HET, OTKa3biBAaEMCS OT BHEOPEHUS;

B ecnv Image Base <= 40.00.00h v nepemellaembIx ane-
MEHTOB HET, NyyLle 0TKa3aTbCs OT BHEAPEHMWS, T.K. hann
He cMoXeT 3anyckatbes B Windows 9x;

B sHeppsiem 1.00.00h GaiT B 3arofoBoK No MeTofy, Onu-
caHHOMYy B pa3fene «PasaBuxka 3aronoBka», 0hopmnss
Bce 1.00.00h 6aiita kak oBepnen (1.e. ocTtaenss SizeOf
Headers HEM3MEHHbIM), @ eCliM 9TO HEBO3MOXHO, OTKa-
3bIBAaEMCS OT BHepeHus;

B ymeHbwaem FS.v_a u FS.r_off Ha 1.00.00h;

B yeennumeaem FS.r_sz Ha 1.00.00h;

B ecrv FS.v_sz He paBeH Hyrio, yBennimeaem ero Ha 1.00.00h;

B yBennuMBaem BUpTYasbHble afpeca BCex CeKUmii, Kpome
nepsow, Ha 1.00.00h;

B aHanuanpyem Bce CnyXeGHble CTPYKTYpbl, NepeyncneH-
Hble B DATA DIRECTORY (tabnuupl sKcnopTa, MMMopTa,
nepemeLLaembIx 3NEMEHTOB U T. A4.), yBenu4neas sce RVA-
ccbinku Ha 1.00.00h;

CUCTEMHELIIaAMUHNCTPATOD



B BHeapsiem X-Kof B Havano kogosoi cekumn oT FS.r_off
pgo FS.r_off + 1.00.00;
B nepecunTbiBaeM Image Size.

TUNOBOW anropuTM BHEAPEHMA NYyTEM NepeHoca 3anaf-
HOW rpaHuULbl MEPBOM CEKLMM, BbIFNAAUT TakK:

B cyuTbiBaem PE-3aronoBok;

B ecnm OA < 2000h ny4Lie 0Tka3aTbCsi OT BHEAPEHUS, T.K.
thann 6ygeT HepaboTocnocobeH Ha Windows 9x, HO ecnu
Mbl BCE-TaKM XOTUM BHEOPUTLCS, TO:

B ycraHaenueaemM FA n OA paBHbimu 20h;

B 105 Kaxpon cekumn: ecnm NS.v_a - CS.v_a—-CS.v_sz >
20h, noptarmeaem CS.v_sz Kk NS.v_a - CS.v_a;

B [N KXKOO0M CEKLMN: €CIIN V_SZ > I_SZ, YBENNHMBAEM AMU-
Hy CEKLMM Ha v_Sz — r_sz GalT, NnepeMeLLias BCe ocTarlb-
Hble B (hU3N4ECKOM 00pase 1 CTPAHUYHOM UMMIXE;

B 151 KQXOOW CeKLMWU: eCnNn V_SZ < r_Sz, NOATArMBaem
v_sz kK NS.v_a — CS.v_a, gobusascb paBeHcTBa hnau-
YECKMX W BMPTYallbHbIX Pa3MepoB;

W BHegpsiem B 3aronoBok ALIGN_UP(sizeof(X-code), OA)
6ainT, 0hopMNAS UX Kak OBepnen;

B ymeHbliaem FS.v_a u FS.r_off Ha ALIGN_UP(sizeof(X-
code), OA);

B BHeapsiem X-kofd B HA4ano nNepso cekumn daiina;

B nepecunTbiBaeM Image Size.

BHegpenne B koHew. 4T06bl BHEOPUTLCA B KOHEL, KOLO-
BOW CEKLIMM, HEOBXOAMMO Pa3aBUHYTb HECTPAHNYHBIA UMUEX,
3aHOBO NEpecHMTaB CChINKM Ha BCE aapeca, T.K. CTapbIX AaH-
HbIX Ha MPeXHeM MecTe yXxe He 6yaeT. 3afada KaxeTcs He-
BbINOSHUMOW (BCTpamBaTb B X-KOL MOMHOLEHHbIA AM3accem-
6nep ¢ uatennektom NObl He npegnaratb), HO peLleHWe ne-
XUT BYKBaIbHO Ha NOBEPXHOCTY. B nopaenstoLiem 60MbLUNH-
CTBE CNny4aeB [/ CChINOK MEXAY CEKUMAMU KOAa U faHHbIX
UCMONb3YHTCA He OTHOCUTESNbHbIE, & abCOMIOTHbIE afpeca,
nepevncneHHble B TaBNULE NEPEMELLLAEMbIX NIEMEHTOB (MpK
YCNOBWK, YTO OHa ecTb). B kpaiHeM cnyyae abCconoTHbIE
CCbINIKM MOXHO pacno3HaTb 3BPUCTUYECKUMMW NpUEMaMK:
ecnm (Image Base + Image Size) >= Z >= Image Size, 10 Z —
3(pheKTMBHLIN agpec, TPebYOLWMN KOPPEKLmmn (pasymeeTcs,
NPeanoXeHHbI NPUEM He CIIMLLKOM HafeXeH, HO BCE Xe OH
paboTaer).

TUNOBON anropuT™M BHEAPEHWs BbIrNAANUT TakK:

B cyuTbiBaem PE-3aronoBok;

B ecnn HeT nepeMeLLaeMbIX 3NEMEHTOB, NyYlle 0TKa3aTb-
Cs1 OT BHeApeHUs, T.K. (haiin MOXET NoTepsaTb paboTocmno-
COBHOCTb;

B HaxoaMM KOLOBYH CEKLMIO (haiina;

B ecnm CS.v_sz ==0 unu CS.v_sz >= CS.r_sz, yBenuimBa-
€M r_Sz KOLOBOW ceKumn haiina;

B ecnn CS.v_sz < CS.r_sz, CS.r_sz
ALIGN_UP(sizeof(X-code), FA);

B ecnn CS.v_sz < CS.r_sz, CS.v_sz := CS.r_sz;

B (hu3nyeckn chBuraem Bce nocneayoLime CeKuum Ha
ALIGN_UP(sizeof(X-code), FA) 6arit, ysenuumnsas ux r_off
Ha Ty Xe Camyto BENUUUHY;

B capuraem Bce nocriefytoLLmMe CeKLMM B CTPaHUYHOM UMUA-
xe, yBenmumeas ux v_a Ha ALIGN_UP(sizeof(X-code), OA)
6anT;

No7(20), monb 2004
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B ecnu Tabnmua nepemMeLliaeMbiX 3IEMEHTOB MPUCYTCTBY-
€T, YBENM4MBaeM BCe abCOMOTHbIE CChINKU Ha Nepeme-
LeHHble cekumnmn Ha ALIGN_UP(sizeof(X-code), OA) 6anT,
€cnu xe Tabnuubl NepemMeLLiaemMblX 31IEMEHTOB HET, UC-
NoSb3yeM pas3finyHbIE 3BPUCTUHECKUE anrOpUTMbI;

B nepecuntbiBaeM ImageSize.

UpeHTudhmkaums nopaxceHHbIx 06beKTOB. [JaHHbIA TVN
BHEZPEHWs1 [0 CUX MOpP He BLINOBNEH B XXMBOW Npupoae, no-
3TOMY FOBOPUTH O €ro MAEHTUUKALMM NPEXLEBPEMEHHO.

BocctaHoBneHne nopaxeHHbix 06beKToB. Hu ofHoro
nopaxeHHOro o6bekTa noka He 3atMKCMPOBaHO.

Kateropusa Z: BHeapenue 4epes

asro3arpyxaembie DLL

BHenpuTtbea B (haiin MOXHO, fiaXe He npukacasch K Hemy. He
Bepute? A 3pa!l Windows NT nogpepxvBaeT cneupanbHbii
KIHoY peecTpa, B KOTopoM nepeyncnersbl DLL, aBTomatnyec-
Ku 3arpyxaroLimecs npy KaxaoM Co3faHny HOBOro npoLec-
ca. Ecnu Entry Point guHammnyeckon 616IMOTEKM HE paBHa
HYm0, OHa NONYYMT yrpaBneHne eLle [0 TOro, Kak HayHeTcs
BbINOMHEHWE MpoLiecca, 4YTO NO3BOMAET el KOHTPONMPOBaTb
BCE MpoucxopsLime B cucteme cobbiTus (Takue, Hanpumep,
Kak 3anyck aHTMBMPYCHbIX nporpamm). EctecTBeHHO, 60pb-
6a c BMpycamu nofg UX pyKOBOACTBOM HU K HYEMY XOPOLLEMY
He NpuBOOMT, U CUCTEMA OOMKHA ObITb 06e33apaxeHa. Yoe-
auteck, 4to B HKLM\SOFTWARE\Microsoft\Windows NT\
CurrentVersion\Windows\Applnit_DLLs nepeuncneHbl TONbKO
nerasibHble AMHamuyeckue GUBNMOTEKN U HET HUYero NuLL-
Hero!

3aKknyeHne

XoTs cobpaHHas aBTOPOM KONNeKLMs METOOB BHeOpeHMs
NPeTeHAYET Ha MOSHOTY (eCnM Bam BCTPEYanuch nporpam-
Mbl, BHEAPSAIOLLMECS B (hain Apyrum CrocoboM, noxanyncra,
JanTe 06 3TOM 3HaTb), TEXHUYECKMI NPOrpecc He CTOUT Ha
MecTe, ¥ KaXabli fieHb MPUHOCUT HOBbIE TEXHOMOMUM 1 ULEW.
Mo3ToMy He BOCNPMHMMANTE 3Ty CTaTbio Kak gormy. 310 Bcero
NALWb NYTEBOAMTENb MO KMGEPHETUHECKON CTPaHe BUPTYyarb-
HOro Mupa.
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1 Kak BapuaHT, X-KOf MOXET BHeOpUTLCA B XBOCT Kiacte-
pa, OKKYNMpys OAWH UM HECKOMbKO HE3AHSATBLIX CEKTOPOB
(ecnn oHWM Tam ecTb), OfHAKO, 30eCh 3TOT BapUaHT HE pac-
CcMaTpuBaeTcs, T.K. HUKakoro oTHolueHunsa K PE-chainos
OH MMeeT.
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