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...B&XHO HE TO/IbKO HayYUTbCS. BaXHO He HayYnThCs.
He Hay4uTbcsi ObiBaer rnogqac TpyaHeds.

Hapyiumte ctaHgapT, oTBEPrHyTh LLABGIOH.

He ripuHsTL 06LLEenPUHSITOrO.

J1. O3epoB
«Bbibop v rpeanoqTeHnes

[T0TPE6HOCTL B.3aUUTHBIX MEXaHU3Max PACTET.C KaX/bIM AHEM, HO KYECTBO UX peanu3aumm nagaet
BHUS-CTREMITE/IbHbIM JOMKPATOM. [JaBHbIM- -fasHo cromar HASP, FLEX LM, ASProtect u npyrve
LLIMPOKO Pa3PeKNaMUPOBaHHbIE PELLIEHUS, ANLLIHNA Pa3 MOATBEPXAASA, HTO Bbl HE MOXETe [J0BEPSATH
HUKaKoMY KOAY;KDOME CBOBLO COOCTBEHHOI0, HO Y10 46/1aTh, eC/M Bbl U B CE0E HE yBepeHbI?

Adra cTates nepequcnser OCHOBHBJE.OLLUOKN, CO

110 yCUeHN0 3allnTHl. g A
/

B 60pbbe 3a BbDKMBaHWE 3aLUMTHbIE MEXaHU3Mbl OOPEYEHDI.
3awyTa nub NPOASIEBAET MyYeHUs NpPorpammbl, OTOABUras
€e B3JIOM Ha HEKOTOpbIN CpoK. TeopeTuyecku. MpakTnyeckm
)€ HWMYEro He CTOMT CO3aTh 3aLLUMTY, NO3BOMAOLLYIO NPOrpam-
Me [OXWUTb 4O NPEKNOHHbLIX JIET U «yMepeTb» COBCTBEHHOM
CMepTbI0, NepeaBas Hacneame crnepytoLLei sepcun. masHoe —
npaeuibHO 3ab6appukagnpoBaTtbesi. beccMbicneHHO BelaTb
CTasbHYIO ABEPb HA KAPTOHHbIA AOM. JIMHMA 060POHbI [OMKHA
6bITb OQHOPOAHA BO BCEX HANPaBEHMSX, MOCKOMbKY CTOMKOCTb
3aLLUMThI ONpegenseTca Hanbonee ya3BUMOiA ee HYacTbHo.

Mbl He 6ynemM KacaTbCs BOMPOCOB LieNecoobpasHoCTH 3a-
LUMTBI KaK TaKOBOM (3TO OTAENbHbINA 601LHON BOMPOC), a cpasy
nepeviaeM K pekomMeHgaLmaMm, CnefoBaHne KOTOPbIM YCUANT 3a-
LUMTY HACTOJbKO, HACKOMbKO 3TO BO3MOXHO. Heob6xoanmo He
TONbKO JOBUTLCA SKOHOMUYECKON HeLenecoobpasHoCTy B3J10-
Ma, HO M Y6UTb MOpasbHbIA CTUMYN K XaKepCTBY «Ha MHTEpec» —
LN 9TOro 3awmTa JomkHa 6biTb MaKCUMAasbHO «TyMow», a ee
B3M1OM — PYTUHHbIM.

Bbibvpaiite TONbKO HafeXHble, CUCTEMHO-HE3aBUCUMbIE
METOAMKN. XUTPOYMHbIE aHTUOTNAA04HbIE MPUEMbI TOSBKO pas-
XKUratoT XakepCKuii MHTEPEC, W YTO eLLE XYXE — BbiAatoT JIOX-
Hble, cpabaTtbiBas y neranbHbiX NONb30BaTesen, a 3Toro Ao-
nyckatb HM B KOEM Crnyvae Henb3s. [enante ctaBky Ha dvac-
ThIi BbIXOL HOBbIX BEPCUN U TEXHWUYECKYIO MOALEPXKKY — 3TO
OTTONKHET NOMb30BaTENEW OT «KpakHyTbIX» BEPCUN.

3a4eM 1306peTath Benocvnes, Koraa Ha pblHKe npeacTaBneHo
MHOXECTBO FOTOBbIX PELLEHWIA — Kak nporpamMmHbix (ASProtect,
FLEX LM, Extreme Protector), Tak n annapatHbix (HASP, Sentinel,
Hardlock)? OTtBeT — CTOWKOCTb 3aluThl 06paTHO NPONOpLMO-
HarnbHa ee pacrnpoCcTPaHEHHOCTW, OCOBEHHO ecnn OHa Jonyc-
KaeT yHVBepcanbHbI B3MIOM (& BCE BbilLenepeymcneHHbIe pe-
LLIeHWs ero AonyckaroT). [laxe HauMHatoLLIMI Xxakep, ckaqasLUmi
pykoBoacTBo no 6opbbe ¢ HASP, 3a KOPOTKOE BpPeEMSi «OTBS-
XeT» nporpamMMmy, OCOGEHHO ecnu 3alumTa CBOAMUTCA K TPUBK-
anbHoOMYy:

if (IsHaspPresent() != OK) exit();

aeMble paspaéoquKaMM 1 Ja6T COBETHI

3aLUMTHbIA MeXaHU3M JOSKeH 6biTb FyOOKO MHTEerpupo-
BaH B NporpamMmy, TECHO NepensieTeH ¢ Hel. Bce, 4To 6bICTPO
3awmwiaercs, 6bICTpo U fiomaercs!

Xye Bcero 10, YTO MHOTWe NPOTEKTOPbI COAEPXaT rpybble
OLIMOKM peanusaumm, HapyLuawoLme paboTocnocobHOCTb 3a-
LMLL@eMOo NporpaMmbl Un Aaxe BCEW onepaunoHHOW cuc-
TeMbl BbI3bIBAOLLMM noBegeHveM (Hanpumep, Armadillo 3amy-
COPUBAET peecTp, 3ameanss paboTy CUCTEMBI, U 3TO HUKAK He
OTpaxeHo B AoKymeHTauum!) 3almiias nporpaMmy camocTo-
ATEMNbHO, Bbl TPATUTE CUMbI M BPEMS, HO 3aTO NnonyyaeTe npeg-
cKasyeMbli pesynbrar. «OUPMEHHbIN» 3aLUUTHBIA MEXaHU3M —
KOT B MELLKE, ¥ HEM3BECTHO, Kak1e Npobnembl BaC XayT.

Yaile Bcero nporpaMmbl 3aLMLLaoT OT HECAHKLMOHMPOBAaH-
HOr0 KOMMPOBaHMS, OrPaHNYEHNs BPEMEHW UCTIbITATENTbHOMO UC-
NOMb30BaHMsA, PEKOHCTPYKLMM OPUrMHASTBHOMO anropuTmMa 1 Mo-
Onchukaumu havina Ha gucke 1 namaTu.

JaluMTa oT KOonUpoBaHuA,

pacnpocTpaHeHusi CepuiHoro Homepa

OT HECaHKLMOHMPOBAHHOIO KOMMPOBAHUS B MPUHLMMNE 3allu-
LLaeT NpuBA3Ka K MaluMHe (Kak 3TO cAenatb C NPUKNagHoro
ypoBHS, cM. B cTatbe [1]). «B npuHumMne» notomy, 4To nomnb3o-
BaTesNIAM O4eHb He HPaBMUTCS, KOrga OrpaHuyMBatoT UX CBOGO-
LY, NO3TOMY NPUBS3bIBANTECH TOMBKO K HOCUTENIO (Na3epHoMy
pucKy). HeT H1Kakoi He06X0AMMOCTH BbINONHATL MPOBEPKY NpK
KaxKQoM 3arnycke nporpaMmbl, TPeGys Hanuuus gucka B npu-
BOZE (2 CMOXET /i1 Ballla nporpammMa «yBUAETb» Er0 Mo CETU?),
[OCTaTO4HO MPOBEPKM Ha aTane uHcTannsaumu. He Hapo 60-
ATbCS, YTO 3TO OCNAGMT 3aLUNUTY — B JIOOOM CryHae npy Hanm-
4MK KIKOYEBOTrO AMCKA, MPOrpaMma OTBA3bIBAETCS ANeEMEHTap-
Ho. Llenb «npuBsA3ku» — NPOTUBOCTOATbL HE Xakepam, a Nonb3o-
Batenam. O ToM, kak co3aaTtb QUCK, He KONMPYEMbI KONMPOB-
LMKamu 3awmieHHbIX amckos (Alcohol, CloneCD), MoxHO npo-
yutatb B [2] unm [3] .

MMycTb 3aLmTa NEpPUOSNYECKU «CTy4uTCA» B VIHTEpHET, ne-
penasas BaM CEpUiHbIA HOMep. Ecnn oguH 1 TOT Xe cepui-
HbI HOMep 6ydeT nocTynatb cO MHorux IP-agpecoB, MOXHO
nepenathb yoaneHHylo KoMaHgy Ha AesakTvBaumio «dnara» pe-




rmcTpaumu (yoanatb ¢ann ¢ OMcKa KaTeropuyecku Hegonyc-
Tmo!). TonbKo He Bo3narawTe Ha 3TOT MEXaHW3M 60MbLUMX
Hagexn —nonb3oBatesib MOXET NOCTaBuUTb 6paHamayap (npas-
[a, nokanbHble 6paHaMayapbl fierko 060#TH, cM. [4]) unu xe
BOBCE paboTaTb Ha MallWHe, M30NMPOBaHHON OT CETH.

3awumra cepuiiHbIM HOMEPOM (farnee no TekcTy — s/n) He
NpenaTcTBYET HECaHKLMOHMPOBaHHOMY KOMMPOBAHWIO, HO eCrn
BCE CEpuiiHble HOMEpPa pasfinyHbl, MOXHO BbIYUCIIUTL MOSb30-
BaTENsl, BbITOXMBLLEro CBOWA S/n B CeTb. TO Xe camoe OTHOCUT-
CSl M K Napam MMsi NMonb30BaTesis/Ko akTuBaLum (aanee rno Tek-
cTy — ulr).

WNoes: nycTb cepeep reHepupyeT OMCTPUOYTUBHBIN (haiin
WHOMBMAYANbHO HA OCHOBE PEruMcTpaLMOHHbIX JaHHbIX, nepe-
[aHHbIX nonb3oBaTensm. Toraa ero u/r He MOJOMAET K YyXWUM
dhannam n Becb AUCTPUOYTMB NPUOETCA BblKNadbiBaTb B CETb
LIeN1KOM, 4TO HAMHOro Npo6nemMaTnyHen, U K TOMy Xe Janeko
HEe Kax bl NoNb30BaTeslb PUCKHET CKauMBaTb ABOUYHBIN (haiin
13 HEHaOEeXHbIX UCTOYHWKOB.

MNpy 3awmTe «UCMnbITaTeNbHbIM CPOKOM» HUKOrAa He nonaram-
TeCb Ha CUCTEMHYI0 ATy — ee O4EHb NEerko NepeBecTn «Ha-
3ap». CpaBHuBaiTe TeKyLLylo gaTy C AaTon nocrnegHero 3a-
rnycka nporpaMmbl, COXpPaHEHHON B HAOEXHOM MecCTe, NOMHS O
TOM, YTO He BCKOE pacxoXAeHWe CBMAETENbCTBYET O MOMbIT-
Ke B3filoMa — MOXET, 3TO MONb30BaTesb MOnpasnseT HEBEPHO
nayLime Yachbl. icnonb3yite HECKONMbKO HE3aBUCUMbIX UCTOY-
HUKOB — OTTasKMBaTeCh OT AaThbl OTKPbIBAEMbIX hainos (Mnu
B o6LUeM crydae — hansioB, 06HAPYXEHHbIX Ha KOMMbIOTEpe
nonb30BaTens), NOAKMYanTeCh K CnyX6e aTOMHOro BpeMeH!
(ecnm poctyneH UHTepHeT) 1 T. 4.

[ns npenoTBpalLeHus LeNHCTanAaLM/NoBTOPHON MHCTan-
NAUUM HAKOTAA He OCTaBAANTE HUKAKUX «CKPbITbIX» MOMETOK B
peecTtpe wnu annoson cucteme. Bo-nepebix, «yxods, 3ame-
Tal cnefbl», a BO-BTOPbIX, NOMb30BaTENb MOXET 3anyckatb
BaLLy nporpammy us-nog amynstopa MK (Microsoft Virtual PC,
VM Ware), — coBpemeHHble annapaTHble MOLLHOCTU 3TO yXe
no3sonaoT. OH NpocTo nepedopmaTmpyeT BUPTYarbHbIA AUCK,
YHUYTOXAs BCe cnefpbl NpebbiBaHWs Ballel nporpammbl. Co-
XpaHANTe KOIMYECTBO 3amnycKoB B 06pabdaTtbiBaeMblX MPOrpam-
MO JOKYMEHTax (eCTECTBEHHO, B HETPMBMANIbHOM chopmarte,
KOTOPGI HEMPOCTO NOANPaBUTL BPY4HYI0). [TpOTMBOCTOATH 3TO-
My O4eHb TpyaHo!

Boo6Lue ny4iuasn 3awmra AEMOHCTPALMOHHBIX BEPCUIA — (m-
3u4eckoe yceyeHne PyHKLUMOHANbHOCTU C yaaneHueMm npo-
rpamMMHOrO Kofa, OTBEeYaloLLEro, HanpMMep, 3a neyatb Unm co-
XpaHeHve gharna.

YT06bI XaKep He CMOI PEKOHCTPYMPOBAaTh anropuT™M 3aluTHO-
ro MexaHu3ma U crerka «aopaboTaTtb» ero HanunbHUKOM (Mnu
e NonpocTy «MOACMOTPETL>» NPaBUIIbHBIN Naponb), 06a3aTenb-
HO UCMONb3YATE MHOrOCIIONHYIO AMHAMUYECKYIO LUIMGPOBKY NO
s/n wnu u/r. Torpa 6e3 s/n, u/r B3NOM NporpamMbl CTaHET He-
BO3MOXHbIM. He nposepsiite CRC s/n! Yto6b1 ybeauTses B npa-
BUNTbHOCTU BBOAA s/n, npoeepsiite CRC pacLundgpoBaHHOro
Kofa (BOCCTaHOBUTL McxopHbii s/n no ero CRC Ha pocTaTou-
HbIX annaparHbIX MOLLHOCTSX BNOMHe BO3MOXHO, HO CRC pac-
LUIMKHPOBAHHOMO KOA KPUMTOAHANMUTUKY BOOOLLE HM O YeM He
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rosoput!). VirHopupyiiTe nepBble YeTbipe CUMBONA S/n, noca-
OMB Ha HWX MOAMOXHbIA PaclUMpPPOBLUMK — 06bIYHO Xakepsbl
CTaBAAT TOYKY OCTAHOBA Ha Ha4aso s/n, HO He Ha ero cepeuHy.
Ewwe nyyie, ecnu Kaxmabif U3 HECKONMbKUX paclUMPOBLLNKOB
6ymeT MCnonb3oBaTh «CBOK» 4YacTb s/n. CnpalumBariTte ums,
KOMMaHMo, Npo4ve perucTpaLmoHHble JaHHbIe, JenanTe ¢ HUMK
CINOXHble MaHUNYNALUWUKU, HO HUKaK UX He UCNOMb3yITe — NyCTb
XaKep cam pasbupaeTcs, Kakue U3 HUX akTyasbHble, a Kakue
HeT.

LLndpoBka HasbiBaeTCA AMHAMUYECKOW, €CNM HU B KaKoM
MOMEHT BECb KOf NporpaMmbl He pacLuMdpoBbIBAETCS LEnu-
KOM, B NPOTUBHOM Ciy4ae Xakep MOXET CHATb C Hero gamn, u
npueet! PacwmdposbiBaiTe yHKUMIO Nepeq BbI30BOM, a Mo
BbIXOAY U3 Hee — 3almndpoBbIBaNTE BHOBbL. Mcnonb3yinTte He-
CKOMbKO HE3aBUCUMbIX LUMDPOBLLMKOB ¥ NEPEKpPbITUA WMDPOD-
NOKOB, MHaYye Xakep pacluudpyeT nporpamMy «pykamu» ca-
MOro paclumMpoBLLMKa, NPOCTO nepepaBas emy Homepa/yka-
3aTenn 3amgpoBaHHbIX 6510K0B, 1 copocuT gamn. MHorocnos-
Has LWMPOBKA: AeNaeM Ha KaXIOM «Croe» YTO-TO MONE3HOe,
3aTeM pacLuMPOBLIBAEM CRIEQYIOLLMIA crnov U T. A. MNporpamm-
HbI KOO Kak 6bl pa3MasbiBaeTC MEXAy CMosiMu, BbIHYXAas
XaKepa aHanuampoBaTb KaxAbli u3 HuX. Ecnm xe Becb npo-
rPamMMHbIA KOL, COCPEAOTOYEH B OQHOM-EAMHCTBEHHOM CrO€,
KONMYeCTBO CNOEB LUMQPOBKK, «060pavnBatoLLmMX» ero, He
MMEET HMKAKOr0 3HaYeHWs U HUYYTb HE YCIOXHSET B3JIOM.

Pasbasnsifite 3aWnTHbIA KOA, (M B OCOBEHHOCTU KOf pac-
LUMPPOBLLMKA) GONBLIMM KONMHECTBOM MYCOPHbLIX MHCTPYK-
uniA — npouenypy pasmepom B 1 M6ainT 3a pasymMHOe BpeMs
amsaccembnmnpoBaTb NpakTUHecku HepeanbHo. Mycop nerko
reHepupoBaTb U aBTOMATUHECKW (ULLMTE B BUPYCHBIX XYypHa-
nax nonMMopHbIE ABUXKM) — CNeguTe TOMbKO 3a TEM, YTOObI
BM3YyasnbHO OH 6blN HEOTNIMYMM OT MONE3Horo kopa. Eule nyy-
LUWiA pe3ynbTaT JaloT BUPTYarnbHbIE MAaLLMHbI, BbIMOMHSIOLLME
anemeHTapHble norudeckue onepaumu (Cetu MNetpu, Ctpenka
Mupca, MawwHa TotopuHra). [Jaxe ecnm xakep HanuweT ae-
KOMMUNATOP, Ha PEKOHCTPYKLMIO anroputma yiaeT Bcs 0CcTaB-
Luascs XM3Hb (nogpobHee cm. [5]).

Mpn ncnonb3oBaHNM OJHOCNONHOM LWNMGPOBKM pa3masbl-
BanTe pacLuMpPOBLLMK NO Tey NporpaMmbl, HUKOrAa He pac-
nonaramTe BeCb KO pacLUMPpOBLUMKA B KOHLE MOLYNA — TOr-
[ia NePEexXos Ha OpUrvHanbHyl0 TOYKY BXofda MOXET ObiTb pac-
MO3HaH Mo Cka4koobpas3HOMY M3MeHeHuto peructpa EIP. Keta-
TW, CTapTOBbINA KOA, BHEAPSEMbIA KOMMUNATOPAMK B NPOrpam-
My, B 60JIbLUMHCTBE CNy4aeB Ha4nHaetcs ¢ obpatyeHns Kk FS:[0]
(perucTtpaums co6CTBEHHOrO 06paBbOTUMKA UCKITIOYEHMIA) — MO-
yalle obpallanTecb K 3TON s4eike M3 paclumpoBLLMKa, He
MO3BONASA Xakepy ObICTPO ONPefennTb MOMEHT 3aBEpLLEHMS
paclumtpoBKK (BbI30BbI JOMKHbI CNefoBaTh U3 PasHbIX MECT,
MHa4ve Xakep NPOCTO HanOXWT UNLTP, 6n1aro COBPEMEHHbIE
OTNag4MK1 3T0 NO3BONSIOT).

0O693aTenbHO NPUBA3BLIBANTECH K HAYaANIbHOMY 3HAYEHMIO
rno6anbHbIX MHALMANM3MPOBAaHHbIX NEPEMEHHBIX, T. €. NOCTY-
namrte Tak:

FILE *f = 0; main(){if (!f) £ = fopen(,,)..}
TOrda fIamn, CHATBIA BHE OPUIMHANBHOM TOYKM BXO[A, OKaXeT-

CA HepaboToCcnocobHbIM. [Insaccembnmpyete cTaHOapTHbIN
«BIOKHOT» — OH UMEHHO Tak W YCTPOEH.
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Mogudukauumio koga npefoTpaLLaeT NpoBepKa LieoCTHOCTH,
npuyeM cnegyet NPoOBEPSTb KaK LENIOCTHOCTb CaMoro hamna,
Tak 1 LefloCTHOCTb Aamna B NamaTit (Xakep MOXeT Moauduum-
poBaTh MporpamMMmy Ha neTy, Uin Jaxe HUYero He MoauduLm-
poBarthb, a Ha BpeMs NepexBaTuTb ynpaBneHue 1 NpoaMynmnpo-
BaTb HECKOJbKO CEAYIOLLIMX KOMaHA, UK Xe NPOCTO U3MEHUTb
3Ha4yeHue peructpa EAX nocne BbINOMHEHWS KOMaHAbl TMna
TEST EAX, EAX unu nogo6Hol ei).

lMepexBaty ynpaBneHns/amMynsummM npoTUBOCTOATb MPaKTu-
YeCKM HEBO3MOXHO, & BOT MpedoTBpaT!Tb MoaMcUKaLmio ner-
KO — WCTIONb3yWTe HecucTematuyeckme kogsl Puga-Conomona
(cM. [6]). YTobbI B3NOMaTL NporpaMmy, xakepy notpedyerca He
TONbKO pa306paThCs, Kakme MMEHHO 6aiiTbl cnedyeT noanpaBuTh
ON19 B3/I0OMa NporpaMmbl, HO U paccuutatb HOBble Koabl Pupa-
ConomoHa, a s 3TOro eMy NpuAeTcs Hanmcatb COGCTBEHHBIN
KOOMPOBLLMK, YTO He TaK-TO NPOCTO (HecucTemMaTuyeckoe Kogu-
poBaH1e U3MeEHSET BCe KogMpyeMble 6aiThbl, B OTINYME OT CUC-
TEMaTUYeCKOro KOQMPOBaHUs, rae K nporpaMmmMe NpocTo Jomnu-
CblBAETCA «KOHTPOSbHAsA CyMMa», NPOBEpKa KOTOPON MOXET
ObITb JIETKO «OTNOMaHa»). ONATb-Taku 3TO aKTyaslbHO TONbKO
OJ19 MHOMOCJIOAHON OMHaMUYECKOW LUMCGPOBKM, B MPOTUBHOM
cryqae xakep npoCTO AOXAETCA 3aBepLUeHUs AeKoOQMpoBaHus
koaoB Puaa-ConoMoHa 1 CHUMET 6e33alLUUTHbIA aamn.

Kak BapuvaHT ucnonb3yite HECUMMETPUYHbIE KpUMTOAsro-
PUTMbI. 3TO NPEROTBPATUT MOAMGUKaLMIO haina Ha aucke (HO
He B namaATu!), 1, YTO eLle Xyxe, 3amngpoBka YHKLMM MO
BbIXOZly M3 HEE OKA3bIBAETCH HEBO3MOXHOMN (Mbl BEAb HE XO-
TUM COOBLLATb XaKepy CEKPETHbIN KMY?), a 3HAYMT, KOg, Npo-
rpamMMbl PUCKYET B KakOM-TO MOMEHT OKa3aTbCs pacLumcpo-
BaHHbIM LeSIMKOM. YT0Obl 3TOr0 He MPOM30LLIIO, paclumdpo-
BblBaliTe Kog OyHKLMM BO BPEMEHHbIN Bydhep (06LLMiA ans Bcex
(byHKLWMIA), He Tporast opuruHar.

lNpoBepss LeNnoCTHOCTL KOAQ, He 3abbiBaiTe O NepemMeLlae-
MbIX 3nemeHTax. Ecnv nporpamma/gmHaMmnydeckas 6mbnmoteka
6yQeT 3arpyxeHa no agpecy, OTNMYHOMY OT yKasaHHoro B PE-
3aronoBKe, CUCTEMHBIN 3arpy34MK aBTOMATU4ECKU CKOPPEKTYU-
pyeT BCe CCbINKM Ha abCcontoTHbIEe agpeca. JInbo n3bassTech OT
nepemeLLaembix anemeHToB (kmoy /FIXED nuHkepa MS Link),
nnbo, HTO NydLle, NPOBEPANTE TOMBKO AYENKM, HE YNOMSAHYTbIE
B relocation table.

Hukorga He 610KMPYIATE HEKOTOPbIE MYHKTbI MEHIO/KHOMKM
L0151 OrpaHNyeHns PyHKLMOHANBbHOCTM fIeMOHCTPALIMOHHOM Bep-
CUM — WX He pa3bnokMpyeT TONbKO NeHmBbIN! Jy4yie dmsnyec-
KV Bblpe3ainTte COOTBETCTBYIOLLMIA KOS UIM HA XYA0M KOHeL, Bpe-
Ms OT BPEMEHW NPOBEPANTE COCTOSHME 3a6TI0KMPOBaHHbIX 3J1e-
MEHTOB YNpaBneHus, T.K. OHW MOTYT 6bITb Pa3610KMPOBaHbI HE
TOMNbKO B pecypcax, HO U OMHAMUYECKN — OTNPAaBKON COOOLLE-
HUS OKHY.

ApceHan COBPEMEHHbIX XakepoB COCTOUT MPEUMYLLECTBEHHO
n3: gusaccembnepa, otnagyvka, gamnepa namsti 1 MOHWUTO-
pa obpaLleHuii K harinam/peecTpy. 3TO 04eHb MOLLHbIE Cpes-
CTBa B3/10Ma, HO C HUMU BCe-TakKN MOXHO CrpaBUTbLCA.

[uzaccembnep — B feBATv U3 fecatu cnyyaes 31o IDA Pro. Cy-
LLleCTBYeT MHOXEeCTBO NnphemMoB, NpMBOAALLINX ee B 3aMeLlaTenb-
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CTBO («ee» — MOTOMY, YTO MOa XXEHCKOe UMS): MHOXECTBEHHbIE
npedmKcbl, UckaxeHue 3aronoska PE-thaina u T. g., ogHako
CMbICa B HAX HEMHOTO, U MHOTOCIOMHON LUMCDPOBKW Ha napy €
MYCOPHbIM KOOM A5 OCNensieHns guaaccembnepa BnonHe go-
CTaToO4HO (NpaBda, OMbITHbIE Xakepbl MOTYT HanucaTb MiaruH,
aBTOMATU3UPYIOLLMIA paclUMPOBKY 1 BbIYMLLAIOLLWIA MYCOPHbIN
KOZ, HO TakKnX eavHULbI, U Bbl MOXETE rOpAMTLCS, YTO NOManmChb
Y HUX). KcTaTtu roBops, akTMBHOE UCMONb30BaHWE BUPTYabHbIX
tbyHKLMIA B C++ CyLLECTBEHHO 3aTpyOHseT AvaaccembnmpoBsa-
HWe nporpamMbl, MOCKONbKY ANs onpefeneHns 3heKTUBHbIX
afpecoB NPUXOANUTCA BbINOMHATL FPOMO3AKME BbIYUCIEHUSA 1N
«MogcmatpmBaTb» UX B OTNaf4Mke (HO Npo 60pb6Yy C OTnagym-
Kamu Mbl eLLe NoroBopuMm). TOMbKO MOMHUTE, YTO ONTUMU3UPY-
foLLME KOMMUNATOPbI NPV NEPBO BO3MOXHOCTY NPeBPaTAT BUP-
TyanbHble (OYHKUMU B CTaTUYECKME.

ELue H1 0gHOMY 13 0TNAag4MKOB He YAanoch NOHOCTLIO CKPbITh
CBOE NPUCYTCTBME OT OTNAXMBAEMOW MPOrpammbl, U NOTOMY
OH MOXeT 6bITb 06HapyxeH. Yalle Bcero Ucnonb3yerca cka-
HUpOBaHWe peecTpa W (hainoBoi CUCTEMbI HA NPeaMET Hanu-
4 NOMYNAPHLIX OTNAgYMKOB, NPOBEPKA hnara TPacCUpPOBKY,
YTEHUE COLEPXMMOro OTNagoHHbIX perncTpoe/IDT, 3amep Bpe-
MEHW BbINOMHEHUS MEXAY COCeAHUMW KOMaHdamMu U T. I. (ecnu
XOTUTe y3HaTb 6onbLLE, HabepuTe «anti-debug» B Google). Op-
Hako 3anpeLlathb Nob30BaTesNo UMEeTb OTNAOYUK KaTeropnyec-
KV HEQOoNyCTUMO — 3alumTa JOSKHA pearupoBaTh fMLLUb Ha ak-
TUBHYIO 0TNaaKy. K ToMy e Bce 3TW MpOBEPKU 3NEeMEHTapHO
06HapyXxuBatoTca U ygansaiTcs. HagexHee Tpaccuposathb ca-
Moro cebsi, NoALEenMB Ha TPaCCUPOBLLMK npoueaypy pacLumd-
POBKM U reHepMpoBaTh 6OMbLUOE KONIMHYECTBO UCKITIOUUTESTb-
HbIX CUTyaLwii, noBecuB Ha SEH-06paboTymkm npouenypsl, oe-
natoLye 4To-To nonesHoe. MonyTHo: ocTaebTe B NoKoe soft-
ice — B XaKepCKOM apceHarne ecTb U anbTepHaTuBHble OTnag-
YUKH.

AvynupyloWmMM oTnagymMKam npoTUBOCTOATb TpyOHee, HO
HUYero HeBO3MOXHOr O HeT. Vicnonbayite MMX-koMaHgel, cpas-
HUBas BPEMS UX BbIMOSTHEHWA CO BPEMEHEM BbIMNOHEHWS «HOp-
ManbHbIX» Komang. Ha xvsom npoueccope MMX-komaHgbl
pa6otatot 6bicTpee. OTnagymkn xe nméo BOoOLLE He 3MYMK-
pytoT MMX-koMaHg, 6o obpabatbiBatoT UX MeffieHHee Hop-
MasibHbIX KOMaHZ.

MoHWTOpbI — O4eHb MOLLHOE XakepcKoe CpefdcTBO, Noka3blBa-
loLLlee, K Kakum hainam u Knovam peectpa obpalianach 3a-
LuMLLeHHas nporpamMa. AKTUBHOMY MOHUTOPWHIY B NMPUHLMNE
MOXHO M NPOTMBOCTOSATb, HO JIy4LLIE 3TOrO He AenaTtb, Bedpb Cy-
LLECTBYET M NACCUBHBIA MOHUTOPUHI (CHATWE CRenka ¢ peect-
pa/chaiinoBor CUCTEMBI U CPaBHEHWE €ro 1o 1 nocne 3anycka
nporpammbl), @ NPOTUB HEro He MoMaeLLb.

He xpaHwuTe perncTpaumoHHyo MHhopMaLmio B IBHOM BULE.
3abynbTe 0 (hnarax peructpauuu! BMecTo 3Toro pasmassisai-
Te K/YeBble AaHHble ManeHbKMMM KycodKamm no Bcemy dan-
ny, cyuTbIBaTE UX B CNy4YanHoe BPems U3 CrydaiHbix MecT
nporpamMebl, pacLUnpoBbIBas O4EPEHON KYCOK Koga.

BwmecTo fopen/fseek/fread ncnonbayiite caiinel, npoeumpy-
eMble B NaMsiTb, OHW HAMHOIO CIIOXHee MOAAAITCA MOHUTO-
PUHFY, HO 3TO yXe Tema OTAEeNbLHOro pa3roBopa.

CHCTEMHBIAAMUHNCTPATOP



[amnepam npoTMBOCTOATL MpoLLe NpocToro. Mx MHoro pas-
HbIX, HO HET HY OJHOIO MO-HACTOSLLEMY XOpOLLEro. 3atupanTe
PE-3aronoBok B namsaTh (Ho Torga He 6ygyT paboTatb (hyHK-
umn Tuna LoadResource) unm no kpaviHe Mmepe ero 4actb (0
TOM, Kakue noss MOXHO 3aTuparts, YuiTanTe B [7]). Boiknovaii-
Te BPEMEHHO Heucronb3yemble CTpaHuubl dyHkumen Virtual
Protect(.,PAGE_NOACCES,), a nepeq ncnonb30BaHNEM BKITHO-
yamnTe Ux BHOBb. Bnpoyem, xakep MOXeT ypoHUTb NT B «CUHWIA
3KpaH», nony4vs obpa3 NodonbLITHOro npolecca B CBOE pac-
nopsbkeHve. OfHaKO NpW UCMONb30BaHUM OUHAMMYECKOA MHO-
FOCSIOMHON LUMCIPOBKM TONKY OT 3TOro obpasa 6yaeT HEMHOrO.

Hvkorpa He gaBaviTe xakepy SIBHO MOHATb, Y4TO nporpamma
B3niomaHa! Torga eMy octaetcsi HANTU KOA, BbIBOOALUMA py-
ratenbHoe cooblleHune (a caenartb 9TO OYeHb Nerko) u no-
CMOTpPETb, KTO €ro Bbi3Bas — BOT cepiue 3aluTHOro Mexa-
HM3Ma W NoKanu3osaHo. Vicnonb3yiiTe HECKONbKO YPOBHEN
3alWumThl. MepBbIi — 3awuTa OT BBOZA HEMPaBWUIILHOIO S/n 1
HenpeayMbILLINEHHOrO HapyLUEHWs LeNoCTHOCTU Nporpammbl
(BMpycebl, AnckoBble coon U T. 4.). BTopoi — 3awwmTa oT xake-
poB. O6HapyxwuB HaKT B3NOMa, NEPBbIA YPOBEHb «pyraeTcs»
SIBHO, M XaKep 6bICTPO ero HeWTpanuayeT, Nocne 4ero B Urpy
BCTYnaeT BTOPOW, Bpems OT BPEMEHW BbI3bIBAOLLMIA 3aBUCa-
HUA NporpaMMbl, JenarwLmMn U3 Ynucen «BUHErpeT», nogme-
HSIOLWWIA cnoBa Npu BbIBOAE JOKYMEHTA Ha NpuHTEp U T. 4.
lNpu rpamoTHOM peanusavym 3auTbl HeWTpanm3auus BTOporo
YypOBHS MOTpebyeT MOMNHOrO aHanu3a BCen nporpammbl. Ja
3a 9T0 BpemMs MOXHO AecaTb Takux nporpaMm Hanucatb! BTo-
poW ypoBeHb HUKorga He cpabaTtbiBaeT Y YECTHbIX MONb30Ba-
Tenew, a TONbKO y TeX, KTO KynuT «Kpak». Ecnv xe Bbl 60u-
TECb, Y4TO BTOPOM YPOBEHb CNy4YalHo cpaboTaeT B pesynbra-
Te owmbKK, nydwe BoobLle He 6epuTecb 3a NPOrpammmpo-
BaHue, 3TO He Ansa Bac.

He nokasbiBaiTe xakepy, Kakum nyTem permctpupyetcs
3awmTa. 310 MOXET BbITh M KIH0HEBO dhaiin, 1 onpeaeneHHas
KOMOMHALUMA KNaBuL, ¥ napameTp KOMaHgHOW CTPOKW. Hu B
KOeM cry4ae He cunTbiBaete s/n unu u/r yepes WM_GETTEXT/
GetWindowText, BMecTo 3Toro o6pabartbiBarite HaxaTust oau-
HOYHbIX knaemw (WM_CHAR, WM_KEYUP/WM_KEYDOWN),
NPsSIMO U3 OCHOBHOIO MOTOKA BBOAA AaHHBIX, N TYT Xe WX LUnd-
pyvte. CMbIC LUMPOBKM B TOM, 4TOOLI BBOAMMASA MONb30Ba-
Tenem CTPOKa HWUrLe He MPUCYTCTBOBAna B MamsTy B SIBHOM
BUAe (TOrga Xxakep NpocTo NOCTAaBWT Ha HEE TOYKY OCTaHOBa, U
MOry4uii soft-ice nepeHeceT ero NpsiMo B Camblil LLEHTP 3aLUmT-
HOro MexaHu3ma). MIHTerpaumus ¢ OCHOBHBIM MOTOKOM BBOAA
npegoTepaLLaeT ObICTPbIA B3MIOM NporpaMMbl. Toyka ocTaHo-
Ba Ha WM_XXX Hu4ero He faeTt, NOCKOJSIbKY HE MO3BONSAET
6bICTPO OTNNYUTL OObIYHbIE BBOAUMbBIE AaHHbIE OT S/N.

Bo3bMuTE Ha BOOPYXEHUE reHepaTop CiydanHbIX Ynucen —
MycTb MPOBEPKU MOYT C Pa3HOW NEPUOAMHHOCTLI0 U3 pasnuy-
HbIX YacTew NporpaMmbl (MCNONb30BaTh 06LUME YHKLMM NpK
3TOM HefoMnyCTUMO — MEPEKPECTHbIE CCbINIKN U PErysipHbIN
MOWCK BblgaayT Bac ¢ ronoson!). He ucnonbayiite yHKUMIO
rand() — BMeCTO 3TOro OTTalKUBaNTECh OT BBOAMUMbIX AaHHBIX,
npeo6pasys B NCEBOOCy4anHyto NocneaoBaTensHOCTL 3a4ep-
XK MEX[Y HaXaTusMK KnaBuLl, KOObl BBOAVMbIX CHMBOJIOB,
noCNefoBaTenbHOCTb OTKPLITUA MEHIO U T. L.
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6e3onacHoCTb

Huv B KOEM cry4ae He xpaHuTe «pyraTtefibHble» CTPOKMK OT-
KPbITbIM TEKCTOM W He BbI3blBaiTe MX MO yKa3aTento — xakep
MrHOBEHHO HadeT 3aLlWTHbIN KO N0 NEPEKPECTHLIM CChINIKaM.
Jlydiwe Tak: 6epeM ykasaTenb Ha CTPOKY, YBEIMYMBAEM €ro Ha
N 6ait. CoxpaHsieM ykasaTtesb B MporpammMe, a nepep Ucnosb-
30BaHveM BblyuTaem N Ha nety (npv 3ToM Bam npuaeTcs cpa-
XaTtbCs C KOBAPCTBOM ONMTUMMU3UPYIOLLMX KOMMUMATOPOB, HO-
poBALLMX Bbl4ecTb N eLle Ha CTaguu KOMNuasLum).

W36eraiite npsimoro BoizoBa API-chyHKUMIA. HaBepHska xa-
Kep MOCTaBWT Ha HWX TOYKY OCTaHoBa. Mcnonb3yinTe 6onee
NPOrpeccuBHbIe METOAUKN — KonupoBaHue API-(hyHKLUWIA B cBOE
Teno, BbI30OB HE C NEPBOV MaLUMHHON KOMaHgbl, pacno3HaHue
N OesakTvMBaums TOYeK OCTaHOoBa (MOAPOOHOCTM B «3anmckax
MblWbX'a». ConoH-P, 2004 r.).

Pasz6pocaiite 3aWWTHLIA MEXAHU3M MO HECKOSIbKMM MOTO-
kam. OTnagumnkv He BbINMOMHSIIOT MEPEKNOHEHNE KOHTEKCTa, U
oCTanbHble MOTOKM MPOCTO He monyyat ynpasneHue. Kpome
TOro, 0O4eHb TPYAHO pa3obpaTbes B 3aLUTHOM MexaHWu3Me, UC-
MOMHSAIOLLMMCA Cpa3y B HECKOSIbKMX MECTaX.

Cospaiite HeckonbKo NMOANOXHbIX OYHKLMIA, AaB UM OCMbIC-
neHHble umeHa Tnna CheckRegisters, — nycTb xakep TpaTut
BPEMS Ha UX U3yyeHwe!

MoxHO yMeTb filomaTb NporpaMmebl, He yMesi UX 3alumiiath, a
BOT 06paTHOe YTBEPXAEHNE HEBEPHO. 3TO He BONPOC Mopany,
3TO BOMPOC NPOCheCCMOHANbHbIX HABLIKOB (3aKOH paspeLuaeT
«B3JIOM», €CMN OH HEe BReYeT 3a COO0M NPOYMX HapyLLEeHWUN
aBTOPCKMX W MaTEHTHbIX Mpas). Teopus — 3TO XOPOLUO, HO B
MaLLUMHHbBIX KoJax BCe He Tak, Kak Ha bymare, U 60MbLIoe Ko-
NNYECTBO B3JIOMOB CBUOETENILCTBYET OTHIOOb HE O BCEMOry-
LLIeCTBE XakepoB, a 0 KatacTpoM4ECKON YLLUEPOHOCTM 3aLLmMT-
HbIX MEXaHWU3MOB, MHOIME M3 KOTOPbIX JIOMAIOTCA 3a CHMTaH-
Hble MUHYTbI!

JInyHoe HabnogeHne — 3a NocnegHUe HECKONbKO NeT Ka-
4eCTBO 3aLLMT HUYYTb He BO3pocno. lNpuyem ecnu paHbLue
TBOPYECKM HACTPOEHHbIE NMPOrPaMMMUCThLI aKTUBHO SKCTIEPUMEH-
TUPOBanM CO CBOMMM MAaesMM, TO cenyac Bce 60sbLUE CKIOHS-
l0TCA K FOTOBbIM peLueHnsM. XoTenock 6bl, YTOObI 3Ta CTaThs
MoCIyXuna cBoeobpasHbIM KaTanm3aTtopoM 1 NOATONKHYNa Bac
K 1ccnegoBaHUsAM.
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