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B

CO3naem MoTOBBIMICEPBED "
NoNnHOEIPYKOBOACTEO

B aToi cTaTbe OyfeT paccka3aHo, Kak CaMoCTOATENbHO CO3AaTh NOYTOBLIA CEpPBEP HAa OCHOBE
onepauuoHHou cuctembl FreeBSD, SMTP-cepsepa Postfix, POP3/IMAP4-cepsepa courier, cucTem
thunbTpayuu cnama SpamAssassin n antusupyca ClamAV. 1ns XxpaHeHns Y4eTHbIX 3anucen
ucnonb3yercs SAL CYB]] PostgreSQL.

YcTaHOBKa KOMNOHEHTOB 3. YcTaHaBnueaem Postfix.
1. YctaHasnvsaem CYB[] PostgreSQL.
2. YcTaHaBnMBaeM cucTemy ayteHTudmkauymm Cyrus-SASL. cd /usr/ports/mail/postfix

make install clean

cd /Jusr/ports/security/cyrus-sasl2 OTMeyaeMm B TabNNLE NyHKTbI, KOTOPbIE HAM HEOBXOMNMBI.
make install clean

e
Options for postfix 2.5.1 2,1

Options for cyrus-sasl 2.1.22
Use Berkeley DB

MYSQL Use MySQL
PGSQL Use PostgreSQL
SQLITE Use SQLite
DEV_URANDOM Use /dev/urandom
ALWAYSTRUE Enable the alwaystrue password verifier
KEEP DB OPEN Keep handle to Berkeley DB open
AUTHDAEMOND  Enable use of authdaemon

Perl Compatible Regular Expressions |

SASL2 Cyrus SASLv2 (Simple Auth. and Sec. Layer) |
DOVECOT Dovecot SASL authentication method |
SASIKRB If your SASL req. Kerberos select this option |
SASLKRB5 If your SASL req. Kerberos5 select this option |
SASLKMIT If your SASL req. MIT Kerberos5 select this option|
TLS Enable SSL and TLS support |
BDB Berkeley DB (choose version with WITH BDB VER) \
MYSQL MySQL maps (choose version with WITH MYSQL VER) |
\

\

\

\

\

\

LOGIN Enable LOGIN authentication
PLAIN Enable PLAIN authentication
CRAM Enable CRAM-MD5 authentication
DIGEST Enable DIGEST-MD5 authentication
OTP Enable OTP authentication
Enable NTIM authentication

PGSQL PostgreSQL maps (choose with DEFAULT PGSQL VER)

OPENLDAP OpenIDAP maps (choose ver. with WITH OPENLDAP VER)

CDB CDB maps lookups

NIS NIS maps lookups

VDA VDA (Virtual Delivery Agent)

TEST SMTP/IMTP test server and generator
|

[ OK ] Cancel
— ]

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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Bo Bpems ycTaHOBKM ByaeT 3afaH BONPOC, XOTUM JI1 Mbl
pfo6aeuTb nonb3osatens postfix n rpynny maildrop.

Added group "postfix".

Added group "maildrop".

Added user "postfix".

You need user "postfix" added to group "mail".
Would you like me to add it [yl? y

OtBeyaeM yTBEPAUTENBLHO.
Mocne yctaHoBKM oTKNto4aem Sendmail, ykasbisas B dan-
ne /etc/rc.conf cTpoku:

sendmail enable="NO"
sendmail submit enable="NO"
sendmail outbound enable="NO"
sendmail msp queue_enable="NO"

A B chaine /etc/periodic.conf — cTpoku:

daily clean hoststat enable="NO"
daily status mail rejects enable="NO"
daily status_include submit mailg="NO"
daily submit queuerun="NO"

Mocne 3TOro Nepexoamm K ycTaHoBKe M HacTpolike POP3/
IMAP4 cepsepa courier.

cd /usr/ports/mail/courier-imap/
make install clean

I,
Options for courier-imap 4.3.1,2

|

Build in fam support for IDLE command

Build in DRAC support

Include deleted mails in the quota

Use gdbm db instead of system bdb

Build with IPv6 support

LDAP support

MySQL support

PostgreSQL support

Userdb support

Vpopmail/vchkpw support

TRASHQUOTA
GDBM

IBV6
AUTH_LDAP

AUTH_MYSQL
AUTH_PGSQL

AUTH_USERDB
AUTH_VCHKPW

Mocne ycTaHOBKM YKa3biBaeEM pa3peLleHne Ha 3anyck.
[ns Postfix:

postfix enable="YES"

[nsa courier-imap:

courier authdaemond enable="YES"
courier imap imapd enable="YES"

courier imap pop3d enable="YES"

Ecnun Ham HeobxogumMa nognepxka 3aluieHHbIX coeau-
HEHWI, BKNOYaeM JOMONHUTESIbHbIE CEPBUCHI:

courier imap pop3d ssl enable="YES"
courier imap imapd ssl_enable="YES"

Takxe HeobxogMmo BKAUUTL nopdepxky FAM, B dhaiin
[etc/inetd.conf nponuckiBaem CTPoKy:

sgi_fam/1-2 stream rpc/tcp wait root J
/usr/local/bin/fam fam
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He 3abbiBaeM BKNOYUTL inetd, a Takxe BKMIO4aem
portmapper, KoTopbIi Heobxogum ana padboTsl FAM:

inetd enable="YES"

rpcbind enable="YES"

Ha Bcskuii cnyyan y6expaemcs, 4To B harne /etc/rpc npum-
CYTCTBYET CTpOKa:

sgi_fam 391002

@OuHanbHbIA War yctaHoBku M0 — co3paHne y4ETHOM 3anu-
CMW nonb3oBaTens, nog KOTopon 6yaeT XpaHUTbCa noyta:

pw groupadd mailsystem -g 900

pw useradd mailsystem -u 900 -g 900 -d /nonexistent .|
-s /usr/sbin/nologin

id mailsystem

uid=900 (mailsystem) gid=900 (mailsystem) .J
groups=900 (mailsystem)

Ha atom c6opka MO 3akaH4mBaeTCs, M Mbl MOXEM Nepeil-
TW K NpoLeaype HaCTPOVKM.

Hacrtpoiika 0

HayHeM HacTpoWiKy ¢ co3fanua 6a3bl faHHbIX. Kak Mbl ycno-
BUJIUCb B NpeablayLLe cTaTbe Lumkna, Mbl ucnonsdyem CYBL
PostgreSQL. Utak, cosgaem BI. [nda atoro y6exnpaemcs,
yTo cepBep PostgreSQL 3anyLueH n padoTaeT:

ps axw | grep postgres

0:02.48 /usr/local/bin/postgres -D /var/db/pgsql/data
0:04.29 postgres:
0:02.69 postgres:

writer process (postgres)

wal writer process (postgres)
autovacuum launcher process (postgres)
stats collector process (postgres)

0:01.70 postgres:
0:02.38 postgres:

3axogum B KoHconb ynpaenenns CYBL:

psql -U pgsql templatel
Welcome to psql 8.3.1, the PostgreSQL interactive terminal.

\copyright for distribution terms
\h for help with SQL commands
\? for help with psql commands

Type:

\g or terminate with semicolon to execute query
\q to quit

templatel=4#

Cospaem nonb3oBarens:

CREATE USER billing NOCREATEDB NOCREATEUSER PASSWORD .
'verysecret';

CREATE USER mailreader NOCREATEDB NOCREATEUSER PASSWORD .
'topsecret';

Cospaem B[:

CREATE DATABASE billing WITH OWNER billing;

Mopkntovaemes K B:

\c billing
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Co3paem cxemy fst MOYTOBOM YacTy GunnuHra:

CREATE SCHEMA mail;

ALTER SCHEMA mail OWNER TO billing;

GRANT ALL ON SCHEMA mail TO billing;
GRANT USAGE ON SCHEMA mail TO mailreader;

Cospgaem Heobxogumble Tabnuubl:

CREATE TABLE mail.mailaliases (
alias character varying(255) NOT NULL,
rcpt character varying(255) NOT NULL,
descr text,
CONSTRAINT mailaliases alias_check CHECK .|
((length((alias)::text) > 0)),
CONSTRAINT mailaliases_rcpt check CHECK .
((length((rcpt)::text) > 0))
)i

CREATE TABLE mail.mailtransport (
maildomain character varying(255) NOT NULL,
transport character varying(255) NOT NULL,
descr text,
CONSTRAINT mailtransport maildomain check CHECK .
((length((maildomain) ::text) > 0)),
CONSTRAINT mailtransport transport check CHECK .|
((length( (transport) : :text) > 0))
)i

CREATE TABLE mail.mailusers (
username character varying(255) NOT NULL,
passwd character varying(255) NOT NULL,
user id integer DEFAULT -1 NOT NULL,
group_id integer DEFAULT -1 NOT NULL,
userquota integer DEFAULT 0 NOT NULL,
maildir character varying(255) NOT NULL,

expires bigint DEFAULT (- (1)::bigint) NOT NULL,
enabled bigint DEFAULT (0)::bigint NOT NULL,
descr text,

CONSTRAINT mailusers maildir check CHECK .
((length((maildir) ::text) > 0)),
CONSTRAINT mailusers_passwd check CHECK .
((length( (passwd) : :text) > 0)),
CONSTRAINT mailusers username check CHECK .|
((length ( (username) : :text) > 0))
)i

ALTER TABLE mail.mailaliases OWNER TO billing;
ALTER TABLE mail.mailtransport OWNER TO billing;
ALTER TABLE mail.mailusers OWNER TO billing;

GRANT SELECT ON TABLE mail.mailaliases TO mailreader;
GRANT SELECT ON TABLE mail.mailtransport TO mailreader;
GRANT SELECT ON TABLE mail.mailusers TO mailreader;

MNapa KoMMeHTapreB No NpofenaHHbIM geicTeuaM. Mel
cosfganu aByx nonb3osarenen ¢ umeHamu billing n mailreader.
Mone3oBatento billing 4aHbl NofIHbIE NpaBa Ha LOCTYN KO BCEM
Tabnuuam, a nonb3oBartento mailreader — TONbKO Ha YTeHue. Ta-
KMM 06pasoMm, M3MEHATb AaHHbIE Mbl Byem OT Nonb30BaTens
billing, a pabotatb ¢ B[] no4toBas cuctema 6yget OT NoOMb30-
Batens mailreader.

HacTtpauBaem Ha pa6oTy ¢ co3gaHHon B[] cuctemy ayTeH-
Tudpmkaumm courier. [ins aToro pegaktupyem cain /usr/local/
etc/authlib/authdaemonrc, ykasbiBasi B Hem Tvn 6a3bl faHHbIX,
cofepxatiux nosib3osartenen:

authmodulelist="authpgsql"

Huyero 6onee B rnobasnbHOM KOHUrypaummn faemoHa ayTeH-
TUMKaLMN UBMEHATL HE TPebyeTcs.

Mocne aToro nponuceiBaeM MMs 6a3bl AaHHbIX, NONb30Ba-
Tena n naposnb s goctyna K b, xpaHsilen y4eTHble 3anu-
CY nonb3oBarene:

PGSQL SERVER 127.0.0.1

PGSQL_USERNAME mailreader
PGSQL_PASSWORD topsecret

PGSQL PORT 5432

PGSQL DATABASE billing

PGSQL_USER_TABLE

mail.mailusers

PGSQL CLEAR PWFIELD  passwd
PGSQL_UID FIELD user_id
PGSQL_GID_FIELD group_id
PGSQL_LOGIN FIELD username
PGSQL_HOME_FIELD maildir
PGSQL MAILDIR FIELD  maildir
PGSQL_WHERE CTAUSE enabled=1

BHuMaHwMe: ecnu Bbl yKaxeTe METOL XPaHEHWUS Naponen,
kak PGSQL_CRYPT_PWEFIELD, Bbl He CMOXETe UCMONb30BaTh
TN ayTeHTudmkaumm CRAM-MDS. MoaTomy Bbl TG0 XpaHuTe
naponu B XeLUMPOBAHHOM (KPMMTOBAHHOM) BuAe, W Ball cep-
Bep He nopaepxveaetr CRAM-MD5, nn6o naponu HaxogaTcs
BHyTpu B[, Kak plaintext, HO gocTyneH 6onee 3alMLEHHbIN
MeTof ayTEHTUMKALMN.

Co3gaeM TeCTOBbIV MOYTOBbIN JOMEH U TECTOBOMO MOJIb30-
BaTenNs M 3anyckaem cuctemy B paboty. B koHconu PostgreSQL
HabupaeM KOMaHzbl:

INSERT INTO mail.mailtransport (maildomain, transport, .
descr)
VALUES ('example.com', 'virtual',6 'virtual transport');

INSERT INTO mail.mailusers (username, passwd, user id, .
group id, userquota, maildir, expires, enabled, .

descr)
VALUES ('test@example.com', 'mailpassword',6 '900', .
'900', '1024000', J

' /var/spool/mail/example.com/test/', '0', '1',

')

3anyckaeM CepBuCbl;

/usr/local/etc/rc.d/courier-authdaemond start
/usr/local/etc/rc.d/courier-imap-pop3d start
/usr/local/etc/rc.d/courier-imap-imapd start

MNposepsiem, 4TO BCe paboTaer:

ps axw | grep courier

/usr/local/sbin/courierlogger -facility=mail
-pid=/var/run/authdaemond/pid

-start /usr/local/libexec/courier-authli
/usr/local/libexec/courier-authlib/authdaemond
/usr/local/libexec/courier-authlib/authdaemond
/usr/local/libexec/courier-authlib/authdaemond
/usr/local/libexec/courier-authlib/authdaemond
/usr/local/libexec/courier-authlib/authdaemond
/usr/local/libexec/courier-authlib/authdaemond
/usr/local/sbin/courierlogger
-pid=/var/run/pop3d.pid -start -name=pop3d
/usr/local/libexec/courier-imap/couriertcp
/usr/local/libexec/courier-imap/couriertcpd
-address=0 -maxprocs=40 -maxperip=4 -nodnslookup
-noidentlookup 110 /us
/usr/local/sbin/courierlogger
-pid=/var/run/imapd.pid -start -name=imapd
/usr/local/libexec/courier-imap/couriertcp
/usr/local/libexec/courier-imap/couriertcpd
-address=0 -maxprocs=40 -maxperip=4 -nodnslookup
-noidentlookup 143 /us

grep courier

MNposepsiem, 4YTO BCe HEOOXOOMMbIE NOPTbI NPOCAYLUMBA-
toTCS:

sockstat -4 | grep couriertcp

*:143 e
*:110 38w

root
root

couriertcp 89946 3 tcp4
couriertcp 89934 3 tcp4
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Bce npasunbHo: npocnywmsatotes nopTbl 110 1 143.

Tenepb Heobxogumo HacTpouTb Postfix Tak, 4Tobbl OH [O-
CTaBNsN NOYTY B KaTanory, ykasaHHole B Hawen SQL CYB[.
[ns aToro Ham cnepyeT oTpefdakTMpoBaTtb (aiinsl /ust/local/
etc/postfix/master.cf u /usr/local/etc/postfix/main.cf. Co6¢TBEHHO,
npaska CBOOMTCA K yKasaHuio dhannos KoHUrypaumm goctyna
k CYB[] v nponucbiBaHnio MeTofa ayTeHTUdmKaumu. B caine
{ust/local/etc/postfix/main.cf ykasbiBaem:

# Mms xocTa

myhostname = mail.example.com
# Vs poMeHa

mydomain = example.com

# Mopsimok moMcKa NONB3OBaTeNel
local recipient maps = unix:passwd.byname .|
$virtual mailbox maps $virtual mailbox maps

# Cnmcox ceTeif, C KOTOPHX ME MOXEM NPMHMMATL MOYTY

# 6es ayrenTuduxauym

mynetworks = 127.0.0.0/8

# OrpammueHus Ha TPaHBUT NOYTH (paspemaeM JOKANbHHM

# v ayTeHTMOMUMPOBAHHHM, BampemaeM BCEM OCTANbHEM)

smtpd recipient restrictions = permit mynetworks, .
permit sasl authenticated, reject unauth destination

# Crmcox OMEHOB, KOTOpHe OBpaBaTHBAKTCS CHCTEMON

mydestination = $myhostname, localhost.$mydomain, localhost, .
pgsql:/usr/local/etc/postfix/sql-mydestination.cf

# dains xoHpurypauum SQL

virtual mailbox base = /

virtual mailbox maps = pgsql:/usr/local/etc/postfix/ .
sql-virtual-maps.cf

virtual maps = pgsql:/usr/local/etc/postfix/
sql-virtual.cf

virtual minimum uid = 500

virtual uid maps = pgsql:/usr/local/etc/postfix/
sql-virtual-uid.cf

virtual gid maps = pgsql:/usr/local/etc/postfix/ .
sql-virtual-gid.cf

transport maps = pgsql:/usr/local/etc/postfix/ .

sql-transport.cf

# Ksora

virtual mailbox limit

virtual mailbox limit inbox

virtual mailbox limit maps
postfix/sql-mailboxsize.cf

10240000

yes
pgsql:/usr/local/ete/

virtual mailbox limit override = yes
virtual maildir extended = yes
virtual create maildirsize = yes
broken sasl auth clients = yes

smtpd sasl security options = noanonymous
smtpd sasl auth enable = yes

Ons nogpepxkn SASL-ayTeHTMdMKaLmm co3paem cann
{ust/local/lib/sasl2/smtpd.conf co cnepyoLmm cogepXnmMbIm:

pwcheck method: auxprop

auxprop plugin: sql

sql_engine: pgsql

sql_user: mailreader

sql passwd: topsecret

sql_hostnames: 127.0.0.1

sql_database: billing

sql_select: select passwd from mail.mailusers .|
where username = '$u@%r'

sql_verbose: yes

. |
6() .51
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MpoBepsem pa6boty
Monpobyem OTNpaBWTb NOYTY NOKANbHOMY MOJIb30BATENHO:

telnet localhost 25

Trying 127.0.0.1...

Connected to localhost.

Escape character is '*]'.

220 mail.example.com ESMTP Postfix
HELO stellar

250 mail.example.com

MAIL FROM:<test@mail.com>

250 2.1.0 Ok

RCPT TO:<test@example.com>

250 2.1.5 Ok

DATA

354 End data with <CR><LF>.<CR><LF>
FROM:<test@mail .com>
TO:<test@example.com>

SUBJECT: test

passed?
250 2.0.0 Ok: queued as DOD441E3049

QUIT
221 2.0.0 Bye

MNposepsiem gocTaBky no nor-gannam:

Apr 2 17:18:56 homer postfix/smtpd[22459]:

connect from localhost[127.0.0.1]

Apr 2 17:19:08 homer postfix/smtpd[22459]:

DOD441E3049: client=localhost[127.0.0.1]

Apr 2 17:19:16 homer postfix/cleanup[22469]:

DOD441E3049: message-id=<20080402131908.D0D441E3049@mail .example.com>
Apr 2 17:19:16 homer postfix/qmgr[22457] :

DOD441E3049: from=<test@mail.com>, size=353, nrcpt=l (queue active)
Apr 2 17:19:16 homer postfix/virtual [22508] :

DOD441E3049: to=<test@example.com>, relay=virtual, delay=13,
delays=13/0.01/0/0.05, dsn=2.0.0, status=sent (delivered to maildir)
Apr 2 17:19:16 homer postfix/qmgr[22457]: DOD441E3049: removed

Apr 2 17:19:19 homer postfix/smtpd[22459] :

disconnect from localhost[127.0.0.1]

MpoBepsieM, MOXHO N1 3abpaTb NOYTY NO MPOTOKONY
POP3:

telnet localhost 110
Trying 127.0.0.1...
Connected to localhost.
Escape character is '*]'.
+OK Hello there.

USER test@example.com
+OK Password required.
PASS mailpassword

+0K logged in.

LIST

+OK POP3 clients that break here, they violate STD53.
1 455

QUIT
+OK Bye-bye.

B aTo yacTu cTatbu Mbl pa3obpanu, Kak npoBecTu oc-
HOBHY HacTpOWKYy NoYTOBOro cepsepa. B cnegyiouei yac-
TU Mbl KOCHEMCS BOMPOCOB KOH(pUrypaumum sed-nHTepdenca
L9 OCTYNa K MOYTOBbLIM ALLMKAM, HACTPONKM CUCTEM (DUIb-
Tpaumm cnama u BUpycoB. @)
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