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TepmuHanbHble CAYXObI
B Windows Server 2008

Augpen bupiokos

Mpunoxenus, Tpebyroume 0AHOBPEMEHHOr0 AOCTYNA MHOXECTBA NONb30BaTENen, BCeraa ooinu
roNI0BHOI 60NbI0 CUCTEMHBIX agMUHUCTPaTopoB. Cnyx6a Tepmunanos B Windows Server 2008
NO3BONUT PELLUTb PAf NPo6nem, CBA3aHHbIX C pabOTON TaKUX NPUNIOKEHUHN.

nyx6bl yganeHHoro goctyna

K NPUNOXEHUAM SIBASIIOTCS He-

OTBHEMIIEMOW HacTbto NOOON COB-
PEMEHHON OnepaLuoHHON CUCTEMBI.
B cemeiictee Windows Server cnyx6a
TEPMUHANIOB MOSIBUNACH ELLE B BEPCUM
NT 4.0, a B HejaBHO BbiLLeLLEN BEPCUM
Windows Server 2008 peanusauus LeHT-
pann30BaHHOr0 AOCTYMNa K NPUNOXEH-
SIM MONy4una CyLeCTBEHHOE pa3BuUTUe
32 CYeT HOBbIX DYHKLWIA 1 CUCTEM.

3a4yem HYXHbl
CNnyX6bl TepMUHanoB
[lns Havana xo4y HEMHOrO pacckasartb,
3a4eM HYXHbl TEPMUHATIbHbIE CEPBHCHI.
Hanpumep, BO3MOXHOCTb CYLLECTBEHHO
C3KOHOMUTb aAMUHUCTPATUBHbIE pecyp-
Cbl, TAK KaK ropasgo npoLLe yCTaHOBUTb
NPUNOXEHWE Ha OHOM CepBepe v npe-
[OCTaBWUTb K HEMY KITMEHTCKUIA JOCTYN,
4eM pa3BopayMBaTh 3TO Xe NPUIoXeHNE
Ha KaXX[oN KIIMEHTCKOW paboyen cTaH-
Lmn. 3T0 0COBEHHO MONE3HO Ans ycTa-
PEBLUMX NPOrpaMMm M NMPUIIOXEHWUIA, KO-
TOpble HE NOALEPXMBAIOT KNNEHT-cep-
BEPHYI0 apXUTEKTYPY, O[HAKO [0 CMX NOpP
LOBOJIbHO aKTMBHO MCMOJb3YOTCA B Op-
raHusaLmsx.

[pyras npu4nHa — 3T0 BO3MOXHOCTb
C3KOHOMUTL Ha 060PYAOBaHMM, Tak Kak

LOCTaTO4HO NPUOBPECTN OLUH MOLLHbIN
TEpPMUHasbHLIN cepBep, U TpeboBaHus
K KIIMEHTCKMM paboymnmM CTaHLuAaM Cy-
LLLECTBEHHO CHMXAlOTCA, NOTOMY Y4TO OC-
HOBHbIE BbIYMCNUTENbHbIE HArpy3Ku 6e-
peT Ha cebs cepsep.

Yto HoBOIO

Paccmotpum 6onee nogpo6Ho, 0 Kakux
HOBbIX (PyHKUMAX nOeT peyb. Mpexae
BCEro, 3T0 BO3MOXHOCTb paboThl € yaa-
NEHHbIMU NPUNOXEHUAMMW CNYXO TePMU-
Hanos. Tenepb nonb3oBarteny MoryT 3a-
nycKaTb yaaneHHble NPUNoXeHus Ha cBo-
eM paboyem cTone Hapafdy ¢ 06blYHbI-
MM JIoKaNbHbIMKU NpUnoxeHuamn. (Tem,
KTO 3HaKOM C aHanornyHbIMu peLleHu-
amu ot Citrix, gymato, Takas TexHonorus
noHpasuTcs.) [1na 3Toro Heo6XoLUM KNu-
€HT NOAKMNYeHUs K yaaneHHomy pabo-
yemy cTony Bepcuu 6.0. [aHHbIA KNneHT
BcTpoeH B Windows Server 2008 u Vista,
ana XP 1 2003 Bepcuu KNUeHTbI JOCTyN-
Hbl AN 6ecnnaTtHoN 3arpysku.

Opyrum HoBOBBEfEHNEM ABNSETCA
o3 cnyxobl TepMuHanos (TS Gateway),
KOTOPbIN NO3BONSAET NONy4nTh 6esonac-
HbI JOCTYN K cnyx6am TepMuMHanoB
M o6LWwuM paboynm cTonam us-3a npe-
[ier10B MEXCETeBOro aKpaHa npegnpus-
TSt 6€3 HEOOXOAMMOCTYU Pa3BepPTbIBAHUA

MHPaCTPYKTYpPbl BUPTYanbHON YacTHOM
ceTun (VPN).

Takxe MMeeTcsl BO3SMOXHOCTb UC-
nonb3oBaHus npotokona HTTPS gna go-
cTyna K cnyxéam TepmuHanos 6e3 He-
06XOAUMOCTW HaCTPOMKM Ha CTOPOHE
KNneHTa.

KomnnekcHas moaenb 6e3onacHoc-
™ TS Gateway no3Bonset agMUHUCT-
paTopamM KOHTPOnMpoBaTb AOCTYN K Of-
pefeneHHbIM pecypcam B ceTu. B vacT-
HOCTU, BOBMOXHO OrpaHuyeHune foc-
Tyna nonb3oBaTtesier TONbKO K onpe-
LENeHHbIM cepBepaM U paboymm CTaH-
LMSIM, a HE KO BCEW CETU MpeanpuaTus,
Kak 3TO NpOUCXOAWT B Cly4Yae UCnosib-
30BaHWS MOAKIIIOYEHUI K BUPTYasIbHOW
4aCTHOWN CeTw.

Ewle gaHHas TexHonorms no3eonseT
nogknoyaTbCA Nonb3oBaTenam K cep-
BEPaM TEPMUHASIOB 1 yaaneHHbIM pabo-
YMM CTaHLMUSM Yepe3 MEXCETEBbIE 3K-
paHbl ¥ NpeobpasoBaTenin CeTeBbIX af-
pecos (NAT).

Elle ogHOM HOBOM BO3MOXHOCTbIO
SIBNAETCS BEO-KMMEHT CnyX6 TepMuHa-
noB (TS Web Access), KOTopbIi N03BOSS-
€T OCYLLECTBNATL PabOTY C YAANEHHBIM
CTOJSIOM NONb30BaTeNs Yepes Be6-MHTEpP-
theiic. C nomoLLbI0 BEG-KNMEHTA CIYXO
TepMUHASIOB MOMb30BATENN MOTYT NONYy-



YUTb CMIMCOK AOCTYMHBIX MPUMNOXEHNI Ye-
pe3 Beb-y3en. Bbirnagut a10 npuMepHo
cnegyrowmmM o6pasom.

Korpa nonb3oBarens 3anyckaet 0gHo
U3 yAaneHHbIX NPUIIOXEHUA, ANs 3TOro
nonb30BaTens aBToMaTU4eCKMN co3naeT-
i ceaHc cnyxo6 TepM1HanoB Ha cepeepe
nog ynpaeneHvem Windows Server 2008,
Takxe Ans nonb30Bartens B 3TOM UHTep-
dherice 4OCTYMHO LIEHTPann30BaHHOE Me-
HI0, B KOTOPOM OTO6paxarTcs BCE A0-
CTYMNHble yaaneHHbIe NPUNOXeHns. YTo-
6bl 3aMyCTUTb YAANEHHOE NPUIOXEHME,
LOCTaTO4HO BbIOPATh HYXHYI Nporpam-
MY B MEHIO.

Kak B1naHo, ncnonb3oBaHune Be6-Knm-
€HTa Cny>x6 TePMUHAIOB NO3BONSET CHU-
3UTb 3aTpaTbl HA afMWHUCTPUPOBAHWE,
Tak Kak oTnagaeT Heo6xoAMMOCTb B af-
MWUHUCTPUPOBAHUM OTAENbHbIX 3K3EMM-
NAPOB NCMONb3YEMbIX MPUNOXEHUIA.

W, HakoHeL, 3TO BO3MOXHOCTb eau-
HOro Bxopa (Takxe m3BectHasa Single
Sign On), TexHonorus, ynyyLarwLlas B3a-
uMopencTeme € nonb3oBaTensMu, us-
6aBnss 0T HEOOXOANMOCTU MHOTOKPATHO
BBOAWTb CBOW Y4YETHbIE JaHHbIE.

YcTaHoBka

O6cynme B TEOPUM HOBbIE BO3MOX-
HOCTU cnyx6bl TepMmuHanos Windows
Server 2008, paccMOTPUM 3TOT OYHKLW-
OHan Ha MPaKTHKe.

Mpexpe Bcero, yctaHoBKa. Hapo cka-
3aTb, 4TO NPOLECC YCTAHOBKWU HEMHO-
ro U3MEHMWNCA MO CPaBHEHWIO C TepMU-
HanbHbIMU cnyx6amMu B NpeablayLunxX
Bepcusax Windows Server. [1ns Toro yto-
6bl pa3BepPHYTb TEPMUHANBHbBIE CIYX-
6bl, He06X0aANMO J06aBUTb COOTBETC-
TBYIOLLYIO PONb B CMIUCKE porel cepae-
pa (cm. puc. 1).

Bbi6npaem «Terminal Services». [a-
nee ykasblBaeM Heo6XoanMble CryX-
6bl TEPMUHATBHOTO CEpBepa, KOTopble
[OMKHbI ObITb YcTaHOBNEHLI. ObpaTtnTe
BHUMaHWE, 4TO ANs (PyHKLMOHNPOBAHMA
HEKOTOPbIX M3 HUX TpeByeTCs BKIIOYEHNE
cepsepa B fomeH Active Directory.

3aTem HyXHO onpemennTbes ¢ MeTo-
[OM ayTeHTudmkaumm (cm. pmc. 2). B cny-
Yyae ecnv Bbl Bbibpasn BapuaHT «Require
Network Level Authentication», Toneko pa-
604Me CTaHLMK, HA KOTOPbIX YCTAHOBIE-
Hbl COBMECTUMbIE BEPCUM OMepaLyoH-
HOW CUCTEMbI M TEPMUHATIBHOTO KIIMEHTa,
CMOryT yCTaHaBnMBaTb yAaneHHble Cec-
CuM C AaHHbIM cepeepoM. B cnyyae ec-
nn Network Level Authentication He Tpe-
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- Select Server Roles
Before You Begin Select one or more roles to install on this server.
ECTE - R
Terminal Services [ Active Directory Certificate Services mm provides
| i 2 technologies that enable users to
Role Services |: Active Directory Domain Services access Windows-based programs that
Confirmation L] Active Directory Federation Services are installed on a terminal server or to
[[] Active Directory Lightweight Directory Services access the Ful! Windows desktop. With
Progress [[] Active Directory Rights Management Services ;I'erm.mall SEW'EEFSI user.:hc.an griesse
L b erminal server from within your
Results L] opication Server corporate network or from the
[ DHCP Server e
[ Dns server
l: Fax Server
[] File Services
] Metwork Policy and Access Services
': Print Services
'z Terminal Services
[] uopt Services
[] web Server (115)
[] windows Deployment Services
More about server roles
< Previous | Mext > I Insta Cancel
Pucynok 1. Cmmcokx ponex?x cepeepa
Add Roles Wizard - x|
e

Before You Begin

Server Roles

E& Specify Authentication Method for Terminal Server

Metwork Level Authentication is a new authentication method that enhances security by providing user
authentication earlier in the connection process when a client connects to a terminal server, With Network

Level Authentication, user authentication occurs before a full Remote Desktop connection to the terminal

Terminal Services server is established.

Role Services

Specify whether Metwork Level Authentication is required.

Application Compatibility
Authentication Method

Licensing Mode

User Groups

€ Require Metwork Level Authentication
Only computers that are running both a version of Windows and a version of the Remote Desktop
Connection dient that supports Network Level Authentication can connect to this terminal server. If you
are remately connected to this server, ensure that your computer supports Network Level Authentication

to enable reconnection to this server,

T5 Licensing Configuration

Server Authentication Certificate

€ Do not require Metwork Level Authentication

Computers that are running any version of the Remote Desktop Connection client can connect to this

Authorization Polices terminal server,
TS Gateway User Groups
T5 CAP
TS RAP
Network Policy and Access Services
Rale Services
Web Server (IIS)
Role Services

Cornfirmation

[ !-;ll This option is less secure than when Netwark Level Authentication is used because user
Y27 authentication occurs later in the connection process,

Ly

More about Network Level Authentication and supported dients

Progress

Resuts

PucyHok 2. Bufop MeTofa ayTeHTMbmMkaumm

6yeTcs, paboyme cTaHLum ¢ NobbimMy BEp-
CUSMU TEPMUHASBHBIX KIIMEHTOB MOTYT
nogknioyatees. [JaHHas QyHKUMS no3-
BOSIAET YBENUYUTL 3ALUMLLEHHOCTb TEP-
MWHaNbLHOIO CEpPBEPA, Tak Kak Npeablay-
LLiMe BepCun KIIMEHTOB cofepXaT MHO-
XECTBO YA3BUMMOCTEW, U 0TKa3 OT UX UC-
NONb30BaHUs CYLLECTBEHHO MOBBICUT 3a-
LUMLLIEHHOCTb.

Ha cnepytoliem atane HyXHO on-
PEnenUTLCS C PEXMMOM NNLIEH3NPOBA-
Hus. [enatb 370 NpU yCTaHOBKE Heobs-
3aTeNbHO, MOXHO [JOYCTAHOBWUTb MOTOM,
rNaBHOE He 3a6bITb, YTO 63 NULEH3UI
TEPMUHaNbHBIA cepBep 6yaeT paboTatb

< Previous Mext = Instsl] Cancel

Tonbko 120 gHeN, nocne Yero Bbl CMOXe-
Te TONbKO YCTaHaBMBaTh He 6oree AByX
aAMWHUCTPATUBHbIX CECCUN.

Ha cnepywowem atane Tpebyetcs
ykasaTb rpynnbl nonb3oBaTenen, KoTo-
pbIM paspeLleH AOCTYN K AaHHOMY Tep-
MWUHaNbHOMY CepBepy. 3aTeM MAYT Ha-
CTPOWiKK, Tpebytowmnecs ana padboTbl
no npotokony HTTPS. B yacTtHocTu, He-
06X0AMMO yKasaTb CepTumkar, KoTo-
pbIii 6yAeT ucnonb3oBaTbCs ANd Co3aa-
Hua SSL-coegnHenus (cMm. puc. 3). [an-
HbIA CepTUdUKAT MOXHO 3KCMOPTUPO-
BaTb U3 (hanna.

Takoii cnocob pekomeHpyeTcs ANs
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Add Roles Wizard

ﬁ Choose a Server Authentication Certificate for SSL Encryption

Before You Begin
Server Roles
Terminal Services &+ Ch

Role Services

When communicating with dients, TS Gateway uses the Secure Sockets Layer (SSL) protocal to encrypt
network traffic. Choose a server suthentication certificate suitable for SSL encryption.

e an existing certificate for SSL encryption (recommended)
This option is recommended for most production scenarios. You should use a certificate issued by an

external certification authority (CA); or you can use a certificate issued by your own internal CA if the

Application Compatibility

st host name of this server.

CAis trusted by clients connecting to this server. The subject name of the certificate must match the

Issued To

| Issued B

| Expiration Date | Intended Purpose I

Licensing Mode
User Groups

TS Licensing Configuration

Server Authentication Certificate

Authorization Policies

Import |
Refresh |

" Create a self-signed certificate for SSL encryption

This option is recommended for small-scale deployments or test scenarios only. After installing TS

T5 Gateway User Groups
TS CAP
TS RAP

Confirmation

Progress

Results

Gateway, you must manually install the certificate on dients that communicate with this server.

" Choose a certificate for SSL encryption later
This option is recommended if you plan to request a certificate from a CA and import it later,
/v, For TS Gateway to function, you must configure this server with a valid certificate.

More about choosing a certificate for S5L enaryption

Pucynok 3. HacTpornxu SSL

Action  View Window Help

=L, File

g Group Policy Management

< Previous I Ext > Instal

Cancel |

=loix|
[IRETE

IR EEEE R

ﬁ' Group Policy Management
=] _f:\. Forest: terminal.local
[ |4 Domains

TestUsers

.Scope | Details Settings | Delegation I

B F3 terminal local
52/ Default Domain Policy
5. Domain Controllers
= [ 5 Group Policy Objects

[= 56§ Group Policy Modeling
afi Users
+ Group Policy Results

Restore from Backup...
Import Settings...
Save Report...

View 3
MNew Window from Here

Copy
Delete
Rename
Refresh

Help

TestUsers
Data collected on: 5/9/2008 1:53:36 PM
Computer Configuration (Enabled)

__" Default Domain Controllers Policy Mo settings defined
[ Default Domain Palicy
:'J- Tes , User Configuration (Enabled) hide:
% WMI Fiters Edit... No settings defined
[ Starter GPOs | GPO SIS 4
A Sites Back Up...

show all
hide:

PucyHok 4. anasnex-me TPYNNOBEMU INOJIUTUKAMU

KPYMHbIX CETEN, FOEe MCMONb3YETCH CBOW
ueHTp ceptudukaumm (Certification
Authority), Tak kaK TakuM 06pasom MOXHO
06€ecne4nTb JOBOMbHO BbICOKYIO CTENeHb
3aLLMTLI TEPMUHANBHOW Ceccum.

[pyroi cnoco6 — 370 MCNob30BaHme
camonognucanHoro (Self Signed) cepTu-
thvkaTa, npaBaa, AaHHbIA CNOCO6 PEKo-
MEeHLYeTCS TONbKO AN HE60bLUMX Opra-
HU3aLMWIA UNK B TECTOBbIX LIENSX.

[llanee Ham npepgnaraeTcs cos3farb
Tak HasbiBaeMylo Authorization Policy
ona TS Gateway, TO eCTb NMONUTUKY aB-
Topu3auuu, KoTopas onpegenseT, Ka-
KUM rpynnam nonb3oBatenen MOXHO
OCYLLeCTBNATb MOAKIMIOHYEHWE K CEPBEPY

14

LUSH03a TepPMUHANbHBIX cyx6. o ymon-
YaHWIO pa3peLLleHo NOAKNYeHNe Tosb-
Ko ans rpynnel Administrators. B kavecT-
BE CNoco60B aBTopuaayum NoOMMMO Tpa-
OMLMOHHOIO BBOAA NAPOSs MOXHO Takxe
ucnonb3osatb Smart Card. Takxe MOX-
HO OMpefenuTb, K KakKUM UMEHHO TepMu-
HanbHbIM CepBepamM MOryT NOAKYaTh-
s nonb3oBaTeny.

Ha atom yctaHoBKa cnyx6 Tepmu-
HanbHbIX cepsucos B Windows Server
2008 3aBepLuaeTtcs.

HacTtpoiika
Tenepb NPUCTYNWUM K HACTPOIike CO3AaH-
HOro TepMUHanLHOro cepeepa.

[ns 9T0ro HE06XOANMO OTKPbITb KOH-
conb Server Manager, 3atem Terminal
Services. B aTom pasgene MOXHO npo-
CMOTPETb CYMMaPHYI0 CTaTUCTMKY MO CO-
ObITNSAM, CBA3AHHBIM CO CTy X601 TEPMU-
HanoB, NPy 3TOM MOXHO MCMONb30BaTb
pasnuyHble UNbTPbI A1 MOMCKA HOBbIX
MHTepecyoLwnx cobbiTuin. CnepyeTt oT-
MEeTUTb, 4YTO 3TO HOBLUECTBO Tenepb Lo-
6aBneHo BO BCe KoMmnoHeHTbl Windows
Server 2008.

Takxe 34ecb MOXHO HabnoaaTth, Ka-
Kvne CUCTEMHbIE CNYyXObl 3anyLLeHbl, Ka-
Kvie ponu cepeepa yCTaHOBIIEHbI, U eLLle
3pecb Windows 2008 npegnaraeT Heko-
TOpble pEKOMEHALMM N0 HACTPOiKe Tep-
MWHaNbHbIX CEPBUCOB.

Tenepb NOCMOTPUM, Kakme HacTpon-
Kv OOCTYMHbI AN KOMMNOHEHTOB TEPMU-
HanbHbIX CEPBUCOB.

Mpexpe Bcero ato TS RemoteApp
Manager. 30ecb MOXHO HacTpouThb,
Kakue npunoxeHus 6yayT OOCTYMHbI
A4Nna paboTbl Yepes cnyx6bl TepMUHA-
NOB, NPX 3TOM UX MOXHO BydeT 3anyc-
KaTb C NIOKasbHOW MalLuHbl NONb30Ba-
Tensa. [ns Toro 4yto6bl 3TO caenatb, He-
06X0aMMO J06aBUTb HYXXHYIO NporpaMmmy
B cnucok RemoteApp Programs. B ka4ec-
TBE NPUMEpPa Mbl BbINOHUM HEOBXOAN-
Mble OeNCTBUS.

B ponu npunoxeHus, KOTOpoe Hyx-
HO cAenatb JOCTYMHbIM ANS NOKanb-
HbIX Nonb3oBartenen, 6yaeT BbiCTynaTb
KOHCOMNb afMUHUCTPUPOBAHUS CepBe-
pa TS Licensing Service. Bribupaem on-
umio «Add RemoteApp Programs». [a-
nee B cnucke oTMe4vaem «TS Licensing
Manager». PaboTa macTtepa 3aBepLueHa,
Tenepb Ham HeoBXoAMMO caenaTb NPUIIo-
XeHue OOCTYMHbIM C paboyeit cTaHumm
nonb3oBartens.

[nsa aToro Ham Hago cHavana onpe-
LENUTbCS, KAKUM CMOCOBOM Mbl XOTUM
pacnpocTpaHnTb AOCTYN K LAHHOMY Npu-
NOXEHUIO Ha paboyne cTaHumn. Bo3aMox-
Hbl ABa BapuaHTa: cosgaHve RDP-gain-
na u ucnonb3osaHune naketra Windows
Installer. Mbl paccmoTpum o6a BapuaH-
Ta. MNepBbI BapmaHT yoobeH A Ucnonb-
30BaHWS B HEBOMbLUMX CETAX, TOraa Kak
BTOPOW NyYLLIE UCNONb30BATb B KPYMHbIX
KOpPNOpaTMBHbIX CETAX, rAe C NOMOLLbIO
rpynnoBbIX MOIMTUK PacnpoCTpaHaThb
MPUIOXeHUe Ha paboyne CTaHLuu.

Cospagum RDP-cbann. Onsa ato-
ro cHayana BbI6GEpUTE HYXHOE Npuno-
XEHWMEe B CMUCKE NpOrpaMM B HUXHEW
4acTu OKHa, B pasgene «RemoteApp

CHCTEMHBIAAMUHUCTPATOP



Programs». 3atem BbibepuTte onuuio
«Create .rdp file». B oTKpbIBLUEMCS OK-
He macTepa Heo6xoaMMO ykasaTb MyTb
K Karanory, B KOTOPOM OyfeT XpaHWTb-
ca co3fasaeMbli haiin, 3aTeM MOXHO
M3MEHUTb afpec cepeepa u nopT, KOTo-
pbie 6yoyT MCMONb30BaTbCA AN LOCTY-
na K MPUIOXKEHUIO Yepes Cnyxe6y TepMu-
Hano.. TakXe MOXHO CMEHWUTb HACTPOR-
kun TS Gateway, Hanpumep U3MeHUTL cep-
BEP, NCNONb3YEMbIN N0 YMOMYaHUIO, UK
OTKNO4YUTL ncnonb3osaHme TS Gateway.
W, HakoHeLl, MOXHO HacTpOWTb MUCMOSb-
30BaHNe CepPTUUKATOB LS YCTAHOBKM
3aLUULLEHHbIX coeanHeHni. B pesynb-
Tate paboTbl Mactepa B kartanore C:\
Program Files\Packaged Programs co-
3[aeTcs HOBbIM haisl, KOTOPbIA MOXHO
pa3mMecTuTb Ha paboyei cTaHumMmM Nosb-
30Bartena 4ns octyna K yganeHHomy
NPUNOXEHMIO.

Tenepb co3pagum naket Windows
Installer. 3pecb HacTpoviku 6yoyT aHa-
NIOTUYHbBIE: NYTb K cOo3haBaeMomy (hai-
ny, HACTPOWKN TEPMMHANBHOIO cepBe-
pa, HacTpoikn TS Gateway u HacTpou-
KN cepTugmkatos. B cnegytowiem okHe
Bbl MOXeTe Bbl6paTh, FAe Co3Aasatb Ap-

NbIKW NS [OCTYNa K NPUNOXEHUIO: Ha pa-
604em cTone munu B nanke Start. Takxe
MOXHO accouumnpoBaThb paclLMpeHus,
Mcnonb3yemMble AaHHbIM NMPUNOXEHNEM,
C apyrumu chainamm Ha paboyen craH-
LMK nonb3oBaTens.

Passeprblsauue HAcTpoeK

¢ nomowbio GPO

WUTak, cosgaHHble .rdp- n .msi-pannbl
MOXHO pasfnyHbIMK CNOco6amMm nomec-
TUTb Ha paboyme CTaHUMKU NONb30BaTe-
nen. B kayectBe npumepa 5 pasBepHy
.msi-pannbl ¢ MOMOLLbIO IPyMnoOBbIX MO-
nutuk Windows Server 2008. Ntak, y Hac
umeetcsa gomeH terminal.mylocal, B ko-
TOpPOM TpebyeTcs Ans rpynmnbl KOMMbHO-
Tepos TestUsers passepHyTb .msi-ghaiin
[N 0OCTYNa K NPUINOXEHMIO Yepes Cryx-
6y TepMUHAsOoB.

Cnepyet cpady 3aMeTWTb, YTO Hac-
Tpoka rpynnosbix nonutuk B Windows
Server 2008 HeCKONbKO OTNIMHAETCS OT Ha-
CTpoek B npeapblayLimx sepcusax Windows
Server. Mpexge Bcero, Tenepb pasgen
«Group Policy Management» goctyneH
B BUIE OTAENbHOWM 3aKnagku, He yepes
«Active Directory Users And Computers»,

Cambiii yao6HbIii cnoco6

\‘;‘J-, npno6perens M0
—
WnrepHer-cynepmapker

nAporpamMmMHoOro o6ecneyeHns
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kak paHbLue. Cama koHconb Group Policy
Management Takxe CyLIECTBEHHO W3-
MeHunacb. Tenepb 30ecb OOCTYMHbI Ha-
CTPOViIKM NS neca, JOMEHOB, BXOAALLMX
B [AHHbIV nec. Takxe 13 3TON KOHCONMU
MOXHO YNpaBfsTb NOUTUKaMK Ans fo-
MEHOB, KOHTPONINEPoOB AOMEHOB. ELle
OQHO MONEe3HOEe CPencTBO, NOSIBUBLLEE-
Csi B HOBOW koHconu, — 310 Group Policy
Modeling. 3To cpeacTBo, No3sonswLLee
CMOZEeNMpoBaTh NOCNEACTBUS NMPUMEHE-
HUSA rPYNMNOBbIX NOAWUTUK K ONpeaeneHHo-
MY OOBEKTY, MOXET ObITb O4EHb MONIE3HO
B CNy4ae, eCnv UCMOMb3yeTCs HECKOIbKO
MOMMTUK U MHOXECTBO OOBLEKTOB.
OpHako A HECKONbKO OTBREKCS OMU-
caHvem paboTbl C rpynnoBbIMU MOANTU-
Kamu, BEpHEMCSH K cliyx6am TepMuHa-
nos. [Ana BbINONHEHWUS NOCTaBNEHHON
3ajayn Heo6XxoOMMO OTKPbITb pasgen
«Forest», Bbl6bpatb «Domains» n yka-
3aTb MUMA JOMEHa (B AaHHOM Crnyyae 370
terminal.mylocal), 3atem «Group Policy
Objects, TestUsers» (rpynnosas nonuntu-
Ka, KoTopas 6yneT NpUMEHeHa K Maluu-
Ham TecToBOM rpynnbl). MNocne BbiNon-
HEHMNS 3TUX LENCTBUA HAXMUTE NpaByto
KHOMKY MbILWK 1 Bblbepute «Edit». B oT-
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e |mHl=

"> TS Gateway Manager
= 5 WIN-BLBLKCSXACS (Local)

TS Gateway Manager Actions

TS Gateway Manager «

= [ Polices (,q TS Gateway enables authorized remote users to connect to =
“| Connection Authorization Polides %@, resources on an internal corporate or private network, from 5 Connectto TSG...
| Resource Authorization Policies any Interet-connected device. View N
_| Monitoring
Hel
Managed TS Gateway Servers P

The following TS Gateway servers are being managed by this snap-in
console, To configure or manage a remote TS Gateway server, in the
Actions pane, dick Connect to TS Gateway Server.,

Name

WIN-BLBLKCSXACS

Related Documentation

TS Gateway overview
Cheddist: Configure TS Gateway

|

PucyHok 5. Ynpaenenme TS Gateway

KpbIBLLEMCS OKHe Haxumaem «Computer
Configuration».

Kak M3BeCTHO, NPUNOXEHUE MOXHO
nn6o ony6nnkosaTk, NPUBA3AB K NOUTY-
kam nonb3osatens (User Configuration),
WKN Xe YyCTaHOBWUTb, MPUBA3AB K MO-
nutukam komnetoTepa (Computer
Configuration). BeinonHum BTOpoe fencT-
Bue. [ina atoro B paspgene «Policies»
ykasbiBaem «Software Settings» u 3a-
Tem «Software Installation». Haxas npa-
BYIO KHOMKY MbIWK, BbIGUpaem «New
Package». C nomoLLblo macTepa BbI6u-
paem HyXHbI dhann, 3aTemM «Assigned».
Tenepb rpynnoBas NonuTUKa MOXET Npu-
MEHSATLCS K pabo4mM CTaHLMAM.

Mocne nNpMMeHeHus rpynnoBon no-
NWTUKKX Yy NONb30BaTenei NOABNTCA Ap-

TS_RAP_01 Properties |
General | UserGroups  Computer Group | Alowed Ports |
Users can connect to network resources in a computer group through TS

Gateway. Specify the computer group by doing one of the following:

 Select an existing Active Directory securty group

This group exists in Local Users and Groups orin Active Directory Domain
Services.

| Browse

" Select existing TS Gateway-managed computer group or create a new one

| Browse

(% Allow users to connect ta any network: resource:

o]

PucyHok 6. YmpaBiieHMe ROCTYIIOM
AN paboumx CTaHumL

Cancdd || e |
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NbIK, NOCNe HaxaTusi Ha KOTOpbIA 3a-
nyctutcs mactep RemoteApp, KoTo-
pbI Mocne aBTopu3auuy nonb3o.a-
TeNs 3anycTUT Ha NoKasbHOW MallunHe
MPUNOXEHNE TepMUHAILHOrO cepeepa.
CnepnyeT Take OTMETUTb, YTO NpY HEO6-
XOOMMOCTU yaaneHHOe NPUIIOXeHNE MO-
XET 6bITb focTynHo Yepe3 Web Access.
Takxe MOXHO pas3peLUmnTb MCMOSb30BaTh
apryMeHTbl KOMaHLHOW CTPOKM.

Lino3bl TEPMUHANBLHOIO
Aoctyna

Tenepb norosopum 6051ee Nogpo6HO
0 OpYron MHTEPECHOW Cnyx6e, BXOAALLEN
B COCTaB TePMUHASbHBIX CEPBUCOB. ITO
TS Gateway Manager. Kak 5 yxe ynomu-
Han ebiwe, TS Gateway npegHasHaveH
ONS NOAKIIYEHNS K pPa3nuyHbIM Tep-
MWHaNbHBIM CepBepam 4epe3 efuHbIN
wnto3. flymato, yoo6cTea Takoro nogxo-
[a o4eBupaHbl. Monb3oBaTtensm He Ha-
[0 MyTaTbCA CPEAM MHOXECTBA pasnmny-
HbIX TEPMUHANBHbIX CEPBEPOB, JOCTATOY-
HO COXpaHWTb HAaCTPOWKM AN focTyna
K QMHOMY LLTI03Y, C MOMOLLbIO KOTOPO-
ro y>Xe NOLKoHaTLCA K HY)XHOMY MPUo-
XEHUIO. AOMUHUCTpATOpam He Hago Ha-
CTpauBaTb MOIMTUKM AOCTYNa Ha MHO-
XECTBE CEepBepoOB, AOCTATOYHO HACTPO-
WTb Ha LUo3e.

PaccmoTpum 6onee noapo6bHO Ha-
cTponky TS Gateway. [na 3T0ro Ham He-
06X0AMMO OTKPbITb KOHCONb TS Gateway
Manager. B 0CHOBHOM OKHE MOXHO Ha-
6nogaTb cepeepa, BOCTYMHbIE ANS yn-
paeneHus (CM. puc. 5).

Mpn HaxaTum Ha 3HA4YOK KOHK-
peTHOro cepsepa Bbl MOXETe Mony-
YUTb MHEOPMALNIO O ero TekyLlen 3a-
rpy3ke, Konm4yecTBe NOOKMIOYEHUN,
NPUMEHAEMbIX NONUTUKAX U TakK fa-
nee. Co6CTBEHHO, MCMOMb3YEMbIX MO
YMON4aHU0 NONUTUK aBTOpU3aLum
nase: Connection Authorization Policies
n Resource Authorization Policies.

MNepBas ncnonb3yetcs Ana HacTpon-
Kv nonb3oBarenen, KoTopbiM paspeLue-
HO coeiMHeHue ¢ cepBepoM TS Gateway.
34ecb ONpeaensioTCs, B YACTHOCTK, CMO-
co6 ayTeHTMMKauum (naponb u/mnu
CMapT-KapTa), a TakxXe rpynmnbl Nonb30Ba-
Tenen, KOTopbIM paspeLleH goctyn. Ewe
30eCb MOXHO ONpeAenuTb nepeHanpas-
neHue yCTPOMCTB, NOLKIYEHHbBIX K TEp-
MUHanbLHOMy cepBepy. To eCTb NoNb30Ba-
TeNM MOXET 6bITb pPa3peLLeHO NOAKIIO-
YeHWe NPUHTEPOB, CEPUIHBIX MOPTOB, YC-
TpowcTe Plug and Play, npaiisepos ycT-
poncTB 1 6ydepa obMeHa.

Brtopas nonuTtuka onpegenset pa-
6oumne cTaHUMKM, KOTOPLIM pa3peLleHo
nogknioyarbcs K cepsepy TS Gateway.
34ecb Takxe MOXHO ONpefenuTb rpyn-
Mbl MONb30BAaTeNew, KOTopble MOryT NoA-
KNo4aThCs K yoaneHHbIM cepBepam ue-
pe3 TS Gateway. 470 KacaeTcsa ynpaene-
HUA 0OCTYMOM K TEPMUHANbHOMY LUSTIO-
3y OS5 paboymx CTaHuMm, TO TYT MOXHO
BOCMONb30BaTbCA ABYyMSA crnocobamu:
yKasaTb yXe co3faHHyto Active Directory
Security Group nnu ncnonb3oBatb Cy-
wecTeyowyo TS Gateway Managed
Computer Group. o ymon4yaHuio nosb-
30BaTeNn MOryT NOAKIIOYATLCS K No6Ho-
My pecypcy.

CeTeBble NOPThI, UCMONb3YyEMbIE
L151 YCTAHOBKM TEPMUHANBHOW Ceccum,
TaK>Xe MOXHO MEHSTb MPW He06X0AMMOC-
. Mo yMOnYaHMi0 UCNonb3yeTcs CTaH-
JapTHbIn nopT 3389.

3akniouenue

Ha atom a 3aBepLuato CBOM pacckas
0 cnyx6ax TepMMUHanNbLHOro gocTyna
B Windows Server 2008. Kak B1aHo, B HO-
BOW ONepaLMOHHON CUCTEME B TU CIYX-
6bl TaKXe 406aBMNOCb MHOMO HOBbIX BO3-
MOXHOCTEMN, Y4TO NO3BOSIUT aAMUHUCTpA-
TOpam ONTUMM3NPOBaTh PaboTy Nob30-
Batesnei ¢ yaaneHHsIMU NPUNOXEHNSMU
C NOMOLLIbIO CIYX6 TePMUHANOB. @

1. http://www.microsoft.com/windows
server2008/en/us/default.aspx — cTpaHu-
ua, nocesweHHas Windows Server 2008.
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